TRZREHMXREHTTPSRE
B =%

I
FZREMH

AN AERERRIREAREREN , ERSHEMRMALEHTTPSRE.
TR
=R

BEREBEWETHUTER .

- DITEEMAIR
« TTEHEER AR

EARVA L

RIS BR T4 E AV M BE AR A

AXHEPNEEHRETREXRERNEFHNREZEEN, AXEFEANARRZRAERAR
(BN ) BE. MREHMBLTEHNRS , FERRETRAERTHBERRE,

T RERNAE

EARRREZREFENUTENNFREEENEXNEARE, REFFHHRERERERS
2, RERSHFEFRERRIXGFEMRZASNERTRE,

EXHERE (BEBEHIN)



TEERTHZEMABEERE M HNWeb RSB/ BNEET , HESEMREENFENHKENK

ErN#BZRRERANER.

S

AR BEPARBEHOTZoMNXTHEBIREREN IS  BEEATER. BT
REMBEMIE, EXLERRT , WSS EFQDNAY R 2 5 7

CLIENT EXPLICIT FORWARD PROXY

(1) TCP Handshake

(2) HTTP CONNECT

(4) HTTP CONNECT STATUS

e

(5) CLIENT HELLO

(8) SAME SERVER HELLO

L+ e

(9) ENCRYPTED HTTP REQ

(12) SAME ENCRYPTED HTTP RESP

e

B — EXHRAE (BRI ) R

MEFFRMNZS MR ZERETCP=XREF,

RIBFZME , BFHAXHTTP CONNECT.

=

(2.1) FQDN Filtering *

R —

(FQDN Filtering, Decrypt Exception)

(3) TCP Handshake

SERVER

(6) SAME CLIENT HELLO

-

(7) SERVER HELLO

(10) SAME ENCRYPTED HTTP REQ

(11) ENCRYPTED HTTP RESP

[BJMCONNECT#R kA , Z=M<iRBIFQDNH B FAFQDNIY 8 SR BE o

AUMRATFRE , Nx2ORSB[ARFTNWTCPEFERHEAZHTTP CONNECT,

[5] HTTPIR AN RH B LLUEBR A R E X BIEF %,
[CIMLLET#E , FREEEBEERE , TEEMAER

—_—




EXHEARE (THER )

Be

XERE K MEXNRANEEENEZRE.

CLIENT EXPLICIT SERVER
FORWARD PROXY
(1) TCP Handshake
(2) HTTP CONNECT N (3) TCP Handshake
(4) CLIENT HELLO .
L (5) SERVER HELLO (server cert)
(6) Generat ' 'impersonation
cert bas@d on server cert

(7) HTTP CONNECT STATUS

- —

(8) CLIENT HELLO

(9) PROXY SERVER HELLO
L (impersonation cert)

(9) ENCRYPTED HTTP REQ

(10)DPI C (11) RE-ENCRYPTED HTTP REQ

(12) ENCRYPTED HTTP RESP

(14) RE-ENCRYPTED HTTP RESP (13) DPI

& — EXHRRE (FEHER )

MEEFFHENZEMXZBAXKETCP=XEF,

RIBFERE , BEF W AIEHTTP CONNECT,
[3JM\CONNECT#R3k 7 , =M %IRFIFQDN H 51 FAFQDNIT 8 5K B
41ZEMXF IR ERSJ|/H#ITTCPEF.

BIEZEMXERFBENTLSEFRITKE , ZTMRATF RN Z MK B E#ZR
BRI,

[EIMLLESFF a5 R , B InNRS SR BB ERENBREZRNNE,

EREANE



FERERNRE (BB )

FREGRBR T REALNHBRS RN ERMMNXEFTRANERE ( BERN ) HEE,

CLIENT

(1) TCP Handshake

(2) CLIENT HELLO (with SNI = X)

(8) SAME SERVER HELLO

FE—

(9) ENCRYPTED HTTP REQ

(12) SAME ENCRYPTED HTTP RESP

| —

B — BRAERNAE (BRI )

MZ=MXIERNTCPEF,

TRANSPARENT FORWARD PROXY
(FQDN Filtering, Decrypt Exception)

1

(2.1) FQDN Filtering }

(after DNS resolve of X)

SERVER

(3) TCP Handshake

(6) SAME CLIENT HELLO

(7) SERVER HELLO

(10) SAME ENCRYPTED HTTP REQ

(11) ENCRYPTED HTTP RESP

[2]% Fin M RSB AIER FIWHELLO, R FIRHELLOE & RSS2 E MR IRAF(SNI). MXEH

LIRS H I TFQDNTE K,

BIRAVFRE , FENURLEE THEZEHIS |, NS MRFHIXNSNIFIT S — NDNSEAT.

[41Z =M 6 RSS2 R ETCPEF.

[5]1Z MR FHEENEFIRHELLOR R 2RSS =27 ( EMNE A HKREIMNMAERE ) o
[BIMARSS 22 MBI SERVER HELLO RiF3 K , M A#TEAIE

[7INLLET R | FTEBIREREMFRIE | FREUEARE



BREEANE (THRE)
FEHEMATRBUARBSENERMMNAEEREARERRRBNEBNHNRE,

CLIENT TRANSPARENT SERVER
FORWARD PROXY
(1) TCP Handshake

(3) TCP Handshake
(after DNS resolve of X)

FENN—— =

(4) CLIENT HELLO
(5) SERVER HELLO (server cert)

(2) CLIENT HELLO (with SNI = X)

—_—

—

(6) Generatfmpersonation
cert based on server cert

(9) PROXY SERVER HELLO
(impersonation cert)

(9) ENCRYPTED HTTP REQ

(10)DPI C (11) RE-ENCRYPTED HTTP REQ

————

(12) ENCRYPTED HTTP RESP

f————

(14) RE-ENCRYPTED HTTP RESP (13) DPI

B — ERRRANE (FHRE)
MZ=MXxERTCPEF,

[21& i E RS 8 & % B IHELLO, B HHELLOS S RS BEMIFIAZ(SN), MXEARE
WEIEEH M ITFQDNEIE KB,

BIMRAFREHFBEANURLEE THEE , NMZMXEXISNIITS —NDNS#EA,
[41Z =X TTiRE RSB/ RETCPETF,

BIEZZMAXERFHFZANTLSEFRITRGE , STMRNEFRNSEMX 2 BN EHEZR
BRI,

[BIMLLEI T IaE R |, B im MRS 88 < MM AT A R ER BB EZE M I,

HXER



- BRIZEMHAFER — FOQDNY R ESALE ERIEs
» Cisco Multicloud Defense User Guide - Manage Gateways [Cisco Defense Orchestrator] -
Cisco

0N



https://www.cisco.com/c/en/us/td/docs/security/cdo/multicloud-defense/user-guide/cisco-multicloud-defense-user-guide/fqdn-filter-profile.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/multicloud-defense/user-guide/cisco-multicloud-defense-user-guide/fqdn-filter-profile.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/multicloud-defense/user-guide/cisco-multicloud-defense-user-guide/fqdn-filter-profile.html
https://www.cisco.com/c/zh_cn/td/docs/security/cdo/multicloud-defense/user-guide/cisco-multicloud-defense-user-guide/security-gateways-overview.html?bookSearch=true
https://www.cisco.com/c/zh_cn/td/docs/security/cdo/multicloud-defense/user-guide/cisco-multicloud-defense-user-guide/security-gateways-overview.html?bookSearch=true

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



