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Generate a simple self-signed certificate using openSSL -

Step 1. Generate the Private key
openss1 genrsa -des3 -out server.key 2048

Step 2. Generate Certificate Signing Request (CSR)
openss1 req -new -key server.key -out server.csr

Step 3. Generate the self-signed Certificate.
openss1 x509 -req -days 3650 -sha256 -in server.csr -signkey server.key -out server.crt
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Access Control » Identity Network Discovery Application Detectors Correlation Actions *

Identlty_Po| |CY You have unsaved changes | [~ save ] € Cancel |

Enter a description

G Activie Authentication

Server Certificate * Self_Sign_Cert ¥
Port = 885 (885 or 1025 - £5535)
Maximum login attempes ® 5 (0 or greater. Use 0 to indicate unlimited login attempts)

Active Authentication Response Page
This page will be displayed if a user triggers an identity rule with HTTP Response Page as the Authentication
Type.

System-provided Y =

* Required when using Active Authentication
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Add Rule

Name | Captive_Portal a2 | Enahled Insert | into Categery ¥ | Standord Rules
Action | Active Authentication ~ | Realm: Servertest (A0)  Authentication Type: HTTP Negotiate Exclude HTTP User-Agents: None

Zones  Metworks VLAN Tags Ports Realm & Settings

Realm * Servertest (AD) ~|&?

L 1dentify as Special Identities/Guest if authentication cannot identify user

Authentication Type HTTP Hegotiate w

Application Filters & Available Applications (83) & Exdlude HTTP User-Agents {0)
3, Search by name 3, Search by name | .
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ASA(config)# captive-portal global port 1055
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ASA# show asp table classify domain captive-portal
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Editing Rule - Captive_Portal

Name  Single_Sign_On Enabled

Action | Passive Authentication ¥ | Realm: Servertest Authentication Type:

! Exclude HTTP User-Agents
Zones  Networks  WLAN Tags  Ports Realm & Settings

Realm * Servertest

Use active authentication if passive authenticatio
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Identity Policy

Identity_Paolicy

Revert to Defaults

BEHAd rule AR MFAN . SHBIUsersHEFEXN ENfEHFZFANAA, , MTFEAR. £
$iOK , RFE EHSave AR FE K,

Editing Rule - Allow_LAN_User

Mame | Allow_LAN_User 8 Enabled Move

Action |« Allow ¥ | IPS: no policies  Variables: n/a Filas: no inspection Logging: connections: Event Viewer

Zones Networks viaNTags [IESEJ| Applications Ports URLs . ISE Attributes Inspection Logging  Comments
Available Realms & Available Users & Selected Users (2)

[ < Search by name or value | | 4 Search by name or value & Servertest/sunil 5]
@ Special Identities & servertest/admin &
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System Help v admin v

¢ Deploy Policies Version:2015-12-10 09:29 PM ? X |
] Device Group Current Version
| @ NGFwW 2015-12-10 09:14 PM

© NGFW Settings: NGFW

D Access Control Policy: NGFW_Policy

@ é---Intrusion Policy: Balanced Security and Connectivity
\3) é---IntrusiDn Policy: No Rules Active B
© é---ldentity Policy: Identity_Policy

@ '-DNs Policy: Default DNS Policy

»._J) Network Discovery

© Device Configuration(Details)

Selected devices: 0 Deploy Cancel
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MAF . 2 ¥ (Analysis)>F 7 (Users)>F P& 3l (User Activity)o

User Activity

Table View of Events » Uzers

Mo Search Constraints (Edit Search)

- Time * Event Realm * Username Type * Authentication 4 IP Address »*
Type
3 2015-12-1011:15:34 User Login  Servertest < sunil [ LD&P  Active Authentication 192.168.20.20

3 2015-12-10 10:47:31 User Login  Servertest I « admin LDAP  Passive ;-'-.uthenticationl 192.168.0.6
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Analysis Wall= el AMP Deploy &, System Helpv admins
Context Explorer Connections » Events Intrusions » Files v Hosts » Users v Vulnerabilities v Correlation v Custom Search
Bockmark This Page Report Designer Dashboard View Bookmarks Search v

Connection Events (swich worknion

B 2015-12-05 00:17:00 - 2015-12-12 01:22:07
Connections with Application Details » Table View of Connection Events Il 2015-12-0 0 - 2005 7

Expanding

» Scarch Constraints (Edit Scarch Save Scarch) Disabied Columns

Jump ts... ¥

~ Eirst Packet * Last Packet ® Actlon ¥ Initlator IP ® Initiator User * Responder IP * Access Control Rule * Ingress Intorface * Egress Interfacg * Count
‘ £015-12-11 10:31:59 2015-12-11 10:34:19 Allgrey 192,168 20 20 74,201.154.156 Allgw LAN User Insige-2 Dutside 1
3 2015-12-11 19:31:59 Allgw 192.168.20.20 74,201.154.156 Allow LAN User Insige-2 Qutside 1
: 2018-12-11 09:46:28  2015-12-11 09:46:29  Allow 192.168,20.20 173,194.207.113  Allow LAN User Insige-2 Dutside 1
1 2015-12-11 09:46:28 Allgw 192.168.20.20 173,194.207.113  Allow LAN User Inside-2 Quiskle 1
'} 2015-12-11 09:46:07  2015-12-11 09:46:58  Allow 192.168.20.20 173194207113  Aliow LAN User Insige-2 Cutside 1
3 Allgw 192.168.20.20 4 sunil (Servortestisunil, LDAP) 173.194.207.113  Allow LAN User Inside-2 Dutside 1
] 015-12-11 09;45:46  2015-12-11 09:46:36  Allgw 192.168.20.20 3 sunil (Servertestisunil, LDAPY 172.194.207.113  Allow LAN User Inside-2 Qutside 1

Last login on Thursday, 2015-12-10 at 11:17:25 AM from 10.65.59. 1698 EEEaH By T
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admin@firepower:~$ netstat -tan | grep 3306

EFMC LETHEEMRARIESA - RENEE,

admin@firepower:~$ sudo tcpdump -i ethO0 -n port 3306

SERED>AFP>AFED , URIEFMCREEMNAFREBEZKVAFEFKIFAEE,
¥ I FMCHActive Directory 2 [B) B % $2

FMCfE A TCPis 0389 M1 3 F F~ ¥4 #& % Active Directory.

EFMC LiZ1T R 23R LRI S Active DirectoryBYiE %,

admin@firepower:~$ sudo tcpdump -i eth0 -n port 389
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SMECEERO>ES , FBFRESAF/EATHERITX , WHEAR.

Deploy | # System Help admin

Deployments Health | © Tasks & 7

(20+ total) 0 waiting O running O retrying 20+ success 1 failure
" LDAP Download - Global 2z XM
Download users/groups from servertest-1. LDAF download
- successful: 1 groups, 0 users downloaded
& LDAP Download - Global 4m 52s X
I Download users/groups from servertest-1. LDAP download

successful: 1 groups, 5 users downloaded
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