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Components Used
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. Cisco ASA 5500 RN Z IR HHRA 7.x RESRAK
. Cisco Systems VPN %& 5 4.0.5 kR

Note: A& 145 ZE 5 Cisco VPN & i 3.x #EHR PIX 6.x CLI BLiE.

The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.
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@& Edit Internal Group Policy: hillvalle yypn

3. BUHH Split Tunnel Policy FrXY B9 Inherit 48 , #A/51%3F Tunnel Network List Below,



@& Edit Internal Group Policy: hillsalleyypn

4. BUHIEH Split Tunnel Network List Fi 33 R #9 Inherit 3 , /5% & Manage /537 ACL
Manager,



@& Edit Internal Group Policy: hillvalleyspn

5. 7£ ACL Manager # , #%4% Add > Add ACL... SABIZEFTH 1518 53K,



7. 8l ACL 25 , #IRIERE Add > Add ACE... BURINTAE#2 %1% B (ACE).
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= Edit Internal Group Policy: hillvalleywpn
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= Edit Internal Group Policy: hillv alleywpn
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1. kIR %E$R Configuration > Remote Access VPN > Network (Client) Access > Group
irh S At LAN 5 RIEV A KRG, SRS %o Edits

Configuration > Remote Access WPH = Hetwork (Clhent) Access > Group Policies

Policies ,

HEREHEEH

Manage YPH group policies. & YPH group policy is & collection of user-orented attribute/value pairs that may be stored inkernal
externally on a RADIUS/LDAR server, The group policy information is referenced by VPN tunnel groups and user accounks,

P Add 'l ﬂDeletaI

Narme | Type ] Turneling Protocol [ &
DfitGrpPaolicy (System Default) Inkernal LZTP-IPSec, IPSec, webwpn — N4 --
Defaultgroup Inkernal — Inherited -- — W4 --

Inkernal

alleywpn

2. . Split Tunneling.



% Edit Internal Group Policy: hivalleyvpn
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Split Eunneling network ists distinguish networks that require traffic bo go throwgh the tunnel and those that do nol
resquire kunneling, The secunbty apoliance makes split tunneling decisions on the basis of a network list, which is an
ACL that consists of list of addresses on the private nebwark.

DNS Mames: [ Inherit |

Palicy: ¥ Inheri: |

=
=

Metwork List: [ Inferit |

MAnage..,

Intercept DHCP Configuration Message from Micosoft Clients E

DHCP Intercept lakbs Microsoft %P chenks use split tunneling with the security appliance. For Windows disnts
prior ko ZP, DHCP Intercept provides the domain name and subnet mask,

Inkercept: [ Inhert Yoo O Mo

ulret Mask (0ptisnal: [0.0.0.0

| O, I Cancel I

Help |

3. BUHEH Split Tunnel Policy FXY R Y Inherit 1 , Af51%3#%¥ Tunnel Network List Below,

g% Edit Internal Group Policy: hivalleywpn
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Splk tunneling nebwecek ists distinguish networks that require traffic ko go through the tumnel and those that do nc
reguire tunmeling, The sscurity appkance makes split tunnelng dedsions on the basis of a network list, which is an
ACL that consists of list of addresses on the private netwark,
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List Below
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Intercept DHCP Configuration Message from Micosolft Clients &

DHCP Intercept lebs Microsoft %P chients use split bunneling with the security applance. For Windows clients
prior o ¥P, DHCP Intercept provides the domain name and subnet mask,

Intercepk: [v Inhert  Yes € flo
Subriet Mask (Optinall; [0.0.0.0 =]
O, I Cancel Help




4. BUHIE Split Tunnel Network List FiXf R K Inherit 48 , R /5% & Manage B3 ACL
Manager,
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5. £ ACL Manager & , %3 Add > Add ACL... LA B2 KA E 5K,
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Splic Eunnebng network lsts distinguesh nebyworks that require traffic to go through the tunnel and Ehose that do not
require bunneing, The security appliance makes spik bunneing decisions on the basis of a network bst, which is an

ACL that consisks of list of addresses on the private network,
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DHCP Inkercept lets Microsoft %P clients use split tunneling wikh the security appliance, For Windows chents

priar ko XP, DHCP Inkercept provides the domain name and subnet mask.
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Split tunneling nebwork lists distinguish netwarks that require traffic bo go through the tunnel and those that do e
require tunneling, The security spplisnce makes split tunneling decisions on the basis of a network lisk, which is an
ACL that consists of list of addresses on the private nebwork,

DHS Marnes: [ Inherit |

Policy: [ Inherit | Tunrel Netweek List Below =
Metwork List: [ Inherit |Split_Turnel_List | Manage...
trcest ot oo EDTTI T -
DHCP Irtercept lets Microsaft 5P cherrs use split turnelng with the sscurty applance. For Windows clients
prior to #P, DHCP Intercept provides the domain name and subnst mask,
Intercept: [« Inberit & Y=s o Ao
Subret Masl (Optenal: [0.0.0.0 =l

11. B OK LUR[EI4A KM ALE

= Edit Internal Group Policy: hivalleyypn
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Spdit turniekng nebwark lists distingush networks that require traffic bo go throwgh Bhe kunnel and Ehose that do nat
require turneling, The security apphance makes split tunneling decisions on the basis of & nebwaork list, which is an
ACL that consists of kst of addresses on the private network,

DNS Names: [& Inherk |

Policy: [~ Inherit [TL.meI Mebwiork Lisk Below EI
Nekwork List: [~ Inherk  |Spiit_Tunnel_List x| Manage...
| Intercept DHCP Configuration Message from Micosoft Clients &

DHCP Intercept bets Microsoft P cientsusespﬁt turmedng with the security appliance. For Windows dients
prior ko ¥, DHCP Intercept providas the domain name and subnet mask.

Inkercept: [ Inherk @ Vo5 o

subiniet Mask (Optanal); ||:.:J 0.0 =

12. 815 Apply , A5 % T Send ( REE ) , AFHHRIEET ASA,



Configuration > Remote Access YPH > Hetwork (Client) Access = Group Policies

Manage YPM group policies. & YPMN group policy is a collection of user-oriented attributefvalue pairs that mayw be stored intern.
externally on a RADIUS/LDAFR server, The group policy information is referenced by ¥PM tunnel groups and user accounts.,

% Add |v| Ef Editi Deletel

Mame l Type ! Tunneling Protocol I 1
DFlbGrpPolicy (Syskem Default) Inkernal LzTP-IP3ec, IPSec, webvpn - A -
Defaultgroup Inkernal -- Inherited -- -- A -

hivalleyvpn | Internal ____ lsvo IPSec

( Apply :' I Feset I
B CLI Bl ASA 7.X REERAE

&I LATE ASA CLI REREA TSR ( MAZEA ASDM ) |, SMERTFE ASA EER S BIFRE !
Note: £ ASA 7.x Ml 8.x # , CLI &R EE E&F 2 MBI,

1. W ARBEER,
ci scoasa>enabl e
Passwor d: ****x*x*
ci scoasa#configure term nal
ci scoasa(config)#
2. BIEE X ASA e e MR 15 R 5K,
ci scoasa(config)#access-list Split_Tunnel _List remark The corporate network behind the ASA
ci scoasa(config)#access-list Split_Tunnel _List standard permit 10.0.1.0 255.255.255.0

3. EALFEXNHA TSR R A RBEEER,
ci scoasa(config)#group-policy hillvalleyvpn attributes
ci scoasa(confi g-group-policy)#

4. BEDEIRRE R, EATHIH , LLFKEN tunnelspecified.

ci scoasa(config-group-policy)#split-tunnel-policy tunnel specified



5. MESBIREE ISR, EAREIF , tFIFRA Split_Tunnel_List.

ci scoasa(confi g-group-policy)#split-tunnel-network-1ist value Split_Tunnel _List

6. XHIta T :

ci scoasa(config)#tunnel -group hillvalleyvpn general -attributes

7. FHA R BE S R8E A R BR

ci scoasa(config-tunnel -ipsec)# defaul t-group-policy hillvalleyvpn

8. B b MEERN,
ci scoasa(confi g- group-policy)#exit
ci scoasa(confi g) #exi t
ci scoasa#

9. NEERFRIFSZ K1 RAM (NVRAM) , HER LR REEIR X4+ & B1#Z Enter,

ci scoasa#copy runni ng-config startup-config

Source filenanme [running-config]?
Crypt ochecksum 93bb3217 0Of 60bf a4 c36bbb29 75cf714a

3847 bytes copied in 3.470 secs (1282 bytes/sec)
ci scoasa#

& CLI Bl PIX 6.x

TR LSRR
1. Bl E X PIX & MR 5K,

Pl X(confi g)#access-1ist Split_Tunnel _List standard permit 10.0.1.0 255.255.255.0

2. B2 —1 VPN 4 vpn3000 , HEHIEE S EIRZE ACL , TR :
Pl X(confi g) #vpngroup vpn3000 split-tunnel Split_Tunnel _List

Note: <& F PIX 6.x Wiz 7] VPN BEEMiFHMEES |, i5S 8 #EH Microsoft Windows

2000 #1 2003 IAS RADIUS & ¥ iFfLE & A F Windows B Cisco Secure PIX Firewall 6.x
F Cisco VPN &/ i 3.5,

Verify

BRERATHIPHNLR , LERITEE,

. ERE VPN BfiE

. EF VPN EFRIwHERE

- B Ping Wig 4 i#h LAN 5[]
ERE VPN PR

& VPN ZF /i S| VPN 488 |, SIERIFRE.

1. NI RIFERESZE |, #2E Connect.
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# ¥PN Client - Yersion 4.0.5 (Rel)
iConnecton Entries  Status Certificates Log Options Help

o, ¥ _ Cisco Svstems

Connec M Irnpost I odify Delete iy
Connection Eriries | Cartificates | Log |

hiilbe slleyvpn 172221 160 IPSec/UDP
4| | v
Mot connected, | i
# ¥PN Client | User Authentication for “hillvalleyypn® il

Cisco SYSTEMS Usemname: |marty

Bttt

. Pazzword:

aF. ,\J Cancel
2. MBI EIL, i}
3. 4% Status > Statistics... SA{EE 7R Tunnel Details B0 , AU ELEOFREREIEES
BEHEEBER.




# ¥PN Client | Statistics 2 x|

Tunnel Details: |F||:|ute Dretails | Firewall |

Addressz In&rmatiun Connection Information
Clignt; 10.0.1.50 Entry: hillwalleyz
Server: 172221160 Tirme: 0 day(=), 00:00.25
Bytes Crypto
Receved: 0 E ncryption: 163-bit 3-DES
Sent: 1434 Authentication: HiAC-5HA1
Packets Transport
Encrypted: 3 Tranzparent Tunneling: Inachive
Decmpted: 0 Local Lak: Dizabled
Dizcarded: 0 Comprezsion: Maone
Bypazzed: 159
Reszet
Cloge

4. #% % Route Details i£Il+ , AEEE VPN BEFRE L ERET ASA IR, ARG
, VPN g af AL £ #bi5E 10.0.1.0/24 , MArE Eb R ESE N H BT REE K IX,

X
Tunnel Details | Eﬁéﬁﬁtﬁ%ﬁiﬁ%ﬁtﬁéii%kl? Firewal |
Local LAMN Routes Secured Routes
MHetwark, Subnet b azk Metwark: Subnet b azk
10.0.1.0 285 255.255.0
Cloze
EE VPN EFKAE

HRE VPN BEFHmAER , BUUBERETEREEESEIRENSH, EEFHE , % VPN
BEPIRPEE Log M+, REHET Log Settings A ABMIEKMNANS ., EAXRRFF | IKERER



3-High , MATEHEMBEETRIRENRN 1- Low,

# WPM Client - ¥ersion 4.0.5 (Rel) I =10] x|

Conneckion Entries  Status Certificates Log Opkions Help

Dizable Clear Log Sefting: Log ‘% indow
Connection Entries | Certificates | LE'EIJ

Ciseo Systems WPH Clent Yersion 4.0.5 (R el

Copyright [C] 1958-2003 Cisco Systemsz, Inc. AN Rights B eserved.
Client Type(z] Windows, WinM T

Running on: 51,2600 Service Pack 2

Gisco SysTems

Mot connected, y

Pl X(confi g) #vpngroup vpn3000 split-tunnel Split_Tunnel _List

BN Ping it 453 LAN i5[A]

M VPN & F i 7(£ T REEEREZE ASA BT 2 THEIRREN S —f LR - £ Windows @
S{THERA ping B85, VPN F I A ity LAN jJ 192.168.0.0/24  AEMKZHEES—A& IP it
A 192.168.0.3 B9 EH.

C:\>ping 192.168.0.3
Pinging 192.168.0.3 with 32 bytes of data:

Reply from 192.168.0.3: bytes=32 tine<lns TTL=255
Reply from 192.168.0.3: bytes=32 tine<lns TTL=255
Reply from 192.168.0.3: bytes=32 tine<lns TTL=255
Reply from 192.168.0.3: bytes=32 tine<lns TTL=255

Ping statistics for 192.168.0. 3:
Packets: Sent = 4, Received = 4, Lost = 0 (0% oss),

Approximate round trip tines in mlli-seconds:
M ni mum = Ons, Maxi mum = Onms, Average = 0ms
Troubleshoot

BAgk B B BUR BR 5 7 4 BIRREACL

BESXENBEN - REEATIEBRENACLE, HETREREL50-601MNACESRE T ABER
ee. ERUSKI MY 2 WaEiREIP I AER,




Related Information

. f£/ ASDM ¥F PIX/ASA 7.x BB N i=E VPN RS BENER RS
. Cisco ASA 5500 RIBEENEZ SRR

- Technical Support & Documentation - Cisco Systems
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