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AXHEPNEEHRRETREXRENEFNREFEN, FAXHFEANMERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRRETHAERSHBERE,

HEERASA L HINATED &t fE

S
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BEBRNATHEL EHFERT , X0 7 SRl 5 FAASA EFINATEL B SR I ENAT R BE 3/
ASAEE R BRI AKZHNATRIEEFRE T U T XERELHE IR

« NATECEMNIGFEE. Hlan , FIHNATAMUAEENATRHNIE , SBREENATRE TS
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* NATEEEFHERNMNENRAS , SERBLERSXENATRANEE , FiEKEEEH
NATHLI,

packet tracerss A F AT A T2 MTASA L RSB ENATHXWRIE, BSHAT—T , THAEXNM
EFANATEL B X9 ENAT SR B 2k SR AT BEBR AN AR R4S ENAT R R Y ¥ 4B15 2o

LS, B Ashow nat detailin & 7 SR FTERE G 7 BLNATHN,

un4r] f5E A ASARL E I ENAT R BE R

ASARLEEHYFR B B E @ B IRIBENATR T IV, WITENIE ( £182 ) FFia , A TE7T , BEE
PEEENATHLI

BE , —BEENATHL  ZNATANREA TEE , A ETBHNUEIREESNATERE | B
ETHHHERE-LEL,

NATERREE R
ASALHINATERBEETNATEREWEN,
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FHNATERRE

55 1 2|2 2 NATRE o
CNERENERER NS TIRFES TR,
0wy DANATREE _ . e
BEX S RMNATER (BARDS ) NS ( TRED ) KELBXEES,
= 5 417p| D AR EHANATHES

ENRBENEREEFTHERIRFHRTLE,

TRERTTRHBNATEZ REFEFFR :

NAT Table
.f .................................... ‘
Static NAT : anual NAT Po = | First Match
Longest Prefix . ectio = | (in config)
Slﬂ'tes.t P!EIE E A 0 i 0 E
Dynamic NAT i ectio
Longest Prefix i E
* E anual NA i 0] Po = | First Match
Shortest Prefix| : ectio s | _(in config)
T -
NATHL I P g
®1 887

« BERBIELUE - PHANFFLHNATRE 12 T ERE.
- MRBFSWRIPHERIPEFHINATANNSHTE , NNAKRAEFELZIE , B
A RIHEETER S By EAENATHR
o MBREENATHAN , MRBENATRHFE28 2 THERE,

%2 8o

- RI\FF2EHONATHAN | BB BEENIFITMARE , B ITEBANATRAN , RE1TMAS)
ANATH N

o MRFHRAN EFRARIP BARIPICE, , WA MAKKR , FASETFEERAN , &
EEMNRESRPHEMIPITA, fl , —NEINATRN T ERRIP , 5—1NE3)
NATHLI 7] BA%& B 470

- WRASBINATRAUCE , WHBEE2HMI KRB , NATEREL , HEF2UTE
B3 PRI

« WMRFB2EDHINATRN SFHATE , WEHRFEAEIRD



% 3 &

- B3RP IREE1RDFHIEESEE, MRKBEZHIRIPH EFRIPEFIINATANE
SHIE | FNARKR , FARIEF/EFEL , FETSIMEMERD Y EENATH 1T 114

o

ARFIBERMAENATRARTEER NN ( —NFINATEGM—PMNEINATE E ) FIASA
NATELE :

nat (inside,outside) source static 10.10.10.0=net 10.10.10.0=nat
destination static 192.168.1.0-net 192.168.1.0-nat

object network 10.10.10.0-net
nat (inside,outside) dynamic interface

ASA# show nat detail

J il
1l (inside) to (outside) source static 10.10.10.0-nat 10.10.10.0-nat
destination static 192.168.1.0-net 192.168.1.0-net
translate_hits = 232, untranslate hits = 33827
Source - Origin: 10.10.10.0/24, Translated: 10.10.10.0/24
Destination - Origin: 192.168.1.0/24, Translated: 192.168.1.0/24

]
1 1 (inside) to (outside) source dynamic 10.10.10.0-net interface
translate hits = 965534, untranslate hits = 0

Source - Or : 10.10.10.0/24, Translated: 172.18.254.25/24

AT BEBRNAT &

5 A Packet TracersE B2 F

EHBRNATELE R |, B Apacket tracerss AREFRITHRIBE TR ERFENATEREE, Packet
tracer RF RIS EI AASAH RAIBIEE , ASAERNBIEENAFLAEBURRE AT ZEE.

ET =R | HHT - ARSEOHF % FInternet EENB RBITCPEIEE. Packet
tracerss HRRFE TRHIE T SHASNATHN PTE | HHEEm N AEIP#bit172.16.123.4:

<tfroot>

ASA#

packet-tracer input inside tcp 10.10.10.123 12345 192. 168. 200. 123 80



...(output omitted)...

Phase: 2
Type: NAT
Subtype:
Result: ALLOW
Config:

obj ect network 10.10. 10. 0- net
nat (inside,outside) dynanmic interface

Additional Information:
Dynamic translate 10.10.10.123/12345 to 172.16.123.4/12345

...(output omitted)...

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up

Action: allow

ASA#

EENATHN |, RJ5 ¥ HPacket Trace , AEMNER BENZ£IRR EE SR (ASDM)BUEPacket
Tracer, XAFINATHN 18 EM P it A #EPacket Tracer T ER i A -



[ B e O G O O

‘_D L&) Firgwall

Em“:lwl S hadd - Edit (JDelete + & L Wl - O Find &
Match Critarla Origingl Pachet

:‘,m‘;:"“m’ * sewceind Destine Source Desbration

1 indide outside o 10.10.10.0-net o 192.168.1.0-net @ any

' IFiter Rules sutside  inside o102 1681 O-ner o8 10.10.10.0-net @ any

S Public Sarvers ¥ *Merwodk Object” NAT [Rule 2)

*1'."' Fivering Servers 2 L outtide 10, 10. 10U 0= et

) Tweeat Deteceen

o deneiy Oplions

S dennity by Trusmse:
» B oojecs
* iy Unified Communications
v T} Advanced

(34 site-to-Site v

Select a

NAT rule, then

activate packet tracer

|E1Ml Management
T | Resat Apply

Diewice configuration refreahed wuecenafully.

& & Show Natin SRy i &

show nat detailis S B AT A TEENATRE R, E4AME , A Atranslate_hitsF

untranslate_hits 1383 R EEASA L FEAMLENATERE .

R E ZFHHNATHRNE Btranslate_hitsz{untranslate_hits , M| &= bk & 7

ENATRHERESH RN S —IMANEZHREIHE,

LT Rk B TRIASAELEHNATELE FMINATRBE XK

BREIKASA |, HEAEE



ASA} show run nat

nat (inside, ocutsides) socurce dynamic Ussrsl NATFPooll

nat (inside,ocutsaids) source Sarverfsal ServerTrans

!

object network Usera2

nat (inside,outside) dynamic MATPool2

ocbject network SecureSarv

nat (inside,cutside) 203.0.113.82

!

nat (inside,ocutside) after-auto source dynamic Users3 HATFool3
nat (inside ocutside) after-auto source Servers ServeraTrans

ASA} show nat
Manual MAT Policies (Section 1)

l (insidas) to (outside) source dynamic Usarsl NATFooll

translats hits = 3321, untranslate hits = 0
2 (insids) to (outsids) scurce SarverTrans
translate hits = 0, untranslate hits 93825 NAT line hit counts increment
whan new connections maich
Auto MAT Policies (Section 2) NAT rule
1 (inside) to (outside) scurce SecureServ 203.0.113.82

translate_hits = 0, untranslate_hits = 0
2 (inside) to (ocutside) source dynamic Ussrs2 NATFool2
translate_hits = 0, untranslate_hits = 0

Manual MAT Policies (Section 3)

1l (insids) to (ocutsids) source dynamic Ussrsd NATPool3l
translate hits = 0, untranslate hits = 0

2 (inside) to (outside) source Ssrvers ServersaTrans
translate hits = 0, untranslate hits = 0

EL—NTRpBIH , BLASALEFRE T AMNATHAN, show nathi H & 7 204a] 8 A iX L0 N P EENAT R
BR , ARSI translate_hitsFluntranslate_hits#,

XERPITRFSRERNEN—IR. BEASARIYERES , EEYERNEEBEIT2EM
NATE ( IEERUTHRIFIRBFITBEASALNTHESR ) .

Translate_hits: 7 ¥ & 75 [0 £ SENATHL N P& 49 #7 % 8255

“BRABRTEERBIASAENATRAM G IEENEO S B LR,

MENATHNIE E R A BPARSS BRFR A AEZED |, MINATH N F 32 O W IRE R
“nat(inside , outside). .." ; MR ZARF B AKEEIINIBENMFIERE , Ntranslate_hitit B[ 0.

Untranslate_hits: ¥ 48 75 [8) £ SINATH N PTER #9 £ 3250

MENATHNIE EF AR B N AZBEED |, MINATHRN O MNIRFE R
“nat(inside , outside). ..” ; MRASANERN T Fim KB N ERARSSBRAVATIER: | 1
untranslate_hitit ¥ 28 &80,



B, MR B IFHHINATH N & Btranslate_hitssuntranslate_hits , N ZKE R E AR ZIEASA |, =
ETRRENATRAEEESRARN S — MU EZRETE,

NATIRI B R B HE R 77 %

fE fPacket Tracerf@IAB IR B REIGEASA L IEENATE EHM N ABITHE ., &5 Fshow nat detaildy
STHRoD T HENATERREAN, MBREZECEMNATEESTHNTE |, 83T RBIERRE
fE -

« REETENNATRN R T EFERE D FHINATARL 2

« REFEEMNATAN  ENKREXITRRZ ( FMEBARE , 21255.0.00) , NSt
MESHERVAN T ?

- FHNATERBERBINFRI , NS EBE S TEH RN 2

- BHNATANEERETLER , N SBHNSEMRERITE ?

\

BESAT—T , THRROIRBNERSE R,

NATHEC & /Y & I (7] @
AT REASALE ENATEHERIRY E W 8 &,

W& : BTFNATR OB HFERPF)EIRSBURE LM : Jv1E [ F = @7 LB 49 JExT
MAINATHL

NAT RPFRER EFRASATE [E M ERRAVIER ( SIMNTCPRIF[SYN] ) R mER#Ret HAERHINATHR R
( BIZITCP SYN/HHIA[ACK] ) #ik,

BE , WRABZHAENATEGPH AN ( REGR ) it AGEESBHN. EEEXRH , NAT
RPFIRUEMBRSS 2R 2| F P im Y R B E R B 5 E —NATAN TE ; B0 , NAT RPFREXRMK,

5l : 209.165.200.225



object network inside-server

host 10.2.3.2
1

object network inside-server
nat (inside,outside) static 172.18.22.1

r
inside outside '[3,!
-j \z

10.2.3.2 208.165.200.225
src: 209.165.200.225

J P dst 172.18.22.1

src: 209.165.200.225
x4— dst: 10.2.3.2 ‘

2 £ F192.168.200.225 9 NEPE A £ 3% — MBS A ( RER ) IPH#4E10.2.3 209 BB D
ASA%%ﬁ.LZ;&E@#]E:%L)\T%\/JL /l.,\ .

%ASA-5-305013: Asymmetric NAT rules matched for forward and reverse flows;
Connection for icmp src outside:192.168.200.225 dst inside:10.2.3.2 (type 8, code 0)
denied due to NAT reverse path failure

RIRFER :

B, BRIVERFERAEIEBRNSBNATHI, IRENZENBFESENUITEE  BERE
ERE P HNATAR,

KRENATANREE LI , LENATRAUF S| ANNREAER. EERIENATARNNIRF S
B,

fEAPacket TracersSE AR FIE EMIEL N BIFEEZNEME S, Packet tracertME RETFTRPFRE
KMMEFENBTFES,

TR , EFPacket TracerfVii , AEBENATIH ERFINAT-RPFI ER R ap A T BREENATH N,

MRBIREENAT RPFEREM BRICENATAN ( RARR ARG RHNATESR ) | BFEENATH B



FERMA ( RREBMRFLBENATAN ) |, WBTEIHFREF.

HHEEMRNZREE , EPARENE R REREIRSHFNA P K MARL
B ( ¥ ) IPibil

<ffroot>

ASA#

packet-tracer input outside tcp 192.168.200.225 1234 10.2.3.2 80

Phase: 8

Type: NAT

Subtype: rpf-check
Result:

DROP

Config:
object network inside-server

nat (inside,outside) static 172.18.22.1
Additional Information:

ASA(config)#

HHFEIRTEBHVRFIPIHEUE172.18.22.18F , BIFIHEFK K 5 M AIUN-NATH B 5 IEHAINATHL
MPEEE , ZENAT RPFREM RS E —M N PR

<tfroot>

ASA(config)#

packet-tracer input outside tcp 192.168.200.225 1234 172.18.22.1 80

Phase: 2
Type: UN-NAT
Subtype: static
Result: ALLOW
Config:
object network inside-server
nat (inside,outside) static 172.18.22.1
Additional Information:
NAT divert to egress interface inside
Untranslate 172.18.22.1/80 to 10.2.3.2/80



Phase: 8

Type: NAT

Subtype: rpf-check
Result:

ALLOW

Config:

object network inside-server

nat (inside,outside) static 172.18.22.1
Additional Information:

ASA(config)#

AR . FHNATRNGFRE , ST EBNHBESTE

FHINATANBRBEENEREFNANEITLE, WREEPEH LI EH-NEETZHANATAN
,(WEABENATRAER TS —FREEMEHIMN, £ Packet Tracerlf i & Y7 & Flik B4
NATAN ; ATREZEERFHINATHR B EFEEI BT EHIGRFF

RRAR
£ FHASDME FHEFFNATH N ,
Select a NAT rule, then
— eeerr™ move the rule up or
G‘, Ham-e_lj Manitoring Qs.m Gﬂefmsh o Back k__J dﬂwn
s ala] Firewall ! L 21 [
: EEE | 4 Ad Ij Edit ﬂ Delete n &3 M - 7 Find B3 Diagram < Packet Tra
[ €, Service Policy Rules i | Match Criterim Oripinal Pack
[ & . Source Intf  Destatf | Source Destination Service
|| o AR Ay linside 1€ 10.0.00-net 1+ an TR
|| & Filter Rules inside  Any @ any M 102.168.0.0-net @ any
| E Public Servers 2 inside  outside 38 10.10.10.0-net = 192.168.1.0-net @ any
|| & URLFiltering Servers outside  inside  af 192.168.1,0-net o 10.10.10.0-net @ any
| & Theeat Detection ¥ "Network Object™ NAT (Rule 3)
|| @ identity Opticns 3 inside outside af¥ 10.10,10.0-net @ any @ any
|| % identity by TrustSec
| | & [ objects

FRRTT R



MRBEAMNAERETSENAEA , WALEACLIEFRFFNATAL, EEFETHAFAN
, BEEEEOBMYEMATS.

T~

<ffroot>

ASA(config)#

nat (inside,outside) 1 source static 10.10.10. 0-net
10. 10. 10. 0-net destination static 192.168.1.0-net 192.168. 1. 0-net

7] &

NATHIIE FRiZ , TEFCEEEERE, ARLCIBZFERAT TRZHOXNRONATR, NRXLE
HNMBENATRIIAED ( HIINE1BONTRE ) , WEMTENFRETESTMERE  HE2S
BT RE FAUNATRNUAIZE R LT,

R B

i FiPacket TracerlAERERABENRENT FRZHHN THE, MRHEINXFER , BATGE N
XENRAEE , REFAN I —FSBEINATR T , INATERMWafter-autoZ % ( E3FHD ) -

[

NATHRNSFREXBITEBNED, NATRUEBESIEIMASAH B NMEOR | ATMEETFE
H&x. MEALKIESENATIEQRERNIPHUEICE | NERANATRISRBEH OO,

NATHRBRE (TUABEEBRHRNAR ) RESSHEANATANAN FXEONAERESEE B
PRI bR

MR BRI EMAZRBIEDERIPHI AR | NoSELRRARKBEL OEO,

WMRAMN A IEE MARRBIESD B RIPHE |, NINATAN 2 FHESNEHRPHN S — N EO
, NI BRI SEE £ B E K.

RESREHREAMRES  XEREIFNBED , HEEERBTFHNATANSH |, X
LEANFREXBIFEMBED,



T~ -

172.16.0.0/16 g Inbound Packets arriving on the outside
172.16.12.0/24 interface destined to 192.168,12.4 are
forwarded to the inside interface based on the
g 172.16.12.4 order of the NAT table

nat (inside,outside) source static 172.16.0.0-net 192.168.0.0-net
nat (dmz,outside) source static 172.16.12.0-net 192.168.12.0-net

FRRAR
B BT — R AR AR R L R

- WINATREHHEF  UEBEIHEEANZE.
- XNATIERAFERFERERIPHUSTE.

BEE , MENATANZREGMN ( XEREANFLERIPHbUE ) , N A LAfEAroute-lookupx #&
F(UXBFFRERT LRSI, RANATRAUFTZEHHAN ) o

route-lookup< B FFEASATE LENATH NN HITIANRE, ToaREASAHKHARESHHES
HEREUNATEENSEIERAZINWRER-HOEO,

MRBHAREOFEOENATERBEOTEE |, MINATHNREE ( BAEMN ) |, BHEEH%EHR
NATZR[E & H , HEENATHANLE,

route-lookup BTN ZENATHR N B S HNATRUS AT A |, XERBEANF2ERIPHbit, R
route-lookup R INEINATITHIARE , SHEEASDMEINATH N EL & 3% # Lookup route table to
locate egress interface 2 iEHE , N AT SARFTENATH N 5 Aroute-lookupi&In

[-31 Lookup route table to locate egress interface '

E&E : NATHLNEASAT BR ST O R 8 4 B AR b ik 2 AT 1 1L (ARP)



ASAREARPAT£F/#EDO LNATEAHRWNEBIPHUSEE ., WMRENATIE QAR Mno-proxy-
arpXEF , MAUE TS MNATHANZ B L R EARPINEE,

MRETEFUET 2RI FR , MZFMETMANERES , L HILRE,

PSS

MAETEE , Fno-proxy-arp X EF R MEINATIT.

-

<tfroot>

ASA(config)#

obj ect network inside-server

ASA(config-network-object)#

nat (inside,outside) static 172.18.22.1 no-proxy-arp

ASA(config-network-object)#

end

ASA#
ASA#

show run nat
object network inside-server
nat (inside,outside) static 172.18.22.1

no- pr oxy-ar p

ASA#

XA LABIIASDMK SR, ENATHNA |, & Disable Proxy ARP on egress interface & 1%&4E,



/| Disable Proxy ARP on egress interface

l

MXER
- P37 . AT DMZERS B FIASA D56 % (#RZ8.3518.4 )
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa91/configuration/firewall/asa_91_firewall_config/nat_overview.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa91/configuration/firewall/asa_91_firewall_config/nat_overview.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa91/configuration/firewall/asa_91_firewall_config/nat_overview.html
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