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<tfroot>

debug crypto ikev2 protocol 127
debug crypto ikev2 platform 127

ASAELE
AFIRMEASAT (B35 ) FMASA2 ( THRIES ) W RPIEE.

ASA1

interface GigabitEthernet0/0
nameif outside

security-level 0

ip address 10.0.0.1 255.255.255.0

interface GigabitEthernet0/2
nameif inside
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security-level 100
ip address 192.168.1.2 255.255.255.0

crypto ipsec ikev2 ipsec-proposal AES256
protocol esp encryption aes-256
protocol esp integrity sha-1 md5

access-1list 121_Tist extended permit ip host 192.168.1.1
host 192.168.2.99

access-1list 121_Tist extended permit ip host 192.168.1.12
host 192.168.2.99

crypto map outside_map 1 match address 121_Tist

crypto map outside_map 1 set peer 10.0.0.2

crypto map outside_map 1 set ikev2 ipsec-proposal AES256
crypto map outside_map interface outside

crypto ikev2 policy 1
encryption aes-256
integrity sha

group 2

prf sha

Tifetime seconds 86400

crypto ikev2 enable outside

tunnel-group 10.0.0.2 type 1ipsec-121
tunnel-group 10.0.0.2 ipsec-attributes
ikev2 remote-authentication pre-shared-key *#*%*%*

JORORON

ikev2 Tlocal-authentication pre-shared-key %%

ASA2

interface GigabitEthernet0/1
nameif outside

security-level 0

ip address 10.0.0.2 255.255.255.0

interface GigabitEthernet0/2

nameif inside

security-level 100

ip address 192.168.2.1 255.255.255.0

crypto ipsec ikev2 1ipsec-proposal AES256
protocol esp encryption aes-256
protocol esp integrity sha-1 md5

access-1list 121_Tist extended permit ip host 192.168.2.99
host 192.168.1.1

access-1list 121_Tist extended permit ip host 192.168.2.99
host 192.168.1.12

crypto map outside_map 1 match address 121_Tist

crypto map outside_map 1 set peer 10.0.0.1

crypto map outside_map 1 set ikev2 ipsec-proposal AES256
crypto map outside_map interface outside



crypto ikev2 policy 1
encryption aes-256
integrity sha

group 2

prf sha

Tifetime seconds 86400

crypto ikev2 enable outside
tunnel-group 10.0.0.1 type 1ipsec-121
tunnel-group 10.0.0.1 ipsec-attributes
ikev2 remote-authentication pre-shared-key **
ikev2 local-authentication pre-shared-key ***

RS

AT NEASAT ( KiEF ) FASA2 (ORI ) BREMMREE AR FREZ 2 XER(SA)RIHFE SR,
CESERpITE]

ASATIREI ST EMASA 10.0.0.209 & 14 A 12 5 5 R(ACL) CE MV BIE S , REBZISARIE !

<ffroot>

IKEV2-PLAT-3: attempting to find tunnel
group for IP:

10.0.0.2

IKEV2-PLAT-3: mapped to tunnel group 10.0.0.2
using peer IP

IKEV2-PLAT-3: my_auth_method = 2

IKEV2-PLAT-3: supported_peers_auth_method = 2

IKEV2-PLAT-3: P1ID = 0

IKEV2-PLAT-3: Translating IKE_ID_AUTO to = 255

IKEV2-PLAT-3: (16) tp_name set to:

IKEv2-PLAT-3: (16) tg_name set to: 10.0.0.2

IKEV2-PLAT-3: (16) tunn grp type set to: L2L

IKEV2-PLAT-5: New ikev2 sa request admitted

| KEv2- PLAT-5: Incrementing outgoing negotiating
sa count by one

RENMIBEESNATIKE_SA INITR#, XEEELMBEMBRE L, ik BHITDiffie-
Hellman(DH) X #k.



T RASATRIMEKREE :

crypto ikev2 policy 1
encryption aes-256
integrity sha
group 2
prf sha
Tifetime seconds 86400

crypto ikev2 enable outside

Tunnel Group matching the identity name is present:

tunnel-group 10.0.0.2 type ipsec-121
tunnel-group 10.0.0.2 ipsec-attributes
ikev2 remote-authentication pre-shared-key *
ikev2 local-authentication pre-shared-key *¥#*#**

BAT Rtk SR A9 18 1=

<#root>

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=0000000000000000 (I)
MsgID = 00000000 CurState: IDLE Event: EV_INIT_SA
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=0000000000000000 (I)
MsgID = 00000000 CurState: I_BLD_INIT
Event: EV_GET_IKE_POLICY
IKEv2-PROTO-3: (16): Getting configured policies
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=0000000000000000
(I) MsgID = 00000000 CurState: I_BLD_INIT
Event: EV_SET_POLICY

| KEv2- PROTO-3: (16): Setting configured policies

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=0000000000000000 (I)
MsgID = 00000000 CurState: I_BLD_INIT
Event: EV_CHK_AUTH4PKI

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=0000000000000000 (I)
MsgID = 00000000 CurState: I_BLD_INIT
Event: EV_GEN_DH_KEY

| KEv2- PROTO-3: (16): Conputing DH public key

IKEv2-PROTO-3: (16):
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=0000000000000000 (I)



MsgID = 00000000 CurState: I_BLD_INIT
Event: EV_NO_EVENT

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=0000000000000000 (I)
MsgID = 00000000 CurState: I_BLD_INIT
Event: EV_OK_RECD_DH_PUBKEY_RESP

IKEv2-PROTO-5: (16): Action: Action_Null

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=0000000000000000 (I)
MsgID = 00000000 CurState: I_BLD_INIT
Event: EV_GET_CONFIG_MODE

IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958

ASATBEEHWRIKE_INIT_SABES , HPEE :

ISAKMP3R3k ( SPI/KRA/FR7E

SAIl (IKEXEBRFIZEFNMEZERL )

KEi ( KT HIDH4AE )

N ( REHFIED )

<tfroot>

R_SPI=0000000000000000 (I) MsgID = 00000000
CurState: I_BLD_INIT Event: EV_BLD_MSG
IKEv2-PROTO-2: (16):

Sending initial nmessage

IKEv2-PROTO-3: Tx [L 10.0.0.1:500/R 10.0.0.2:500/VRF 1i0:f0]
m_id: O0x0

IKEv2-PROTO-3: HDR[1i:DFA3B583A4369958 -
r: 0000000000000000]

IKEv2-PROTO-4:

| KEV2 HDR ispi: DFA3B583A4369958 -
rspi: 0000000000000000

IKEv2-PROTO-4: Next payload: SA, version: 2.0
IKEv2-PROTO-4:

Exchange type: I KE_SA INT,
flags: INITIATOR

IKEv2-PROTO-4: Message id: 0x0, length: 338



SA

Next payload: KE, reserved: 0x0,
Tength: 48

IKEv2-PROTO-4: last proposal: 0x0, reserved: 0xO0,
Tength: 44 Proposal: 1, Protocol id: IKE,
SPI size: 0, #trans: 4

IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:

Tength: 12 type: 1, reserved: 0x0, id: AES-CBC

IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:

Tength: 8 type: 2, reserved: 0x0, id: SHAL

IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:

Tength: 8 type: 3, reserved: 0x0, id: SHA96

IKEv2-PROTO-4: Jast transform: 0x0, reserved: 0xO0:

Tength: 8 type: 4, reserved: 0x0,
id: DH_GROUP_1024_MODP/Group 2

KE

Next payload: N, reserved: 0xO0,

Tength: 136

DH group: 2, Reserved: 0x0
19 65 43 45 d2 72 a7 11 b8 a4 93 3f 44 95 6¢ b8
6d 5a fO f8 1f f3 d4 b9 ff 41 7b 0d 13 90 82 cf
34 2e 74 e3 03 6e 9e 00 88 80 5d 86 2c 4c 79 35
ee e6 98 91 89 f3 48 83 75 09 02 f1 3c bl 7f f5
be 05 f1 fa 7e 8a 4c 43 eb a9 2c 3a 47 cO 68 40
5 dd 02 9d a5 b5 a2 a6 90 64 95 fc 57 b5 69 e8
b2 4f 8e f2 a5 05 e3 c7 17 f9 c0 e0 c8 3e 91 ed
cl 09 23 3e e5 09 4f be 1la 6a d4 d9 fb 65 44 1d

Next payload: VID, reserved: 0x0,
Tength: 24

84 8b 80 c2 52 6¢c 4f c7 f8 08 b8 ed! 52 af a2 f4

d5 dd d4 f4

Vi D

Next payload: VID, reserved: 0x0,
Tength: 23

43 49 53 43 4f 2d 44 45 4c 45 54 45 2d 52 45 41
53 4f 4e
VID Next payload: VID, reserved: 0x0, length: 59

43 49 53 43 4f 28 43 4f 50 59 52 49 47 48 54 29
26 43 6f 70 79 72 69 67 68 74 20 28 63 29 20 32
30 30 39 20 43 69 73 63 6f 20 53 79 73 74 65 6d
73 2c 20 49 6e 63 2e
VID Next payload: NONE, reserved: 0x0, length: 20
40 48 b7 6e bc e8 85 25 e7 de 7f 00 d6 c2 d3



ARG , ASATEKEIKE_INIT SAKIES -

IKEv2-PLAT-4: SENT PKT [IKE_SA_INIT]
[10.0.0.1]:500->[10.0.0.2]:500

ASA2#ZIRIKEV_INIT_SAES :

IKEv2-PLAT-4: RECV PKT [IKE_SA_INIT]
[10.0.0.1]:500->[10.0.0.2]:500
InitSPI=0xdfa3b583a4369958 RespSPI=0x0000000000000000

MID=00000000

ASA2Z 3 ZX FIRAISABIE !

<tfroot>

IKEv2-PROTO-3: Rx [L 10.0.0.2:500/R

10.0.0.1:500/VRF i0:f0] m_id: Ox0

IKEv2-PROTO-3: HDR[1i:DFA3B583A4369958 -
r: 0000000000000000]

IKEv2-PROTO-4: IKEV2 HDR 1ispi: DFA3B583A4369958 -
rspi: 0000000000000000

IKEv2-PROTO-4: Next payload: SA, version: 2.0

IKEv2-PROTO-4: Exchange type: IKE_SA_INIT,
flags: INITIATOR

IKEv2-PROTO-4: Message id: 0x0, length: 338

IKEV2-PLAT-5: New ikev2 sa request admitted

| KEv2- PLAT-5: Incrementing incom ng negotiating
sa count by one

SA  Next payload: KE, reserved: 0x0, Tength: 48
IKEv2-PROTO-4: last proposal: 0x0, reserved: 0x0,
Tength: 44 Proposal: 1, Protocol id: IKE, SPI size: O,

#trans: 4
IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0x0:
Tength: 12 type: 1, reserved: 0x0, id: AES-CBC
IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:
Tength: 8 type: 2, reserved: 0x0, id: SHAL
IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:
Tength: 8 type: 3, reserved: 0x0, id: SHA96
IKEv2-PROTO-4: Jast transform: 0x0, reserved: 0xO0:

Tength: 8 type: 4, reserved: 0x0,
id: DH_GROUP_1024_MODP/Group 2
KE Next payload: N, reserved: 0x0, Tength: 136
DH group: 2, Reserved: 0x0
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)



MsgID = 00000000 CurState: IDLE
Event: EV_RECV_INIT
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)

ASA2RUE HAEIKE_INITHE. :

1. EMASAIRHEN MBEHPERNEEH
2. EItE B CHWDHEH,

3. EXRITESKEY IDE , NFATLURELIKE_SAMIFR B 24, BRGEMNFT AR | P
BERHEET MEMSHRIE, ATMNBEMTELERFNZEFNARBSKEY ID, #F :

® SK_ema:jJu%rE\o
® SK_ama:%ﬁBﬁiIEo

o SK di# S HHATSHCHILD_SAH# —SRAM B, AENFRITTERIMAISK eFl
SK_a,

BT RASA2EV MR E

crypto ikev2 policy 1
encryption aes-256
integrity sha
group 2
prf sha
Tifetime seconds 86400

crypto ikev2 enable outside

Tunnel Group matching the identity name is present:

tunnel-group 10.0.0.1 type 1ipsec-121

tunnel-group 10.0.0.1 ipsec-attributes
ikev2 remote-authentication pre-shared-key ##*#*%**
ikev2 local-authentication pre-shared-key *#*¥%#*%

UTR2ERBEE :

<tfroot>

MsgID = 00000000 CurState: R_INIT Event: EV_VERIFY_MSG
IKEv2-PROTO-3: (16):

Verify SAinit nmessage



IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_INIT Event: EV_INSERT_SA
IKEv2-PROTO-3: (16):

I nsert SA

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_INIT
Event: EV_GET_IKE_POLICY

IKEv2-PROTO-3: (16):

Getting configured policies

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_INIT Event:EV_PROC_MSG
IKEv2-PROTO-2: (16):

Processing initial nmessage

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_INIT
Event: EV_DETECT_NAT

IKEv2-PROTO-3: (16):

Process NAT di scovery notify

IKEv2-PROTO-5: (16): No NAT found
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_INIT
Event: EV_CHK_CONFIG_MODE
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_SET_POLICY
IKEv2-PROTO-3: (16): Setting configured policies
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_CHK_AUTH4PKI
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_PKI_SESH_OPEN
IKEv2-PROTO-3: (16): Opening a PKI session
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_GEN_DH_KEY



IKEv2-PROTO-3: (16):

Conputing DH public key

IKEv2-PROTO-3: (16):

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_NO_EVENT

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_OK_RECD_DH_PUBKEY_RESP

IKEv2-PROTO-5: (16): Action: Action_Null

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_GEN_DH_SECRET

IKEv2-PROTO-3: (16):

Conputing DH secret key

IKEv2-PROTO-3: (16):

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_NO_EVENT

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_OK_RECD_DH_SECRET_RESP

IKEv2-PROTO-5: (16): Action: Action_Null

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_GEN_SKEYID

IKEv2-PROTO-3: (16):

Generate skeyid

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000000 CurState: R_BLD_INIT
Event: EV_GET_CONFIG_MODE

IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R) MsgID = 00000000

CurState: R_BLD_INIT Event: EV_BLD_MSG

RIG , ASA2HASATIREIMIKE_SA INITXRREEZIMN S EE ., HiEaas

« ISAKMP3R:k ( SPI/KRAS/AR &



« SAr ( IKEMRRIER LRI INZE L )
« KEr ( /R 5IDHA4AME )

« I N 8§Nonce

AT 2R m :

<tfroot>

IKEv2-PROTO-2: (16):

Sending initial message

IKEv2-PROTO-3: IKE Proposal: 1, SPI size: O
(initial negotiation),

Num. transforms: 4

AES-CBC SHA1 SHA96 DH_GROUP_1024_MODP/Group 2

IKEv2-PROTO-5: Construct Vendor Specific Payload:

FRAGMENTATIONIKEv2-PROTO-3:

Tx [L 10.0.0.2:500/R 10.0.0.1:500/VRF i0:f0] m_id: OxO0
IKEv2-PROTO-3: HDR[1i:DFA3B583A4369958 - r: 27C943C13FD94665]
IKEv2-PROTO-4: IKEV2 HDR qispi: DFA3B583A4369958 -

rspi: 27C943C13FD94665
IKEv2-PROTO-4: Next payload: SA, version: 2.0
IKEv2-PROTO-4: Exchange type: IKE_SA_INIT,

flags: RESPONDER MSG-RESPONSE
IKEv2-PROTO-4: Message id: 0x0, length: 338
SA  Next payload: KE, reserved: 0x0, Tength: 48
IKEv2-PROTO-4: Tast proposal: 0x0, reserved: 0x0,

Tength: 44 Proposal: 1, Protocol id: IKE, SPI size: O,

#trans: 4
IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:
Tength: 12 type: 1, reserved: 0x0, id: AES-CBC
IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:
Tength: 8 type: 2, reserved: 0x0, id: SHAL
IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:
Tength: 8 type: 3, reserved: 0x0, id: SHA96
IKEv2-PROTO-4: Jast transform: 0x0, reserved: 0xO0:

Tength: 8 type: 4, reserved: 0x0,
id: DH_GROUP_1024_MODP/Group 2

KE Next payload: N, reserved: 0x0, length: 136

DH group: 2, Reserved: 0x0

ASA2[EASA1 KIENER HEE.

IKEv2-PLAT-4: SENT PKT [IKE_SA_INIT]
[10.0.0.2]:500->[10.0.0.1]:500 InitSPI=0xdfa3b583a4369958



RespSPI=0x27c943c13fd94665 MID=00000000

ASATIREISR BASA2KIIKE_SA_INITIE N 2 #ES :

IKEv2-PLAT-4: RECV PKT
[IKE_SA_INIT]
[10.0.0.2]:500->
[10.0.0.1]:500
InitSPI=0xdfa3b583a4369958
RespSPI=0x27c943c13fd94665

MID=00000000

ASA2 B PSRV TR ES -

<tfroot>

IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R)
MsgID = 00000000
CurState: INIT_DONE
Event: EV_DONE
IKEv2-PROTO-3: (16):
Fragmentation is
enabled
IKEv2-PROTO-3: (16): Cisco
DeleteReason Notify
is enabled
IKEv2-PROTO-3: (16): Complete
SA init exchange
IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R)
MsgID = 00000000
CurState: INIT_DONE
Event: EV_CHK4_ROLE
IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R)
MsgID = 00000000

CurState: INIT_DONE Event:

EV_START_TMR
IKEv2-PROTO-3: (16):

Starting



timer to wait for auth

message (30 sec)

IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R)
MsgID = 00000000
CurState: R_WAIT_AUTH
Event: EV_NO_EVENT

ASA1IRAE FH AL R A 5] :

1. T E B3 2RDHEH,

2. £ B3 ERSKYID,

AT 2R m :

<tfroot>

IKEv2-PROTO-3: Rx [L 10.0.0.1:500/R 10.0.0.2:500/VRF 1i0:f0]

m_id: 0x0

IKEv2-PROTO-3: HDR[1i:DFA3B583A4369958 - r: 27C943C13FD94665]

IKEv2-PROTO-4: IKEV2 HDR ispi: DFA3B583A4369958 -
rspi: 27C943C13FD94665

IKEv2-PROTO-4: Next payload: SA, version: 2.0

IKEv2-PROTO-4: Exchange type: IKE_SA_INIT,
flags: RESPONDER MSG-RESPONSE

IKEv2-PROTO-4: Message id: 0x0, length: 338

SA  Next payload: KE, reserved: 0x0, Tength: 48
IKEv2-PROTO-4: Tast proposal: 0x0, reserved: 0x0,
Tength: 44 Proposal: 1, Protocol id: IKE, SPI size: O,

#trans: 4
IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:
Tength: 12 type: 1, reserved: 0x0, id: AES-CBC
IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:
Tength: 8 type: 2, reserved: 0x0, id: SHAL
IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:
Tength: 8 type: 3, reserved: 0x0, id: SHA96
IKEv2-PROTO-4: Jast transform: 0x0, reserved: 0xO0:

Tength: 8 type: 4, reserved: 0x0,
id: DH_GROUP_1024_MODP/Group 2

KE Next payload: N, reserved: 0x0, length: 136
DH group: 2, Reserved: 0x0

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)



MsgID = 00000000 CurState: I_WAIT_INIT
Event: EV_RECV_INIT
IKEv2-PROTO-5: (16):

Processing initial nessage

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_PROC_INIT
Event: EV_CHK4_NOTIFY
IKEv2-PROTO-2: (16): Processing initial message
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_PROC_INIT
Event: EV_VERIFY_MSG
IKEv2-PROTO-3: (16):

Verify SA init nessage

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_PROC_INIT
Event: EV_PROC_MSG

IKEv2-PROTO-2: (16):

Processing initial nmessage

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_PROC_INIT
Event: EV_DETECT_NAT
IKEv2-PROTO-3: (16): Process NAT discovery notify
IKEv2-PROTO-3: (16): NAT-T is disabled
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_PROC_INIT
Event: EV_CHK_NAT_T
IKEv2-PROTO-3: (16):

Check NAT di scovery

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_PROC_INIT
Event: EV_CHK_CONFIG_MODE
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000000
CurState: INIT_DONE Event: EV_GEN_DH_SECRET
IKEv2-PROTO-3: (16):

Conputing DH secret key



IKEv2-PROTO-3: (16):
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000000
CurState: INIT_DONE Event: EV_NO_EVENT
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000000
CurState: INIT_DONE Event: EV_OK_RECD_DH_SECRET_RESP
IKEv2-PROTO-5: (16): Action: Action_Null
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000000
CurState: INIT_DONE Event: EV_GEN_SKEYID
IKEv2-PROTO-3: (16):

Generate skeyid

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: INIT_DONE Event: EV_DONE
IKEv2-PROTO-3: (16): Fragmentation is enabled
IKEv2-PROTO-3: (16): Cisco DeleteReason Notify is enabled

ASAZ EHIKE_INIT_SARBRINEFTH :

IKEv2-PROTO-3: (16): Complete SA init exchange

ASA1EFIIKE_AUTHRR A FFIRAE R F D RIEAR. IKE.AUTHRIESES :

ISAKMP3R3k ( SPI/RRA/ARE

- IDi( REFEH )

« AUTH#E

« SA2 ( BEISA — EBTFIKEVI P B E2/M R E R )

« TSIMTSr ( &2 M5 REEFSR )

N % TSIRITSI BIAR K5 R RIS KR AL FI B 044t , MR R/BEWNZRE, bt

SEEEERHIZEENFERENBEIRREE A, NREN T ARSI ZEI ,

MTSTAE,

ERRE R



WAL, SR & BIESICE M proxy_IDFT BIE S —/NCHILD_SA.

T RASATRIMEREE !

crypto ipsec

ikev2
ipsec-proposal
AES256

protocol esp
encryption
aes-256

protocol esp
integrity
sha-1 md5

access-1list
121_T1ist
extended
permit ip
host 10.0.0.2

host 10.0.0.1

UTR2EH

<ttroot>

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_BLD_AUTH Event: EV_GEN_AUTH
IKEv2-PROTO-3: (16): Generate my authentication data
IKEv2-PROTO-3: (16): Use preshared key for id 10.0.0.1,
key Ten 5
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_BLD_AUTH
Event: EV_CHK_AUTH_TYPE
IKEv2-PROTO-3: (16): Get my authentication method
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_BLD_AUTH
Event: EV_OK_AUTH_GEN
IKEv2-PROTO-3: (16):

Check for EAP exchange

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (I)
MsgID = 00000000 CurState: I_BLD_AUTH
Event: EV_SEND_AUTH

IKEv2-PROTO-2: (16):

Sendi ng aut h nessage



IKEv2-PROTO-5: Construct Vendor Specific Payload:
CISCO-GRANITE
IKEv2-PROTO-3: ESP Proposal: 1, SPI size: 4
(IPSec negotiation),
Num. transforms: 4
AES-CBC  SHA96 MD596
IKEv2-PROTO-5: Construct Notify Payload: INITIAL_CONTACT
IKEv2-PROTO-5: Construct Notify Payload: ESP_TFC_NO_SUPPORT
IKEv2-PROTO-5: Construct Notify Payload: NON_FIRST_FRAGS
IKEv2-PROTO-3: (16): Building packet for encryption;
contents are:
VID Next payload: IDi, reserved: 0x0, length: 20

dd a3 b4 83 b7 01 6a 1f 3d b7 84 1la 75 e6 83 a6
IDi Next payload: AUTH, reserved: 0x0, Tength: 12
Id type: IPv4 address, Reserved: 0x0 O0x0

47 01 01 01

AUTH

Next payload: SA, reserved: 0x0, Tength: 28
Auth method PSK, reserved: 0x0, reserved 0x0
Auth data&colon; 20 bytes

SA

Next payload: TSi, reserved: 0x0, Tength: 52
IKEv2-PROTO-4: last proposal: 0x0, reserved: 0x0,
Tength: 48 Proposal: 1, Protocol id: ESP, SPI size: 4,

#trans: 4
IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:
Tength: 12 type: 1, reserved: 0x0, id: AES-CBC
IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:
Tength: 8 type: 3, reserved: 0x0, id: SHA96
IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:
Tength: 8 type: 3, reserved: 0x0, id: MD596
IKEv2-PROTO-4: Jast transform: 0x0, reserved: 0xO0:

Tength: 8 type: 5, reserved: 0x0, id:

TSi

Next payload: TSr, reserved: 0x0, Tength: 24
Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535
start addr: 192.168.1.1, end addr: 192.168.1.1

TSr

Next payload: NOTIFY, reserved: 0x0, Tength: 24
Num of TSs: 1, reserved 0x0, reserved 0x0



TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535
start addr: 192.168.2.99, end addr: 192.168.2.99
IKEv2-PROTO-3: Tx [L 10.0.0.1:500/R 10.0.0.2:500/VRF 1i0:f0]
m_id: Ox1
IKEv2-PROTO-3: HDR[1i:DFA3B583A4369958 - r: 27C943C13FD94665]
IKEv2-PROTO-4:

| KEV2 HDR

ispi: DFA3B583A4369958 -
rspi: 27C943C13FD94665

IKEv2-PROTO-4: Next payload: ENCR,

version: 2.0

IKEv2-PROTO-4:

Exchange type: | KE_AUTH, flags: | N TIATOR

IKEv2-PROTO-4: Message id: Ox1l, length: 284
ENCR Next payload: VID, reserved: 0x0, length: 256
Encrypted data&colon; 252 bytes

ASATFIKE_AUTHEE T K% EIASA2:

IKEV2-PLAT-4: SENT PKT [IKE_AUTH]
[10.0.0.1]:500->[10.0.0.2]:500
InitSPI=0xdfa3b583a4369958 RespSPI=0x27c943c13fd94665

MID=00000001

ASA2MASA1ERIL BIES

IKEv2-PLAT-4: RECV PKT [IKE_AUTH]
[10.0.0.1]:500->[10.0.0.2]:500
InitSPI=0xdfa3b583a4369958 RespSPI=0x27c943c13fd94665

MID=00000001

ASA2F IE BT BB HIRIEMASAIIREIN B HRIEHIE. AF , EERBCHEHRIERE , &5
ASA15E£ME.

BT RASA2HIHKREE



crypto ipsec
ikev2
ipsec-
proposal
AES256
protocol esp
encryption
aes-256
protocol esp
integrity
sha-1 md5

LTRARES

<ffroot>

IKEv2-PROTO-3: Rx [L 10.0.0.2:500/R 10.0.0.1:500/VRF 1i0:f0]
m_id: Ox1
IKEvV2-PROTO-3: HDR[1i:DFA3B583A4369958 - r: 27C943C13FD94665]
IKEV2-PROTO-4: IKEV2 HDR ispi: DFA3B583A4369958 -
rspi: 27C943C13FD94665
IKEv2-PROTO-4: Next payload: ENCR, version: 2.0
IKEV2-PROTO-4: Exchange type: IKE_AUTH, flags: INITIATOR
IKEv2-PROTO-4: Message id: 0x1l, length: 284
IKEv2-PROTO-5: (16): Request has mess_id 1;
expected 1 through 1 REAL Decrypted packet:
Data&colon; 216 bytes
IKEv2-PROTO-5: Parse Vendor Specific Payload: (CUSTOM) VID
Next payload: IDi, reserved: 0x0, length: 20

dd a3 b4 83 b7 01 6a 1f 3d b7 84 1la 75 e6 83 a6
IDi Next payload: AUTH, reserved: 0x0, length: 12
Id type: IPv4 address, Reserved: 0x0 0xO0

47 01 01 01

AUTH

Next payload: SA, reserved: 0x0, length: 28
Auth method PSK, reserved: 0x0, reserved 0x0
Auth data&colon; 20 bytes

SA

Next payload: TSi, reserved: 0x0, length: 52
IKEv2-PROTO-4: last proposal: 0x0, reserved: 0x0,
length: 48 Proposal: 1, Protocol id: ESP, SPI size: 4,

#trans: 4
IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:
length: 12 type: 1, reserved: 0x0, id: AES-CBC
IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:

length: 8 type: 3, reserved: 0x0, id: SHA96
IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:



Tength: 8 type: 3, reserved: 0x0, id: MD596
IKEv2-PROTO-4: Jast transform: 0x0, reserved: 0xO0:
Tength: 8 type: 5, reserved: 0x0, id:

TSi

Next payload: TSr, reserved: 0x0, Tength: 24
Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535
start addr: 192.168.1.1, end addr: 192.168.1.1

TSr

Next payload: NOTIFY, reserved: 0x0, Tength: 24
Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535
start addr: 192.168.2.99, end addr: 192.168.2.99
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R) MsgID = 00000001
CurState: R_WAIT_AUTH Event: EV_RECV_AUTH
IKEv2-PROTO-3: (16): Stopping timer to wait for auth
message
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R) MsgID = 00000001
CurState: R_WAIT_AUTH Event: EV_CHK_NAT_T
IKEv2-PROTO-3: (16): Check NAT discovery
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R) MsgID = 00000001
CurState: R_WAIT_AUTH Event: EV_PROC_ID
IKEv2-PROTO-2: (16): Recieved valid parameteres in
process id
IKEV2-PLAT-3: (16) peer auth method set to: 2
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R) MsgID = 00000001
CurState: R_WAIT_AUTH
Event: EV_CHK_IF_PEER_CERT_NEEDS_TO_BE_FETCHED_FOR_
PROF_SEL
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R) MsgID = 00000001
CurState: R_WAIT_AUTH Event: EV_GET_POLICY_BY_PEERID
IKEv2-PROTO-3: (16): Getting configured policies
IKEv2-PLAT-3: attempting to find tunnel group for
ID: 10.0.0.1
IKEv2-PLAT-3: mapped to tunnel group 10.0.0.1 using
phase 1 ID
IKEv2-PLAT-3: (16) tg_name set to: 10.0.0.1
IKEv2-PLAT-3: (16) tunn grp type set to: L2L
IKEV2-PLAT-3: my_auth_method = 2
IKEv2-PLAT-3: supported_peers_auth_method = 2
IKEv2-PLAT-3: P1LID =0
IKEV2-PLAT-3: Translating IKE_ID_AUTO to = 255

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_WAIT_AUTH
Event: EV_SET_POLICY



IKEv2-PROTO-3: (16): Setting configured policies
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_WAIT_AUTH
Event: EV_VERIFY_POLICY_BY_PEERID
IKEv2-PROTO-3: (16): Verify peer's policy
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001
CurState: R_WAIT_AUTH Event: EV_CHK_CONFIG_MODE
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_WAIT_AUTH
Event: EV_CHK_AUTH4EAP
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_WAIT_AUTH
Event: EV_CHK_POLREQEAP
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH
Event: EV_CHK_AUTH_TYPE
IKEv2-PROTO-3: (16): Get peer authentication method
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH
Event: EV_GET_PRESHR_KEY
IKEv2-PROTO-3: (16): Get peer's preshared key for 10.0.0.1
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH
Event: EV_VERIFY_AUTH

IKEv2-PROTO-3: (16): Verify authentication data
IKEv2-PROTO-3: (16): Use preshared key for id 10.0.0.1,
key len 5
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH
Event: EV_GET_CONFIG_MODE
IKEv2-PLAT-2: Build config mode reply: no request stored
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH
Event: EV_CHK4_IC
IKEv2-PROTO-3: (16): Processing initial contact
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH
Event: EV_CHK_REDIRECT
IKEv2-PROTO-5: (16): Redirect check is not needed,
skipping it
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH
Event: EV_PROC_SA_TS
IKEv2-PROTO-2: (16): Processing auth message
IKEV2-PLAT-3: Selector received from peer is accepted

| KEv2- PLAT-3: PROXY MATCH on crypto map



outside_map seq 1

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH
Event: EV_NO_EVENT

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH
Event: EV_OK_RECD_IPSEC_RESP

IKEv2-PROTO-2: (16): Processing auth message

ASA2 RIXIKE_AUTHHEIES , HPaEE !

ISAKMP3#R 3k ( SPIRRA/ARE )

 IDr. (MRS E4)

« AUTHfE

« SAr2 ( B3ISA — ELUTFIKEVI R E2M B R IRERIR )

o TSIMTSr ( K25 MR 5 REEFERR )

N E  TSHITS BlaE KRS MRS KRR B 40t | MU RASRME TR, it
SEREEER L ZCEENMARENETEBES K, XESBEMASAEBNSHMEE,

LTRARES

<#froot>

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_BLD_AUTH
Event: EV_MY_AUTH_METHOD
IKEv2-PROTO-3: (16): Get my authentication method
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_BLD_AUTH
Event: EV_GET_PRESHR_KEY
IKEv2-PROTO-3: (16): Get peer's preshared key for 10.0.0.1
IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_BLD_AUTH
Event: EV_GEN_AUTH
IKEv2-PROTO-3: (16): Generate my authentication data



IKEv2-PROTO-3: (16): Use preshared key for id 10.0.0.2,
key len 5

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_BLD_AUTH
Event: EV_CHK4_SIGN

IKEv2-PROTO-3: (16): Get my authentication method

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_BLD_AUTH
Event: EV_OK_AUTH_GEN

IKEv2-PROTO-5: (16): SM Trace->
SA: I_SPI=DFA3B583A4369958 R_SPI=27C943C13FD94665 (R)
MsgID = 00000001 CurState: R_BLD_AUTH
Event: EV_SEND_AUTH

IKEv2-PROTO-2: (16): Sending auth message

IKEv2-PROTO-5: Construct Vendor Specific Payload:
CISCO-GRANITE

IKEv2-PROTO-3: ESP Proposal: 1, SPI size: 4 (IPSec
negotiation),

Num. transforms: 3
AES-CBC  SHA96

IKEv2-PROTO-5: Construct Notify Payload:
ESP_TFC_NO_SUPPORTIKEv2-PROTO-5:
Construct Notify Payload: NON_FIRST_FRAGSIKEv2-PROTO-3:

(16):
Building packet for encryption; contents are:
VID Next payload: IDr, reserved: 0x0, length: 20
25 c9 42 cl 2c ee b5 22 3d b7 84 1la 75 e6 83 a6

| Dr

Next payload: AUTH, reserved: 0x0,
Tength: 12 Id type: IPv4 address, Reserved: 0x0 0xO0
51 01 01 01

AUTH

Next payload: SA, reserved: 0x0,
Tength: 28 Auth method PSK, reserved: 0x0, reserved 0x0
Auth data&colon; 20 bytes

SA

Next payload: TSi, reserved: 0x0,

Tength: 44 IKEv2-PROTO-4: last proposal: 0x0,

reserved: 0x0, Tength: 40

Proposal: 1, Protocol id: ESP, SPI size: 4, #trans: 3
IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:

Tength: 12 type: 1, reserved: 0x0, id: AES-CBC
IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:

Tength: 8 type: 3, reserved: 0x0, id: SHA96
IKEv2-PROTO-4: Jast transform: 0x0, reserved: 0xO0:

Tength: 8 type: 5, reserved: 0x0, id:



TSi

Next payload: TSr, reserved: 0x0,
Tength: 24 Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535
start addr: 192.168.1.1, end addr: 192.168.1.1

TSr

Next payload: NOTIFY, reserved: 0x0,

Tength: 24 Num of TSs: 1, reserved 0x0, reserved 0x0

TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16

start port: 0, end port: 65535

start addr: 192.168.2.99, end addr: 192.168.2.99
NOTIFY(ESP_TFC_NO_SUPPORT) Next payload: NOTIFY,

reserved: 0x0, Tength: 8 Security protocol id: IKE,

spi size: 0, type: ESP_TFC_NO_SUPPORT
NOTIFY(NON_FIRST_FRAGS) Next payload: NONE, reserved: 0x0,

Tength: 8 Security protocol id: IKE, spi size: O,

type: NON_FIRST_FRAGS
IKEvV2-PROTO-3: Tx [L 10.0.0.2:500/R 10.0.0.1:500/VRF 1i0:f0]

m_id: Ox1
IKEvV2-PROTO-3: HDR[1i:DFA3B583A4369958 - r: 27C943C13FD94665]
IKEv2-PROTO-4: IKEV2 HDR 1ispi: DFA3B583A4369958 -

rspi: 27C943C13FD94665
IKEv2-PROTO-4: Next payload: ENCR, version: 2.0
IKEv2-PROTO-4: Exchange type: IKE_AUTH, flags:

RESPONDER MSG-RESPONSE
IKEv2-PROTO-4: Message id: 0x1l, length: 236
ENCR Next payload: VID, reserved: 0x0, length: 208

Encrypted data&colon; 204 bytes

ASA2KIXIKE_ AUTHZRIE SR IR 57 :

IKEV2-PLAT-4: SENT PKT [IKE_AUTH]
[10.0.0.2]:500->[10.0.0.1]:500
InitSPI=0xdfa3b583a4369958 RespSPI=0x27c943c13fd94665

MID=00000001

ASA1IREIR BASA2HI A 5T :

IKEV2-PLAT-4:
RECV PKT [IKE_AUTH]
[10.0.0.2]:500->
[10.0.0.1]:500
InitSPI=0xdfa3b583a4369958
RespSPI=0x27c943c13fd94665
MID=00000001



ASA2TESABIEE (SAD)FHARE

<{froot>

IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R)
MsgID = 00000001
CurState: AUTH_DONE
Event: EV_OK
IKEv2-PROTO-5: (16): Action:
Action_Null
IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R)
MsgID = 00000001
CurState: AUTH_DONE
Event: EV_PKI_SESH_CLOSE
IKEv2-PROTO-3: (16): Closing
the PKI session
IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R)
MsgID = 00000001
CurState: AUTH_DONE
Event: EV_INSERT_IKE
IKEv2-PROTO-2: (16):

SA created

inserting SA into database

ASAIIEHA B BRI TN B HRIEHE , AR NILSARKAESAD:

<{froot>

IKEv2-PROTO-3: Rx [L 10.0.0.1:500/R 10.0.0.2:500/VRF 1i0:f0]

m_id: Ox1

IKEv2-PROTO-3: HDR[1i:DFA3B583A4369958 - r: 27C943C13FD94665]

IKEv2-PROTO-4: IKEV2 HDR ispi: DFA3B583A4369958 -
rspi: 27C943C13FD94665

IKEv2-PROTO-4: Next payload: ENCR, version: 2.0

IKEv2-PROTO-4: Exchange type: IKE_AUTH,
flags: RESPONDER MSG-RESPONSE

IKEv2-PROTO-4: Message id: 0Ox1l, length: 236

REAL Decrypted packet:Data&colon; 168 bytes

IKEv2-PROTO-5: Parse Vendor Specific Payload: (CUSTOM) VID
Next payload: IDr, reserved: 0x0, Tength: 20



25 €9 42 cl 2c ee b5 22 3d b7 84 1la 75 e6 83 a6
IDr Next payload: AUTH, reserved: 0x0, Tength: 12
Id type: IPv4 address, Reserved: 0x0 O0x0

51 01 01 01

AUTH Next payload: SA, reserved: 0x0, length: 28
Auth method PSK, reserved: 0x0, reserved 0x0

Auth data&colon; 20 bytes

SA  Next payload: TSi, reserved: 0x0, Tength: 44

IKEv2-PROTO-4: last proposal: 0x0, reserved: 0x0,
Tength: 40 Proposal: 1, Protocol id: ESP, SPI size: 4,
#trans: 3

IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:
Tength: 12 type: 1, reserved: 0x0, id: AES-CBC

IKEv2-PROTO-4: Jast transform: 0x3, reserved: 0xO0:
Tength: 8 type: 3, reserved: 0x0, id: SHA96

IKEv2-PROTO-4: Jast transform: 0x0, reserved: 0xO0:
Tength: 8 type: 5, reserved: 0x0, id:

TSi Next payload: TSr, reserved: 0x0,
Tength: 24 Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535
start addr: 192.168.1.1, end addr: 192.168.1.1
TSr Next payload: NOTIFY, reserved: 0xO0,
Tength: 24 Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535
start addr: 192.168.2.99, end addr: 192.168.2.99
IKEv2-PROTO-5: Parse Notify Payload:
ESP_TFC_NO_SUPPORT NOTIFY(ESP_TFC_NO_SUPPORT)
Next payload: NOTIFY, reserved: 0x0, Tength: 8
Security protocol id: IKE, spi size: O,
type: ESP_TFC_NO_SUPPORT
IKEv2-PROTO-5: Parse Notify Payload:
NON_FIRST_FRAGS NOTIFY(NON_FIRST_FRAGS) Next payload:
NONE, reserved: 0x0, length: 8
Security protocol id: IKE, spi size: O,
type: NON_FIRST_FRAGS
Decrypted packet:Data&colon; 236 bytes
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_WAIT_AUTH Event: EV_RECV_AUTH
IKEv2-PROTO-5: (16): Action: Action_Null
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_CHK4_NOTIFY
IKEv2-PROTO-2: (16): Process auth response notify
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_PROC_MSG
IKEV2-PLAT-3: (16) peer auth method set to: 2
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH
Event: EV_CHK_IF_PEER_CERT_NEEDS_TO_BE_FETCHED_
FOR_PROF_SEL
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_GET_POLICY_BY_PEERID
IKEv2-PROTO-3: (16): Getting configured policies



IKEV2-PLAT-3: connection initiated with tunnel
group 10.0.0.2
IKEv2-PLAT-3: (16) tg_name set to: 10.0.0.2
IKEv2-PLAT-3: (16) tunn grp type set to: L2L
IKEV2-PLAT-3: my_auth_method = 2
IKEv2-PLAT-3: supported_peers_auth_method = 2
IKEv2-PLAT-3: P1LID =0
IKEV2-PLAT-3: Translating IKE_ID_AUTO to = 255
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_VERIFY_POLICY_BY_PEERID
IKEv2-PROTO-3: (16): Verify peer's policy
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_CHK_AUTH_TYPE
IKEv2-PROTO-3: (16): Get peer authentication method
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_GET_PRESHR_KEY
IKEv2-PROTO-3: (16): Get peer's preshared key for 10.0.0.2
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_VERIFY_AUTH
IKEv2-PROTO-3: (16): Verify authentication data
IKEv2-PROTO-3: (16): Use preshared key for id 10.0.0.2,
key len 5
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_CHK_EAP
IKEv2-PROTO-3: (16): Check for EAP exchange
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_CHK_CONFIG_MODE
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_CHK_IKE_ONLY
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: I_PROC_AUTH Event: EV_PROC_SA_TS
IKEv2-PROTO-2: (16): Processing auth message
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: AUTH_DONE Event: EV_OK
IKEv2-PROTO-5: (16): Action: Action_Null
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: AUTH_DONE Event: EV_PKI_SESH_CLOSE
IKEv2-PROTO-3: (16): Closing the PKI session
IKEv2-PROTO-5: (16): SM Trace-> SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I) MsgID = 00000001
CurState: AUTH_DONE Event: EV_INSERT_IKE
IKEv2-PROTO-2: (16):

SA created; inserting SAinto

dat abase



PEEIEXTASA1LL FIEBNRE -

<{froot>

CONNECT! ON

STATUS: UP. ..

peer: 10.0.0.2:500,
phasel_id: 10.0.0.2

IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I)
MsgID = 00000001
CurState: AUTH_DONE

Event: EV_REGISTER_SESSION

PREIMEXNASA2LL TIEFIRE -

<#froot>

CONNECT! ON

STATUS: UP. ..

peer: 10.0.0.1:500,
phasel_id: 10.0.0.1

IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R)
MsgID = 00000001
CurState: AUTH_DONE

Event: EV_REGISTER_SESSION



N oEE MEAREREEARERE S AN EDRE.
IKEV2)E M S FEEASA1 E XA -

<{froot>

IKEV2-PLAT-3: (16)
connection
auth hdl set to 15
IKEv2-PLAT-3: AAA conn
attribute retrieval
successfully queued
for register session
request.
IKEv2-PROTO-3: (16):
IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (I)
MsgID = 00000001
CurState: AUTH_DONE
Event: EV_NO_EVENT
IKEv2-PLAT-3: (16) idle
timeout set to: 30
IKEv2-PLAT-3: (16) session
timeout set to: O
IKEv2-PLAT-3: (16) group
policy set to
Df1tGrpPolicy
IKEv2-PLAT-3: (16) class
attr set
IKEv2-PLAT-3: (16) tunnel
protocol set to: 0x5c
IKEV2-PLAT-3: IPv4 filter
ID not configured
for connection
IKEv2-PLAT-3: (16) group
lock set to: none
IKEvV2-PLAT-3: IPv6 filter ID
not configured
for connection
IKEV2-PLAT-3: (16)
connection attribues
set valid to TRUE
IKEV2-PLAT-3: Successfully
retrieved conn attrs
IKEV2-PLAT-3: Session
registration after conn
attr retrieval
PASSED, No error

| KEv2- PLAT- 3:



CONNECTI ON STATUS:

REG STERED. . .

peer: 10.0.0.2:500,
phasel_id: 10.0.0.2

IKEV2EAHE 2 R £FEASA2L

<{froot>

IKEv2-PLAT-3: (16)
connection
auth hdl set to 15
IKEv2-PLAT-3: AAA conn
attribute retrieval
successfully queued for
register session request.
IKEv2-PROTO-3: (16):
IKEv2-PROTO-5: (16):
SM Trace->
SA: I_SPI=DFA3B583A4369958
R_SPI=27C943C13FD94665 (R)
MsgID = 00000001
CurState: AUTH_DONE
Event: EV_NO_EVENT
IKEv2-PLAT-3: (16) idle
timeout
set to: 30
IKEv2-PLAT-3: (16) session
timeout
set to: 0
IKEv2-PLAT-3: (16) group
policy set to
Df1tGrpPolicy
IKEv2-PLAT-3: (16) class
attr set
IKEv2-PLAT-3: (16) tunnel
protocol set to: 0x5c
IKEv2-PLAT-3: IPv4 filter ID
not configured
for connection
IKEv2-PLAT-3: (16) group
lock set to: none
IKEv2-PLAT-3: IPv6 filter ID
not configured
for connection
attribues set
valid to TRUE
IKEv2-PLAT-3: Successfully
retrieved conn attrs
IKEv2-PLAT-3: Session
registration after conn



attr retrieval PASSED,
No error

| KEv2- PLAT- 3:

CONNECTI ON STATUS:

REG STERED. . .

peer: 10.0.0.1:500,
phasel_id: 10.0.0.1

FSAE,

~ EE . HHBRABEMERMEBIN AR , FEIKEVIBFRR E2M R, YIBRREBRTERG , 7
LLRIKE_SAME —im & f2 Itk 33 #2,

ASA2/Z3#CHILD_SAXK %, XZCREATE_CHILD_SAiEKR., CHILD_SAKEZEESZE :

« SA HDR — @3&version.flagsfM & #aEH,

F

- Nonce Ni ( Wik ) — IR IFCHILD_SABIENMBRIRK —E5 , MTBRIEE - B43
¥ (KE) 1 E fnonce,

x

- SATAE

« KEi(Key-optional)- CREATE_CHILD_SAE R AT LU R B E A T IMDHRMWKERAR , LA E
ACHILD_SAE AFE BB ERZRIL, MRESARMIETEMNDHA , NMKEIBFARKES
HIEmN S ESWAN TR, MRTHENLEIR , CREATE_CHILD_SAR#IF LM , H B4
FRAHEMKEER,

- N(BRAR , 7k ) —BARE , BTREERE ( fINERFAANRSELR ) L E
IKEX{ &b, BRAIGHATULAEBRCEE (BREEFRFELNER ) . FEHR (UE
REFEIKEBRFHER ) REMEMBEEF , UEEREOEADREIMEREROHE L. W
SRELCREATE_CHILD_SARMRE#4 MBRIKE_SAZ S\ HEISAR Z4H , REKEY_SAZAH
BINDN RS FFRRERE LB HARSA. WRILCREATE_CHILD_SA#R TN HHISAER &
REER | W AINE BEND R



« TSIfITSr ( A% ) : XFETHEGBESAWREEFR. EALP , e TEN
192.168.1.12%1192.168.2.99Z [,

LA T 2CREATE_CHILD SAER# L -

<#root>

IKEV2-PLAT-5: INVALID PSH HANDLE

IKEv2-PLAT-3: attempting to find tunnel group
for IP: 10.0.0.1

IKEv2-PLAT-3: mapped to tunnel group 10.0.0.1
using peer IP

IKEv2-PLAT-3: my_auth_method = 2

IKEv2-PLAT-3: supported_peers_auth_method = 2

IKEV2-PLAT-3: PL ID = 0

IKEV2-PLAT-3: Translating IKE_ID_AUTO to = 255

IKEv2-PLAT-3: (226) tp_name set to:

IKEV2-PLAT-3: (226) tg_name set to: 10.0.0.1

IKEV2-PLAT-3: (226) tunn grp type set to: L2L

IKEv2-PLAT-3: PSH cleanup

IKEV2-PROTO-5: (225): SM Trace-> SA:
I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7
(I) MsgID = 00000001 CurState: READY
Event: EV_

I NI T_CREATE_CHI LD

IKEv2-PROTO-5: (225): Action: Action_Null

IKEv2-PROTO-5: (225): SM Trace-> SA:
I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7
(I) MsgID = 00000001 CurState:

CHILD I INT

Event: EV_INIT_CREATE_CHILD

IKEv2-PROTO-5: (225): Action: Action_Null

IKEv2-PROTO-5: (225): SM Trace-> SA:
I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7
(I) MsgID = 00000001 CurState: CHILD_I_IPSEC
Event: EV_INIT_CREATE_CHILD

IKEv2-PROTO-3: (225): Check for IPSEC rekey

IKEv2-PROTO-5: (225): SM Trace-> SA:
I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7
(I) MsgID = 00000001 CurState: CHILD_I_IPSEC
Event: EV_SET_IPSEC_DH_GRP

IKEv2-PROTO-3: (225):

Set | PSEC DH group

IKEv2-PROTO-5: (225): SM Trace-> SA:
I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7



(I) MsgID = 00000001
CurState: CHILD_I_IPSEC Event: EV_CHK4_PFS
IKEv2-PROTO-3: (225): Checking for PFS configuration
IKEv2-PROTO-5: (225): SM Trace-> SA:
I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7
(I) MsgID = 00000001 CurState: CHILD_I_IPSEC
Event: EV_BLD_MSG
IKEv2-PROTO-2: (225):

Sendi ng child SA exchange

IKEv2-PROTO-3: ESP Proposal: 1, SPI size: 4
(IPSec negotiation), num. transforms: 4
AES-CBC SHA96 MD596

IKEv2-PROTO-3: (225): Building packet for encryption;
contents are:

SA

Next payload: N, reserved: 0x0, Tength: 52
IKEv2-PROTO-4: last proposal: 0x0, reserved: 0x0,
Tength: 48 Proposal: 1, Protocol id: ESP,
SPI size: 4, #trans: 4
IKEv2-PROTO-4: Tast transform: 0x3, reserved: 0x0:
Tength: 12 type: 1, reserved: 0x0, id: AES-CBC
IKEv2-PROTO-4: Tast transform: 0x3, reserved: 0x0:
length: 8 type: 3, reserved: 0x0, id: SHA96
IKEv2-PROTO-4: Tast transform: 0x3, reserved: 0x0:
Tength: 8 type: 3, reserved: 0x0, id: MD596
IKEv2-PROTO-4: Tast transform: 0x0, reserved: 0xO:
Tength: 8 type: 5, reserved: 0x0, id:

Next payload: TSi, reserved: 0x0, Tength: 24

2d 3e ec 11 e0 c7 5d 67 d5 23 25 76 1d 50 0d 05
fa b7 f0 48

TSi

Next payload: TSr, reserved: 0x0, Tength: 24

Num of TSs: 1, reserved 0x0, reserved 0x0

TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535

start addr: 192.168.2.99, end addr: 192.168.2.99

TSr Next payload: NONE, reserved: 0x0, length: 24
Num of TSs: 1, reserved 0x0, reserved 0x0

TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535

start addr: 192.168.1.12, end addr: 192.168.1.12

IKEv2-PROTO-3: (225): Checking if request will fit 1in



peer window

IKEv2-PROTO-3: Tx [L 10.0.0.2:500/R 10.0.0.1:500/VRF 1i0:f0]
m_id: Ox6

IKEv2-PROTO-3:

HDR

[i:FD366326E1FED6FE -
r: A75B9B2582AAECB7]
IKEv2-PROTO-4: IKEV2 HDR ispi: FD366326E1FED6FE -
rspi: A75B9B2582AAECB7
IKEv2-PROTO-4: Next payload: ENCR, version: 2.0
IKEv2-PROTO-4:

Exchange type: CREATE_CH LD_SA

flags: INITIATOR
IKEv2-PROTO-4: Message id: 0Ox6, length: 180
ENCR Next payload: SA, reserved: 0x0, length: 152
Encrypted data&colon; 148 bytes

ASA2E A BIREHEF WA

<#froot>

| KEv2- PLAT- 4: SENT PKT
[ CREATE_CHI LD_SA]

[10.0.0.2]:500->
[10.0.0.1]:500
InitSPI=0xfd366326elfed6fe
RespSPI=0xa75b9b2582aaech?
MID=00000006

IKEv2-PROTO-5: (225):
SM Trace->
SA: I_SPI=FD366326E1FED6FE
R_SPI=A75B9B2582AAECB7 (I)
MsgID = 00000006
CurState: CHILD_I_WAIT
Event: EV_NO_EVENT

ASA1EZEREES -

<{froot>

IKEv2-PLAT-4:



RECV PKT [ CREATE_CHI LD SA|

[10.0.0.2]:500->
[10.0.0.1]:500
InitSPI=0xfd366326elfed6fe
RespSPI=0xa75b9b2582aaech7
MID=00000006

IKEv2-PROTO-3: Rx
[L 10.0.0.1:500/R
10.0.0.2:500/VRF 1i0:f0]
m_id: Ox6

ARG, ASATMASA2IL E| It T8 1KY B dE B 3 B ATIRAE ¢

<{froot>

IKEv2-PROTO-3: HDR[1i:FD366326E1FED6FE -
r: A75B9B2582AAECB7]
IKEv2-PROTO-4: IKEV2 HDR ispi: FD366326E1FED6FE -
rspi: A75B9B2582AAECB7
IKEv2-PROTO-4: Next payload: ENCR, version: 2.0
IKEv2-PROTO-4: Exchange type: CREATE_CHILD_SA,
flags: INITIATOR
IKEv2-PROTO-4: Message id: 0x6, length: 180
IKEv2-PROTO-5: (225): Request has mess_id 6;
expected 6 through 6
REAL Decrypted packet:Data&colon; 124 bytes
SA Next payload: N, reserved: 0x0, length: 52
IKEv2-PROTO-4: last proposal: 0x0, reserved: 0xO0,
length: 48 Proposal: 1, Protocol id: ESP,
SPI size: 4, #trans: 4
IKEv2-PROTO-4: Tast transform: 0x3, reserved: 0x0:
length: 12 ype: 1, reserved: 0x0, id: AES-CBC
IKEv2-PROTO-4: Tast transform: 0x3, reserved: 0x0:
length: 8 type: 3, reserved: 0x0, id: SHA96
IKEv2-PROTO-4: Tast transform: 0x3, reserved: 0x0:
length: 8 type: 3, reserved: 0x0, id: MD596
IKEv2-PROTO-4: Tast transform: 0x0, reserved: 0x0:
length: 8 type: 5, reserved: 0x0, id:

Next payload: TSi, reserved: 0x0, length: 24

2d 3e ec 11 e0 c7 5d 67 d5 23 25 76 1d 50 0d 05
fa b7 f0 48

TSi

Next payload: TSr, reserved: 0x0, Tlength: 24
Num of TSs: 1, reserved 0x0, reserved 0x0



TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535
start addr: 192.168.2.99, end addr: 192.168.2.99

TSr

Next payload: NONE, reserved: 0x0, Tength: 24
Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: 0, length: 16
start port: 0, end port: 65535
start addr: 192.168.1.12, end addr: 192.168.1.12
Decrypted packet:Data&colon; 180 bytes
IKEv2-PROTO-5: (225): SM Trace->
SA: I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (R)
MsgID = 00000006 CurState: READY
Event: EV_RECV_CREATE_CHILD
IKEv2-PROTO-5: (225): Action: Action_Null
IKEv2-PROTO-5: (225): SM Trace->
SA: I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (R)
MsgID = 00000006 CurState: CHILD_R_INIT
Event: EV_RECV_CREATE_CHILD
IKEv2-PROTO-5: (225): Action: Action_Null
IKEv2-PROTO-5: (225): SM Trace->
SA: I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (R)
MsgID = 00000006 CurState: CHILD_R_INIT
Event: EV_VERIFY_MSG
IKEv2-PROTO-3: (225): Validating create child message
IKEv2-PROTO-5: (225): SM Trace->
SA: I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (R)
MsgID = 00000006 urState: CHILD_R_INIT
Event: EV_CHK_CC_TYPE

ASA1IFE A CHILD_SAR RN, XRECREATE_CHILD_SAMIRI, CHILD_SA¥EIEES

B

« SAHDR — @%&version.flagsf 3K H,

« Nonce Ni ( Ti& ) — MRERDBERIEH —Z 9 /2 CHILD_SA , NI RBXIEE —MKEHN
Fnonce.

« SAT1E;

« KEi ( Key , A[i£ ) — CREATE_CHILD_SAiER A LLiEEFE B E A T MDHAIRMKER S |, B
{ERNCHILD_SAE AERMN BT MRBRIL. MRSAREITEFRRNDHA , NKEIXTR L
FHELMB A EZHEAN TR, MREHMEIR , MICREATE_CHILD_SAZIRFAM , HEH
MIE R EHAKEIE R,

« N(BARE , k) — BAAEATRHEEHE (HIMERFENRAHEGR ) £HSIKEX
Eix, BAARUTUHIAERRES (BEECEERFIELNER ). EERER (UREFE
IKEERBPWEIR ) EMEMEED | BUEREAEAIERSRBERNE L, R
CREATE_CHILD SAX#:E 4 K ERIKE_SAZ /N Y BISAMN 4R , REKEY _SAZEE KAl



NN A ARFRIREFH E R Z4ARSA, MR CREATE_CHILD SAXK AN Y ATSAEIH ALK
4R, M AME NN AR

« TSIMITSr ( /it ) — ERNEQESARNREEZRESR, EAXHIF , AL TEHN192.168.1.127
192.168.2.992 [,

AT 2R m :

<tfroot>

IKEv2-PROTO-3: (225): Check for create child
response message type
IKEv2-PROTO-5: (225): SM Trace->
SA:1_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (R)
MsgID = 00000006 CurState: CHILD_R_IPSEC
Event: EV_PROC_MSG
IKEv2-PROTO-2: (225):

Processing child
SA exchange

IKEv2-PLAT-3: Selector received from peer
is accepted

IKEv2-PLAT-3: PROXY MATCH on crypto map
outside_map seq 1

IKEv2-PROTO-5: (225): SM Trace->
SA:I_SPI=FD366326E1FEDGFE
R_SPI=A75B9B2582AAECB7 (R) MsgID = 00000006
CurState:

CHI LD R | PSEC

Event: EV_NO_EVENT

IKEv2-PROTO-5: (225): SM Trace->
SA:I_SPI=FD366326E1FEDGFE
R_SPI=A75B9B2582AAECB7 (R) MsgID = 00000005
CurState: EXIT Event: EV_FREE_NEG

IKEv2-PROTO-5: (225): Deleting negotiation context
for peer message ID: 0x5

IKEv2-PROTO-5: (225): SM Trace->
SA:I_SPI=FD366326E1FEDGFE
R_SPI=A75B9B2582AAECB7 (R) MsgID = 00000006
CurState: CHILD_R_IPSEC
Event: EV_OK_RECD_IPSEC_RESP

IKEv2-PROTO-5: (225): Action: Action_Null

IKEv2-PROTO-5: (225): SM Trace->
SA:I_SPI=FD366326E1FEDGFE
R_SPI=A75B9B2582AAECB7 (R) MsgID = 00000006
CurState: CHILD_R_IPSEC Event: EV_PROC_MSG

IKEv2-PROTO-2: (225):

Processing child SA exchange



IKEv2-PROTO-5: (225): SM Trace->
SA:I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (R)
MsgID = 00000006 CurState:

CHILD_R_IPSEC Event: EV_SET_IPSEC_DH_GRP

IKEv2-PROTO-3: (225):

Set | PSEC DH gr oup

IKEv2-PROTO-5: (225): SM Trace->
SA:I_SPI=FD366326E1FEDGFE
R_SPI=A75B9B2582AAECB7 (R) MsgID = 00000006
CurState: CHILD_R_IPSEC Event: EV_OK

IKEv2-PROTO-3: (225): Requesting SPI from IPSec

IKEv2-PROTO-5: (225): SM Trace->
SA:I_SPI=FD366326E1FEDGFE
R_SPI=A75B9B2582AAECB7 (R) MsgID = 00000006
CurState: CHILD_R_WAIT_SPI Event: EV_OK_GOT_SPI

IKEv2-PROTO-5: (225): Action: Action_Null

IKEv2-PROTO-5: (225): SM Trace->
SA:I_SPI=FD366326E1FEDGFE
R_SPI=A75B9B2582AAECB7 (R) MsgID = 00000006
CurState: CHILD_R_BLD_MSG Event: EV_CHK4_PFS

IKEv2-PROTO-3: (225): Checking for PFS configuration

IKEv2-PROTO-5: (225): SM Trace->
SA:I_SPI=FD366326E1FEDGFE
R_SPI=A75B9B2582AAECB7 (R) MsgID = 00000006
CurState: CHILD_R_BLD_MSG Event: EV_BLD_MSG

IKEv2-PROTO-2: (225):

Sendi ng child SA exchange

IKEv2-PROTO-3: ESP Proposal: 1, SPI size: 4
(IPSec negotiation),

Num. transforms: 3

AES-CBC SHA96

IKEv2-PROTO-3: (225): Building packet for encryption;
contents are:

SA Next payload: N, reserved: 0x0, Tength: 44

IKEv2-PROTO-4: last proposal: 0x0, reserved: 0xO0,
Tength: 40

Proposal: 1, Protocol id: ESP, SPI size: 4,
#trans: 3

IKEv2-PROTO-4: Tast transform: 0x3, reserved: 0x0:
Tength: 12

type: 1, reserved: 0x0, id: AES-CBC

IKEv2-PROTO-4: Tast transform: 0x3, reserved: 0x0:
Tength: 8

type: 3, reserved: 0x0, id: SHA96

IKEv2-PROTO-4: last transform: 0xO0,
reserved: 0x0: Tlength: 8

type: 5, reserved: 0x0, id:

Next payload: TSi, reserved: 0x0,



Tength: 24

b7 6a c6 75 53 55 99 5a df ee 05
18 1la 27 a6 cb
01 56 22 ad

TSi

Next payload: TSr, reserved: 0x0,
Tength: 24
Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: O,
Tength: 16
start port: 0, end port: 65535
start addr: 192.168.2.99,
end addr: 192.168.2.99

TSr

Next payload: NONE, reserved: 0x0,
Tength: 24
Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: O,
Tength: 16
start port: 0, end port: 65535
start addr: 192.168.1.12, end addr: 192.168.1.12

IKEv2-PROTO-3: Tx
[L 10.0.0.1:500/R 10.0.0.2:500/VRF 1i0:f0]
m_id: Ox6

IKEv2-PROTO-3: HDR[1i:FD366326E1FEDG6FE -
r: A75B9B2582AAECB7]

IKEv2-PROTO-4:

| KEV2 HDR

ispi: FD366326E1FED6FE -

rspi: A75B9B2582AAECB7
IKEv2-PROTO-4: Next payload: ENCR, version: 2.0
IKEv2-PROTO-4:

Exchange type: CREATE_CH LD_SA
fl ags: RESPONDER MSG RESPONSE

IKEv2-PROTO-4: Message id: 0x6, Tlength: 172
ENCR Next payload: SA, reserved: 0x0,
Tength: 144
Encrypted data&colon; 140 bytes

ASA1KIENR]

<{froot>



IKEv2-PLAT-4:

SENT PKT
[ CREATE_CHI LD_SA]

[10.0.0.1]:500->

[10.0.0.2]:500

InitSPI=0xfd366326elfed6fe

RespSPI=0xa75b9b2582aaech7
MID=00000006

ASA2ZIR B D -

<{froot>

| KEv2- PLAT- 4:
RECV PKT [ CREATE_CHI LD _SA]

[10.0.0.1]:500->
[10.0.0.2]:500
InitSPI=0xfd366326elfed6fe
RespSPI=0xa75b9b2582aaech?
MID=00000006

IKEv2-PROTO-3:

[L 10.0.0.2:500/R
10.0.0.1:500/VRF i0:f0]
m_id: 0x6

ASA2TIERIEHRES :

<{froot>

IKEv2-PROTO-3:

HDR

[i:FD366326E1FED6FE -
r: A75B9B2582AAECB7]

IKEv2-PROTO-4: IKEV2 HDR 1ispi:

rspi: A75B9B2582AAECB7

FD366326E1FED6FE -

IKEv2-PROTO-4: Next payload: ENCR, version: 2.0

IKEv2-PROTO-4:



Exchange type: CREATE_CH LD_SA
fl ags: RESPONDER MSG RESPONSE

IKEv2-PROTO-4: Message id: 0x6, length: 172

REAL Decrypted packet:Data&colon; 116 bytes

SA

Next payload: N, reserved: 0x0, Tength: 44

IKEv2-PROTO-4: last proposal: 0x0, reserved: 0x0,
Tength: 40 Proposal: 1, Protocol id: ESP, SPI size: 4,
#trans: 3

IKEv2-PROTO-4: Tast transform: 0x3, reserved: 0x0:
Tength: 12 type: 1, reserved: 0x0, id: AES-CBC

IKEv2-PROTO-4: Tast transform: 0x3, reserved: 0x0:
Tength: 8 type: 3, reserved: 0x0, id: SHA96

IKEv2-PROTO-4: Tast transform: 0xO0,
reserved: 0x0: Tength: 8 type: 5, reserved: 0x0, id:

N Next payload: TSi, reserved: 0x0,
Tength: 24

b7 6a c6 75 53 55 99 5a df ee 05 18
la 27 a6 cb
01 56 22 ad

TSi

Next payload: TSr, reserved: 0x0,
Tength: 24
Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: O,
Tength: 16
start port: 0, end port: 65535
start addr: 192.168.2.99,
end addr: 192.168.2.99

TSr

Next payload: NONE, reserved: 0x0,
Tength: 24
Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_IPV4_ADDR_RANGE, proto id: O,
Tength: 16
start port: 0, end port: 65535
start addr: 192.168.1.12,
end addr: 192.168.1.12

Decrypted packet:Data&colon; 172 bytes

IKEv2-PROTO-5: (225): SM Trace->
SA: I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (I)
MsgID = 00000006 CurState:
CHILD_I_WAIT Event:



EV_RECV_CREATE_CHI LD

IKEv2-PROTO-5: (225): Action: Action_Null

IKEv2-PROTO-5: (225): SM Trace-> SA: I_SPI=FD366326E1FED6FE
R_SPI=A75B9B2582AAECB7 (I) MsgID = 00000006
CurState:

CHI LD | _PROC

Event: EV_CHK4_NOTIFY
IKEv2-PROTO-2: (225): Processing any notify-messages
in child SA exchange
IKEv2-PROTO-5: (225): SM Trace->
SA: I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (I)
MsgID = 00000006 CurState: CHILD_I_PROC
Event: EV_VERIFY_MSG
IKEv2-PROTO-3: (225): Validating create child message
IKEv2-PROTO-5: (225): SM Trace->
SA: I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (I)
MsgID = 00000006 CurState: CHILD_I_PROC
Event: EV_PROC_MSG
IKEv2-PROTO-2: (225): Processing child SA exchange
IKEv2-PROTO-5: (225): SM Trace->
SA: I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (
I) MsgID = 00000006 CurState: CHILD_I_PROC
Event: EV_CHK4_PFS
IKEv2-PROTO-3: (225): Checking for PFS configuration
IKEv2-PROTO-5: (225): SM Trace-> SA:
I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (I)
MsgID = 00000006 CurState: CHILD_I_PROC
Event: EV_CHK_IKE_REKEY
IKEv2-PROTO-3: (225): Checking if IKE SA rekey
IKEv2-PROTO-5: (225): SM Trace-> SA:
I_SPI=FD366326E1FED6FE R_SPI=A75B9B2582AAECB7 (I)
MsgID = 00000006 CurState: CHILD_I_PROC
Event: EV_GEN_LOAD_IPSEC
IKEv2-PROTO-3: (225): Load IPSEC key material
IKEv2-PLAT-3: PROXY MATCH on crypto map outside_map seq 1
IKEv2-PLAT-3: (225) DPD Max Time will be: 10
IKEv2-PLAT-3: (225) DPD Max Time will be: 10

ASA1RF It FSASK B #i ASAD:

<{froot>

IKEv2-PROTO-5: (225):
SM Trace->
SA: I_SPI=FD366326E1FED6FE
R_SPI=A75B9B2582AAECB7 (R)
MsgID = 00000006
CurState:

CHI LD_R _DONE



Event: EV_OK

IKEv2-PROTO-2: (225):

SA created; inserting
SA into database

IKEV2-PROTO-5: (225):
SM Trace->
SA: I_SPI=FD366326E1FED6FE
R_SPI=A75B9B2582AAECB7 (R)
MsgID = 00000006 CurState:

CHI LD_R_DONE

Event: EV_START_DEL_NEG_TMR

ASA2fF It FSAS B #i ASAD:

<#froot>

IKEv2-PROTO-5: (225):
SM Trace->
SA: I_SPI=FD366326E1FED6FE
R_SPI=A75B9B2582AAECB7 (I)
MsgID = 00000006
CurState:

CHI LD_| _DONE

Event: EV_OK

IKEV2-PROTO-2: (225):
SA created;
inserting SA into database

SESEETRN
FRAATRMARE ERiEInternetZ £ X< B M 247 E B ML (ISAKMP) M IPSech2 B HL & -

ISAKMP



ERIFISAKMP |, 8 AUTHS :

<{froot>

show crypto i saknp sa det

ASA1

LT EASATHIEH -

<tfroot>

ASAl(config)#

show cry isa sa det

There are no IKEvl SAs
IKEv2 SAs:Session-id:99220, Status:UP-ACTIVE, IKE count:1, CHILD count:2

Tunnel-id Local Remote Status Role
1889403559 10.0.0.1/500 10.0.0.2/500 READY RESPONDER

Encr: 3DES, Hash: MD596, DH Grp:2, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/195 sec

Session-id: 99220

Status Description: Negotiation done

Local spi: A75B9B2582AAECB7 Remote spi: FD366326E1FED6FE
Local 1id: 10.0.0.1

Remote id: 10.0.0.2

Local req mess id: 14 Remote req mess id: 16

Local next mess id: 14 Remote next mess id: 16

Local req queued: 14 Remote req queued: 16

Local window: 1 Remote window: 1

DPD configured for 10 seconds, retry 2

NAT-T is not detected

Child sa: local selector 192.168.1.12/0 - 192.168.1.12/65535
remote selector 192.168.2.99/0 - 192.168.2.99/65535

ESP spi in/out: 0x8564387d/0x8717a5a

AH spi in/out: 0x0/0x0

CPI in/out: 0x0/0x0

Encr: AES-CBC, keysize: 256, esp_hmac: SHA96

ah_hmac: None, comp: IPCOMP_NONE, mode tunnel

Child sa: local selector 192.168.1.1/0 - 192.168.1.1/65535
remote selector 192.168.2.99/0 - 192.168.2.99/65535

ESP spi in/out: 0x74756292/0xf0d97b2a

AH spi in/out: 0x0/0x0

CPI in/out: 0x0/0x0

Encr: AES-CBC, keysize: 256, esp_hmac: SHA96

ah_hmac: _NONE,, comp: IPCOMP_NONE, mode tunnel



ASA2

LT 2ASA2H HI H

<#froot>

ASA2 (config)#

show cry isa sa det

There are no IKEvl SAs
IKEv2 SAs:
Session-1d:99220, Status:UP-ACTIVE, IKE count:1, CHILD count:2

Tunnel-1id Local Remote Status Role
472237395 10.0.0.2/500 10.0.0.1/500 READY  INITIATOR
Encr: 3DES, Hash: MD596, DH Grp:2, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/190 sec
Session-id: 99220
Status Description: Negotiation done
Local spi: FD366326E1FEDGFE Remote spi: A75B9B2582AAECB7
Local 1id: 10.0.0.2
Remote 1id: 10.0.0.1

Local req mess id: 16 Remote req mess id: 13
Local next mess id: 16 Remote next mess id: 13
Local req queued: 16 Remote req queued: 13
Local window: 1 Remote window: 1

DPD configured for 10 seconds, retry 2
NAT-T is not detected
Child sa: local selector 192.168.2.99/0 - 192.168.2.99/65535
remote selector 192.168.1.12/0 - 192.168.1.12/65535
ESP spi in/out: 0x8717a5a/0x8564387d
AH spi in/out: 0x0/0x0
CPI in/out: 0x0/0x0
Encr: AES-CBC, keysize: 256, esp_hmac: SHA96
ah_hmac: None, comp: IPCOMP_NONE, mode tunnel
Child sa: local selector 192.168.2.99/0 - 192.168.2.99/65535
remote selector 192.168.1.1/0 - 192.168.1.1/65535
ESP spi in/out: 0xf0d97b2a/0x74756292
AH spi in/out: 0x0/0x0
CPI in/out: 0x0/0x0
Encr: AES-CBC, keysize: 256, esp_hmac: SHA96
ah_hmac: None, comp: IPCOMP_NONE, mode tunnel

IPsec



ERiFIPSec , BFRANLTHS :

<{froot>

show crypto ipsec sa

ASA1

LLTRASA T -
<#root>
ASAl(config)#

show cry ipsec sa

interface: outside
Crypto map tag: outside_map, seq num: 1, local addr: 10.0.0.1

access-1list 121_1ist extended permit ip host 192.168.1.1
host 192.168.2.99
Tocal ident (addr/mask/prot/port):
(192.168.1.1/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (
192.168.2.99/255.255.255.255/0/0)
current_peer: 10.0.0.2

#pkts encaps: 3, #pkts encrypt: 3, #pkts digest: 3

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify: 3

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 3, #pkts comp failed: 0,
#pkts decomp failed: O

#pre-frag successes: 0, #pre-frag failures: 0,
#fragments created: 0

#PMTUs sent: 0, #PMTUs rcvd: O,
#decapsulated frgs needing reassembly: 0O

#send errors: 0, #recv errors: 0

Tocal crypto endpt.: 10.0.0.1/500, remote crypto endpt.:
10.0.0.2/500

path mtu 1500, ipsec overhead 74, media mtu 1500

current outbound spi: FOD97B2A

current inbound spi : 74756292

inbound esp sas:
spi: 0x74756292 (1953850002)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137990144, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4008959/28628)



IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x0000000F
outbound esp sas:
spi: OxFOD97B2A (4040784682)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137990144, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4147199/28628)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

Crypto map tag: outside_map, seq num: 1, local addr: 10.0.0.1

access-1list 121_Tist extended permit ip host 192.168.1.12
host 192.168.2.99

Tocal ident (addr/mask/prot/port): (
192.168.1.12/255.255.255.255/0/0)

remote ident (addr/mask/prot/port):
(192.168.2.99/255.255.255.255/0/0)

current_peer: 10.0.0.2

#pkts encaps: 3, #pkts encrypt: 3, #pkts digest: 3

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify: 3

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 3, #pkts comp failed: O,
#pkts decomp failed: O

#pre-frag successes: 0, #pre-frag failures: 0,
#fragments created: 0

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing
reassembly: 0

#send errors: 0, #recv errors: 0

Tocal crypto endpt.: 10.0.0.1/500, remote crypto
endpt.: 10.0.0.2/500

path mtu 1500, ipsec overhead 74, media mtu 1500

current outbound spi: 08717A5A

current inbound spi : 8564387D

inbound esp sas:
spi: 0x8564387D (2237937789)

transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137990144, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4285439/28734)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x0000000F

outbound esp sas:

spi: 0x08717A5A (141654618)

transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137990144, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4055039/28734)
IV size: 16 bytes
replay detection support: Y

Anti replay bitmap:
0x00000000 0x00000001



ASA2

AT 2ASA2H 5 H

<#froot>

ASA2 (config)#

show cry ipsec sa

interface: outside
Crypto map tag: outside_map, seq num: 1, Tocal addr: 10.0.0.2

access-1list 121_Tist extended permit ip host 192.168.2.99 host
192.168.1.12

Tocal ident (addr/mask/prot/port):
(192.168.2.99/255.255.255.255/0/0)

remote ident (addr/mask/prot/port):
(192.168.1.12/255.255.255.255/0/0)

current_peer: 10.0.0.1

#pkts encaps: 3, #pkts encrypt: 3, #pkts digest: 3

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify: 3

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 3, #pkts comp failed: 0,
#pkts decomp failed: 0

#pre-frag successes: 0, #pre-frag failures: 0,
#fragments created: 0

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing
reassembly: 0

#send errors: 0, #recv errors: 0O

Tocal crypto endpt.: 10.0.0.2/500, remote crypto
endpt.: 10.0.0.1/500

path mtu 1500, ipsec overhead 74, media mtu 1500

current outbound spi: 8564387D

current inbound spi : 08717A5A

inbound esp sas:
spi: 0x08717A5A (141654618)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137973760, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4193279/28770)
IV size: 16 bytes replay detection support: Y
Anti replay bitmap:
0x00000000 0x0000000F
outbound esp sas:
spi: 0x8564387D (2237937789)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137973760, crypto-map: outside_map
sa timing: remaining key 1lifetime (kB/sec): (4055039/28770)
IV size: 16 bytes replay detection support: Y
Anti replay bitmap:



0x00000000 0x00000001
Crypto map tag: outside_map, seq num: 1, Tocal addr: 10.0.0.2

access-1list 121_Tist extended permit ip host 192.168.2.99
host 192.168.1.1

local ident (addr/mask/prot/port): (
192.168.2.99/255.255.255.255/0/0)

remote ident (addr/mask/prot/port):
(192.168.1.1/255.255.255.255/0/0)

current_peer: 10.0.0.1

#pkts encaps: 3, #pkts encrypt: 3, #pkts digest: 3

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify: 3

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 3, #pkts comp failed: O,
#pkts decomp failed: O

#pre-frag successes: 0, #pre-frag failures: 0,
#fragments created: 0

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing
reassembly: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 10.0.0.2/500, remote crypto
endpt.: 10.0.0.1/500

path mtu 1500, ipsec overhead 74, media mtu 1500

current outbound spi: 74756292

current inbound spi : FOD97B2A

inbound esp sas:
spi: OxFOD97B2A (4040784682)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137973760, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4285439/28663)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x0000000F
outbound esp sas:
spi: 0x74756292 (1953850002)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137973760, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4331519/28663)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

38 A LA Eshow crypto ikev2 safn FEVHIH |, % TR ALHYH H Sshow crypto isakmp safi Y
BEHMEE

IKEv2 SAs:
Session-1d:99220, Status:UP-ACTIVE, IKE count:1, CHILD count:2

Tunnel-id Local Remote Status RoTe



1889403559 10.0.0.1/500 10.0.0.2/500 READY  RESPONDER
Encr: 3DES, Hash: MD596, DH Grp:2, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/179 sec

Child sa: local selector 192.168.1.12/0 - 192.168.1.12/65535

remote selector 192.168.2.99/0 - 192.168.2.99/65535
ESP spi in/out: 0x8564387d/0x8717a5a

Child sa: local selector 192.168.1.1/0 - 192.168.1.1/65535

remote selector 192.168.2.99/0 - 192.168.2.99/65535
ESP spi in/out: 0x74756292/0xf0d97b2a
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