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B M ThAE

E oM (REREE
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=R

BEREWTH#ASA CLI, HRIEZEFIA ( ATVPNEEEN ) =2 1758 VPN,

ERREHF

- BERBHEN (EEX, SR, BE)  ASAEHS.0QQRESRA. TCPEBLAIHES
8.0(4)/8. 12 REBIRA, BEFF #5420 B 7] &L & 98.0(4)/8.1(2)

o EIIVPNARS B BB M- 7£9.205 % £ L19.20(3) M BHIESI A, BRIFIEFET9.16(4)67.
9.17(1)45, 9.18(4)40, 9.19(1), 37#19.22(1.1)(9.22() K &) FTHHEMIN EFHXLERZEE

ANHEPHNEEHRETREXRERNEFHRFEEN, AXEFEANARRZRAGRAR
(BN ) BE. MREHMBLTENRS , FERRETRAERSHIBERRE,

1=
=

Al

]]II|I

=
0N

=

ASAJ:E’JE&H?}#}”U%E{ {E3ARTLHE, EETEELRITERNTENRED top"REWEEL,
BRI ERIPSH T —RIPSER , EECRERTR A AHRE ; XME T AME T,

S
SR AXNBASA CLITTAEE, BRIZ 2B KB B H(FTD)E IR HI XM SRR E

"(Access Control Policy Advanced Settings) T & REXEH THEH RN ITIEE, BT
FHFTDRE MM A X LRSS, BXFMER , FSHASAZ
XE,

B AR A EEE R RFIRA, THMN (A THEMVPNERS ) BIERTHTE, KRB TE
KRR, NREHGITHESMATIER B3 EE,

tbThee R M ANA 4

1. BRREBRN ( RERESXR ) —RUER
2. BREMEN ( NREBNGITHEFENGIN ) — BRIABERTERACLEITER
3. HH RN ( &/ BAr&dEE |, Aikshun ) — RINERTER


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/migration/asa-to-threat-defense-feature-mapping/asa-to-threat-defense-feature-mapping/firewall.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/migration/asa-to-threat-defense-feature-mapping/asa-to-threat-defense-feature-mapping/firewall.html

4. HXVPNRS RS ( RA VPN DoS#R#. BEZh#E ) — BRIABR TZA ; 9.20(3)+/3
%

BB B U T
EXEBRN ( REFIEE )

MINBRT , EE178.0QQRESRAMASA LR AESRIELN

TCHREENMSARENREREFHFESNER, [IHERERATEMRE , BETBRALIRBIR
FHl. ASAEEXEEHNEFHES

« ACLEH (acl-drop) : TR FIRIELA TS,

- HIREES (BRBESER ) TRNEREIRN | SETHFERFCIRANLIMLARL (Al
| invalid-ip-header=invalid-tcp-hdr-length )

« Conn Limit(conn-limit-drop): 3 2 Bl B2 /TR FINEHED,

« DoSH(dos-drop):IELRF KT ( FlaN , THSPITIRASH A IEREXK, )

« BARIE (BIARBEFR ) MIKRPEHRBEINEFNESHER, ETREIFHAEER

,lanEOds,. RERERRNBNPERE.

« ICMPX i (icmp-drop): AT R ICMP R IE 2.

« B & (inspect-drop): @33 B AR MIEL,

- BO(EOEHR) BOREEFNVEES (I25) .

- RiE (AEER ) MEENAERSE (FlW, E—NTCPHEITFTRSYN , H=XEFELAK
o ) FTEERIE RN 6 LR RS YL 1T 203 H R M ORI =W,

« SYNH T (synBlidEi ) ARENSFRE , BETCP SYNKGEHNEREHEN £ EUDPLE

o

RSB B[RFIEEASPEFRRE ; RERFZHESNRERFEL TR, FEMRFHAES
NRERB P, BRRE (FFFRELE ) :

BN fih % 2R/ASPEF R E

ACL =8 ACL 8

invalid-tcp-hdr-length
BEIRIES
invalid-ip-header




inspect-dns-pak-too-long

inspect-dns-id-not-matched

EERFED ZE R

DOS X2 sp-security-failed
inspect-icmp-seq-num-not-matched
inspect-dns-pak-too-long

PrAEES inspect-dns-id-not-matched
sp-security-failed
ACL =98

ICMP 8 inspect-icmp-seqg-num-not-matched

WEED RN 5| A0 K% I EF
sp-security-failed

EOES
no-route
tcp-3whs-failed
tcp-not-syn
sp-security-failed

B ACL &2
inspect-icmp-seq-num-not-matched
inspect-dns-pak-too-long
inspect-dns-id-not-matched

SYN K %ASA-6-302014 sysloghy £ 1k R R 79 “SYNEAY”




NTENEH , EREMNERLN EEE FEHERE RBARI)RME00REIZ0RMEFR, MR
ARIFHEHESEENRE , ASAFEN N R,

ERNERE : FEHRRMNREER, ARIENFHURERBUERY. RAERFARENRAR
EEFEBRI). H8.2(1)5%K , BRIZARIH1/30 , R10¥ , NREE R A, E8.2(1)2# , BRIZ
ARIFI1/60, 10 &/MEER TFFE SR

5l - ARI 600 IACLEFH FHIERI00ERBEASATE T E600W AFHACLESR , MR FHER
T 8/#400 , WHERERH. EFHEARIARAERI00EAH20%(600 / 30)KBRI, MR20¥WEOF
ACLEFET800® , i KB

LN B EARRIE | ASAER RS B E%ASA-4-733100, MRBIYPHRRMRBERE | ASAT]
BREWANTIZI00HEE (BMNERRE -1 ) |, SIRXBAPSIERREEZ —MEE

1Z1Tshow threat-detection ratefip T EE FIIEH. HHIEH. ARBFITHRNEHLEK, ASAESN
REBHHLE RN AIONETHHIBRIFM 1T, RTERWLFBRIBEMNFEEESHERR, SEHITH
RIX30MBRIEAFWEHLM (MREREXMVBRIEEIZ PR | =N )

REBEFHREERBRELYFBRIFEBEFANENEFTH#TINE , AEHXME , AL ATUEBRIFE
RZBRERE ( 8/ BRINEMERLENN—IPMREHE ) . show threat-detection rate 1 Hy 58
KIHBRRE A RETRHBRI,

EXEHRNF2ERAREBRE, ENESE (KBENRE ) . MEEEHFIREE , TERET
HI = SR E RN AT

BREEN ( NREH G BBFEMEINA )

SREMRNTREEFSANKRNAITEL : STCPEBRFHENIP, WA, M. ACLMES
2o MIAMER TRERAACLEITER . TNAITEEESRETHMEFTEESN ; EREN G
BREfl. mOKITHERFENERENEN.

FFEH., WOMPHR , ASARREBRES O X EMBRHVKES, ZTNEE, ¥ F
ACL , EARFXLEE OFMEI10MNACE ( A YFMIEL ) G, EMEPACLE RF |, KX 2 AT
I ACERH,

EEBOR2028., 1706t 8/ tH24/het, BORGRAERE, FERH{1| 2| XEF (NEMN
. RO ) BERES D NMNRENEIRE



« 1 (BN ) —NEEERRER , AMERFEARRE
« 2— WP EERR
« 3-1/pE, 8/NETRI24/0E

HENERHEED EVBIEERLTEDRESE , ENERIHEE SRR | AELTIFEDRF102
HEERR.

JB FATCP Intercept/s , BN AT AR ERES EMN 108 RS8R, TCPEBSITEEEATEE
MSEEOUR FERENREBERES.OHRESHRATTA), BRIAE :

« EBRER (ALIEKEA ) 3054 (SEEN1-1440 ) . ASAKEE AHAERFE30X ( BIAE
MTE60W ) .

« BRRER:400X B EH/HR — R4 B E%ASA-4-733104

« PHER 200K H/H — RS HE%ASA-4-733105

B = 1Tshow threat-detection statisticsFlshow threat-detection statistics topar T EE S 1T E R

LEZhEEE B T T 2 SEASDMBL K S 2 I E AR LAY TRER" B

BREBRNARRHRER , ETCPEBERFRSH. MMNXERITEERTSNAHEMR,

B R

AHEBEMRNSREETNPAASENIENR NP AZHA LREZN TN, MABRTE
RZHER, BEETIPSERNAHQNTE , ASAR#E RN &I EHNHIEE ( TREVESAVE
B, HAROBEE, RETCPITAF ).

CEEFARHEEBDRIAZTERER, FEHERAR)MREERBRI), TENERSHABRET
EMER, X3ETHRERBENTRERETEMBRIPEIERE, NEITATESASAHEIRRE
BURE. EAREMDEN TR AT UXACLIEL R R733100R HEBRAMEN ; FHEEMENN T2,

MEBHRBENHRENIABER | NZFNRRREE, WRRFAENHREBES , NZEN
N B, DIRRL ABR%ASA-4-733101, 7] LA B I B o & (%ASA-4-733102 ( AN FF Bt
) , %ASA-4-733103 ( MIBREY ) o ERIAELEHISERATEI J93600% (1/het ) | AIEREH10F
25920008,

EAshun B BN REEB T EF EM R TFHNRENFNYEZ— ( 5 —MRVPNREEHEN
) o




X Wi &/ B R BIEEZ 1Tshow threat-detection scanning-threat@s % , X34 13 18 BB ML 1= 1Tshow
threat-detection shun,

~
AR NTRESSZEEHTEARABRE ( HlAPIMEEHES ) B EBthreat-detection
scanning-threat shun exceptf E#l , RRXLEN , HEHRE T shunBt AT AEF XL
B,

FEXSVPNAR S5 BY BB 48 U (9.20(3)+/Fir 51 % 31 )

VPNE S N AT R ASAIZF2 15 B VPNL % % ZIPv4 DoSK T, BINER TE2BAME =ZWMERS.,
YRSEFABETHESEBRER , ASA2 BN ZIPv4AIt # 1T0 7R , B REMIBRD o

+ remote-access-authentication:ZE42RA VPNE FZ AW ( ZHBBE/R N ). B T1-14400 4%
; R{E1-100. FitESAMLE BRI XK,

- remote-access-client-initiations: EE KISSL/IKEV2IEEZE AR , EHIEN—BENTER. £T
1-14407 0 ; B{E5-100,

- invalid-vpn-access : ZRFRMNA T AT RZIBIENNERZEA ., TERIIPv4HE < 7 BIE
FF (B T/HESRRLER11, )

BIEXLERHRY , EMNESEESNRIENSFRR, SEREDFMBER , iIZAPAT (BIE
. CONAT) : W2 AMAFATURAE-ILAIP, EAESHE , UESEAFES TRIEE.

IRVPNE M M S 12 2T E BI IPv4, ShunsH Il #Eshow shunA |, T =show threat-detection
shun®, #HXERSL HE : %ASA-6-733200 ( E8 ) *ﬂ%ASA-4-733201(ﬁﬁ|\5ﬂ1§ - shun2 %%, )

BR 75

- EEEMRNFEEASA 8.02)HNESRAE, LABIWASA 1000V FERXFWINE (L FEERF
=)o

- Z2BRESHEBBEITERMVPNERSHN , AXFEBREXFHEBRN. ESHERE
AT, TCPEBSITEERXBENSREITES ., ZEABEFVPNRAMEN

« BAREENERBENBEREN T Z X,

- WTFELR, FRMAFSIHER , NERBEIRENRE. REFASATFHREFIT A,



FFVPNARS |, RSB FEAIPvV4,

ACLIEEEMRET A PEEMRN ( MEE/BEFRERER ) . EXPEBHWEREACLERN
AlRES 18 N,

HERRSBREENTCPEEZ AT IT ASYNKERIEFHEEH

VPN authentication-failure#& Il ‘@ ESAML K E,

[

AR iR
RABERTEAEARBEN , SBTUESUTARXEHNEAERRBHRN :

<ffroot>

ciscoasa(config)#

t hreat - detecti on basic-threat

% Ano threat-detection basic-threat, f#Ashow run all threat-detection Y BRINERME :

<tfroot>

ciscoasa(config)#

show run all threat-detection

threat-detection rate dos-drop rate-interval 600 average-rate 100 burst-rate 400
threat-detection rate dos-drop rate-interval 3600 average-rate 80 burst-rate 320
threat-detection rate bad-packet-drop rate-interval 600 average-rate 100 burst-rate 400
threat-detection rate bad-packet-drop rate-interval 3600 average-rate 80 burst-rate 320
threat-detection rate acl-drop rate-interval 600 average-rate 400 burst-rate 800
threat-detection rate acl-drop rate-interval 3600 average-rate 320 burst-rate 640
threat-detection rate conn-limit-drop rate-interval 600 average-rate 100 burst-rate 400
threat-detection rate conn-limit-drop rate-interval 3600 average-rate 80 burst-rate 320
threat-detection rate icmp-drop rate-interval 600 average-rate 100 burst-rate 400
threat-detection rate icmp-drop rate-interval 3600 average-rate 80 burst-rate 320
threat-detection rate scanning-threat rate-interval 600 average-rate 5 burst-rate 10
threat-detection rate scanning-threat rate-interval 3600 average-rate 4 burst-rate 8
threat-detection rate syn-attack rate-interval 600 average-rate 100 burst-rate 200
threat-detection rate syn-attack rate-interval 3600 average-rate 80 burst-rate 160
threat-detection rate fw-drop rate-interval 600 average-rate 400 burst-rate 1600
threat-detection rate fw-drop rate-interval 3600 average-rate 320 burst-rate 1280
threat-detection rate inspect-drop rate-interval 600 average-rate 400 burst-rate 1600
threat-detection rate inspect-drop rate-interval 3600 average-rate 320 burst-rate 1280
threat-detection rate interface-drop rate-interval 600 average-rate 2000 burst-rate 8000



threat-detection rate interface-drop rate-interval 3600 average-rate 1600 burst-rate 6400

B =2 Tthreat-detection rate i T HE X, BNKIKZZAUBE=FER (EHEFR1, 213 ), 7=
AT iE S| A HAEZRT733100:

<#froot>

ciscoasa(config)#

threat-detection rate acl-drop rate-interval 1200 average-rate 250 burst-rate 550

EARRGIH , SACLEFEIZ250/sec ( 12008 ) =550/sec(550/sec ( 40% ) (1200/30)8¢ , FFAEEK
733100,

S Mscanning-threatx B F SREAMRN AL Z, BIFEERAEARRHON , LA SUEERHE
ER,

= R E RS

1= {Tthreat-detection statisticstn S ABABRSGITER. WREEXRETF , NIBAMESITER .

<tfroot>

ciscoasa(config)#

threat-detection statistics ?

configure mode commands/options:

access-1ist Keyword to specify access-Tlist statistics
host Keyword to specify IP statistics

port Keyword to specify port statistics
protocol Keyword to specify protocol statistics
tcp-intercept Trace tcp intercept statistics

<cr>

no threat-detection statistics(no options)MlBRFFE £t itanF , ‘@IE R IAthreat-detection statistics
access-list,



ACLGIHER (BIAR )

<{froot>

ciscoasa(config)#

threat-detection statistics access-1ist

EA, WOND , EFTERENERFIFE

<tfroot>

ciscoasa(config)#
threat-detection statistics host number-of-rate 2
ciscoasa(config)#
threat-detection statistics port nunber-of-rate 2
ciscoasa(config)#

threat-detection statistics protocol nunber-of-rate 3

TCPEBSIHER (BTATZRRERN) ¢

<#root>

ciscoasa(config)#

threat-detection statistics tcp-intercept

ciscoasa(config)#

threat-detection statistics tcp-intercept rate-interval

60 burst-rate 800 average-rate 600

B RS



<tfroot>

ciscoasa(config)#

t hreat - det ecti on scanni ng-t hr eat

ciscoasa(config)#

t hreat -detection rate scanni ng-t hreat

ciscoasa(config)#

t hreat - det ecti on scanni ng-t hr eat

ciscoasa(config)#

t hreat - det ecti on scanni ng-t hr eat

ciscoasa(config)#

t hreat - det ecti on scanni ng-t hr eat

ciscoasa(config)#

t hreat - det ecti on scanni ng-t hr eat

shun

shun

shun

shun

rate-interval 1200 average-rate 10 burst-rate 20

duration 1000

except ip-address 10.1.1.1 255.255.255. 255

except object-group no-shun

IBAILATE — 1T A S EAshunfllexcept , HZ XM ABTURBREZ it ITRA,

<ttroot>

ciscoasa(config)#

t hreat - detecti on scanni ng-threat shun except ip-address 10.1.1.0 255.255.255.0

FEXSVPNAR S5 BY BB 48

<tfroot>

ciscoasa(config)#

threat-detection service invalid-vpn-access

ciscoasa(config)#



t hreat -det ecti on service renote-access-client-initiations hold-down 10 threshold 20

ciscoasa(config)#

t hreat - det ecti on service renote-access-aut hentication hold-down 10 threshold 20

FEAR - SHNEREARS . FHclear threat-detection serviceE B it #k28,

ﬁ*%ﬁﬁ /,\g ZN
)

( 3XHHID 222315,

PERE

EXRBRONN RN ZRR D, SRENZITESR %[IE}EJHH?}#N%E}%E%E’L&E BB el
FHRNESNIEVNNENINROBE. NFERBERITHESRN , EERENRITER.

AEFHMAVFRRERIHEE

- EAshunB#H R
- VPNEIMEM RS ( B3 EE )

EEASRIEBIE M FRIZERE

<tfroot>

ciscoasa#
show t hreat - detecti on nenory
ciscoasa#

show nenory app-cache threat-detection detai

show threat-detection memory(8.3(1)+)@ A TR R LT EENEN EHEW T, show memory
app-cache threat-detection [detail] & RE KR EF,



https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-asa/222315-configure-threat-detection-services-for.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-asa/222315-configure-threat-detection-services-for.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-asa/222315-configure-threat-detection-services-for.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-asa/222315-configure-threat-detection-services-for.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-asa/222315-configure-threat-detection-services-for.html

HERNRF

WMHENEREGRHFE K %ASA-4-7331008F

BEEEDHWE7331005] , 3 5show threat-detection ratexBk, SA/EH &Eshow asp dropld 7 ##
E=FERER,

HTRERR , HEAASPEFHIK

<{froot>

ciscoasa#

capture drop type asp-drop acl-drop

ciscoasa#

show capture drop

1 packet captured

1: 18:03:00.205189 10.10.10.10.60670 > 192.168.1.100.53: udp 34 Drop-reason:
(acl-drop) Flow is denied by configured rule

AR B12M10.10.10.10%192.168.1. 100Ky UDP/53BE 2.0

WR733100R &G |, FER B ARBEBREN | LUEASAT LLIE R T &M B #5IP,

EXEHRNEZITEASPEERFNRE , T FEBRFNNEFRAF, SYNZTME R BRI
, XERS MBI ASARRE,

MREANTHREREGEZEN , URSEXRERER, MERRHRE , WEASAZ B IESRHELE £
ITEERH(ACL. Q0S),

NFSYNK T , BIELACLHRYIR , S5 ATCPEBLURY B AR (X4 7] iy 4 A% 122 BR i B
) o XYTHH , BAILEACLHREL M MAshun/s AR




BN BAE R B 218 % %ASA-4-7331018¢

7331015 BiREN/FRFZHEE. N TTEIIK , Fi=1Tshow threat-detection scanning-
threat@n &

EHEEREENEGD B A ED L HRETHINEH,

WMRAEBHET , MELESERRS L, Ailshun L FASAEEENVFENEREFRBKRE
ENFFEBEE. FNRREFE , EAACLETCPESHAEEASA LML,

MRRNRR  FREFEBHRER,

= I W & H B %ASA-4-7331024% 18 3% A

7331025 H R B8 B ¥R, 1= 1Tshow threat-detection shun@in > , X333 — threat shun, X
ASA LI BN ESIshuniz 1Tshow shun ( 333, VPNEBE MM F3Ishun, )

NTEENKE , WRAaEELE EiF , REPRREF2AAERE, N TIRK , HFMHEREAHEHE®E

<{froot>

ciscoasa#
clear threat-detection shun
ciscoasa#

clear threat-detection shun 10.1.1.6

H123%%ASA-4-733104 H1/= % ASA-4-73310587

XERGAEREZTCPEBRFHENTEN. 733104-RRER ; 7331052 FFHEX, BE

<#root>



ciscoasa#

show t hreat-detection statistics top tcp-intercept

Top 10 protected servers under attack (sorted by average rate)

Monitoring window size: 30 mins Sampling interval: 30 secs

1 192.168.1.2:5000 inside 1249 9503 2249245 Last: 10.0.0.3 (0 secs ago)
2 192.168.1.3:5000 inside 10 10 6080 10.0.0.200 (0O secs ago)

REEZERHIREE®, RABEHELEREE L. X TixR , 1518 ZEthreat-detection statistics tcp-
intercepti®%£,

VPN EHLAEE T B %ASA-4-733201 #4112 A

73320180 A B ER RS X F4k. BWIABR :

<ttroot>

ciscoasa#

show t hreat -detection service

ciscoasa#

show t hreat -detecti on service renote-access-authentication details
ciscoasa#

show shun

BT EIIPMARS S B PR PMIBR ; BRHIEITERERE M. MR ENEEZEN ( HEPAT , BEFHEE
8|iR ) , B BRshun:

<#root>

ciscoasa#

no shun 192.168. 100. 101

ciscoasa#



no shun 192.168. 100. 101 i nterface outside

MREHFEZMEO LFBAHBEEEE TED |, Nno shunfX M —MNEOBBRIZE I (route-
lookup). ¥EEEOLUERREMIZND ; clear shunfSMIBRFIEED EWFTE 288

B VPN #RIZE{Tclear threat-detection shun;iZ e SE A T HRE RN,

MREETERAF, , FRENH/RE (LEREPATZE ) EARS , BEXERERS.

QN 1e] F 2 AR & B R

EAXLEXRBFERNAMPERBE. RERBHREFETEN,

EXRB —ACLEF., P REMEE

ACL Drop. FirewallflScanningE <3 5| %82 Eacl-drop. ZERIR X T , BRMITUTERE :

1.7E50 8B4 0 L OB EL TCPEIA ISR B #R(10.11.11.11)#ACL:

access-1list outside_in extended 1line 1 deny tcp any host 10.11.11.11
access-1list outside_in extended permit ip any any
access-group outside_in in interface outside

2. MAERB §4(10.10.10.10)Z T TCP SYN#I# :

nmap -sS -T5 -pl-65535 -Pn 10.11.11.11

)
AR TOUR W ERAVEEZITnmap. X TRINER , WEEPCHIAIEEAE, REER
EEENRFINCEERE, FARIFMBRIRENOZSFHRERREPRN AL , MAZRERR



SACKERER , Bl :

%ASA-4-733100: [ Scanning] drop rate-1 exceeded. Current burst rate is 19 per second,
max configured rate is 10; Current average rate is 9 per second,
max configured rate is 5; Cumulative total count is 5538

%ASA-4-733100: [ ACL drop] drop rate-1 exceeded. Current burst rate is 19 per second,
max configured rate is 0; Current average rate is 2 per second,
max configured rate is 0; Cumulative total count is 1472

%ASA-4-733100: [ Firewall] drop rate-1 exceeded. Current burst rate is 18 per second,
max configured rate is 0; Current average rate is 2 per second,
max configured rate is 0; Cumulative total count is 1483

o
EE  EARHIT , ACLEFMBAMARIBRIGENO , R CMNALME (BARER

RETN0 )

SREM — TCPEE

1. A TCPEIEAEBE #x :

access-1list outside_in extended Tine 1 permit tcp any host 10.11.11.11
access-group outside_in in interface outside

QMRBEMRTFEREEERE  NERABFSARPRERBIFREN !

arp inside 10.11.11.11 dead.dead.dead

SR BEMTCPES ( FHINEEIRS ) KK

access-1list tcp extended permit tcp any any
class-map tcp



match access-1list tcp
policy-map global_policy
class tcp
set connection conn-max 2
service-policy global_policy global

MBEHEL , B

nmap -sS -T5 -p1-65535 -Pn 10.11.11.11

<#froot>

ciscoasa(config)#

show t hreat -detection statistics top tcp-intercept

Top 10 protected servers under attack (sorted by average rate)
Monitoring window size: 30 mins SampTling interval: 30 secs

1 10.11.11.11:18589 outside 0O 0.10.10 (36 secs ago)
2 10.11.11.11:47724 outside O 0.10.10 (36 secs ago)

oo
o
5o
o

BE R

1. AWTCPEIRE#r ( HERMBRNNREATHNERRE )

access-1list outside_in extended Tine 1 permit tcp any host 10.11.11.11
access-group outside_in in interface outside

2MRFE , EABSARPEIL B, TITEXFRERSHFEENESE,

arp inside 10.11.11.11 dead.dead.dead

SAMNHEEL AW, MERnmapFBR , NIREERRFFARI/BRIZEHO,



nmap -sS -T5 -p1-65535 -Pn 10.11.11.11

4.3 AshunftFHIA & :

%ASA-4-733100: [ Scanning] drop rate-1 exceeded. Current burst rate is 17 per second,
max configured rate is 10; Current average rate is 0 per second,
max configured rate is 5; Cumulative total count is 404

%ASA-4-733101: Host 10.10.10.10 is attacking. Current burst rate is 17 per second,
max configured rate is 10; Current average rate is 0 per second,
max configured rate is 5; Cumulative total count is 700

%ASA-4-733102: Threat-detection adds host 10.10.10.10 to shun Tist

HXER

- BRZEPHXIBASA AECLIFLESE . 9.20 — BN ( t14X%49.23/9.24 % % )
. ERSHENIBASA LB IER T EVPNIES (BN ( TAID 222315 )

« ASATTSEE — BB NGES

« ASATI TS ZE — show threat-detectionf i &

. |scoxé|ﬁ LiI-ASA%\E EXn ,._,\/‘ ,L,\(733100-733105\ 733200-733201)



https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/conns-threat.html
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