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AnyConnect g8 7] #
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HIRHE
Error:Unable to Update the Session Management Database
) 1
; 2

ZZEHAAI B “Module failed to register”

Error:Cisco Secure Client

BRIE

Error:"An error was received from the secure gateway in response to the VPN negotiation
request.Please contact your network administrator”

BRAR
Error:Anyconnect not enabled on VPN server while trying to connect anyconnect to ASA
BRAR

IR : -%ASA-6-722036 : Group client-group User xxxx IP x.x.x.x Transmitting large packet
1220 (threshold 1206)

BRAR

Error:The secure gateway has rejected the agent's vpn connect or reconnect request.
BRAR

Error:"The VPN client driver has encountered an error"

BREE




Error:"Unable to process response from xxx.xxx.xxx.xxx"

BRER

Error:"Loqgin Denied . unauthorized connection mechanism . contact your administrator”
BRBR

Error:"Anyconnect package unavailable or corrupted.Contact your system administrator”
BRER

Error:"The AnyConnect package on the secure gateway could not be located"”

BREE

Error:"Secure VPN via remote desktop is not supported"”

BRER

Error:"The server certificate received or its chain does not comply with FIPS.A VPN connection
will not be established"

BRAR
Error:"Certificate Validation Failure"
BRER

Error:"VPN Agent Service has encountered a problem and needs to close.We are sorry for the
inconvenience"

BRER
Error:"This installation package could not be opened.Verify that the package exists"
BREE
Error:"Error applying transforms.Verify that the specified transform paths are valid."
BRER

Error:"A VPN reconnect resulted in different configuration setting.The VPN network setting is
being re-initialized.Applications utilizing the private network may need to be restored.”

BRI

BRI Ciscoz 2 e ttio

BRINE

Error:AnyConnect Essentials can not be enabled until all these sessions are closed.
BRI

Error:Few users getting Login Failed Error message when others are able to connect
successfully through AnyConnect VPN

BRTE

Error:The certificate you are viewing does not match with the name of the site you are trying to
view.

Error:"Ensure your server certificates can pass strict mode if you configure always-on VPN"
BRBR

Error:"An internal error occurred in the Microsoft Windows HTTP Services"

BRAR

Error:"The SSL transport received a Secure Channel Failure.May be a result of a unsupported
crypto configuration on the Secure Gateway."



BRT =

i
b

B

RSB Cisco Secure ClientfEWindows, macOSHLinux_t B Bz FH B 0 b FF [F] &2

TR

B3R
HEEAL Xz |, FRRERESE

« &% E M Cisco Secure Client 5.x ( AmZIFHIIRA )
- BEMBUNEDARTH TR E ik A&,
« XVPNAI#% ( ASASFTD ) WERE T E.

fiE R 4A ¢
AXRPHESET

- BF : BRZ2EF#H5.x ( AnyConnect VPNERR )
- BIYH : WIZFE R VPN Cisco ASA 9.xECiscoZ £ B A & BB (FTD),

ANHEPHNEEHRETREXRERNEFHRFEEN, AXEFEANARRZRAGRAR
(BN ) BE. MREHMBLTENRS , FERRETRAERSHIBERRE,

BEF (CmEERAIEE) M Troubleshoot Cisco Secure Client,

BUEHERT R

A FMNACiscoR £ EFimVPNEIRE ( ‘@3FAnyConnect ) , ‘@3EWindows, macOS,
Linux®ICisco ASA/FTDkIRELE LI RN FAREE, ZEAMFFRELER,

« FBIEVPNREEEITHRIA
- BPmEINER/MIITER.


https://www.cisco.com/c/zh_cn/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/troubleshoot-anyconnect.html

- BERmEkn EHANERLERER.

XBFEWindows, macOSHFILinux ERIVPNEF i , 2IEERIASAT B Rl 224 Bh A1 2 i Bh 4
(FTD)@filﬁlﬂtﬂgEﬁﬁﬁuﬁgﬂlﬁo VPN.

p RR . EHEHRZE , WEECiscoR£ B P ImDARTRG D, E A LAEADART Analyzer
BDBES % MTDART % i o

BEEUTE D LURRE L RIBMERSG S

° E = \Ezms
. RENSNEREND
- EEMASTTARE YV H)IEE

« XTBENRER B

« AnyConnect a8 [0 5

- DEBETRE R

- BIEIE

- BXEFREE FQDN #Y[[]
- BRIPRFERIIREE

W SR BEHEERIE B
EE U E 2 5 R P AL SR, TACHE A RDARTRAM,
&P — it MIDART

1. FHEESRITER
« Windows & ARA: B EFR>ERE O>51HE E> AnyConnect VPN >S HEITER
« macOS : “GitER B> S HEITER”
« Linux:ZEFiwmGUIMEAER

2. 1I21T7DART
« Windows/Linux: i # E4R>“E R E O">“12 #i”
« macOS : “‘BABF"XE>E KD MRE

I MBEWTACERS , HfEAUpload to TACFISRES M+,
3. IRA X KB | : Advanced Window > General > Web Browser > Clear Data,

B — ASA



* show running-config
» show vpn-sessiondb detail anyconnect filter name <username>

o iR -

configure terminal

logging
logging
logging
logging
logging
logging

enable

timestamp

class auth console debugging

class webvpn console debugging
class ss1 console debugging

class anyconnect console debugging

EN#HE , HREE , A5 Ano logging.

skim — FTD

MFMC/CDOS iz 2 15 RIVPNER B M B B MR E . WEMEEO/MFTD SSL VPNAE#EAE

o

2 % M1 RE 0038 B 27 ) R

MRLZERELERRRERMY , FlE

1. WindowsZZ H & :

%SystemRoot%\Inf\setupapi.dev.log
%SystemRoot%\Inf\setupapi.setup.log

2. MSIZEREF AL | %LOCALAPPDATA%\Temp\ 2 %SystemRoot%\Temp\ — X # & cisco-
secure-client-win-*-install-*.log ( &FTHRA N B )
3. IFHAMSI (WRFE)

msiexec /i cisco-secure-client-win-<version>-predeploy-k9.msi /1vx %TEMP%\ac-install.log

4. RE{E B :msinfo32 /nfo % TEMP%\msinfo.nfoFlsysteminfo > % TEMP %\sysinfo.txt

BXREHEFBIEEREIR , B2 HCiscoR£ BN - WHEFHEE R BIRAMERE RIEEHD
VPNE FimiE s E B 245 1R ( EMicrosoft Windows UpdateZ /5 )

EEMTT T RE LA RER



R ZIEFICisco Secure ClientfViEZ R |, {HEE NEE 2 AR ERE RS HEERE B WELKIE,

« KIwBELE : show running-configBiFTDRYFMC/CDOS tH 5K #& o

- BfmBEWEDARTRHAE (BESHAWERE ) . TERBIBRBHERR ovtTH,

« ASARIR (WRFEE ) : £iBEIE Mlogging class auth, webvpn, sslflanyconnect; Bl #
& ; WIREFIAHE ; AEno logging enable,

MRAFFTEREE  NFEETRESZEKEMMRDP)HIREAFXREGx, AFTEE
: AnyConnectBl EXHREBER—MEAAF, |, BN AF YR ERRIENITEN. TEE
SVPNE,

Wi FFRDPAE H R MR A S 5, R —ATEN LRSS M RN SREIVPN,
N sEE  WIRIE 0443 (FIUDP 443 for DTLS ) RHALE | LUEE P T EIALE,

YA TERERERN |, BB A AER A T Cisco Secure ClienthR ATk B 2 B F3F2E . A/ oL
W ZERERFLEBCisco VPNEF IR , TEFRIFEATH, HFZEFRARFIASASR
FTDIZF2 15 [0 VPNER B S #FHY AR AN o

B R & FCisco Secure Clientf , B2 FKBIATEESHIIME, MBRMAEZEHBARAES , BFKHA
BEERMBIET. XUUEMEBITH , E4AERTEE SR ATET,

EERE , 84U E : User not authorized for AnyConnect Client access, contact your
administrator, ZLIHRDLZEEFIHRRER  BESHIXTER. LEEENEFRRE ,
£RA VPN/WebVPNEL & # 5| A iZBR &,

L DTLSEE KX & 44 M (DPD) & FE M F M At , DARTR LAE R
TUNNELPROTOCOLDPDMGR_ERROR_NO_DPD_RESPONSE, 1£ASA_Ltif%keepalive:

webvpn
anyconnect ss1 keepalive 15
anyconnect dpd-interval client 5
anyconnect dpd-interval gateway 5

{UCRFDTLSHE R It il 1 22 A (ASDM:Configuration > Remote Access VPN >
Network(Client)Access > AnyConnect Connection Profiles , BUH & Enable DTLSEFMC
equivalent), BEiE{EEDPDITEH# L ¥FUDP 443,



HRNFBEIASABT CiscoR 2 F M im R EFREBAEE DT AMLN HIFBR |, KA THE
WELSR

1.

MASA# % & FRElshow vpn-sessiondb detail anyconnect filter name <username>H9#i ., 0
R4 HE R Filter Name:XXXXX , U EEshow access-list XXXXX. K17 5 FR 2 E AKH LT

/Hsﬂ IJILE o

.S HEESZITEER : Cisco Secure Client > Gear > Advanced Window > Statistics >

AnyConnect VPN > Export Stats,

K EASAE BnatiZal, MREFHATMEIFEIR(INAT) , FREFEFHNFHREEBREN,

NAT % BRAnyConnectitt B9 7R 45l

access-1list in_natO_out extended permit ip any 10.136.246.0 255.255.255.0
ip local pool IPPooll 10.136.246.1-10.136.246.254 mask 255.252.0.0
nat (inside) 0 access-1list in_natO_out

 BERBLIE ARBERINMK, TPl :

route outside 0 0 10.145.50.1
route inside 0 0 10.0.4.2 tunneled

WMREFFIHAMEEREVPNFREBEHRFHRIR , MtunneledX B F 2B VPNBRER H1Z

;ﬁ:io

RIIRERKEEEFANARE. BAUERRICKREERTRERD skinnyRHGI :

ASA(config)# policy-map global_policy
ASA(config-pmap)# class inspection_default
ASA(config-pmap-c)# no inspect skinny

AnyConnect 55 7] &

TR THERESR

1.
2.

FE AR BE M BN EEDART,
Bv

s Evpnagent.exe / acvpnui.exefIWindowstE iR 5% B



3. & im HE:%LOCALAPPDATA%\Cisco\Cisco Secure Client\Logs(3& i &M AR A B B4R ) o

2 ERIEIR

(7]

il

LRRERIER/PDRE (W Eping ) B, EERARF ( WMicrosoft Outlook ) FToiE T, XA
RERTEERLNIER, RAKRHSFEETEKIBRNES,

=i — ¥ BMping:ping -1 500, ping -1 1000, ping -1 1500, ping -1 2000,

NEZWHAFPRET AERBTRERENMTU:

group-policy <name> attributes
webvpn
anyconnect mtu 1200

B3 H1#

[A] &

EEL IR | BIfEASDM/FMCH & Rkeep installedi: FiEFIRA | BERZ £ B iHEHLBITHE.

PSS

group-policy <name> attributes
webvpn
anyconnect keep-installer installed

BXRIEFREE FQDN B A&

B : AnyConnect EF IR LIER T WA , MTAREHTEREF R (FQDN),

LM ERATSSL VPN AHHYEERBEZ A ImEEN | BRUNEEQIEH T RHARIE R,
EUENEESRP | EBHFQDNTALEREConnect toF ; AI LN EREF—NTAHNENE

o



FRRT B

BEFIRETELRARIINENE. BREFNZEREREXHRFZHIIRPRELEFHFQDN, £
Cisco Secure Client 5.x L¥iE, BXFEEREWA , 2 FCisco Bug ID CSCsz39019,

FI RS ARYIREE

HERSBFLEZLAEN , 2ERERDRSRIIR. EFFIREENXHFHIBackup ServerEEHENLE
o ERXELSIR

1. BELBRLZLEEFHRGER (REEFFIRSABREXHBE EHRE) (Secure Client 5.1 Profile
Configuration Guide) , EABE X HimERREREN . EASDMBEFMCH 7 BB E X4

o

2. DIBR S RIEXMLEL B U

1. BB RS B|IIRIETF,

2. 27 Add,

3. B AE RS 88Hostname,

4. EZMRFFINRTANZ MRS , Rl5EHA,
3. BEEX M BELLASALRIER

1. FEASDMHA : Configuration > Remote Access VPN > Network(Client)Access >

AnyConnect Connection Profiles,

2. REBRENHHRTHRE.

3. B MNARK B P REEE,

4 RBRARBHARTHRE

5. & Advanced , A/F1%EESSL VPN Client,

6. BENew , FREENXH , AEHEXMLIH,
4. EEEFPIHAT B E X,

BRZEEFFim | BRI B2 Fr B3R 7]

SetupAPlLlogX R L& B RA B FRESHIE

W239 BN FEFZ R K 5 5IFK“C:\WINDOWS\INF\certclas.inf iR k B To K. Error Oxfffffde5: & &N4E
R MEFIERBXRIZRIEFLIARBHIR, ExE I - £iX(3/17) : Unable to start VA,
setup shared queue, or VA gave up shared queue.

B EEFm EERIEAE VPN BRI EFREHEIR.


https://tools.cisco.com/bugsearch/bug/CSCsz39019
https://www.cisco.com/c/zh_cn/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1.html
https://www.cisco.com/c/zh_cn/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1.html

IR B S Cisco Bug ID CSCsm54689# <, iF71E/E 31 Cisco Secure ClientZ 512 & B M2 5 18]
BRS(RRAS), MR EBPARIER :

1. FEWindows t BAAdministrator & 4% 3] F s S R &

2. 1217 net stop CryptSvc,

/,

w
i
ai

esentut] /p%systemroot%\System32\catroot2\
{F750E6C3-38EE-11D1-85E5-00C04FC295EE}\catdb

4. HORREY |, T OK miAIEE,
5. BHa TR R

6. EXE 30,

EEXRK

MRIEE R

1. FEWindows £ LAAdministrator & 13T FF s S IR R o

2. 1217 net stop CryptSvc,

3. F%WINDIR%\system32\catroot2 E @5 % H catroot2_old,
4. BHGBHRT/.

5. E¥E3h.

7 AT B

R LABER DT BIEELAERRB AN,

1. £ Windows t LA Administrator & 93T F an S =~ &F-

2. 817 :


https://tools.cisco.com/bugsearch/bug/CSCsm54689

esentut] /g¥%systemroot%\System32\catroot2\
{F750E6C3-38EE-11D1-85E5-00C04FC295EE}\catdb

BREMER  FERRLES

Error:Unable to Update the Session Management Database

FEE T SEEERMISSL VPNHEWeb( 17 S RIEAR ATREEILE R, BERRBITFERTEETS
EEBRIEE., ASATLLIER%ASA-3-211001:Memory allocation Error, BEMZEIRE T LD E
RAM R&EHF

FRRITR A

5Cisco Bug ID CSCsm51093#85%., RIEBugE M MEASASE ALK EEERA, EFTDL , BIEF
ARNEFRA VPN&ERE,

RRITR 2
A ALHARE

1. MR B AR , BEARMRN,

2. ZHAnyConnectE4 : anyconnect compression nonefEgroup-policy webvpnZl s o
3. EFINE ASA.

4. £EH256 MB RAMBVRIBASAF & L , IRAFHERDMAEE , BALKE512 MB,

Error:Cisco Secure Client& % 88 #9“Module failed to register”
FEWindows L ZEHE] , REREFIREER (B @vpnapi.dil) TT3EFMFER,
fRR T R

o R REAVMware EEIM B ERRR ; EMZEZTLE iR ; EAIMNVMware,
- MREAWebEE , HRF A EHFQDNRINE ZEEUH Ko
« MC:\Program Files\Cisco\Cisco Secure Client\ , =27 H#Y : regsvr32 vpnapi.dll(Fl


https://learn.microsoft.com/en-us/archive/technet-wiki/13827.windows-server-2008-event-id-257-system-catalog-database-integrity
https://tools.cisco.com/bugsearch/bug/CSCsm51093

vpncommon.dll,vpncommoncrypt.dil ( R FE ) )
- MRZEMAXM , BREMSIHEFHABE (1ESNLEED ) MDART,
- ERNJREFE , BEEWINdowsSINEHELZEE iR EHIBE,

Error:"An error was received from the secure gateway in response to the VPN
negotiation request.Please contact your network administrator"

HE Fim5Cisco Secure ClientiE#8t , MXx2iRE4E1% , a0 lllegal address class”. “Host or
network is 0”2 “Other error”,

BRIRT B

ASASFTDA M 1Pt EFER R E B 1R, EFF VPN H 65 F5E LR ( Hlan/24m A 21X
/3243t ) o ESHCisco Bug ID CSCsl82188,

Error:Anyconnect not enabled on VPN server while trying to connect anyconnect to
ASA

EFimikEAnyConnect/ 22 & Fim AR EVPNRS 2R LB Ho

BRIR T &

BRZERZEHEVPNAELHPELZLE W&, £ASAL : Configuration > Remote Access VPN
> Network(Client)Access > AnyConnect Connection Profiles, #£FTDL : Z£FMCH B ERA VPNH
ERmRE, ERZRETHRVPNIER — FLXEF isWebVPNET BEE.

Hix : -%ASA-6-722036 : Group client-group User xxxx IP x.x.x.x Transmitting
large packet 1220 (threshold 1206)

%ASA-6-722036:ASA H EH & RGroup < client-group > User < xxxx > IP < x.x.x.x> Transmitting
large packet 1220(threshold 1206)5E £,

FRIRF B

BFFRRIET —NARBES (MTUSTA T ERNEE ) . ZAAKRKNESR


https://tools.cisco.com/bugsearch/bug/CSCsl82188

group-policy <name> attributes
webvpn
anyconnect compression none

Error:The secure gateway has rejected the agent's vpn connect or reconnect
request.

/B FEM 5% E B A #no assigned address, Host or network is 0E{No License,

FRIRF B

HEEFMMBRAEDHRE , RIFKREE B CE B IPA M th 48 R ik 2 E

show running-config | include pool
ip local pool SSLPOOL 192.168.30.2 192.168.30.254
anyconnect address-pool SSLPOOL

X TFNo License , FHEXMLREREAMEN L LT w3 T L.

Error:"The VPN client driver has encountered an error"

BE , BELLEGRSEWE. RRASH R Windows Update/5 IR 3112 A1 &

FRIRF B

1. B REEFim2 el 2 A KB NZRE TR RS (RRAS).
2. SEX Cisco Secure Client:#1 Esetupapi® /R B FiEix , NHERRIAN R EFHIEERBLER

3. EWindowsE# /5 , BEALZLEL 5. 1EE A EEPNEEVPNE iR R FEIR,
4. WEDARTHEZEMEKRTAC, EZHCisco Bug ID CSCsm54689.

Error:"Unable to process response from Xxx.XXX.XXX.XXx"

CiscoZ & & Fim & E#Unable to process response from <gateway>,


https://www.cisco.com/c/zh_cn/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/troubleshoot-anyconnect.html
https://tools.cisco.com/bugsearch/bug/CSCsm54689

BRIRT B

- EZEWMNED EZERAHERS BIZZERIVPN/WebVPN,
- BRFISSL VPNBES —NiwO ( Flin444 ) | REIRE443,

BESHEASALHSSL VPNEFIREE, MREIRDAEFEE , BWEDART,

Error:"Login Denied , unauthorized connection mechanism , contact your
administrator"

Cisco Secure ClientE 7RLogin Denied, unauthorized connection mechanism , EBKREHNEE R

o

BRIRT &

EE K (ASASFTD ) EHEEREXHNSHRIE. BERESRSHRIESE (RADIUS,
SAML, E$F ) EEENHFITE., WiFHREMBEEL 7.

Error:"Anyconnect package unavailable or corrupted.Contact your system
administrator”

MMacintoshZ& i /g 5 Cisco Secure ClientssS ] 8 H ¥ kb 48 iR o

FRIRF B

1. f¥macOSZ 2 F Fimi a8 L& T LK NTE,
2. EWebVPNELEHF S EZIER :

webvpn
anyconnect image diskO:/cisco-secure-client-macos-<version>-predeploy-k9.pkg 2

Error:"The AnyConnect package on the secure gateway could not be located"

lLinux (BEMFE ) £, FRHEENLR TERES.

<ffroot>


https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/70511-sslvpnclient-asa.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/70511-sslvpnclient-asa.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/70511-sslvpnclient-asa.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/70511-sslvpnclient-asa.html

"The AnyConnect package on the secure gateway could not be |ocated. You nmay
be experiencing network connectivity issues. Please try connecting again."

FRIRF B

RiIEEFREEREREZIXIFURK R ELRERE T EHHNRE

webvpn
anyconnect image diskO:/cisco-secure-client-win-<version>-predeploy-k9.pkg 1
anyconnect image diskO:/cisco-secure-client-macos-<version>-predeploy-k9.pkg 2

BEXHEXLSE , FZH@AnyConnectB 48T o] A = BT,

Error:"Secure VPN via remote desktop is not supported”

AFREIBEYZEREASecure VPNAZ H i,

BRIRF B

A4 3 F X FHICisco Secure Client 5.xhr 4, HZ[#Cisco Bug ID CSCsu2208FCisco Bug ID
CSCs042825,

Error:"The server certificate received or its chain does not comply with FIPS.A VPN
connection will not be established"

B mRE RS SR P RIEBETFEFIPS,

BRIR T B

WMRAK IR EFREFIPS , FHEANWEAFSFIPSHIES, MRFAFE , BHRE
C:\ProgramData\Cisco\Cisco Secure Client\AnyConnectLocalPolicy.xmlI¥ 1% &
<FipsMode>false</FipsMode> , A E#H Bz (EEEELRINER ) -

Error:"Certificate Validation Failure"


https://tools.cisco.com/bugsearch/bug/CSCsu22088
https://tools.cisco.com/bugsearch/bug/CSCsq49102

B P TE B 3Cisco Secure Client 2 UKGIE 3536 F 5% Mo

FRIRF B

NTFIEBSHRIE, SATFFRIES  BEEHSHRIEREXH , AEASALER :

ss1 certificate-authentication interface outside port 443

R ER S BRIE P BB B XRS5 2R 5 R P HIFQDNEE,

Error:"VPN Agent Service has encountered a problem and needs to close.We are
sorry for the inconvenience"

T2, ARBEERE , vpnagent.exe RS kM,

BRIRTT B

1. EWindows R %5 1 E# /5 35 Cisco Secure Client - AnyConnect VPN Agent,
2. \kixsWebZpEB#H T EREH LK,
3. MRBREEE LM , MKEDART, BXCitrix)*# 3R , 2 Cisco Bug ID CSCsq49102,

Error:"This installation package could not be opened.Verify that the package exists"

WebZBE KM , HIWindows Installerst iz |, R EFT A,

BRIRTT &

1. RIERBETE THEMSIMNLIHITFRER,

2. EMBATHXHRPHREHAV; REFHPIMSIHE,

3. #4RWindows InstallerfR S EEE1Z1T-

4. MBRBNAFE , BWEDART/MSIBEHITFHFTACEH,

Error:"Error applying transforms.Verify that the specified transform paths are valid."

MKimBFI THREAM , Bt R ENMSTHIRBRA,


https://tools.cisco.com/bugsearch/bug/CSCsq49102
https://mycase.cloudapps.cisco.com/case
https://mycase.cloudapps.cisco.com/case

BRIRT B

1. MkiwAnyConnect B & X R E X il Bk B & UMSTH#

2. EXIREF LR EBNREEF IRBRE,

3. EASDMA : M4 ( B ) T 18(Network [Client] Access)> AnyConnect B iE X
(AnyConnect Custom)>%Z ¥ (Installs) — HIBREE R B ; HEIRGREET BT IRIRE

Error:"A VPN reconnect resulted in different configuration setting.The VPN network
setting is being re-initialized.Applications utilizing the private network may need to
be restored."

HXm X REEQR , EFEEETRAHIMER.

FRIRTF

group-policy <Name> attributes
webvpn
anyconnect mtu 1200

EZEFZETHI CiscoR £ & F imieix

B FAFBEN A A EE, TLUEEAnyConnectBit & X ik B 1TE X,

FRIRF B

<ProxySettings>IgnoreProxy</ProxySettings>
<ATTowLocalProxyConnections>false</AllowLocalProxyConnections>

Error:AnyConnect Essentials can not be enabled until all these sessions are closed.

ASDME R /8 FHAnyConnect Essentialsif IEfE# 1T L& FimSSL VPN 1E,

FRIRT B



AnyConnectEft iR T RES B R L ZSSL VPNIF AUEEIZ1T. /8 AEssentials 2 B4 R & ik
SSL VPN£1iE, Essentials T B¥ELE FimSSL VPN,

Error:Few users getting Login Failed Error message when others are able to
connect successfully through AnyConnect VPN

HLH P W ELogin Failed , mE b/ Al BUEEE,
fRR T R

BRIANZEEHAF EHREFTTEMSHRIE ( RERRE ) . LRARKAERE B X4
BRET

Error:The certificate you are viewing does not match with the name of the site you
are trying to view.

FEWindows L EHELE XA , £ X EEURLAVIEFHRIE KM,

FRIRF B

<ServerList>
<HostEntry>
<HostName>vpnl.example.com</HostName>
</HostEntry>
</ServerList>

S

AE  RIEBZNFQDN |, NI BRAEE A 2 HIPHY<HostAddress>% B .

WEELI# 5 AnyConnect BLE XA EH BB A&
FEASAHEYIRE , RARE LR RL T P infl & X< X4,
R R

B Z#Cisco Bug ID CSCtn71662, fERF % : FHFEEXHEFTEARE. RIERA VPNEE


https://tools.cisco.com/bugsearch/bug/CSCtn71662

NHFHVRSHETNREER D .

fHixBE : TLSPROTOCOL_ERROR_INSUFFICIENT_BUFFER

CiscoR £ & P im T & iE#EUnable to establish a connection, B HAEXEE R
TLSPROTOCOL_ERROR_INSUFFICIENT_BUFFER,

S

XHEREEEIEERNIFORBEIR ( KY180-2001%E ) R HMAFREEMEBID |, dns-
server)B1ER o

1. BDIFDRBEIRFKE,
2. ERfEADTLS:

group-policy groupName attributes
webvpn
anyconnect ss1 dtls none

%2 Cisco Bug ID CSCtc41770,

FiRH B : "Connection attempt has failed due to invalid host entry"

HTIESSARIEHENENRE TN , EEZHEK.

BRRA R

o TR EXHRSERIR T BB MK HostName(FQDN).
- FAXIFMNCiscoR £ FFIK5.X0
- HiIBREF A Cisco Secure Desktop(CSD)FK I ( tNRHIEE ) -

&2 M Cisco Bug ID CSCti73316,

Error:"Ensure your server certificates can pass strict mode if you configure always-
on VPN"


https://tools.cisco.com/bugsearch/bug/CSCtc41770
https://tools.cisco.com/bugsearch/bug/CSCti73316

J& FlAlways-OnBY , B F i A] SR & PR S5 2Rl P A B = B HE .

FRIRF B

Always-OnFEEEEZURLIEE N A HKIRIER, MRIUEBFZEEHATE , M A R EE PR ™
BIEBEASXFEREAB

HZ @ Secure Client 5.1 G 15 F P HY B R N0 & HLFAI AL

Error:"An internal error occurred in the Microsoft Windows HTTP Services"

DART 1] LA & /RHttpSendRequestk K , 3 B Microsoft Windows HTTP Services® & 4 A ZB45 1%
, HICTransportWinHttp45ix .

BRIRF B

X A RE R HIR A IWinsockRSER . ERAMBSIRRAT T : netsh winsock reset

E ¥ Bz Windows 32 & Microsoftg < E B Winsock B 155 o

Error:"The SSL transport received a Secure Channel Failure.May be a result of a
unsupported crypto configuration on the Secure Gateway."

HEFIRNKR BN TLSHEBHERMET , CiscoR£%F FiwDART A LLE R
CTransportWinHttp£8ix f1CTransPORT_ERROR_SECURE_CHANNEL_FAILURE,

BRIRTT &

1. £k |, IR(EATLS 1.2+ MK ZBEH. ~/3HADES., 3DESEHRC4,
2. ASATRAI -

ss1 cipher tlsvl.2 custom "AES256-GCM-SHA384:AES128-GCM-SHA256:ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-F

3. RERF LB EREFMFQDNITE,
4. &P imAkim AR ZFA R,
5. EWindows Et |, R3FSchannelATLS 1.2+ A EHI 553 bt L immI E F iw i % .


https://www.cisco.com/c/zh_cn/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/troubleshoot-anyconnect.html
https://www.cisco.com/c/zh_cn/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/troubleshoot-anyconnect.html
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/netsh-winsock
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/netsh-winsock
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/netsh-winsock
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/netsh-winsock

EESEYS

« Cisco Secure Client#[E#E (B2 R EF5.1)
+ AnyConnect VPNE Fin S FEHEBR IR — A E0E WL [0 &
« CiscoZ 2 & P if/AnyConnectE W (8] B



https://www.cisco.com/c/zh_cn/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/troubleshoot-anyconnect.html
https://www.cisco.com/c/zh_cn/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/troubleshoot-anyconnect.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-firewalls/212972-anyconnect-vpn-client-troubleshooting-gu.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-firewalls/212972-anyconnect-vpn-client-troubleshooting-gu.html
https://www.cisco.com/c/zh_cn/support/security/anyconnect-secure-mobility-client/series.html
https://www.cisco.com/c/zh_cn/support/security/anyconnect-secure-mobility-client/series.html
https://www.cisco.com/c/zh_cn/support/security/anyconnect-secure-mobility-client/series.html
https://www.cisco.com/c/zh_cn/support/security/anyconnect-secure-mobility-client/series.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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