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AR : ASA 952 EBRIRA R IRAEHMETF 8T,

BE
PRI A EREBERERFirepower AP R E,

ZR 3215 BA ARl FEE Windows T E AL Bit E Firepower i P EE
ZEMHAR Sourcefire A K E
$=% : FFirepowerliiR(ASDM)SAFREERK.

EXEIASDM , SfinZEConfiguration > ASA FirePOWER Configuration > Integration > Identity
Sources , AR5 ¥ tUser Agentit i, BHAFREBERIHAEERAFRERENIPIF, B
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https://www.cisco.com/t5/tkb/articleeditorpage/tkb-id/Third_Party_Integration%40tkb/message-uid/Installation and Uninstallation of Sourcefire User Agent

- 0O O ASAFirePOWER Configurat... ' () ©) O Configuration > ASA FirePOWER Configuration > Integration > Identity Sources
> Policies
» ¥, Device Management
4 Q Object Management
> (@) Local
System Information
Ef Updates
E Licenses
v ﬂ Tools
@ Backup Restore
& Scheduling
&5 Import Export
,f Troubleshooting
v Va Integration
@ Cisco CSI Host Name/IP Address |192.168.10.11
b Realms
By sources|
Remote Management
[2 eStreamer

B H“Save’ IZHREE Lo

User Agent

S| 3. FFirepower5Active Directory S
E3. 1SR,

B X ZEIASDM , S 1 ZE Configuration > ASA FirePOWER Configuration > Integration > Realms, &%
H A"

BEMULE : J4LE T/ 83 DAt —#R R T,

X% : AD

ADZEH, : Active Directory#9is#& ( NETBIOSE 5 ) -

BRXRAFA : #E <username>.

BRXEH : #EE<password>.

EADN: RS FMETF B ELDAPSUIE P8 RV WA 4$ EOU DN,
4HDN:IEEHDN,

AME . NTHRFIR P EEETMember.

O O ASAFirePOWER Configurat... | | () Configuration > ASA FirePOWER Configuration > Integration > Realms ...
> Policies

> ¥, Device Management
> @ Object Management
> ﬁ} Local

Y Identity Sources
Remote Management
[ estreamer Base DN * ‘dc=servertest,dc=com

Directory Password *

System Information
Ef Updates
& ticenses Add New Realm
v ﬁ Tools
@ Backup Restore Name * ‘servertest ‘
= Scheduling
&5 Import Export Eostdlho ‘ ‘
#* Troubleshooting Type * ‘AD ‘v‘
v PQ Integration . . .
@ Cisco CSI AD Primary Domain * ‘servertest.com ‘ ex: domain.com
& Directory Username * ‘servertest\admin l ex: user@domain
|
|

ex: ou=user,dc=cisco,dc=com

Group DN * ‘cn=TAC,nu=Security-Team,dc=ser\.‘ ex: ou=group,dc=cisco,dc=com

Group Attribute ‘Member “"

* Required Field

BHEWERFEE.



AR AIHBE T BEADNMADNIE,

1A Bl Active Directory LDAPY St

3.2 MM E KRS BRIPHA/ R

EIEEADRSHIP/ENSE , BETRMB T
EHB/IPii - BEADRS NP/ ENE.
%0 : FEEActive Directory LDAP# A5 ( BRIA{E389 ) .

INE/SSLIES : (TE)EMBFMCHIADRS 2 HHERE  FSRUTXE ;

.0 O ASAFirePOWER Configurat.. | "\"10) Confiquration > ASA FirePOWER Configuration > Intearation > Realms
» Policies

» I, Device Management
» ﬁ Object Management

4 fﬁ} Local
ﬁ System Information
&l Updates
@ Licenses
v ﬁ Tools
&%) Backup Restore
-= Scheduling .
@ Import Export Add directory
f TrouAbleshootlng Hostname / IP | 192.168.10.11
v {@q Integration Address
@ Cisco CSI Port R
ERealms _ - -
‘g’ Identity Sources Encryption {_JSTARTTLS [ LDAPi © None
Remote Management SSL Certificate v‘ ©

[3’ eStreamer

Lo

B WE BIEFMCEADRS SR ER, i , RHBEREERE,
E33F AR E.

EBRNBIEADRSHNEREE , FEMENHERE.

B34S TRAFBIEE,

SERFTE , MADBRSSZRIREVA 7~ BiEE,

BARERET TR THEAPMA” , HE LB XFirepowerlE R EADRE B AU TS A KIEE
B9 ST R 1Y Bt ) 18] BB o

ERAAFEFMBENHEE S HRIENIncludeit B, RIAERT , MRTERSTHEA , MK
BrE4.
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) © O ASA FirePOWER Configurat... "~ O Configuration > ASA FirePOWER Confi 7 | ion >

> =) Policies

» @ Object Management
> {0} Local
@ System Information
;fupdates [ Directory l Realm Configuration I User Download

L
> ¥, Device Management SerVerteSt You have unsaved changes
L
L

45 Licenses
v & Tools Download users and groups
«F; Backup Restore
] Scheduling
&= Import Export
B .
v Troubleshooting Available Groups & Groups to Include (0) Groups to Exclude (0)
v ¥4 Integration
@ Cisco CSI s Search by name
el m &8 TAC
“i |dentity Sources
[El Remote Management
ﬁ eStreamer

Begin automatic download at |12 |v | 'AM |v America/New York Repeat Every |24 |v  Hours

Add to
Include
Add to
Exclude

ﬁ_) Device Setup
@a Firewall
gé Remote Access VPN

(T.j §ite—to—Site VPN Enter User Inclusion ‘ ‘ Enter User Exclusion ‘

[ ASA FirePOWER Configur...

E_)Device Management [ Store ASA FirePOWER Changes ] [ Cancel ]

# #“Store ASA Firepower Changes(1Zf#ASA Firepower® )" AR FZSUEE & .

BROERS  RAERETRERATHRASNA , B,

' O © ASA FirePOWER Configurat... Nals) i ion > i i ion > ion > Realms
4 E Policies
» Device M. . .
&, Device Management Cisco CSI | Realms “ Identity Sources " Remote Management " eStreamer ]
> @ Object Management
» () Local ¥ Compare realms (=) New realm
E@ System Information . —
Name | Description | Type | Base DN ‘ Group DN Group Attribute | State |
:f Updates
&J Licenses servertest AD dc=servertest,dc=com cn=TAC,ou=Security-Tean member &0 |i, & ‘L
M ﬁT—OOIS D_ ad butte
«7) Backup Restore
[ scheduling

@5 Import Export

" Troubleshooting
v ¥ Integration

@ Cisco CS

o

SIA. R S 13 K,

SORBRITRASSHRIE, MRAFTHTEHRIE , MELTHRIMNZER, XSXTALRR L%
MR EE T A Eem i REH (RBAC).

BAAFBERMEIF ( EHFHRIE ) -

FHEMRITEREXN KRR LAAAFLBNRE | SURBIAF SO LUAFEMERE, JNREELE
TEPRIITESUBRARNEANTLMEARIEN AP #TEHKIE. NTLMERAWebil 8 %
RHNEZEREMRRIIERE, TP EHRIEFASHEBARRITAFNER. TRAXENSHRIITIE

1. HTTPEXR : E5ZEH , MK BLERB AP &R,

2. NTLM: NTLMfERWindows T{ESL&EHE , FH6EAWebil ¥ 88 S Active Directoryih i, &R E
ERKER/PBANTLMEORIE. AFBARITIVERAFRET , FTRAKILE. CHAFPEME
B RBRER,



3.HTTPIHE : TG | REALRFEANTLMETEORIE , R KK , NEBEEA
HTTPEZAR B HRIFEEERERAEEH BTN FEHR AR ER.

4 HTTPRIR : XALCTFHTTPEAXR , HR , HALRTAFETHEXWHTMLERE FiR
ESHRiF,

BN ERBEBANTLIME GRIENBFES Z , Wit , B LUERERN K REEUE ANTLME H1R
'LIEo

ERe W ERRERBHERIL , EREEFHRBPIRRALERSRIEPRLEE RS F|/ILS

o

Generate a sinple self-signed certificate using openSSL -

Step 1. Generate the Private key
openssl genrsa -des3 -out server.key 2048

Step 2. Generate Certificate Signing Request (CSR)
openssl req -new -key server.key -out server.csr

Step 3. Generate the self-signed Certificate.
openssl x509 -req -days 3650 -sha256 -in server.csr -signkey server.key -out server.crt

£ fn Z Configuration > ASA FirePOWER Configuration > Policies > Identity Policy. I ESMZE
Active Authenticationit T+ , #f£Server Certificate £+ , B HE#RH+) H LEZEBEL—SHEH
openSSLAEKKYIEBMFALR , EFR :

 © O AsA FirePOWER Configurat... [ || O) Configuration > ASA FirePOWER Configuration > Policies > Identity Policy
v Policies
3 Access Control Policy
» @& Intrusion Policy

| Files
5 ssL .
1 Actions Alerts Add Known Internal Certificate
e:é, Identity Policy I . ‘S o ‘
() DNS Policy ame: | Server_Ce
> I Device Management Certificate Data or, choose a file:
» @ Object Management BEGIN CERTIFICATE
> 4 Local ) MIIDKDCCAVMGAWIBAGIJAPTN5TIH1yBdMAOGCSqGSIb3DQEBBQUAMIGNMQSWCQYD
B9 System Information VQQGEWJITJELMAKGAIUECBMCSOEXEJAQBGNVBACTCUIBTKABTE9SRTEOMAWGALUE
af Updates ChMFQOITQO8XxDDAKBgNVBASTA1RBQzEaMBgGA1UEAXMRQOEUC2VydmVydGVzdC5j
g L b20x1zAhBgkghkiG9wOBCQEWFGFKbWIUQHNIcnZIcnRIc3QuY29tMB4XDTE2MDUx
icenses (ODE1MzEONVoXDTI2MDUxNjE1MzEONVowgYO0xCzAJBgNVBAYTAKIOMQswCQYDVQQI
v & Tools EWJLQTESMBAGA1UEBXMIQKFOROFMT1JFMQ4wDAYDVQQKEWVDSVNDTZEMMAOGA1UE
&) Backup Restore CxMDVEFDMRoWGAYDVQQDEXFDQS522XJ2ZXJ0ZXNOLmNvbTEjMCEGCSqGSIb3DQE]

, ARYUYWRtaWS5AC2VydmVydGVzdC5jb20waZ8wDQYIKoZIhveNAQEBBQADGYOAMIG)
= Scheduling

@5 Import Export Key or, choose a file:

#” Troubleshooting BEGIN RSA PRIVATE KEY--—-

v ¥ Integration Proc-Type: 4,ENCRYPTED
@ Cisco CSI DEK-Info: DES-EDE3-CBC,B3542C7C670DCI17
ﬁ—’,‘ Rea'"f‘s mLeuBJX5T2apbAnOLR +sLYAPGIKxiXigDjR/1RM3WDPK3WHnCvn7Rdwkvw3xbdBC
i Identity Sources G6u2y+IOWNIICEsfg4ItjX2Imbkp6LaX0fhlJunUbktSjAKvmiZcIno0JipkfQi3
Remote Management kHhebQGTTYWQFXXCC923aj2vitiSZN2FD/4cz+alRc5yekPEPpWIUG7KKi2cy 1/i
EF estreamer LDFOB421fgxqALIVNKCfuXXzY7x6cbpc0ZjBBAuIgKIRABWCaSKyP-+4ZE/I77NV
thYSoMwBUKRSBIJLTI1/-+YpWFT2bBx4g6iQnaU04R0osakCBKAQLLIWI49GpOIP2

| Encrypted, and the password is: ‘

J & Device Setup [ Store ASA FirePOWER Changes ] [ Cancel ]

ASDM-IDM
L |

Remote Access VPN ‘

‘ 1 site-to-Site VPN |

DIE , B HAdd rule(RMMM)ARule (M ) FEEBH , HEBZIREENActive
Authentication((EzZ) B 17). EXERNESARAF FHRIENF/ BARXE, F/BIRMNLE,

SMEOEMEEETN ., N\LE—SHEEN TR I|EKRFEEReam , AENHKEES BRI EZIFE
1 T $1 51 3k H % Authentication Type.



U O ASA HIrePOWER Contigurat... O Configuration > ASA FirePOWER Configuration > Policies > Identity Policy

v =) Policies

B Access control Policy Defalilt Tdentitv Palicv You have unsaved changes
> @ Intrusion Policy Add Rule 2 X
Files
& SsL Name | Active_Authentication| Enabled Insert | into Category v | |standard Rules v
ﬂ Actions Alerts
] Action | Passive Authentication v | Realm: servertest (AD) Authentication Type: HTTP Basic Exclude HTTP User-Agents: None
) DNS Policy

> I Device Management [ Zones I Networks l Ports ] Realm & Settings

»> @ Object Management

> 4 Local Realm * servertest (AD) v|g 1
B System Information Use active authentication if passive authentication cannot identify user
j Updates ‘
Y Licenses Identify as Special Identities/Guest if authentication cannot identify user —
v & Tools Authentication Type HTTP Basic v -
o5
«2) Backup Restore Application Filters ¢& Available Applications (83) & Exclude HTTP User-Agents (0)
o Scheduling , Search by name ‘ ‘ Search by name ‘ N
&5 Import Export
< Troubleshooting 4 g Risks (Any Selected) ~] ABC (@)
v ¥4 Integration Very Low 19 ~] AdobeAIR ) _Add to Rule
@ Cisco CSI 4 Low 40 ~] Advanced Packaging Tool (@)
‘g Realms Medium 11 AirPlay (@)
“y ldentity Sources High 6 p
9 ] Amazon Instant Video (@]

E Remote Management

\:_v,’ eStreamer
* Required Field

Add Cancel

B4.25BEIRMAEIFHASAR E.

$|1.EFEE[EISourcefire TR EM X TE,

ASA(config)# access-list SFR_ACL extended permit ip 192.168.10.0 255.255.255.0 any
ASA(config)#

ASA(config)# class-map SFR_CMAP

ASA(config-cmap)# match access-list SFR_ACL

ASA(config)# policy-map global_policy
ASA(config-pmap)# class SFR_CMAP
ASA(config-pmap-c)# sfr fail-open
ASA(config)#service-policy global policy global

SMWM2.EASALE B a5 LS ARRHINET

ASA(config)# captive-portal interface inside port 1025

Active AuthenticationTCP 1025

FAIFERER (WHFHRWIE ) .

W ERRIEF , HPAFEXHEBETADI T HRIER , Firepower AP RESMADHZ L
BERBHAF — IPREFMAESR , H5FirepowerlER A Z E S, FirepowertE R X LEi¥ 4H1S
Bk |2,

ERSHFHRIEAN | 2 HAdd rule AFINEE B , AT %R Action /£ Passive
Authentication. EXERNEBHARAF BHRIEAFR/ BFRXiE, R/ BIRMNE,

SE AEARE AT FEE 98 N E-PEEN THSIX,



MEFTR , MRS S BRIETERIAS &G, WUSLERERA EEN T3 5 HRIE

) O O ASA FirePOWER Configurat...

v Policies
3 Access Control Policy
» @ Intrusion Policy
| Files
o ssL
‘ Actions Alerts
(2 DNS Policy
> W Device Management
> Q Object Management
> fﬁj Local
ﬁ System Information
gf Updates
Licenses
v ﬁ Tools
@ Backup Restore
ﬁ Scheduling
&5 Import Export
f Troubleshooting
v ?a Integration
& Cisco CSl
é'g Realms
é?v Identity Sources
Remote Management
B eStreamer

| O Configuration > ASA FirePOWER Configuration > Policies > Identity Policy
Add Rule x

?

Name |Passive_Authentication ‘ @ Enabled Insert ‘below rule “" ‘1 ‘

Action ‘Passive Authentication ‘V‘ Realm: servertest (AD) Authentication Type: HTTP Basic Exclude HTTP User-Agents:

[ Zones I Networks I Ports I

Realm & Settings

Realm * ‘ servertest (AD)

Iv|&

|| Use active authentication if passive authentication cannot identify user

* Required Field

J(

[ aw cancel |

£ , H d5Store ASA Firepower Changes(f7f#&ASA FirepowerSe i) AR 17 & 17 SR EE VL

SBE. MR R H R,

£ fin Z Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy.

& Flidentity Policy ( 2L/ ) , AN TR FIRFIEFEE L — S HEE M Identify Policy , ARE# &

OK, i FEmR

) O © ASA FirePOWER Configurat...
v Policies
E:3cce- Conrlpolo|
» @ Intrusion Policy
" Files
£ ssi
H Actions Alerts
& Identity Policy
(2 DNS Policy
> I, Device Management
> @ Object Management
4 fﬁj Local
System Information
gf Updates
B Licenses
v ﬁ Tools
@ Backup Restore
& Scheduling
&= Import Export
49 Troubleshooting
v 9@ Integration

@ Cisco CSI

KR FIAN ZR 0 AN

, RIFEHAA,

o

ASA FirePOWER

Identity Policy

‘ Default Identity Policy

Revert to Defaults

, BSME AP HERENEXBHRZSEMANBAS , MbErTR



~ © O ASAFirePOWER Configurat... |\ ) Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy
v E Policies
b:dAccess Control Policy ASA

» @ Intrusion Policy
h Files Default A”ow A” Trafﬁc You have unsaved changes
(SR
ﬂ Actions Alerts

Identity Policy Add Rule ? X

Enter a description

) DNS Policy
> ¥ Device Management Name || Enabled
» % Object Management
> 4o} Local

@ System Information
:f Updates
U] Licenses Available Realms ¢ Available Users & Selected Users (1)
v & Tools |4 search by name or value | search by name or value £ servertest/TAC
:C:“ Backup Restore d @& Special Identities @ servertest/*
= Scheduling
&5 Import Export | @ servertest
#” Troubleshooting
v % Integration
@ Cisco CSI

Insert |below rule ML

Action  « Allow v IPS: no policies  Variables: n/a Files: no inspection Logging: no logging

[ Zones I Networks ] Users ] Applications I Ports ] URLs ] ISE Attributes Inspection ] Logging ] Comments

sunil

-
8

‘o Realms

“y ldentity Sources

@ Remote Management
|- eStreamer I

) - add [ cancel
&_) Device Setup

Rifi FMASA FirepowerSE & fR 1% 177 (7] 43 ) 28 BE 19 Bl B
SSIR6. TP B Uy ] 2 I KRG

IERINER BTG PR HI RS, ENARE 2 , BFEER LREIERGRZEHRKEIH. BFE
Eﬁ(%%é‘ﬂ%@%ﬁ B AL R SR FirePOWEREBUL T , fA/E 134 O 4 HE R,

A ERAS4xH , EFIHRIKREEATEAREE  BFELQHApply ASA FirePOWER
Changes ( BIFAASA FirePOWER®E X )

FXE : SfiZEMonitoring > ASA Firepower Monitoring > Task Status, BREFS HM TR EE
BRI,

S| BB B,

£ i1 ZMonitoring > ASA FirePOWER Monitoring > Real-Time Eventing , L&A EANRESE
Al

¥iE
ERAAHH THARBES ERE.

S ZEAnalysis > Users , AR IESREXBKN AP HGRIE/ S ORISR/ AP — IPBRE/HEM
s,

Firepowert3R 5 A 2 [RIRYERE ( #13h S BRIE )

FirepowerfZ 3R E A TCP¥% 03306 , AEMA P RIBEWA A&z BEEE.
ERiFFirepowerlE R IRFIAE |, HEFMCHRERA LTS,



admi n@i repower: ~$ netstat -tan | grep 3306

EFMC ELETTHEEMIR , UARIEERA A RENEE,

adm n@i repower: ~$ sudo tcpdunp -i ethO -n port 3306

FMCHActive Directory:2 8] i ¥ 18

Firepowert& 3£ F TCPif 0 389 MActive Directoryt % BiiEBE

TEFirepowert&E 3k LiZ1THIEBHIR , LLRUE SActive DirectoryfViE#,

adm n@ i repower: ~$ sudo tcpdunp -i ethO -n port 389

BRAGEETEANRAF-EREEFRIADAFBEEFENZBR,
RirSgkE , ABERETHAS/AF EBREERF 2EE,

& EMonitoring ASA Firepower Monitoring Task Status ( ¥£3#2ASA Firepowerl s 2 FSIRES
), AERESHAFIATERIER , MEEFR.

ASARIL IR R G 2 FIMERE ( X3 S HRIE )

EZh B HRIE , BRIEP O EFirepowertE 3 & 15 5K BE FASA ( captive-portalin % ) PELE EH
o BRINMERT , ASARIFirepowertE 3R £ {WTTCPi% 0885 LM 31 F 5K,

ERIDESMN R E @RI , FEASALEBITHSR T,

ASA# show asp table classify domain captive-portal

I nput Table

in id=0x2aaadf516030, priority=121, domai n=captive-portal, deny=false
hits=10, user_data=0x0, cs_i d=0x0, flags=0x0, protocol =6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=19.19.19.130, mask=255. 255. 255. 255, port=1025, tag=any, dscp=0x0
i nput _i fc=inside, output_ifc=identity

Qut put Tabl e:

L2 - Qutput Table:

L2 - | nput Table:

Last clearing of hits counters: Never

SRBE T A SR P R

BRESOREPEARSHE. SOWIERE, APRENREFR,
1R & 10 R BE 5 175 R 42 5 KBS [E X ER

& EMonitoring > ASA Firepower Monitoring > Task Status , F R EEEZBER I K-
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