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a. Identifier (Entity ID) - https://<VPN URL>/saml/sp/metadata/<TUNNEL-GROUP NAME>
b. Reply URL (Assertion Consumer Service URL) - https://<VPN URL>/+CSCOE+/saml/sp/acs?tgname=<TUNNEL-G
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asa. exanpl e. com

and tunnel-group called

AnyConnect VPN- 1

Basic SAML Configuration

f Edit
Identifier (Entity 1D) Required
Reply URL {Assertion Consumer Service URL) Required
Sign on URL Optional
Relay State (Optional) Optional
Logout Url (Optional) Optional
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Expiration 10/7/2027, 7:08:08 PM

Motification Email

App Federation Metadata Url | https:/; i)
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config t

crypto ca trustpoint AzureAD-AC-SAML
revocation-check none
no id-usage
enrollment terminal
no ca-check
crypto ca authenticate AzureAD-AC-SAML
————— BEGIN CERTIFICATE-----

PEM Certificate Text you downloaded goes here
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saml idp https://xxx.windows.net/xxxxxxxxxxxxx/ - [Azure AD Identifier]
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trustpoint sp ASA-EXTERNAL-CERT - [SP Trustpoint]
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no signature

base-url https://asa.example.com
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