EFTD LB EAnyconnect VPNE i : B Fibit

2 BLRYDHCPARSS 85
B =%

$%1.7EDHCPRE 28 P FLiE DHCPLF
S 2.fil & Anyconnect

SE21.BEE =

B2 2 FEHFHE

H2 3 FlE it 0 F SR RS

\P#E BNE2 37 B

AR IR R A6.4 £ B Firepower BB BE #)(FTD) Ei & /R 1 |

FHEE P I(DHCP) RS 27 20 BCAYIPH#b it

TORFAF
=R

Cisco BB THUTER :

- FTD
+ FirepowerZE H/\(FMC),
« DHCP

ERREHF
AP EEET U TR

« FMC 6.5
« FTD 6.5
* Windows Server 2016

ARFIZBIFRIVPNAEREE=ZAFA



AXHEPNEEHRRETREXRENEFNREFEN, FAXHFEANMERZHNERAR
(BN ) BE, MREEANREIME  FRAREKELTHRMEG THRBERN,

b =
B %15 fé\

AN LERENMERFREE , ™R REFTDH M i i 31t 5th 8 iy DHCP#th ik 73 Bo PR % RV B
B

MREEZEEKAnyconnectBl B RBIXHY , S H“EFTDLEEAnyConnect VPN i
: Hairpining and NAT Exemption”3Z#4,

[
SB1.7EDHCPARS B F BLIEDHCPSEE

EZES | DHCPRRE SB[ FFTDH N IBEO FH,
1.7 Windows Serverh I RS EERR , RAEEERITE , BT,

& Server Manager - O >

Server Manager * Dashboard ® Manage = Tools

I Dashboard WELCOME TO SERVER MANAGER

i Local Server
ii All Servers . .
° Configure this local server
QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW o _
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:0 | Servergroups:1 | Servers total: 1
i Local Server 1 ii All Servers 1
@ Manageability @ Manageability
Events Events
Services Services
Parfarmanca Parfarmanca

2.3%&FDHCP:



= Server Manager

Server Manager * Dashboard Manage  Tools  View  Help

Active Directory Admini
Active Directory Domair
Active Directory Module
Active Directory Sites ar

WELCOME TO SERVER MANAGER

Dashboard

B Local Server

ii All Servers Active Directory Users a

o Configure this local server ADSI Edit

i§ ADDs
- Component Services
18 DHCP QUICK START
o 2 Add roles and features Computer Management
£ e cdluies
em DNS o e Defragment and Optimi
W§ File and St Services b
e 3 Add other servers to manage Sialsd
?\ NPAS Disk Cleanup
WHAT'S NEW
4 Create a server group DINS
Event Viewer
5 Connect this server to cloud services Group Policy Managem
iSCS! Initiatar
LEARN MORE Local Security Policy

Microsoft Azure Service:
Network Policy Server

QDBC Data Sources (32-
QODBC Data Sources (b4

ROLES AND SERVER GROUPS

Roles: 5 | Servergroups:1 | Servers total: 1

|i| AD DS 1 'i! DHCP 1 Performance Monitor
Print Management
@ Manageability @ Manageability Rescurce Monitar
Events Events Services
i . System Configuration
Services Services -
System Information
Drrfmrmammen Dinrfmrmammemn o

3.IEFIPv4 , ¥ T HIEENew Scope , MEFT T,

B pHCP - x
File Action View Help

e 1R XDoE BHE ®

g [EHCP Contents of gcope Actions
v § \.;nl-:j:SMIA?sz.hulgums.com 7 Address Pool Scope [10.154.16.0] 10.154.16.X -~
- — I |
] Display Statistics... = FgAddress_LeasE More Actions 3
&) Reservations
New Scope... I Scope Options
New Superscope... [ Policies

> New Multicast Scope...

Configure Failover...

Replicate Failover Scopes...

Define User Classes...
Define Vendor Classes...

Recencile All Scopes...
Set Predefined Options...
Refresh

Properties

Help
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Mew Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing |P
addresses to computers on your network.

To continue, click MNext.

< Back Mext = Cancel
5. MERAEE 2 B & o
Mew Scope Wizard
Scope Name gt
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you guickhy identify
how the scope is to be used on your netwark.

Name: |1n.154.15.>41

Description: |

< Back Mext = Cancel
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Mew Scope Wizard

IP Address Range T
You define the scope address ranage by idertifying a set of consecutive |P addresses.

Configuration settings for DHCP Server
Enter the range of addresses that the scope distibutes.

Start IP address: | 10 .154. 16 . 1

End IP address: | 10 . 154 . 16 . 253
Corfiguration settings that propagate to DHCP Client

Length: 24] _|:|

Subnet mask: |255.255.255_ 0

< Back Meat = Cancel
7. ( W& ) A ATRESEBISN,
Mew Scope Wizard
Add Exclusions and Delay o
Exclusions are addresses or a range of addresses that are not distibuted by the
server. A delay is the time duration by which the server will delay the transmission of a
DHCPOFFER message.

Type the |IF address range that you want to exclude. ¥ you wart to exclude a single
address, type an address in Start IF address only.

Start |IP address: End IP address:

T
| s |

Excluded address range:

Subnet delay in milli second:

o

L

< Back Mest = Cancel
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Mew Scope Wizard

Leaze Duration o
The lease duration specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networs that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fied
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Hours: Minutes:

Days:
= [ [

< Back Meat = Cancel
9. ( it ) BLEDHCP/EAEEDN :
Mew Scope Wizard
Configure DHCP Options —r
fou have to configure the most comman DHCP options before clierts can use the
sCope.

When clierts obtain an address, they are given DHCP options such as the [P
addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and ovemide settings configured in the
Server Options folder far this server.

Do you want to configure the DHCP options for this scope now?

" Yes, | wart to configure these options now

* Mo, | will corfigure these options later

< Back Mest = Cancel
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Mew Scope Wizard

Completing the New Scope
Wizard
You have successfully completed the Mew Scope wizard.

Before clients can receive addresses you need to do the
following:

1. Add any scope specific options {optional).
2. Activate the scope.

To provide high availability for this scope, corfigure failover for
the newty added scope by rght clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

= Back Cancel

MENCEZNEENARES , RAEERFHE , BT,

‘g DHCP Contents of gcope
= - . o
v 5 \c\_f|n|5321854t4.sl.holgums.com £ Address Pool
v B P e [ Address Leases
v |5 Scope[10 ; o .
"= Addre Display Statistics... Reservations
= :Scope Options
@ Addre Advanced... -
Resers Policies
1 Scope Configure Failover...
| Policie Recencile...
.4 Server Op
4| Policies Activate
#| Filters )
3, IPvé W=D ’
Delete
Refresh
Export List...
Properties
Help
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Edit Connection Profile ? X

Connection Profile: * -dhcp

Group Policy:* dhcp-GP v @
Edit Group Policy

Client Address Assignment J-Y-V-S\[F11-15

IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers/AAA Servers.
Configure the 'Client Address Assignment Policy’ in the Advanced tab to define the assignment criteria.

Address Pools: a -

DHCP Servers: @
DC-holguins-172.204.206.224 172.204.206.224 4

oc::nﬂgure device overrides in the address pool object to avoid IP address conflicts in case of object is shared across

‘ Save ‘ ‘ Cancel

HPR2.2 BB A R

1.7£Group Policy# 1 , §finElGeneral > DNS/WINS , H—4"DHCP Network Scope#f4 , IHE
P 7Ro



Edit Group Policy

Name:* dhcp-GP

Description:

General inect Advanced
VPN Protocols Primary DNS Server: v ©
IP Address Pools
Secondary DNS Server: v
Banner
DNS/WINS Primary WINS Server: v
Split Tunneling Secondary WINS Server: v ©
DHCP Network Scope: v ©

Only network object with ipv4 address is allowed (Ex: 10.72.3.5)

Default Domain:

Save ) '_ Cancel

20EFNR , ZNRLHMESDHCPRSFEAHBERRIMETE.
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New Network Object

Name DHCP-Scope

Description

© Host

‘ 10.154.16.0|

Allow Overrides

SIAERDHCPERENR , RAREERE , MEFR.



3
X

Edit Group Policy

Name:* dhcp-GP

Description:

VPN Protocols Primary DNS Server: v ©

IP Address Pools _
Secondary DNS Server: v

Banner

DNS/WINS Primary WINS Server: v@

Split Tunneling Secondary WINS Server: v ©
DHCP Network Scope: DHCP-SCOPE N @

S—
Only network object with ipv4 address is allowed (Ex: 10.72.3.5)

Default Domain:

Save _ Cancel
$R2.3.0 E bt o B SR RE
1.EMEISE > it DECRME , WREADHCPEIE VIR , MEFIR.
Device Management NAT VPN * Remote Access QoS Platform Settings FlexConfig Certificates
Anyconnect-FTD © cancel

.l‘ Policy Assignments (1)

Connection Profile  Access Interfaces m

AnyConnect Client Images Address Assignment Policy
I Address Assignment Policy I Client address assignment criteria for all connection profiles. For incoming VPN client, the following options are tried in order, until an address
is found.
Certificate Maps
Group Policies 1Pvd Policy
2 IPsec
Use authorization server (RADIUS Only)
Crypto Maps
IKE Policy Use DHCP ‘_
IPsec/IKEv2 Parameters Use internal address pools
Reuse an IP address: 0 minutes until session released. (0 - 480 mins)
1Pv6 Policy

Use authorization server (RADIUS Only)

B Use internal address pools
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10.31.124 .11
Enable "ip helper-address 172.204.204.224"on the

interface that receives the DHCP requests
10.31.124.254 from the FTD.

172.204.204.1

E__
DHCP server ip: 172.204.204.224
DHCP scope configured: 10.154.16.0
DHCP server
56 E
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« R XRMFTDRYN &R 02X FIDHCPARSS BR Y S FEBIE 2o
- BT, FHREIPH I EEDHCPIRSSZRIERE , MEFTR.

¥ Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (8x@l)
Hardware address length: 6

Hops: @

Transaction ID: Bx@7E5c988
Seconds elapsed: @

Bootp flags: @xeee@ (Unicast)
Client IP address: @.8.8.8

Your (client) IP address: 8.8.8.8

F add * @oE, 6

Client MAC address: Vmware_96:d1:78 (88:58:56:96:41:78)
Client hardware address padding: G8220222022008020008
Server host name not given

Boot file name not given

Magic cookie: DHCP

. @i EBIESERXEDHCPRSENMA , ©DHCPRSE SRIRMFTDFDHCPEFEK B
FR—iEEE,

« FHR: XEMFTDHW RSO K EZIDHCPIRS B B B IR 2.
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FR—iEEE,
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N [dep -]
Mo, Time Source Destination Protocol  Length Info

| Number

AnyConnect HIm
Secure Mobility Client cisco

VPN:
Ready to connect.

IFTD\r Connect

Roaming Security:
Disabled while you are on a trusted network.

H 3. & F 2| Anyconnect , DHCPIH B 2 B P Ro

A [dhep

Mo, Time Source Destination Protocol  Length Info

r 4125 211.189879 10.31.124.113 172.204.204,224 DHCP 598 DHC scover - Transaction ID @x765c988

! 4126 211.109321 172.284.204.224 10.154.16.@ DHCP 342 DHC fer - Transaction ID @x765c988

L 4127 211.111245 1€.31.124.113 172.204.2084,224 DHCP 59@ DHC| quest - Transaction ID @x765c988
4128 211.111514 172.204.204.224 1.154.16.9 DHCP 342 DHC K - Transaction ID @x765c983

> Frame 4125: 590 bytes on wire (4720 bits), 598 bytes captured (4720 bits) on interface \Device\NPF_{B27A96D3-4596-40C3-A4C6-58020274134D}, id @

> Ethernet II, Src: Cisco d1:2d:3@ (28:6f:7f:d1:2d:38), Dst: Vmware_96:23:b6 (00:50:56:96:23:b6)

> Internet Protocel Version 4, Src: 10.31.124.113, Dst: 172.204.204.224

» User Datagram Protocol, Src Port: 67, Dst Port: 67

» Dynamic Host Configuration Protocol (Discover)

AnyConnect Tmm
Secure Mobility Client cIsco
VPN:
0e@e @@ 5@ 56 96 23 b6 28 6F 7 dl 2d 30 @8 ©e 45 [ PV # (o -0 Ef Sonrected 15
82 42 1f 99 @@ @@ 86 11 18 d7 @a 1f 7c 71 ac «c @ e oo
cc e@ 80 43 00 43 @2 2¢ cb e4 91 €1 06 @@ @7 65 ===, : | (Disconnect
c9 83 90 B0 00 B0 00 B0 90 A0 00 B0 BB B0 B0 80
60 02 Ba 9a 10 00 8@ 50 56 96 d1 70 00 60 20 00
80 02 00 90 90 0O 00 20 ©2 00 00 20 @ °2 20 80
68 99 80 00 @0 B0 00 @0 0O 00 20 00 00 @0 PO 00
62 G2 20 92 80 B0 02 90 B0 00 00 20 B0 02 22 0@ B x
80 02 0 62 00 0O 6@ 00 00 B8 9O ©0 02 @0 80 e Roaming Security:
00 00 B0 0O O0 O 00 0 ©0 G0 °0 OO PO 00 20 0P Disabled while you are on a trusted network.
B2 22 20 B0 DG B B0 B0 B 20 00 B0 B B9 20 B0
69 22 20 00 @0 00 92 20 00 @0 00 08 0O 00 20 00
60 02 00 00 B0 0O B2 20 0O G0 00 8O 0O 00 B0 00
66 00 90 00 00 0O 00 20 00 00 00 00 00 00 B0 80
62 @2 20 90 20 0D 02 20 00 G0 00 90 00 20 20 P8
62 02 00 20 B0 B0 B P9 O 00 00 D BP °° 20 °0
69 @2 20 09 90 00 92 20 99 @0 20 9@ 00 @9 20 00
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