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Firepower Threat Defense (FTD)

AnyConnect Client/User
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Add Local User

Srvicw Typsas

(e

R

Anyooanecs_User

Pascrmnand

Ll L]

Contem Passaam

AN IAE 5

£ i1 Z Objects > Certificates > Add Internal Certificateo B0 B AL , ZAE AT Ro

alaln Eirasnoier Dovioe Manaoer Rz i == = @ Eq-‘ll @ H sdmin
CISCD o m e e M=o P Lo P2 Coraziz: Tiregsranr (] * Agminizinioe

Object Types ¢ Certificates

I..:l Messmitks 117 objecis CL e m

& Poms FrrrS—r

L) il TV

Aok v Ceniose
FHEEW - Dilaul-Internail A Inbmal CA

Ak Taggpe $a Copl pie-

B Sty Porum

Appiication Akers

1 DolaulintornalCorsiicaie Intnmal Cortfcate
& URLa 1 DelauliWebsormrCartificate ntemal Certicate

Geclocations

HRIEBMFLH (MEFRR ) o



Choose the type of internal certificate you want to create

Upload Certificate and Key

Create a certificate from existing files.
PEM and DER files are supported.

O,

Self-5Signed Certificate

*
4

Create a new certificate that is signed
by the device.
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Add Internal Certificate

MName

Anyconnect_Certificate

SERVER CERTIFICATE (USER AGENT)

Paste certificata, or choose file: UPLOAD CERTIFICATE The supported formats are: PEM, DER
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CERTIFIGATE KEY

Paste key, or choose file: UPLOAD KEY The supported formats are; PEM, DER
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Connection and Client Configuration

Specify how to authenticate remote users and the AnyConnect clients they can use to connect to the
inside network.

Connection Profile Name
This name is configurad as a connection alias, it can be used (o connect o the VPN gateway

Anyconnect

Group Alias Group URL
Anyconnect

Add Group Alias Add Group URL

EEEORIERE , MEAR. RNEEEAR S BRI,

Primary Identity Source

Authentication Type

ALAA Only Client Certificate Only AAA and Client Certificate

Primary ldentity Source for User Authentication Fallback Local Identity Source £

LocalldentitySource ™

Strip Identity Source server from username

Strip Group from Username

Secondary Identity Source

Secondary Identity Source for User Authentication

Please Select ldentity Source b

@ Advanced

Authorization Server Accounting Server

Please select A Please select
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Client Address Pool Assignment

IPvd Address Pool
Endpoints are provided an address from this poo

<=

IPv6 Address Pool
Endpoints are provided an address from this poo
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Remote User Experience

A group policy is a collection of user-oriented session attributes which are assigned to client when a
VPN connection is established. Select or create a Group Policy object.

View Group Policy
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Create new Group Policy

Edit
DNS + BANNER

TEAZRREH | A I0Split tunneling , SUMEEEZIAnyConnectf A F{UEIS AnyConnect®E F i K% &
ARNIBFTOMEHRE , MAAEEMREIREAFNISPERE , IBFR.



Corporate Resources (Split Tunneling)

IPv4 Split Tunneling IPvE Split Tunneling

Allow specified traffic over tunnel b Allow all traffic over tunnel

IPv4 Split Tunneling Networks

'_|';| FDM_Local_Metwork
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Global Settings
ese settings control the basic runctioning of the connection. GChanges to any o
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Certificate of Device Identity Qutside Interface
Anyconnect_Certificate W outside (GigabitEthernet0/0)

Fully-qualified Domain Name for the Outside Interface

Access Contral for VPN Traffic

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)

2 options
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NAT Exempt
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Inside Interfaces Inside Networks
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AnyConnect Package
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Packages

Windows: anyconnect-win-4.7.04056-webdeploy-k9.pkg
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Contacting 172,16, 100, 10,

172,165,100, 10 Connect

1380

(:E}' Cisco AnyConnect | 172.16.100.10 prd

o

Group: Anyconnect e

Uzername: | Anyconnect_User |

Password: | ======= + |

QK Cancel

MFDM 6.5.0FF % , o3& @iZFDM GUIA M AnyConnectf /7, M —HE TR @I CLIK 2
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sessiondb anyconnect.



Device: firepower

+«}» CLI Console

> show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username

Assigned IP

Protocol
License
Encryption
Hashing
Bytes Tx

Group Policy :

Login Time
Duration
Inactivity

VLAN Mapping :
Audt Sess ID :
Security Grp

: Anyconnect User Index 19

: 192.168.19.1 Public IP 172.16.186.15
: AnyConnect-Parent S5L-Tunnel

: AnyConnect Premium

: AnyConnect-Parent: (1)mone SSL-Tunmel: (1)AES-GCM-256
: AnyConnect-Parent: (1)mone SSL-Tunnel: (1)SHA3E4

: 15532 Bytes Rx : 2354
DfltGrpPolicy Tunnel Group : Anyconnect

: 11:43:280 UTC Thu Apr 16 2828

: Bh:8lm:12s

: Bh:08m:28s

N/A VLAN
28000000000130005=9844d8

: none Tunnel Zone

B —f S A AEEMCLIZETT,

> show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username
Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx

Group Policy :

Login Time
Duration
Inactivity
VLAN Mapping
Audt Sess ID

Security Grp :

HUEHEER

: Anyconnect_User
: 192.168.19.1

: AnyConnect-Parent SSL-Tunnel
: AnyConnect Premium

: AnyConnect-Parent: (1)none

: AnyConnect-Parent: (1)none

Index : 15
Public IP : 172.16.100.15

SSL-Tunnel: (1)AES-GCM-256
SSL-Tunnel: (1)SHA384

: 38830 Bytes Rx 1 172
Df1tGrpPolicy Tunnel Group : Anyconnect

: 01:08:10 UTC Thu Apr 9 2020

: Oh:00m:53s

: Oh:00m:00s

: N/A VLAN I none

: 000000000000f0005e8e757a
none Tunnel Zone : 0

admin
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