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Add Group Policy
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Add AnyConnect Custom Attribute T X

MName:* Drynamic-Split-Tunnel
Dascription:

AnyConnect Attribute:™ Drynamic Split Tunneling w

Inclusde damains: Configure comma separated domain names that will be
included in the Remdate Access VPN Tunnal

Exclude domains: @

Allgw Cverrides O

SRIKRBEE , REHHE

RICEENBEENEMRESER , REFEEF FEXIMESIFTD,

Adddl Group Palisy * % |

FProfil BevpConnect Custom Abtribute leature alows & more expedited way of Confguring new
Maragement Profile endpeint festures on FTD, This feature is supported on FTD 7.0




oAl

BB E R STRECL)EFTDLEETUTHGS , MBIASSFIRBELRE

+ show running-config webvpn
+ show running-config anyconnect-custom-data
« show running-config group-policy <group-policy#y%& #5>
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<tfroot>

ftd# show run group-policy AnyConnect_Local _Auth

group-policy AnyConnect_Local_Auth attributes
vpn-idle-timeout 30

vpn-simultaneous-logins 3
vpn-session-timeout none

vpn-filter none

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
ipv6-split-tunnel-policy-tunnelall
split-tunnel-network-1ist value AC_networks
Default-domain none

split-dns none

address-pools value AC_pool

anyconnect - cust om dynami c- spl it - excl ude- donai ns val ue ci sco. com

anyconnect-custom dynamic-split-include-domains none

ftd# show run webvpn

webvpn
enable outside

anyconnect - custom attr dynam c-split-excl ude-domai ns

anyconnect-custom-attr dynamic-split-include-domains
http-headers

hsts-server

enable



max-age 31536000

include-sub-domains

no preload

hsts-client

enable

content-security-policy

anyconnect image diskO:/csm/anyconnect-win-4.1005111-webdeploy-k9.pkg regex "Windows"
anyconnect profiles xmltest diskO:/csm/xmltest.xml
anyconnect enable

tunnel-group-list enable

cache

disable

certificate-group-map cert_map_test 10 cert_auth
error-recovery disable
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‘@ Cisco AnyConnect Secure Mobility Client - X

AnyConnect Secure Mobility Client

CIsCoO
Status Overview Virtual Private Network (VPN)
Preferences Statistics Route Details Firewall Message History
VPN
"~
Network Connection Information A
State: Connected
System Scan Tunnel Mode (IPv4): Spiit Indude
Tun : | Traffic
Roaming Security ( Dynamic Tunnel Exdusion: disco.com
D - i -
Duration: 00:00:25
Session Disconnect: None
Management Connection State: Disconnected (user tunnel active)
Address Information ~
Client (IPv4):
Client (IPv6):
Server:
Collect diagnostic information for all Bytes * v
installed components.
Diagnostics... Reset Export Stats...
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