FEFAMDMEL B & £ K imsMaciE 1225 F 3018 K R
2HERR , RET B

B =%

i/\
MDMEL & 3 44

Advisories

BEEHR
H#t/EMaciE 88 macOSY &
FE4& 4% E it #Mac Connector macOSY &
£ FAMDMitt #MaciE 88 macOSH &
i B B MDM®Y MaciE #88macOSH B
MDMBA IF REY B2

L IR EY Cisco Orbital £ R & 7[R

b 5 FAMDMXY Cisco Orbitali#t 17 £ B 7 [0
MDMEL & i & 3 ¢ =i
MacOS 10.153% & £ s A< #¥) MDMBL & 7R 45l
i
BRZ1.14.0%11.16.2

MacOS 11.0F1Mac Connector 1.14.189 2 &1[7] 2
MacOS 10.15/11.0%1Mac Connector 1.14.089 2 & [A B,
HERET BRI S H[AE

ook

Intune

AN BEE R HEMacEER1. 4R ESRENEMERXNT R,

MDMEL & 344



3&?\“\3&3‘4@%&%Fﬁ%ﬁt/ﬁﬂﬂﬂ’]MDMEEEI#;IWB%MaCL?&%EO EREK. ﬁé}lﬁiﬂﬂﬂﬁﬁMacEE
BRZEl , MMEEMDMELE X , LUBRIRBIPARRNRR. WRMDMA T | FSRAAXEEH
E’J“E%ﬂl‘lﬂ%ﬁ b

Advisories

MaciE 2R A1.145| AT —EREXTEMNEN :

- 2RI EHAE
- REHEHIE#HE

FEMac connector 1.14HE B ARAF BEHFEmMacOS 11 RESRAE LA IRRF ., BIBWMaciE#E
B IX MR A MY macOS EFE/ERA.,

MaciE#85hR451.16 8| A T Xt Intel i 4 £ Cisco Orbitalfy %35, Orbital AT AE KRB I B HERK
BER , A EERARERE , AZREIFNRIERSRANMIZHFNES, L, MaciEERRA
1.209T48 7 Xt AppleBEERE 44 £ B9 Cisco Orbital ( it XI5 Orbital Node 1.21—R8 & ) WX FRE M.
BXR WA FOrbital T EN BN L WA HRNRVIFMES , BESHARIEAICisco OrbitalEB 2

RIEBRERZTER
BERZLLMMaciE#ES1.14.0EmacOSRAN :

« macOS 11 , #macOSR & B,

« macOS 10.15.5RESMA , FmacOSREY &,

« macOS 10.15.02mac0S 10.15.4 , HmacOSH&T E.
« macOS 10.14 , HmacOSHXYT E.

BRlZ & mMaciEEES1.14.1XFmacOSRA :

« macOS 11 , FmacOSELY &,
« #wmacOSHAXY EHImacOS 10.15,
« macOS 10.14 , FmacOSHZY B.

F 2R IHmMaciEZRFIRA1.16.0/ 5| A T X H45/RIE 4 £ Cisco Orbital iy X 5,
BRARA1.20.0% 5| A T XN FERERE 4 £ Cisco Orbitalty X,

\N\
//)h‘

wMaciE

EXUNMacEBBRAN | BENRERGRALE,


https://developer.apple.com/documentation/systemextensions
https://orbital.amp.cisco.com/help/what-is-orbital/
https://orbital.amp.cisco.com/help/what-is-orbital/
https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/214849-amp-for-endpoints-mac-connector-os-compa.html

BEEFN

MaciE e 1. 14 EU T =EAAHEEIATEER XK
1.4t A B E A K ImacOSy &

2. &R

3HHI B K&

macOS 125| A 7 MDMIETR , LA S il BRIEE T A macOST B AR R~ m A B P %53,

HtEMaciE#3EmacOSHT &

Maci% $3 25 fif F System ExtensionsBilegacy Kernel Extensions%i‘:ﬁ?ﬁ“:macOSﬁ&ZIKFﬁ%EI’\J%éﬁiﬁiﬁ
o fEmacOS 11t , System Extensionsf¥&#tmacOS 11 5 S8 |5 il
FrBEmacOShR A& FEE A P #t A | Z*%‘Eﬂi*H{—?‘é_ﬂE’ﬂ?J“}:Jiﬁo ﬂiéé}tt/é R UERRThEE (15']
TN (] B SRR B AN PO 4% i 1R e 4288 ) AT A

MaciE#£251.145| A TN HHImMacOSR &Y & -

1. % A Secure Endpoint File Monitor ( LABI# 3 AMP Security Extension ) #JEndpoint
Security B® , ATHRERESEH

2. ZCisco Secure Endpoint Filter ( LABT# 3 AMP Network Extension ) #J M43
B, AT SEMKIERE

SEFNMEZERNZY Bampfileop.kextflampnetworkflow.kext , SAEERZFFmacOSEET EBH
|[HmacOShRA L# 1TEEFRE

MacOS 11GRESRA*ETH :

o HUEINE RS KR H G SR
« HEAEMEE széé&ﬁal_/f%%
* Jb'L*EE*’I'Rigg JUR ;AU /ﬁlﬂiﬁ'm{ﬁ\“

** MaciE#£251.14.0MRxTEmacOS 10.15 Eth BRIX LEH#EE, X FMaciE#ERR1.14. 1 ESHRA
, MacOS 10. 157 BEEX it i,


https://developer.apple.com/documentation/systemextensions
https://support.apple.com/en-us/120363
https://support.apple.com/en-us/120363
https://developer.apple.com/documentation/endpointsecurity
https://developer.apple.com/documentation/endpointsecurity
https://developer.apple.com/documentation/networkextension/content_filter_providers

MacOS 10.14F1MacOS 10.15FF ER#EAE :

- HUEMSRERESRAKT B

XEREE LKA MacOSE 2 MBAHER P RBEZ B RFZEEMDM)EHEEF.

E L4 _E#t#EMac Connector macOSY B

REMAZY BMmacOSE 2 MEBABEERIME K Fah#it .

i Security & Privacy @

General FileVault Firewall F

1 “Secure Endpoint Service”
et for this user | Change P Would Like to Filter Network

minutes & after sleep Content
\n the screen is locked All network activity on this Mac may be

. filtered or monitored.
Jin

System Extension Blocked

\
The program *Secure Endpoint Service" v Don't Allow
tried to load new system extension(s). If
you want to enable these extensions,
open Security & Privacy Systam
Preferences.

OK

- . fied developers

Primmm Cmmt et et oremme e
Jpen Security Preferences

Some system software requires your attention before it can be used. Details...

Advanced... ?

fEFAMDM#tt AEMaciEE8EmacOSH &

N 2B macoSH B RASE VDM TE ML, NRAETEERESE Y § R BEVDMEE


https://support.apple.com/en-ca/guide/mdm/welcome/web
https://support.apple.com/en-ca/guide/mdm/welcome/web
https://support.apple.com/en-ca/guide/mdm/welcome/web

N x# WFaFEME HEEEE

1. EEEHNEETERE L
2 fMacE R A RF L L BB EEBEMNRE, BEYHBEEEE XL IR
RERNEBREXH , AEARTEE

SLIRY R A LB

RGHLHE

U TFARZ 47

SERUTAERARNE LN EREEXHHT

AT

s EF it HEmacOSYT &,

Tt

B

BB

&t e

SystemExtensions

AllowedSystemExtensions

com.cisco.endpoint.svc.securityextension ,
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RemovableSystemExtensions/& 1.

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/Propertylist-1.0.dtd">
<plist version="1.0">
<dict>
<key>PayloadContent</key>
<array>
<dict>
<key>AllowUserOverrides</key>
<true/>
<key>AllowedSystemExtensions</key>
<dict>
<key>DE8Y96K9QP</key>
<array>
<string>com.cisco.endpoint.svc.securityextension</string>
<string>com.cisco.endpoint.svc.networkextension</string>
</array>
</dict>
<key>PayloadDescription</key>
<string></string>
<key>PayloadDispTayName</key>
<string>System Extensions</string>
<key>PayloadEnabled</key>
<true/>
<key>PayloadIdentifier</key>
<string>92624553-06C3-4BE0-9000-91D8A260CC65</string>
<key>PayloadOrganization</key>
<string>Cisco Systems, Inc.</string>
<key>PayloadType</key>
<string>com.apple.system-extension-policy</string>
<key>PayloadUUID</key>
<string>92624553-06C3-4BE0-9000-91D8A260CC65</string>
<key>PayloadVersion</key>
<integer>1l</integer>
<key>RemovableSystemExtensions</key>
<dict>
<key>DE8Y96K9QP</key>
<array>
<string>com.cisco.endpoint.svc.securityextension</string>
<string>com.cisco.endpoint.svc.networkextension</string>
</array>
</dict>
</dict>
<dict>
<key>PayloadDescription</key>
<string></string>
<key>PayloadDispTayName</key>
<string>Privacy Preferences Policy Control</string>
<key>PayloadEnabled</key>
<true/>
<key>PayloadIdentifier</key>
<string>290AAF9E-DI9F1-4470-B802-2468AC836142</string>
<key>PayloadOrganization</key>
<string>Cisco Systems, Inc.</string>
<key>PayloadType</key>



http://www.apple.com/DTDs/PropertyList-1.0.dtd

<string>com.
<key>Payload

apple.TCC.configuration-profile-policy</string>
UUID</key>

<string>290AAF9E-D9F1-4470-B802-2468AC836142</string>
<key>PayloadVersion</key>

<integer>1</
<key>Service
<dict>
<key>Sys
<array>
<dic

</di
<dic

</di
<dic

</di
</array>
</dict>
</dict>
<dict>
<key>FilterD
<string>com.
<key>FilterD
<string>anch
<key>FilterG

integer>
s</key>

temPolicyAT1Files</key>

™

<key>Allowed</key>

<integer>1l</integer>

<key>CodeRequirement</key>

<string>anchor apple generic and identifier "com.cisco.endpoint.svc" and (certi
<key>Identifier</key>
<string>com.cisco.endpoint.svc</string>
<key>IdentifierType</key>
<string>bundleID</string>

<key>StaticCode</key>

<integer>0</integer>

ct>

™

<key>Allowed</key>

<integer>1l</integer>

<key>CodeRequirement</key>

<string>identifier ampdaemon and anchor apple generic and certificate 1[field.1
<key>Identifier</key>
<string>/opt/cisco/amp/ampdaemon</string>
<key>IdentifierType</key>

<string>path</string>

<key>StaticCode</key>

<integer>0</integer>

ct>

™

<key>Allowed</key>

<integer>1l</integer>

<key>CodeRequirement</key>

<string>anchor apple generic and identifier "com.cisco.endpoint.orbital.app" an
<key>Identifier</key>
<string>com.cisco.endpoint.orbital.app</string>
<key>IdentifierType</key>
<string>bundleID</string>

<key>StaticCode</key>

<integer>0</integer>

ct>

ataProviderBundleIdentifier</key>

cisco.endpoint.svc.networkextension</string>
ataProviderDesignatedRequirement</key>

or apple generic and identifier "com.cisco.endpoint.svc.networkextension" and (
rade</key>

<string>firewall</string>

<key>FilterP
<false/>
<key>FilterS
<true/>
<key>FilterT
<string>Plug
<key>Payload

ackets</key>
ockets</key>
ype</key>

in</string>
DisplayName</key>



<string>Web Content Filter Payload</string>
<key>PayloadIdentifier</key>
<string>F630E2F3-F917-47F5-93E9-343C4C787C28</string>
<key>PayloadOrganization</key>
<string>Cisco Systems, Inc.</string>
<key>PayloadType</key>
<string>com.apple.webcontent-filter</string>
<key>PayloadUUID</key>
<string>F630E2F3-F917-47F5-93E9-343C4C787(C28</string>
<key>PayloadVersion</key>
<integer>1l</integer>
<key>PluginBundleID</key>
<string>com.cisco.endpoint.svc</string>
<key>UserDefinedName</key>
<string>AMP Network Extension</string>
<key>VendorConfig</key>
<dict/>
</dict>

</array>

<key>PayloadDescription</key>

<string></string>

<key>PayloadDisplayName</key>

<string>Cisco Secure Endpoint Settings [DEMO]</string>

<key>PayloadEnabled</key>

<true/>

<key>PayloadIdentifier</key>

<string>36DAAE4E-5BA2-497B-8381-D58FCB62FA1B</string>

<key>PayloadOrganization</key>

<string>Cisco Systems, Inc.</string>

<key>PayloadRemovalDisalTlowed</key>

<true/>

<key>PayloadScope</key>

<string>System</string>

<key>PayloadType</key>

<string>Configuration</string>

<key>PayloadUUID</key>

<string>36DAAE4E-5BA2-497B-8381-D58FCB62FA1B</string>

<key>PayloadVersion</key>

<integer>1l</integer>

</dict>
</plist>
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<dict>

<key>A11owNonAdminUserApprovals</key>
<false/>
<key>AllowUserOverrides</key>
<true/>
<key>AllowedKernelExtensions</key>
<dict>

<key>TDNYQP7VRK</key>

<array>



<string>com.cisco.amp.nke</string>
<string>com.cisco.amp.fileop</string>
</array>
</dict>
<key>PayloadDescription</key>
<string></string>
<key>PayloadDisplayName</key>
<string>Approved Kernel Extensions</string>
<key>PayloadEnabled</key>
<true/>
<key>PayloadIdentifier</key>
<string>A872B6D5-D67C-41FE-BE64-3DD674C43C4F</string>
<key>PayloadOrganization</key>
<string>Cisco Systems, Inc.</string>
<key>PayloadType</key>
<string>com.apple.syspolicy.kernel-extension-policy</string>
<key>PayloadUUID</key>
<string>A872B6D5-D67C-41FE-BE64-3DD674C43C4F</string>
<key>PayloadVersion</key>
<integer>1l</integer>
</dict>
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