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File Detection

A% Medium

Summary

Occurred at

Hostname lenovo-laptop-amp >

Group
User

Protect

= Mot Available

MITRE |
Datecti

Filename eicar_com.zip

Detect

@ Copy lgE.Talns

JSOMN
Descri

Relate
.._

[ 1T

Obser

File

O Search

= Filter

VirusTetal &2/77
Detected  Eicar-test-file (not a

ilonlm 1= 5 detected eicar_com.zip as ZIP.INV.2546DCFF.CAE.Talos.

Full report (7

File Fetch ¥

File Analysis com.zip as ZIP.INV.2546DCFF.CAE.Talos.

A Medium

File Trajectory

CQutbreak Control

A\ Medium

Simple Detections ¥
Allowed Applications »

Blocked Applications ¥

SHA-256

= 2546dcff...6edeedad @

File name = elcar_com.zip

File path

File size

= F\Downloads\eicar_com.zip

184 Bytes

Threat score € 95

Parent

SHA-256

= 33453391..9¢505168 @

File name = curl.exe

File size

695.05 KB

Comments

Device Trajectory

(5o ) (Moveroarowr ) (EETD




XA E A

FR1EATUNR LK IRIER BRI RG], SMB T2 LIRS A>28HR>E4,

S2. %R Alert Event , 2$HSHA256 , RES M EIFile Fetch > Fetch File , ZIAFIR,

Filename eicar_com.zip

{ 3 Copy AE.Talos

) Search

= Filter

VirusTotal 62/77

Detected Eicar-test-file (not a

1 Fullreport 7

File Fetch » II Fetch file

Il File Analysis { View in File Repository

File Trajectory

Outbreak Control

q
Simple Detections »
1 Allowed Applications »
Blocked Applications »

SRR IEER MBI XHFAIRE , RIEETEFetch , MEMTR,



Fetch File

Select a computer to fetch the file from.
Filename eicar_com.zip

SHA-256 2546dcff...6e%eedad

Computer len v I

- ..

N EE MRS FEERIIREUR B

SRAEKREEA , MEPT R

) File fetch requested X

You will be notified by email when the file has been
uploaded to the repository.

JLosfE , SXHAHTEN , @SB FHEEH , BT,



[Cisco Secure Endpoint] Requested file available

O Cisco Secure Endpoint <no-reply@amp.cisco.com> Today at 13:36

CS

To:

Hello

The following file you requested is now available for download:

File name: eicar_com.zip
Original file name: eicar_com.zip
File size: 184 Bytes

File SHA-256: 2546dcffc5adB54d4ddcb4fbf05687 1cd5a00f2471cb7a5bfd4ac23bbe9eedad
Hostname: len B

Visit here to download a password-protected zip archive containing the file.

Thank you.

Cisco Secure Endpoint

H 5 S E|Secure Endpoint Console > Analysis > File Repository , $A /g% Download , Z1RFRT
o

H H Nt or DieaC I8 T e N Cverian ;
File Repository e A s e @ View all changes
Search Type | A Group | AJ Grougs
Clear Filters Apply Filters.
Available Requested Being Processed Failed Rejected | = | -
—
File Status Requested By Date Actions
¥ eicar.com.zip Available m 12:36:16 UTC [ me | [2v |
Original File Name eicar_com.zip
Fingerprint (SHA-256) 2546dcff...6eSeedad
Fila Size 184 Bytes
Computer lenovo-laptop-amp
ew changes teport | il 2
B APDEConnectivityTestixt Rejected @ Detection Engine 10:04119 UTC | Wy | [ 2r |
P APDEConnectivityTest.ixt Rejected @ Detection Engine 10:04:04 UTC | [ 13 | | (- |
1= 3 0f 3 items 25 | page 1

SE6. HIBAE , £HDownload ( MEFTR ) , ZXHF FERAZIPI A,



Download File

File: eicar_com.zip

This file may be malicious and cause harm to your computer. You should only download this
file to a virtual machine that is not connected to any sensitive resources.,

The file has been compressed in zip format with the password: infected

Cancel #* Download

MNZERIREF S RREBRSHF
HE]1SMBR SRR & >RHER-S 4.

SB2.%EFRAlert EventHHIRE G , B R,



File Detection X

Ak Medium

Summary

len = detected eicar_com.zip as ZIP.INV.2546DCFF.CAE.Talos.

Occurred at 12:2210 UTC

Hostname lenovo-laptop-amp »

Group Protect

User = Mot Available

MITRE row .

Detection Engine Tetra

Detection = ZIP.INV.2546DCFF.CAE.Talos

JSON View »

Description w

Related events timeline ~

° 12:2210 UTC Ak Medium
File Detection
lepimimm B detected eicar_com.zip as ZIP.INV.2546DCFF.CAE.Talos.

o— 122210 UTC A Medium
Quarantine Succeaded »

Observables o

File

SHA-256 = 2546dcff...6edeedad (D)

File name = eicar_com.zip

File path = F\Downloads\eicar_com.zip

File size 184 Bytes

Threat score € 95

Parent

SHA-256 = 33453391..9e585168 ()

File name = curl.exe

File size  695.05 KB

Comments o e

Device Trajectory [ Sean ] [ Move to group ]
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SER2.EFAlert Event , A5 E HISONETE LK View ( LWEAMATR ) o



File Detection X

Ak Medium

Summary

len = detected eicar_com.zip as ZIP.INV.2546DCFF.CAE.Talos.

Occurred at 12:2210 UTC

Hostname lenovo-laptop-amp »

Group Protect

User = Mot Available

MITRE sew .

Detection Engine Tetra

Detection = ZIP.INV.2546DCFF.CAE.Talos

JSON View »

Description s

Related events timeline ~

° 12:2210 UTC Ak Medium
File Detection
lepimimm B detected eicar_com.zip as ZIP.INV.2546DCFF.CAE.Talos.

o— 122210 UTC A Medium
Quarantine Succeaded »

Observables o

File

SHA-256 = 2546dcff...6edeedad (D)

File name = eicar_com.zip

File path = F\Downloads\eicar_com.zip

File size 184 Bytes

Threat score € 95

Parent

SHA-256 = 33453391..9e505168 &)

File name = curl.exe

File size  695.05 KB

Comments o e

Device Trajectory [ Sean ] [ Move to group ]




TRITHISONEMAER , MEFTR. EifiDownload AMREFEAR,

« File Detection

JSON

& Download

&
0
3
<

1., |

2 "id": "69bl5e733accd@deTobT3I364",

3 "eventTypeld": 1898519854,

4 "eventTypeName": "File Detection",

5 “"eyentId": "7615972288579582091",

6 “"timestamp": 1773231730,

7 "severity": "medium",

8 “summary": "=strong=lenovo-laptop-amp</strong> detected

<strong=eicar_com.zip=/strong= as =strong=ZIP.INV.2546DCFF.CAE.Talos=/strong=.",

9. "computer”: {
18 "hostname": "lenovo-laptop-amp",
11 "guid": "47bcBe5b-c517-4367-9741-c9945753554e",
12 "isolated": false
13 .
14 ., "detection": {
15 "name": "ZIP.INV.2546DCFF.CAE.Talos",
16 . "tactics": [
17 "Thogez",
18 "Thaall",
19 "Thpa42",
28 "Thpaaz2",
21 "Thpall",
22 "Thaagz"
23 1,
24 ., "technigues™: [
25 "Tiias5",
26 "Ti2@4",
27 "Ti2@4.083",
28 "T1569",
29 "T1i1@5",
e "Tiz@4",
31 "Ti284.083",
32 "T1569"
33 1.

BRNHENER

« BRXHFRIRHER.
« MBEXHRBEANIM , FHEiZWeb URL,
- HE-EXXHEBAH BRI

58



« AT ABUNANHHBRTRERRIRER ?
- DEBEEXHNERERR,

RIEGES

- BWEARBRARGRERE , BERFFMBERER LEDENEBEL,
- BRIESETRSERGSR)EFS .
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