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RERINIR, HEALKRRY (MERE2KEK ) i, FEROERFGIAD , SIBERITEN L9 HEE
MEEMRE P, AXHERLELKIHE, TETRA, SPPHIMAPHYBISMEIR o

BIMRRHERMEN  MERFHTHXEHEETEE , BN RBEETT R RKE, Bt RME
T N MRN8 & EH.

BRERI AT ERm M AR 22K« BRI BRI B E LHERR T,
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SHA-256 , U708 B IX PSR F BEBEBR I #E A

FEWindows t , ¥ A BATE B 2 H i A CSIDLEKNOWNFOLDERID 3k 6l 22 “ Bt i HERR ™
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CSIDL_PROGRAM_FILES\MyAntivirusAppDirectory
FOLDERID_ProgramFiles\MyAntivirusAppDirectory
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C:\Program Files
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XU RAHERR
Xy REBFRAVEIREREET BB OMEX .
KER

o ZERIHEEE DT A N extension
s MRRAMEMAXHT BE , T2ABEHEL2BI AT BETE — M otE R,



s FTEREEBFRDKNE,
Bl | EBEBRFTEMicrosoft AccessBUIREX 4 |, AT LA L HERR -
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I0C ~ | Select an indicator to exclude from detection. ~
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ConnectionToSuspiciousBankingDomain.ioc
ConnectionToSuspiciousDomain.ioc
ConnectionToSuspiciousPegasusDomain.ioc
ConnectionToSuspiciousRATDomain.ioc
Crossrider.ioc

Dummy.ioc

ExecutedMalware.ioc
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1. REEFFREX TETHRBENAE,
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https://www.cisco.com/c/zh_cn/support/docs/security/secure-endpoint/217721-cisco-secure-endpoint-connector-for-mac.html
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https://www.cisco.com/c/zh_cn/support/docs/security/secure-endpoint/217721-cisco-secure-endpoint-connector-for-mac.html
https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/200877-Collection-of-Diagnostic-Data-from-a-Fir.html
https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/200877-Collection-of-Diagnostic-Data-from-a-Fir.html
https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/200877-Collection-of-Diagnostic-Data-from-a-Fir.html
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https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/215261-analyze-amp-diagnostic-bundle-for-high-c.html
https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/215261-analyze-amp-diagnostic-bundle-for-high-c.html
https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/215261-analyze-amp-diagnostic-bundle-for-high-c.html
https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/215261-analyze-amp-diagnostic-bundle-for-high-c.html
https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/215261-analyze-amp-diagnostic-bundle-for-high-c.html
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/usr/bin/bash
/usr/bin/gawk
/usr/bin/wc
/usr/bin/sTeep
/usr/bin/1s
/usr/bin/pidof
/usr/bin/sed
/usr/bin/date
/usr/1libexec/gdb
/usr/bin/iconv
/usr/bin/cat
/usr/bin/systemct]
/usr/bin/pgrep
/usr/bin/kmod
Jusr/bin/rm
/usr/1ib/systemd/systemd-cgroups-agent
Jusr/bin/rpm
/usr/bin/tr
/usr/bin/sort
/usr/bin/find

BERE, X4y BEMBEERHISm

fileops.txt X HFI X IR, ERMERBFHMRZLH/IMIT XA EENRE, BREEHE

MREBVITE , ZTBE R ZBRERPENRE , FRIIREEFHF. FFREMPath

exclusions®y 77352 — @ Mfileops Xt P ER FIMELREN XG4 XHFREE , RAEZERAXLRE

el

BAN, EASHHEA —ERTLAHFRER (HIMAULERHEEFEEFHMENER , BRF

REHERRZ B % ) , BHIREM TIRFIBRREE FHER

fileops.txtd i =i

31
24
9

9
5
5
4
3
3
2
2
2
2
2
2
1

/Users/eugene/Library/Cookies/Cookies.binarycookies

/Users/eugene/.zhistory

/Users/eugene/.vim/.temp/viminfo

/Library/Application Support/Apple/ParentalControls/Users/eugene/2018/05/10-usage.data
/Users/eugene/Library/Cookies/HSTS.plist

/Users/eugene/.vim/.temp/viminfo.tmp
/Users/eugene/Library/Metadata/CoreSpotlight/index.spotlightV3/tmp.spotlight.state
/Users/eugene/Library/WebKit/com.apple.Safari/WebsiteData/ResourcelLoadStatistics/full_browsing_sessio
/Library/Logs/Cisco/supporttool.log

/private/var/db/Tocationd/clients.plist

/Users/eugene/Desktop/.DS_Store

/Users/eugene/.dropbox/instancel/config.dbx

/Users/eugene/.DS_Store

/Library/Catacomb/DD94912/biolockout.cat

/.fseventsd/000000000029d66b

/private/var/db/Tocationd/.dat.nosync0063.arg4tq
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New Exclusion Set

New exclusion set for BEL=IETad e [1[s e
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ik FexclusionZK#,

Windows & O kg 4~:

Name ‘ Demo Exclusion Set Windows

Threat

Path

File Extension
Wildcard
Executable
loc

Process:

File Scan
Malicious Activity

System Process

Behavioral Protection

Mac/Linux:

Name | Demo Exclusion Set Mac/Linux

I =+ Add Exclusion ] l Add Multiple Exclusions... ’
v

-+ Add Exclusion ] [ Add Multiple Exclusions... ]

Threat

Path

File Extension
Wildcard

Process
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ZOUEXRBNAE , BEFABEEMAFNER , LBRNAZSRIINERT,
- BRIMAEFREBENBIHITENTA BHVIRENFAEE  BSHBREELZS
Kigh ik B (LIRIEN KK,
o PNEEXSHERRIN B BRI
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THE , FENTHERXEHWHTE,
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AcroRd32.exe
addinprocess.exe
addinprocess32.exe
addinutil.exe
bash.exe

bginfo.exe

bitsadmin.exe

cdb.exe

csi.exe
dbghost.exe
dbgsvc.exe
dnx.exe

dotnet.exe

excel.exe

fsi.exe

fsiAnyCpu.exe

iexplore.exe

java.exe



https://www.cisco.com/c/zh_cn/support/docs/security/secure-endpoint/220184-identify-conditions-to-trigger-automated.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-endpoint/220184-identify-conditions-to-trigger-automated.html

kd.exe

Ixssmanager.dll

msbuild.exe

mshta.exe

ntkd.exe

ntsd.exe

outlook.exe

psexec.exe

powerpnt.exe
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