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Mew API Credential

Application name | Testing

Scope Read-only
® Read & Write

An API credential with read and write scope can make changes to your Cisco AMP for
Endpoints configuration that may cause significant problems with your endpoints.

Some of the input protections built into the Cisco AMP for Endpoeints Console do not

apply to the APL
Cancal m}
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3. T eIREM, RENETAPI Key Details . REFLHER  BAREEERERARFRTH
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API Key Details

The API credentials have been generated. Keep the new API credentials in a password manager or encrypted file.
3rd Party API Client ID
538e8b8203a48cc5c7fa
API Key
al19@8c911-8cad-45fa-8740-e384ef2d3dsb

) SEE  APIEIE ( APIZEFIRIDMAPIZS] ) AFHMREFRRNENENERSERE, S
WEELERTRAPEZEMNEE |, KFRI A RAE,

/N e mEAPIEIIRE R—k. MBEELSE  BSRERTEL.



WMREFFENNANAPIZUEZRRE |, B FHEMIBR

HMEFARZIENE K, RERAFMEIIEETREA.
== 19
ClientID | 538e8 b8203a48cc5e 7T 5
Cre Viatth rnks D
L Mever
PRiE

« ML : Windows 7445 =,

- Fm:ERSE

« EAEEQENBIBRAPIEILNRAEZH ATFE,

« API:SE APIMRZA3, RRAN1FIMRAO ( REIERARAT )
s BERmIE RS ERENcurl , ATE1TAPIHER,

SE APIE BB =ZAMRA : lRA3, MRA1FRA0, ShrA1FMR 4048 kb
3 APIX 4 aliE S I EE 23R 18, FERARAS TR ZRLER :
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, FOIE— R,

BBRAPIEIERT , 4
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curl -o yourfilename.json https://client_id:api_key@api.example.com/vl/whatyouwanttodo
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HEERATE — ol curltn BH , EAWEFRHREI NS, EAHF , XHER

“yourfilename.json’,
S BR . BXjsonXHNESES | BiHEISONME,

cul@ SN T —2oE@QFESRIEEEIT. £RAPIEIEE , HFURLM LIS FHAPIE S IDA
APIZ4H,

https://client_id:api_key@

WNINARA B N ERITHIRE, EAHIF | ZITGET /vi/computers, TR SM TR :

curl -o computers.json https://client_id:api_key@api.example.com/v1l/computers

Tz S /g , computers.jsonX a2 HMEX HZHBHHEFRF,

C:\Users\mafranks>curl -o computers.json https://538e8b8203al48ccSc7fa:al90c911-8
cal4-45fa-8740-e384ef2d3d5SbRapi . amp.sourcefire.com/vl /computers
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
B B B B B B B B --:--:-- 0:00:02 --:--:-- B

C:\Users\mafranks>dir | findstr computers
09/06/2016 02:37 PM 128 computers. json

S CurlAfELREAREATIEZ YA . B Windows (BEEBEFHWin32 — BH
Jlﬂ ) (o]

I, ERERERE—1TL. EEENLABPERTZNN , BRE-MERXN
JSONBYREER A , RIEEMNLR/PH T ZXMF, AHERTENNES | fim

connector_guid, hostname. active, links, connector_version, operating_system,
internal_ips, external_ip. group_guid, network_addresses. policy guidflZREE & o

<tfroot>
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https://api-docs.amp.cisco.com/api_actions/details?api_action=GET+%2Fv1%2Fcomputers&api_host=api.amp.cisco.com&api_resource=Computer&api_version=v1
http://curl.haxx.se/download.html
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{

version: "v1.0.0",

metadata: {

Tinks: {

self: "https://api.amp.cisco.com/vl/computers"
1,

results: {

total: 4,
current_item_count: 4,
index: O,
items_per_page: 500

}

1,

data: [

{

connector_guid

: "abcdef-1234-5678-9abc-def123456789",
host nane

: "host.example.com",

active

! true,

I'i nks

1 {

computer: "https://api.amp.cisco.com/vl/computers/abcdef-1234-5678-9abc-def123456789",

trajectory: "https://api.amp.cisco.com/vl/computers/abcdef-1234-5678-9abc-def123456789/trajectory",
group: "https://api.amp.cisco.com/v1l/groups/abcdef-1234-5678-9abc-def123456789"

3,

connect or _versi on

: "4.4.2.10200",

oper ati ng_system

: "Windows 7, SP 1.0",
internal _ips

P L

"10.1.1.2",

" 192.168.1.2",
" 192.168.2.2",
" 169.254.245.1"

] ’

external _ip



: "192.0.2.10",
group_guid
: "abcdef-1234-5678-9abc-def123456789",

net wor k_addr esses

P L

{

mac: "ab:cd:ef:01:23:45",
ip: "10.1.1.2"

1,

{

mac: "bc:de:f0:12:34:56",
ip: "192.168.1.2"

1,

{

mac: "cd:ef:01:23:45:67",
ip: "192.168.2.2"

1,

{

mac: "de:f0:12:34:56:78",
ip: "169.254.245.1"

}

1,

policy: {

guid
: "abcdef-1234-5678-9abc-def123456789",
nane

"Protect Policy"
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