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AXHEPNEEHRRETREXRENEFNREFEN, FAXHFEANMERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRRETHAERSHBERE,

BRER

ASAERIACLRIBER R FERIELTRE, MIAMBERT , 2ELMNRERZE R EOLBMIRS R
ELFEONRE , MAPMNBRERELFNEOFAIRERE R EONRE. LTHBAIE
A ACL & E,

ENATRUFENERT , EASAH EHIRAE (82RERRA ) # , ASARKEACL , RAEREFET
BCRINATAL NI BUE R BIE . ERASIRESRAF , ASAREREACLZ B BUE R IRMIES,
XEWE , W TASA 8RR ESMA , RIFEANAISKIERIPHE I 1T REMR TR IPHE LR o SRIEL
B, ACLH—IMHZMEHEHIZRE (ACE)AMK,

BE

=1 B EAce A LA R TDMZ/H Y Web MR S5 25

TN EOGENERMNEFimA R AEEHEDMZED FHAWebRS R | 2O RTCPIR
[180#1443,

) 4% B

26 10.105.30.0/24
Client
OUTSIDE J L

172.30.0.0/24

A0

Server

Web R % 23 HYKBRIPH#3E 79172.30.0.10, BS—X —NATHMNEE R A iFInternetA PRI E B H
#RIP#31E10.105.130.27Web RS 25, BRINBRA T , HEFEANATHNE EE SAEPZEOIPH I F
B — F s Pt ad | ASATESNEREED %910.105.130.273 47K Barp 10.105.130.26:



object network web-server
nat (dmz,outside) static 10.105.130.27

BELELLACE , X St ¥ Internet £ MY EAAIRIP#E 31 B TCPim 0 80M443E # F|WebfR 587, FFACLS
BLE AR S EA s ERED

access-1list OUT-IN extended permit tcp any host 172.30.0.10 eq www
access-1list OUT-IN extended permit tcp any host 172.30.0.10 eq https
access-group OUT-IN 1in interface outside

AT

FERA LT FEBIZ{TPacket-tracerfn . RERBIESTHA OZO S
i - TCP

R IP Hisit - BERM _ERMERIPH#h 3k

R P i O A A i B i O

BHY IP #hiik - WebBRS5 8809 ¥k IP#31E(10.105.130.27)

BHuwO : 80 = 443

ciscoasa# packet-tracer input outside tcp 10.0.50.50 1234 10.105.130.27 443

I-—— NAT untranslate from 10.105.130.27/443 to 172.30.0.10/443

Phase: 1

Type: UN-NAT

Subtype: static

ResuTt: ALLOW

Config:

object network web-server

nat (dmz,outside) static 10.105.130.27
Additional Information:

NAT divert to egress interface dmz

Untranslate 10.105.130.27/443 to 172.30.0.10/443

!--- The configured ACL 1is permitting this packet to 172.30.0.10 on TCP port 443

Phase: 2

Type: ACCESS-LIST

Subtype: Tlog

Result: ALLOW

Config:

access-group OUT-IN 1in interface outside

access-1list OUT-IN extended permit tcp any host 172.30.0.10 eq https



Additional Information:
l-—- Final result shows allow from the outside interface to the dmz interface

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: dmz
output-status: up
output-line-status: up
Action: allow

722 BEAce L AT AT 2 REE A (FQDN)IG B WebfRS 25

AWFIP#3EY910.10.10.2 B F /M (LAN) H 89 & 7 i 5 (Al facebook.com,

P &
."—‘.
| 2 10101 24 05.30.0/24 =
.'.. ..'.
Chen Sarvar

H{REASALIE#ALE 7 DNSARS 25

ciscoasa# show run dns

dns domain-lookup outside

dns server-group DefaultDNS
name-server 10.0.2.2
name-server 10.0.8.8

FHMENKR, FQDNI RFMACEREE 7 2 FIPH#HE910.10.10.289 2% F i i [l facebook.com.

object network obj-10.10.10.2
host 10.10.10.2

object network obj-facebook.com
fqdn facebook.com

access-1list IN-OUT extended permit ip object obj-10.10.10.2 object obj-facebook.com
access-group IN-OUT in interface inside

¥ ur



show dnsi#i 1 & ;& T FQDN facebook.comfy 2 fE4TIP bt

ciscoasa# show dns

Host Flags Age Type Address(es)
facebook.com (temp, OK) O IP 10.0.228.35

HRSIRERFETAFQDNN R |, &S REMTAYIPHLL

<#root>

ciscoasa# show access-1ist IN-OUT

access-1list IN-OUT; 2 elements; name hash: Ox1b5ffl8e

access-1list IN-OUT Tine 1 extended permit ip object obj-10.10.10.2 object obj-facebook.com Chitcnt=1) 0
access-1ist IN-OUT Tine 1 extended permit ip host 10.10.10.2 fqdn facebook.com

(resol ved)

0xfea095d7
access-1list IN-OUT Tine 1 extended permit ip host 10.10.10.2 host

10. 0. 228. 35 (facebook. com

(hitcnt=1) 0x22075b2a

752 3. B EAce MY TE — KA BV 4S E B 18] A So 1 15 8] X uh

M12:00%12:00 ( {XIST ) , LANFR W i °] LA K5 R IP#e31E 59 10.0.20. 209 P ¥k,

P 4& B
e J—
liiiiiil 9 10.10,10.2/24 1 26 0.105.30,0/24 | =
; INSIDE
Clent Server
HWREASALEREE T KX :

ciscoasa# show run clock
clock timezone IST 5 30

NFFREFEREEENETENR



time-range BREAK_TIME
periodic daily 12:00 to 14:00

g B X L 48 3 SRFIACE |, LA A LAN AR B E{TR IP 3k 31k X 7E 2 3 BREAK_TIMERY Bt [B] 38 Bl X Sk A
12 5% 09 Bt B ER R i 8] P U

object network obj-website
host 10.0.20.20

access-1list IN-OUT extended permit ip any object obj-website time-range BREAK_TIME
access-group IN-OUT in interface inside

¥ ur

HASA LR P8 R BT RSB E N R BT EI BT, B[R SE B RAL TIEBIRAS -

<tfroot>

ciscoasa# show clock
12:03:41.987 IST Mon Oct 4 2021

ciscoasa# show time-range BREAK_TIME

time-range entry: BREAK_TIME (

active

)
periodic daily 12:00 to 14:00
used in: IP ACL entry

ciscoasa# show access-Tist IN-OUT
access-1list IN-OUT; 1 elements; name hash: Ox1b5ffl8e
access-1list IN-OUT Tine 1 extended permit ip any object obj-website time-range BREAK_TIME (

hitcnt=12

) 0x5a66c8f9
access-1ist IN-OUT 1line 1 extended permit ip any host 10.0.20.20 time-range BREAK_TIME Chitcnt=12) Ox

HASA LAYRS$h R RETESEEX R Z IRV BT E AT, B ESEE X RMACEA T IEEFRE

<{froot>

ciscoasa# show clock
14:15:44.409 IST Mon Oct 4 2021



ciscoasa# show time-range BREAK_TIME
time-range entry: BREAK_TIME (
i nactive

)
periodic daily 12:00 to 14:00
used in: IP ACL entry

ciscoasa# show access-Tist IN-OUT
access-1list IN-OUT; 1 elements; name hash: Ox1b5ffl8e
access-1list IN-OUT Tine 1 extended permit ip any object obj-website time-range BREAK_TIME Chitcnt=0)

(i nactive)

0x5a66c8f9
access-1list IN-OUT Tine 1 extended permit ip any host 10.0.20.20 time-range BREAK_TIME (hitcnt=0) (inac

17 =4 FtAceBl BN EEHER T BT ASAR Lk R FF 7 i ##E %2 5T (BPDU)

FBFLEAE M TP(STP)HEIIREE |, BRINEIR TBPDULLER#E RN ETASA, EEIEBPDU , £EE
Bl EEtherTypeFI N LUEL © 1],

P 45

BPDL

@ INSIDE OUTSIDE @

Switch Switch

it B EtherType ACLUAPR IEBPDUE A ML 5 [ E BT ASAMNEED , lITFATR -

access-1ist block-bpdu ethertype deny dsap bpdu
access-1ist block-bpdu ethertype permit any
access-group block-bpdu in interface inside

¥ uE

KEFE S RFHGPITBARIEBPDUR B #HASAB LE

<{froot>



ciscoasa# show access-1list block-bpdu
access-1list block-bpdu; 2 elements
access-1list block-bpdu ethertype deny dsap bpdu

(hitcount=14)

access-1list block-bpdu ethertype permit any (hitcount=48)

785 A RBELERRARLRANEDZHEY

.

M4

a0 172.16.20.0/24 26

10.105.30.0/24

OUTSIDE

e
-~

20.0.0.0/24

10.0.0.0/24

BAMBRT , BEMEZL2AFINEOZABINRE, EATEAHREZTLABINED ZRNE
&, IRTREHEAFTBREE—ED (XX ) , BELBEERX T FHsame-security-

trafficin &

tHTERNAATESHREZ2RFINFRED ZENERS



same-security-traffic permit inter-interface

b 7 5115 BA 4 4] 72 VR H B — 2 O R8BS -

same-security-traffic permit intra-interface

NTHEAREEOARRXMNE - EORBAHEN VPN RE , WHeEEEEA. flm , mREE—4
qﬂlb\%%‘]‘F“VPNﬂiﬁ , HPEASARH D ﬁ'ﬁJ‘C&VPNﬂfﬁmfﬁmﬁT,\“ , ATE-IMEHRES -1
BRR/BE , RESNEIASA , RARBRXELE S —1MEHR.

Kk

N B A~ {# F§ same-security-traffic permit inter-interface@i 45 , packet-tracerf9% HR8 , B TFLUATFR
ABEXAN | B—Z22 KRBT EED ZBET RS HAE L

<ffroot>

l--- The interfaces named 'test' and 'outside' have the sanme security level of 0

ciscoasa# show nameif

Interface Name Security
GigabitEthernet0/0 inside 100
GigabitEthernet0/1 dmz 50

G gabi t Et hernet 0/ 2 t est 0

G gabi t Et hernet 0/ 5 out si de 0
Management0/0 mgmt 0

l--- Traffic between different interfaces of same security level is blocked by an inplicit rule

ciscoasa# packet-tracer input test tcp 172.16.20.10 1234 10.0.8.8 443 detailed

Phase: 2
Type: ACCESS-LIST
Subtype:

Resul t: DROP

Config:



Inplicit Rule

Additional Information:
Forward Flow based Tookup yields rule:
in 1d=0x7f9960a2ff90, priority=110, domain=permit, deny=true
hits=0, user_data=0x0, cs_id=0x0, flags=0x3000, protocol=0
src ip/i1d=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=test, output_ifc=any

Result:

input-interface: test

input-status: up
input-Tine-status: up

out put-interface: outside

output-status: up
output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame 0x00005638df d7da57 fl ow

l--- After running the command 'same-security-traffic pernit inter-interface

ciscoasa# show running-config same-security-traffic
same-security-traffic permit inter-interface

l--- Traffic between different interfaces of sanme security level is allowed

ciscoasa# packet-tracer input test tcp 172.16.20.10 1234 10.0.8.8 443 detailed

Phase: 3
Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Inplicit Rule

Additional Information:

Forward Flow based Tookup yields rule:

in 1d=0x7f9960a352d0, priority=2, domain=permit, deny=false

hits=2, user_data=0x0, cs_id=0x0, flags=0x3000, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none



input_ifc=test, output_ifc=any

Result:

input-interface: test

input-status: up
input-line-status: up

output-interface: outside

output-status: up
output-line-status: up

Action: allow

N R fiE F same-security-traffic permit intra-interface@s <5 , packet-tracerfVE &2 ER , HFUT
FrRBIBRNAN | 42 ARE R — O MR EIF4EE L -

<#froot>

l--- Traffic in and out of the same interface is blocked by an inplicit rule

ciscoasa# packet-tracer input outside tcp 10.0.0.10 1234 10.1.0.10 443 detailed

Phase: 3
Type: ACCESS-LIST
Subtype:

Resul t: DROP

Config:

Inplicit Rule

Additional Information:

Forward Flow based Tookup yields rule:

in 1d=0x7f9960a32f30, priority=111, domain=permit, deny=true

hits=0, user_data=0x0, cs_id=0x0, flags=0x4000, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=outside, output_ifc=outside

Result:

input-interface: outside

input-status: up
input-Tine-status: up

out put-interface: outside



output-status: up
output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame 0x00005638df d7da57 fl ow

l--- After running the conmand 'sane-security-traffic permt intra-interface

ciscoasa# show running-config same-security-traffic
same-security-traffic permit intra-interface

l--- Traffic in and out of the sanme interface is allowed

Phase: 3
Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:
Forward Flow based Tookup yields rule:
in id=0x7f99609291c0, priority=3, domain=permit, deny=false
hits=1, user_data=0x0, cs_id=0x0, flags=0x4000, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=outside, output_ifc=outside

Result:

input-interface: outside

input-status: up
input-line-status: up

output-interface: outside

output-status: up
output-line-status: up

Action: allow



HE6.EEAce A B FIRMOIRZNRE

control-plane X B FIEERABFEAACLEF ROAIREFNRE, RORFNEEREZ(Hhttp, sshzk
telnetZ an & X ) B i (a1 22 HIH N tE B33 control-planeit M A E B G RIA N EEE S MK LR
Rt , ENE#FEEACLEATRIEL | L AMAFLRATFHNEEREHR A,

SEAFRANTE , #O0N—HEBANREZERNIEL, HR , EAESEEF RN FTE
HIEZEE R EA G REEMN BTG, HEF , B LA InternetiZ F15H 2L (ICMP)FL I 32 &l
FHiZZWICMPRE.

M4

10.65.63.155

’

J Y
Client

{8 F control-planex 8 FH EACL , SAFH LR BIPH#E1E10.65.63.155H & £ ASAFNER 3 O 1P 1k A9 57
Mg RE,

access-1list control-plane-test extended deny ip host 10.65.63.155 any
access-group control-plane-test in interface outside control-plane

¥ ur

KEFEIRPAGEPITBARIEACLESHELTRE :

<tfroot>

ciscoasa# show access-1list control-plane-test
access-1list control-plane-test; 1 elements; name hash: 0x6ff5e700
access-1list control-plane-test Tine 1 extended deny ip host 10.65.63.155 any (

hitcnt=4

) Oxedad4cé6f

REAFEERTHNEOLERTRE -

<{froot>

Dec 27 2021 13:19:44: %ASA-4-106023: Deny tcp src outside:10.65.63.155/54108 dst



identity
:10.105.130.26/8000 by access-group "

control - pl ane-test

" [Oxedad4c6f, 0x0]

Dec 27 2021 13:19:45: %ASA-4-106023: Deny tcp src outside:10.65.63.155/54108 dst identity:10.105.130.26
Dec 27 2021 13:19:46: %ASA-4-106023: Deny tcp src outside:10.65.63.155/54108 dst identity:10.105.130.26
Dec 27 2021 13:19:47: %ASA-4-106023: Deny tcp src outside:10.65.63.155/54108 dst identity:10.105.130.26

H&E1E &

logk B FIEACE L A T M 4& 5 7] B9 ¥k 38 2 (5 F access-groupdn & B A FYACL) A% & A FRid Kk
W, WMRHMARFEASEHMIogKRET , WA LAFEERIAL BI(6)MERIAEIRE ( 300¥ ) BARERE
JHE106100, WMRFH AlogkEF , WRELRNIELNBIEIERMIARE BEELE 106023, H
BRI TIE -

o level — M FORM7ZRINTEMLRF, BRIAERN6 (SEM ), MREISUEZACEN LA F!
, TRFENATIERE ; B EZEREUETRAFHTIER.
. mterval secs — R AFEE 2RV EtEI AR ( AR REM ) |, SEE N 1600, FRIAESR
300, WEXAEMNATREEFSITEENEEPHRERIET R ER{E
- disable — ZAMBEACE B EIExK,
. default—F'FH HEIEREEE 106023, WiZEST BiElogik TR,

R AEEE 106023:

Message:
%ASA-4-106023: Deny protocol src [interface_name :source_address /source_port ] [([idfw_user |FQDN_stri

14 BR :

SKRRIPBUIE DHMACLIEL , BIES B NACLER BFIED , L2 E RIEE.. IPihit 2 SERRIP#hiE
, MARBEINATE "RNE, MREIITENIPHEI  NERHEAF S HEEFNFQADNER. T2

Fﬁki ASACEKEMER (H\AF ) HFQDN ( MMRAFETATH ) . WRHHEEHFQDNA A
, ML 2 AIBASAL B BT RN B RS RIEER.

Bl

Dec 27 2021 14:58:25: %ASA-4-106023: Deny tcp src outside:10.65.63.155/56166 dst inside:10.5.0.30/8000
Dec 27 2021 14:58:26: %ASA-4-106023: Deny tcp src outside:10.65.63.155/56166 dst inside:10.5.0.30/8000
Dec 27 2021 14:58:27: %ASA-4-106023: Deny tcp src outside:10.65.63.155/56166 dst inside:10.5.0.30/8000



RS BEEE 106100:

Message:

%ASA-6-106100: access-1list acl_ID {permitted | denied | est-allowed} protocol interface_name /source_ad

1%, BR :

FH AR EHERRRRNNEFLE, IERRMHNESLEE106023% |, HEMNICFKIELD
BEQ , TERePIt RS TEERS.

HHRSIRITERlogZ At , AT HFESHFERIARR LM KBASAFH BRI FIRTME , KT
AR IHRID, flan , RER £ XIBASA LIRFIACKEES (EERP I EFETCPIES
), REFXIBASATAAERIEE 106100 , ERAWZEER ; B2 , AT RETERAERE  BiE
BREEREBER.

R RBR T HEE

« R |BIEY | est-allowed — X EEIEEACLEAFERIELHIES. MRENAFE , MK
BOWACLIEL  BEHATFRTEELNAE (Hlw, RAFEASAFHEInternet , FBERF
BEFHACLIELHMNKIES ) -

« protocol - TCP, UDP, ICMPZIP#HE,

« interface_name — EIERRENRH B FHEO BN, ZFVLANEO,

« source_address — i FHMIRIPHE, P 2SCFRIPHEE |, TR 2EINATE RHE,

« dest_address — BICFZFAREMN BFRIPH#bit, 1P 23EFRIPHYE , MAREINATE RIE

o

« source_port — BiERAREMNFEIKRO ( TCPHUDP ) ., XFICMP , RisOEHNRESZHER

B,
« idfw_user — AP SMAFE , URZ2PKBASAT UL P YA 7 B RN IME R
SEENEA,

+ sg_info — Z2BHAKIEASAT U E K IPH# i Z S AR MBI RE AENZ 2 ARIE, B
S PEHEEES AR —RER (NETH) .

« dest_port — BIEFHREMNBERHDO ( TCPHUDP ) » XFICMP , BirigAEHNESH
ICMPEERRE , N THREHEXRBTA, WTFRES, L N0, BXICMPEEREMNTIR
, B2 B URL:InternetZ &8 2 HiY (ICMP)Z .,

« hit-cnt number — }LACLZ B EECER AT RIERA A FSIEL L REN AT, HREHAIE
ASARETRERE—NEER , BR1.

o first hit — A ELRAEKRIE —NEE

« number — EEZAfEIE R — Ritar it EMetEEfR. AW BintervalitIfaccess-
listan F IR B LA FE o

. BHIRE — BEANREAACEFMA K ENACEITHNHENERIINRE, BEHIESEWMNCEL
wH., BEERIXEHSINE , B Ashow-access listin & o

T~



http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml
http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml
http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml
http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml

Dec 27 2021 15:09:58: %ASA-6-106100: access-1list OUT-IN permitted tcp outside/10.65.63.155(56261) -> 1in
Dec 27 2021 15:10:15: %ASA-6-106100: access-1list OUT-IN permitted tcp outside/10.65.63.155(56266) -> in
Dec 27 2021 15:10:55: %ASA-6-106100: access-1list OUT-IN permitted tcp outside/10.65.63.155(56270) -> 1in
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