X ZEN R LB R IEFFirepowerE# B 31 i 1T E
HEBR

B =%

44

A8 X T iz 4TFTDEkiZ {TASAH Firepower 1000, 2100, &4F5X3%1200, 3100F14200
ERBEEN TIETFTDN R X 3%3100, 4200

Eirepower 4100/9300

A EEN T=E{TFTDAFirepower 4100/9300% £ 181k
/Z\ I-F[ IE 'ﬂ‘f ‘@ /:I— Hj\ ‘H]
D IFTDH B 34

VAN .—l—.é-ﬂ-i g 5”E

iy

2 Mrssp-pm.log 344

ssp-shutdown.lo
AN E% -

AN %tt‘ﬂn =
FAN \/AE/:\E

2 HTSEL/OBFLX 4

2 HASA/FTDIEHI & A&
534 6,31 B8, e A B8 IR [A] &
P

F)

RN BEINE R IR T 285 K &/Firepowerfh K i B HEBR S IR

TR



2R

EXRE&=mAA.

ERREHF

AXEPHEEETUTREME AR

- 2P A3E1200. 3100, 4200

» Firepower 1000, 4100, 9300

- BRZ2 A RIEHERS(FX0S)2.16(0.136)
- BERZ el XIHEMBE(FTD)7.6.1.291

- BRZ 2 ARIBEEEDO(FMC)7.6.1.291

- BENZLIREZ(ASA)9.22.2.9

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZHENERAR
(RN ) BRE. MRENMELTEIRS , FHRRETHAERSHBERE,

R"E

#E %% BA

FXOS Firepowerﬂﬂ")_ﬁﬁwﬁ%éﬁ . fEFirepower 1000, 2100, 3100, 4100, 4200
9300 F & LEITHREIRIERS

R A EIEFXOST & ( ASARZ &R XiER A ) LETRINA,

SSP ZE2RFFEE  KRIBERIBEZTFXOSHERZLBEHF A,

OBFL IREHRID R FREBEMEXBEN BEXXY ; fim , AFHEIR. S&8EIR, P
o XML FCIMCH,

CMC VA E R HI28,

CIMC BRI EE IR,




SEL RAEHHERSEL):REEH HEFEENVRAMAZ L ERPCIMC L,

PSU BiRIRR.

PDU BEBEEE,

PEC| FERERFEOLSL XREREERFIZERBMC)SCPUNMT A1EHISERL SR
(PCH)Z [E]H) 5.4 o PEClﬁHﬂACPU DIMME W EHIE

BMC FIREEREFISH,

NPU M 43 25 5 T,

FPGA 7 AR TR S

SAM F)XOS EERRMIEEENENHERES , BEHNSAM ( RS RESIEESR

ECC YUEBARAFR—MHITEIAT , gRNMNY EFFEIRZBRENNER.

PCle PCl Express. J\E4H # HEBxExpress,

o BB bpTng R mmE e R R,

BRER

EARXHAF | “reboot”, “reload”M restart’ AIEFER. MAFHWAEXRE , BEAEBRARBTENLR
FAER , BATLAERERA , XEBEREXFTAHMNG, EXHICFKHNITED

1. BTRHREIARMERS .
2. HTAPRNBREBIMNGSITRECL)VEREZ. BEAFREUNRFIIXAATITE
EYmEFHE 3.

BEMEASR  ENSHTUREEN , LA URTEEMN :



1. PREGBEREENBIRS. RBEYRS  EMEHHERBEBTH , AEERS <
REMEXHIHE, IEPTREBEFEZRANRA. EEEBHNRHI2E
- BTRAZESIARMEHE,
- BTAFAREEE (HIWMCLIGUIEF RS ) MEFHEF,
- ERERAT  FERHFEH.

2 A FPREESFRERHAR , SREFFRERN , REFRHLLHE, TEENEFRE
AR FHHERRTMAR, MRBEN TGS
- BB AR BIR& TR IR R AR R A M T I 2R,
- BIRIEER , PIFEBRRIRE HIRE,
- B, FPGA, IRREFEMNERHFAA , 2SHRRER,

ENERFINELRR :

« AP MCLISNEZEUIRITRYERF,

« BHARSER,

- REEH.

- ARERG/REXBHREL TRAPEHUANRRALR

- BHEE , HIIISSDHIF, AR, CPURE., NEFPGASE,
- IMEEE , flaidiE, dRE,

« B=HAHFHRAREREMRER,

- MEZREARRS,

EETHRNFER , MANEREFNSISHEE , HIREFSISHEARE

« ASA/FTDR .
- Z2ER(Firepower 4100/9300),
- N5

AMINTHBHE

- MREARBEX T ZTHFTDLEFHZ3N , MfRELFirepower 1000/2100 EFIASAS Z £ BH A
1#%3100/4200; ¥l L 2 EF B3,

- MBEXRWER FIZITHWFTD, Firepower 4100/9300 LIASARZ £ ER LA ER , ©2
BERtb2ER, NIBETZIEM,

- R 1EFirepower 4100/9300R2 £ R LA X FTDSKHIERNEFHZ3 , WREZXEFEHS
3, ZEERNNBTLZ R0,

« MREZEPHAE3100M4200 LAEKFTDLZEBIEREFH B , WREZEFHEFZS , M
RTZEEMm,



« Firepower 4100/9300Z £ R LN EFMBH L LEHB , TEMHNER LETHFMENA
BRFEESANZSEHERTX,
- BN LENEY LB B MEREERNMENA,

HEXBHENEZ L (XCREFRZERTER ) SRS RENEBT. Hlm

- MRFBFEFEHABEHNIIna)AEPFMAL  BHAEREFEI, HISARASA 9.20(x)FETD
7AARNBEF B 5N T IR P E PR E R H0EThRERY B AR A
- MREHBEERpmAL , BHAEREFSI.

HEBERR TERTE

ERESEHEFRSROBEHRITERE


https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/release/notes/asarn920.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/release-notes/threat-defense/740/threat-defense-release-notes-74.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/release-notes/threat-defense/740/threat-defense-release-notes-74.html

Unexpected reboot

l

Charity imestamg of
incident + timezone

Reler to “Verity Firepawer

Verity exact hargware, software, deployment mode (native vs container)
Scftware Versions™ and “Verlly Firepower, Instance. Availability, Scalability Configuration™

(8ee Refarences)

- sacurty module (FPRA100/3300)

- ASAJFTD appication
Refer 1o section "Analyze Uptime™

—{ Chassis rebooted

Flrepower 1000, 2100, Secure Firewall 1200, 3100 and 4200
running FT0 In native mede of running ASA

Proceed with steps 4.1- 4.8

Based on uptime clarify what reboated:
ASAFTD, module of chasss

[Secure Firewsll 3100, 4200 running FTD in container mode| 1
- (-

|

. 2

madule rebasted }—

Firepower 41008300 security module running

FTD in native mode of running ASA

Proceed with steps 7.1 - 7.8

Froceed with steps 4.9 - 4.14 Virtual platforms running FTO
Proceed with sleps. 419
Firepower 41003300
Proceed with stéps 4.15- 416

Multh-instance
FTD running on Firepower 4100, 9300 or Secure
Firewall 3100, 4200 was reboated,
while neither the chassis nor the Firepower 4100 and
9300 security madube was reboated

Procsed with steps &.1-8.5

Reset feason is aboul power?

= PowerOn

* PowerCycheRequest

« Resel due to bad voltage

« Mo time (Reason: Unknowr)

Refer to "Collect Data for Root Cause Analysis of Software
Traceback/Crash in Secure Firewall” (see References)

Signs of raceback? fos

Firepower 4100/8300 security module running

FTD in container mode

Proceed with seps 7.9 - 7.14

Searcn software defects with e keywords POwer, Unexpected. reboot. reload, restart, sikent

H reboat eccurs periodically, collect chassis console logs and l

foliow Analyze Power Voltage and Supply Issues ]

> Dedect found?

Yee—b| Apply workaround of upgrade o fixed version

No

|

Colect data and open TAC case le

HUE B RS IR

1. RATEE /L ICREMFH AR , BREBRNX,



2. WIFAYIRTEL | RIP P NIE R E ( ASATFTD ) . HEERRAMIPBIE R ( 4 5 2324
BX )., BEXFANRIILSE  FHSHARILFirepowerBERAS, ¥ iFFirepower, 324, 7]
A, Iy BHUEE.

3. BT AR , LAKBXASA/FTDRI A, ZE#ER ( {XPRFirepower 4100/9300 )
MAEWEZETE, BEFERBERSEE. NA. Z2ERIIE,
4. MRENECEHZD , BRERTUTIER -

EARMER FEITFTDRIZITASAR Firepower 1000, 2100, Z£BHA 151200, 3100%14200

AN RKRESHFTDHEEXHERS (XBRFTD ) -

4.2 B &E 7D Hrssp-pm.log SLHE D -

4.3. 18 9 #rssp-shutdown.log X4 EB 7

4.4 ESHASAFTDERFI A BEH D -

4.5 MRER 1T W EE SRR DA 17 &2 4 B AU AR B9 SR 4 [0/ AR R Y AR S FR R S0 AT RV 2B 3R, SABR UE R4
B R AR M 2R AR

46 RESMHNBEBERRE D

4.7 REZ BRGNS D .

48 EDHFAEBSXHED .

4.9. 8 E D Hrssp-pm.log XHZB 5 -

4.10.88 & 9 #ssp-shutdown.log X4 E 7o

411 BRI IT W E SR LA 1

: TSR | AR
(513 B AE R M R UL AR


https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/224669-collect-data-for-root-cause-analysis-of.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/224669-collect-data-for-root-cause-analysis-of.html

412 REDNHNBEEREIL .

413 RES B RDABIAE D -

ANMARESPMFEEBEXHED .

Firepower 4100/9300

A5 RESMHNBEERRE 2.

4.16. GRERH AT W ER TR DA 1T %2 4 By K85 o 39 BR 44 B3/ B B AR AN R R 9 AT R RV 53R , BABRUE R4
B3 BV AR M B U SR

Z{TFTDIERLF A

417 RESHFTDHEBEXHH D -

418 W E S ASAFTDERFIA BEH D -

419 HEE P AT IR TR DU

: TR LR, SARIE R4
513 B AE R M B R UL AR

5. MRESMIBEEERAIBD KB EMMRNEERR , H5 R 247 8RB E M B IRFA:

. FFHL

* PowerCycleRequest
- HTEEFAEEMEE
- S&AEREER k)

6. IRHNBEFHBIREEHTH , FRERH A BT,

7. MBREFBHREER | X Firepower 4100/9300 1T AT H I -



https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/224669-collect-data-for-root-cause-analysis-of.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/224669-collect-data-for-root-cause-analysis-of.html

EA#EN TIZTFTDIHIZITASARI Firepower 4100/9300 & £ 1811

TAREDHFTDHEXHEH 2 (XEFTD) .

7.2 K8 E D Hrssp-pm.log XHIB 5 -

7.3. &5 Hrssp-shutdown.log X HEB 5 -

7AREDHASAFTDEFIS BEHD .

75 HERITWEREUHITE
5] 3 9 S IR R B A UK £E

TR ER |, AR
7.6 REDIEHHE RGNS

7.7 E D HTSEL/OBFLXHH 5 o

78 REDHIFEBEXHED

EASEZERX TETFTDMFirepower 4100/9300% £ &R

7.9. RED WHssp-pm.log X HEZB5 o

7.10.8 & % #ssp-shutdown.log XHEB 5 o

711 BE AT WE BURE DA 1T 22 4 B X8 o B9 B4 B8 B R AR A R R D AT R RS IR |, BASRUEBR 4
(B3 B IR M B R W SR

712 R ED HEHEIRIHINBD

713.REDHSEL/OBFLX K887 »

714 REDHF B BEXHET .

8. MR E# 5| T #EFirepower 4100, 93008 &£ 5 X #3100, 4200 L=1THZSLHIFTD , B


https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/224669-collect-data-for-root-cause-analysis-of.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/224669-collect-data-for-root-cause-analysis-of.html

HLFEMFirepower 4100% 9300 L £ BHIIREFHZ3) , BRERMITUTIR .

81 RESHFTDHEE X HHD .

8.2. K E P Hrssp-pm.log XHIB 5 -

8.3. K& 2 #rssp-shutdown.log X HEB 4 -

8.4 KEDHMASAFTDEFIS BEID .

8.5. L& 1TUX

5% TR ER | AR
(513 B AE R M B R UL SR

OMRHTHRHEMAHIERSHALR , FHIFTTACESH R H S HKIE,

10.££ i < ¥ Funexpected. reboot, power, reload, restart, restartlsilenty® ZR X HHRIE :


https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/224669-collect-data-for-root-cause-analysis-of.html
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Saeverity
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Status
Show All
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Ratings
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Bug Type
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cisco
Search For

unexpected OR reboot OR silent
Product

Series/Model
Release

Affecting or Fixed in Releases

Choar Filters

Products & Services Support How to Buy Training & Events  Partners

Examples: Cisco 1800, 1801, ete...

3 Rosults | Somed by Saverity Sort By: Show All

W Save Search

CSCwp63527 slow kemel memory leak on the 2100 device leads to FTD failures over time.

Symptom: FTO misbehaves and falls, e sdent rebood, hungs of process exits unexpeciedly with/without OOM.
Conditions: 2100 with an uptime of 200+ days and kemel memony exhaustid. Workanoursd: reboot ths cevice

Severity: 2 | Siatus: Open | Updated: Aug 13,2025 | Cases:3 | (o)

CSCwc37643 FPR 1K Slient reloads due to "Last reset cause: Unrecoverable Ermor...
Sympiom: Firepowsr unexpecied reboots with no clear reason Analysis: The device ks going for reboots dus to an
Undgomarabib Erfor Tha focdel radaon on an FP oo of P21 i I0008d in " /oot oo/ pla o loaiipanmgr.oum ™ The

Sevority 2 | Status: Duplicate | Updated: Jul 21,2028 | Cases:a? | ()

CSCwi73515 [ENH] Serviceabllity to address silent or unexpected chassis reload issues

Symptom: Unaapactod and séent reload on SSP 4100/9300 platform Resat Reason for this card: Image Varsion
5.0(2)M2(4.120) Resat Renson (SW): Unknown (0] o1 time Sun Jom 7 18:43:24 2024 Service [Aodiionnl Info): Reset

Severity 6 | Stawus: Duplicate | Updstsd: May 16, 2028 | Cases-16 | (o)

B Email Search

Salect from List

AR B ITEC Y EREA

B RVER MR S8R EE R A
RIFBERTE (WRE ) o
- ARFEERE (WMREF ).

1. B BERES D ITFHTACESHI,

DHIER

RIS KB RREASAFTDNA., Z£ER ( {XPRFirepower 4100/9300 ) MHLFEE 1T

& 1T RS [E]

A [l .




1. FEASA LR BEi=1Tshow versiontn T HIPHF K& 5|2 EEE1THE , £FTD L &Eshow version
systemin ¢ :

<#froot>

>

show versi on system

——————————————— [ firewall-FTD J--———-----—--—-

Model : Cisco Firepower 4112 Threat Defense (76) Version 7.6.1 (Build 291)
uuib 1 e9460e12-674c-11f0-97e5-d5ad3617d287

LSP version : Isp-rel-20241211-1948

VDB version : 408

Cisco Adaptive Security Appliance Software Version 9.22(1)21
SSP Operating System Version 2.16(0.3007)

Compiled on Thu 29-May-25 01:38 GMT by fpbesprd
System image file is "diskO:/fxos-T1fbff-k8.2.16.0.136.SPA"

Config file at boot was "startup-config"

firewall-FTD up 5 days 0 hours

EFTDMEHEBR X |, 8 E X #Fcommand-outputs/'usr-local-sf-bin-sfcli.pl show_tech_support
asa_lina_cli_util.output'

<tfroot>

/command-outputs$

l ess "usr-local -sf-bin-sfcli.pl show tech_support asa_lina_cli_util.output

firewall-FTD up 5 days 0 hours

ST FASA |, iFTEshow-techX 41 2 IF Ei={TEE,

2. N TFHEEMEAS LUAYERZITHWFTD , Firepower 1000, 2100, Z2 5 X 1#1200,
310014200, EE REX TR EREREHNEEZTHREI(K, PERMDH). EXHERT
, B EBZETHRSRERSZERSTHNEABER :



<ffroot>

>

expert

admin@firepower:/ngfw/Volume/home/admin$

upti me

06:30:40

up 6 days, 8:01

, 1 user, Tload average: 5.14, 5.45, 5.48

TEFTDMEBER XA , K E X Hdir-archives/var-log/top.log:

<#froot>

dir-archives/var-log$

| ess top.log

Tue Jul 22 04:02:11 UTC 2025

top - 04:02:11

up 6 days, 13:57

, 4 users, load average: 2.23, 2.42, 2.59

Tasks: 167 total, 2 running, 165 sleeping, 0 stopped, 0 zombie

%Cpu(s): 26.6 us, 7.8 sy, 1.6 ni, 64.1 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
MiB Mem : 7629.8 total, 2438.4 free, 4559.6 used, 631.8 buff/cache

MiB Swap: 5369.2 total, 3713.7 free, 1655.5 used. 2849.9 avail Mem

3. XN FL2pRE310054200 L ZFIE X FHWFTD , SARIZ{T#EFirepower 1000, 2100, &
£PBhA1E1200, 3100814200 EHIASA , SREAATREV A EEZTHEING S,

BRI ET] FERIEITRE ¢



<tfroot>

>

connect fxos

firewall#

Scope ssa

firewall /ssa #

show sl ot detail expand

Slot:
Slot ID: 1

Bl ade Uptine: up 16 hours, 2 mn

A FEHRESEBR U+ |, 8 Fopt/cisco/platform/logs/sysmgr/sam_logs/topout.log 344 F B3z 17 B
8 :

<#froot>

opt/cisco/platform/Togs/sysmgr/sam_logs/topout.log $

| ess topout.|og

[Jul 23 13:15:22]
top - 13:15:22

up 16:02

, 1 user, Tload average: 12.24, 11.85, 11.75

4. Xt FFirepower 4100/9300 , iEFEFXOS CLIF K EHFFM R LEIRNIEZTHTE.



NFEEEZSITRHE

<{froot>

firewall /ssa #

connect fxos

firewall(fxos)#

show system upti ne

System start time: Tue Jul 22 21:57:44 2025

System uptime: 6 days, 9 hours, 49 minutes, 50 seconds
Kernel uptime: 6 days, 9 hours, 45 minutes, 58 seconds
Active supervisor uptime: 6 days, 9 hours, 49 minutes, 50 seconds

ZEBRIEEESEITHE :
<ffroot>

firewall#

scope ssa

firewall /ssa #

show sl ot detail expand

Slot:
Slot ID: 1

Blade Uptime: up 5 days, 37 min

ENERELERXHS | BTXH*_BC1_al/FPRM_A_TechSupport/sw_techsupportinfofishow
system uptime@ SR H |, FH1EXH* _BC1_al/FPRM_A_TechSupport/sam_techsupportinfofi iz
1Tshow slot expand detail expand@r T , EF*SWELBR X 4B —B52 |, Hlun
20250311123356_ FW_BC1_all,




S HFTDHEE XX

AT B D HFTD messagesXf , ZXHBEEXY., EMBIHNEEARB[HERNBE,

EFBF¥ A LZETHFTD
ZXMHBEEXE, EFMEIRAEEFTDLETHEEMAREXNBEE

« E#ELF A, Firepower 1000, 2100F &£ F5:X3%1200, 3100, 4200¥178.
- Firepower 4100F19300& £ 181k,

AELT BT RZH

+ expertiE =, FTHFTD CLISH:/ngfw/var/log/messages
o FTDMBEHERR 4 : dir-archives/var-log/messages

EERXAREHFEHNMES | FREFTDMFEBERR XA HYE R X B & DefensefE S
BREEFREHEXH , B¥Emessages.1, messages.2%, XLEHEBERMRBPIEE XA :

« FEFILEERZSHAE. ... REERELEERFirepower..
o .. ERDBAAE EFE R

<tfroot>

root@CSF1220-2:/ngfw/var/Tog#

grep -a Defense /ngfw var/l og/ nessages

messages:Jul 22 21:07:10 firepower-1220 SF-IMS[36894]: [36894] Sllaudit-startup-shutdown:start [INFO] C
messages:Jul 22 21:12:37 firepower-1220 SF-IMS[62594]: [62594] sensor:CLI Start [INFO] Starting Cisco S
messages:Jul 22 21:13:03 firepower-1220 SF-IMS[65410]: [65410] S99sensor:CLI Start [INFO] Starting Cisc

nmessages: Jul 23 12:56:43 CSF1220-2 SF-1MS[61878]: [61878] KOlsensor:CLlI Stop [INFQ Stopping C sco Secur

nessages: Jul 23 12:57:03 CSF1220-2 SF-1M5[ 62749]: [62749] K69audit-startup-shutdown:stop [INFO G sco Se



nmessages: Jul 23 13:00: 21 CSF1220-2 SF-1MS[10866]: [10866] Sllaudit-startup-shutdown:start [INFQ Cisco ¢

nmessages: Jul 23 13:00: 36 CSF1220-2 SF-1Mg[ 13443]: [13443] S99sensor:CLI Start [INFQ Starting C sco Sect

<tfroot>

root@1140-2:/ngfw/var/log#

grep -a Defense /ngfw var/l og/ nessages

messages:Jul 22
messages:Jul 22

nessages: Jul 22

nessages: Jul 22

nessages: Jul 22

nessages: Jul 22

09:20:42
09:21:35

11:32: 37

11:32:55

11: 36: 38

11: 36: 53

FPR1140-2 SF-IMS[6012]: [6012] Sllaudit-startup-shutdown:start [INFO] Cisco Fi
FPR1140-2 SF-IMS[9050]: [9050] S99sensor:CLI Start [INFO] Starting Cisco Firep

FPR1140-2 SF-1MS[ 15129]: [15129] KOlsensor:CLI Stop [INFO Stopping G sco Firejf

FPR1140-2 SF-1MS[15940]: [15940] K69audit-startup-shutdown:stop [INFQ G sco Fi

FPR1140-2 SF-1MS[5980]: [5980] Sllaudit-startup-shutdown:start [INFQ Cisco Fir

FPR1140-2 SF-1MS[7594]: [7594] S99sensor:CLI Start [INFQ Starting G sco Firepc

2R & EIRHLREH B

AFENRBUA DT EESBRERSTAKMEXE B SN T2 RRFHFEHE S X

ZNHIEEXN, ENBRIREEFTDLEETHEEARBMEXNAE

- Firepower 1000, 2100F1 &£ p5:A %1200, 3100, 42004158,
« Firepower 4100f19300& £ 181k,




AELTRETRZH

logs/messages.
« Firepower 1000, 21001 &£ f5:X3%1200, 3100, 42004158 HFEHERR ST 44

. Jopt/cisco/platform/log/messages.
« Firepower 4100/9300& £ &R & R AR # : /opt/cisco/platform/log/imessages.

EAR#ER TIETHE T B MK FTD:/opt/cisco/platform/log/messages.
FNARNEX TETHETEGHIFTDR X3 1T EHERR : dir-archives/opt-cisco-platform-

UTRIEXHFFPRASHRER

- BRREMBEEEXMH , @fEmessages.1. messages.2%.,
- BEREAKBENN , NMXAESBEALXH., TEA4AFLANLZE2ERE | AEZKYAUTCH
XEA , BEX#ESISHENAEE X,

Rt , B—X4HHFE B EATUEEFEN X TR RS,

Z R K BFirepower 4100Z £ B HRHYUTC+20+ X R

<tfroot>

2025- 08-18T14:

2025- 08-18T14:

2025- 08-18T14:

2025-08-18T12:

2025-08-18T12:
2025-08-18T12:

2025-08-18T12:
2025-08-18T12:
2025-08-18T12:
2025-08-18T12:
2025-08-18T14:
2025-08-18T14:

54:

54:

54:

57:

57:
57:

58:
58:
58:
58:
58:
58:

16+02:

16+02:

17+02:

11+00:

11+00:
11+00:

34+00:
34+00:
34+00:
34+00:
35+02:
36+02:

00

00

00

00

00
00

00
00
00
00
00
00

Fi r epower - nodul el/ 2 root:

Fi r epower - nodul el/ 2 root:

Fi r epower - nodul el/ 2 sysl og- ng[ 1230] :

intel -x86-64/1

intel1-x86-64/1
intel1-x86-64/1

intel1-x86-64/1
intel1-x86-64/1
intel1-x86-64/1
intel1-x86-64/1
intel1-x86-64/1
intel1-x86-64/1

FXOS shutdown log started: pid = 52994 cndline = /b

FXOS shutdown | og conpl eted: pid = 52994

sysl og-ng shutting down; version="3.36.1"

sysl 0og-ng[ 1237] : syslog-ng starting up; version='3.36.1" <--- ¢

kernel: [
kernel: [

0.000000] Linux version 5.10.200-yocto-standard (
0.000000] Command 1line: rw console=ttyS0,38400 To

csp-console: Adi not started yet, trying to bring up
ssp_tz[12159]: INFO: Lina 1is started

SMA: INFO ExecProcessorMain [140588852127296]: finished proces
ssp_tz[12167]: INFO: notify TZ to ASA LINA <---- Time zone cha
ssp_tz[12192]: INFO: successfully notified TZ to ASA LINA, wai
csp-console: Adi not started yet, trying to bring up



2025-08-18T14:58:39+02:00 1intel-x86-64/1 csp-console[1237]: Last message 'Adi not started yet,'

repeate

2 #rssp-pm.log S #

AED N BN BEEASA/FTDR A <A E# /5 zh #8558 B &8 /opt/cisco/platform/logs/ssp-
pm.log XY 75 4T o

ZXMHEBEELETHASAFTDRANXAREN B AE

- Firepower 1000, 21001 &£ f5:X3#%1200. 3100, 42004158,
« Firepower 4100f19300Z £ 1R ( F2MFE ) -

BN REEUATELH :

« FTDAMAE ( FEZ R ) experttE = H B CLISH:opt/cisco/platform/logs/ssp-pm.log.
« FTDA X MBEPERR X : dir-archives/opt-cisco-platform-logs/ssp-pm.logo
« Firepower 1000, 2100F1Z <P A1&1200, 3100, 4200 K9 FE R FEBERR ST

. Jopt/cisco/platform/logs/ssp-pm.log.

ZRBIFRXNBEFED , BEREEHB /XA EETEHSHUTDOWN WARNINGET,
BRKLEFTAssp-pm.logX ¥ , BIEssp-pm.log.1. ssp-pm.log.2%, XLEH EER bR AF IEF KA

<tfroot>

Fri Jul 25 10:28:51 UTC 2025 -(PM_UTILS)- SHUTDOWN WARNI NG Begi nni ng System Shut down request for CSP A

Fri Jul 25 10:28:51 UTC 2025 -(PM_UTILS)- SHUTDOWN WARNI NG - Get Shut downMaxFor ceQui t Ti ner: acquiring nmax

Fri Jul 25 10:28:51 UTC 2025 -(PM_UTILS)- SHUTDOMWN WARNI NG Upgr ade process ready for reboot

Fri Jul 25 10:28:51 UTC 2025 -(PM_UTILS)- SHUTDOWN WARNI NG - Get Shut downMaxForceQuit Tiner: No force_quit_



Fri Jul 25 10:28:51 UTC 2025 -(PM_UTILS)- SHUTDOMN WARNI NG Conti nue System Shut down request for CSP Apy

Fri Jul 25 10:28:51 UTC 2025 -(PM_UTILS)- SHUTDOWN WARNI NG: - SysShut down_Hei ndal | SvcDownAl | CspApps: corre

cisco-asa.9.22.2.9 asa_001_JMX2324G1DJ947ECCL. conf

Fri Jul 25 10:28:51 UTC 2025 -(PM_UTILS)- SHUTDOWN WARNI NG: - SysShut down_Hei ndal | SvcDownAl | CspApps: corre

...cspCfg_cisco-asa.9.22.2.9__asa_001_JMX2324GLDJ947ECOL. xml . al | ocat ed_cpu_core

Fri Jul 25 10:28:51 UTC 2025 -(PM_UTILS)- SHUTDOWN WARNING:-SysShutdown_Heimdal1SvcDownAT1CspApps: stop
Fri Jul 25 10:28:51 UTC 2025 -(PM_UTILS)- SHUTDOWN WARNING:-SysShutdown_Heimdal1SvcDownAT1CspApps: Stop

43 #rssp-shutdown.log 34

AF5 A 4B 33 lopt/cisco/platform/logs/ssp-shutdown.log XA B 04T |, X EXHEEVFE/IZ £ ERKH
REF B ERK BE

ZMHIEUATIRXAREMBBE

- Firepower 1000, 21001 &£ f5:X3#%1200. 3100, 42004158,
+ Firepower 4100f19300Z £ ( FRWFE ) -

BN REEUATRELH :

o FTDAME ( IEZ KA ) expertt = A B CLISH:opt/cisco/platform/logs/ssp-shutdown.loge
« FTDA R FEHEBR X4 : dir-archives/opt-cisco-platform-logs/ssp-shutdown.loge
« firepower 1000, 2100F1Z % Ph A 151200, 3100, 420089 456 H B HE Bk ST

. Jopt/cisco/platform/logs/ssp-shutdown.log.



« Firepower 4100/9300% £ &R M BEHERR L4 : opt/cisco/platform/logs/ssp-shutdown.log.

BXRUMAERFTD, NABENEEERBEHERX M |, 1ES A BEERFirepower X #H 4 RIS EHE.

EERERXNAEFESINMEARE , BERATIR

1. ®EFXOS shutdown started ET_RESEHBoI/K AR AIBTE ., BRRLEFEssp-
shutdown.log3X # , B#Essp-shutdown.log.1. ssp-shutdown.log.2%,

#### Wed Jul 23 12:56:42 UTC 2025: FXOS shutdown started: pid = 61677 cmdline = /bin/sh/sbin/fxos_log_s

2. TEH RN P EHK B Efxos_log_shutdownzshutdown# 1T reboot.sh,

R 1 EHEISHE KK B UUID 068f09e6-3825-11ee-a72c-678d34d303cc P it
192.0.2.100 ( EIFMC ) BIX Zi8% -

<#root>

root 61074 4593 2 12:56 7

192. 0. 2. 100 068f 09e6- 3825-11ee-a72c-e78d34d303cc

SF::System::

Privileged: :RebootSystem

root 61097 61074 0 12:56 ?
root 61670 61097 0 12:56 ?

\ _ /bin/sh /sbin/shutdown -r now

root 61671 61670 0 12:56 7
root 61676 61671 0 12:56 7
root 61677 61676 0 12:56 7
root 61685 61677 0 12:56 7

show nmanagers

Type : Manager

Host :192.0.2.100

00:00:00

00:
00:

00:
00:
00:
00:

00:
00:

00:
00:
00:
00:

00
00

00
00
00
00

\_ /usr/bin/perl /ngfw/usr/Tocal/sf/bin/ex

\_ /bin/sh /ngfw/usr/Tocal/sf/bin/rebo

\_ /bin/sh /sbin/exec_fxos_Tlog
\_ /usr/bin/timeout 15 /sb

\_ /bin/sh /sbin/fxos_

\_ /bin/ps -ef -fo


https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html

Display name
Version

Identifier

Registration
Management type

Ha
7.

92.0.2
6.1 (

.100
Build 291)

068f 09e6- 3825- 11ee-a72c- e78d34d303cc

: Completed
: Configuration and analytics

™2 ATRHEARMERBD -

<#root>

r oot 2432
r oot 2694
r oot 3774
r oot 3777
root 3778
root 3783
root 3784
root 3790

2432

2694

3774

3777
3778
3783
3784

o O OO

04:
04:
04:
04:

159

159

: 00

: 00

00
00
00
00

N N N N

00:

00:

00:

00:

00:
00:
00:
00:

00:

00:

00:

00:

00:
00:
00:
00:

00 /bin/bash /isan/bin/kp_reboot.sh Reboot requested for Sc

00

00

00

00
00
00
00

\ _/bin/sh /isan/bin/samreboot.sh Reboot requested for

\ _ /usr/bin/sudo /sbin/shutdown -r now Reboot reque

\ _ /bin/sh /shbin/shutdown -r now Reboot request

\_ /bin/sh /sbin/exec_fxos_log_shutdown.sh
\_ /usr/bin/timeout 15 /sbin/fxos_log_
\_ /bin/sh /sbin/fxos_log_shutdown

\_ /bin/ps -ef —forest

3 EERBAPEIEZEITCLISH rebootin SiEREFHFH :

<#root>
root 22189
root 20963

admin 20970
admin 20975
admin 21077
admin 36022
admin 36023
admin 36024

22189
20963
20970
20975
21077
21077
36023

0 Jul23

0 O OO OOoOOo

06:
06:
06:
06:
07:
07:
07:

55
55
55
55
23
23
23

pts/0
pts/0
pts/0
pts/0
pts/0

00:
00:
00:
00:
00:
00:
00:
00:

00:
00:
00:
00:
00:
00:
00:
00:

01 sshd: /usr/sbin/sshd [Tistener] 0 of 10-100 startups
\_ sshd: admin [priv]

00
00
00
00
00
00
01

\_ sshd: admin@pts/0
\_ /isan/bin/ucssh --ucs-mgmt -p admin -c conn
\_ /ngfw/usr/bin/clish
\_ /ngfw/usr/bin/clish
\_ /bin/sh /tmp/kTish.fifo0.21077.1Hwyq



\ _ /usr/bin/per

root

36083 36024

lusr/local/sf/bin/sfcli.pl

0 07:23 pts/0

00:00:00 |

\ _ /usr/bin/sudo /ngfw usr/local/sf/bin/reboot.sh

root
root

36088 36083
36433 36088

0 07:23 pts/0
0 07:23 pts/0

\ _ /bin/sh /sbin/shutdown -r now

root
root
root
root

36434 36433
36439 36434
36440 36439
36448 36440

0 07:23 pts/0
0 07:23 pts/0
0 07:23 pts/0
0 07:23 pts/0

00:00:00 |
00:00:00 |

00:00:00
00:00:00
00:00:00
00:00:00

reboot system

\_ /bin/sh /usr/local/sf/b

\_ /bin/sh /sbin/e
\_ /usr/bin/tii

\_ /bin/sh

\= /bi

Rl 4 BEREREFREMER T RMH. PBINRTRYEERZE, RiTEH L ERBRERME
HEH, ZEARERALEAEIXNRRE K BERRNAFFERS XM NIE

<#froot>

root

r oot

root

1310 1
50700
50701 50700

0 00:14 7

1310 0 00:32 ?

0 00:32 ?

\ _/bin/sh /sbin/shutdown -h now

root
root
root
root

50702 50701
50707 50702
50708 50707
50715 50708

N N N N

00:00:00 /usr/sbin/acpid -c /etc/acpi/events

00:00: 00 \_ /bin/sh /etc/acpi/acpi_handl er.sh button/power PBTN

00:00:00

00:00:00
00:00:00
00:00:00
00:00:00

\_ /bin/sh /sbin/exec_fxos_log_shutdown.sh
\_ /usr/bin/timeout 15 /sbin/fxos_log_shut
\_ /bin/sh /sbin/fxos_Tog_shutdown
\_ /bin/ps -ef -forest

R 5 : RMEPnpu_accel_ mgri#BIERER :

<{froot>

root

12649 5280

0 13:59 7

00:01:06 \_



npu_accel _ngr

root 19030 12649 0 18:22 7 00:00:00 |

\ _ /bin/sh /sbin/shutdown -r now

root 19031 19030 O 18:22 ? 00:00:00 | \— /bin/sh /sbin/exec_fxos_log_shutdown.sh
root 19036 19031 O 18:22 ? 00:00:00 | \_ /usr/bin/ timeout 15 /sbin/fxos_log_shu
root 19037 19036 0 18:22 ? 00:00:00 | \_ /bin/sh /sbin/fxos_log_shutdown
root 19043 19037 0 18:22 ? 00:00:00 | \_ /bin/ps -ef -forest

R 6 : MEPposhd#HZEFR 7 XA :

<#root>

root 643 1 0 13:00 ? 00:00:00

/usr/ bi n/ poshd

root 13207 643 0 13:43 7 00:00:00

\ _/bin/sh /sbin/shutdown -h -P now

root 13208 13207 0 13:43 ? 00:00:00 \_ /bin/sh /sbin/exec_fxos_log_shutdown.sh

root 13213 13208 0 13:43 ? 00:00:00 \_ /usr/bin/timeout 15 /sbin/fxos_log_shutdown
root 13214 13213 0 13:43 ? 00:00:00 \_ /bin/sh /sbin/fxos_log_shutdown

root 13221 13214 0 13:43 ? 00:00:00 \_ /bin/ps -ef —forest

poshdfAZRHE HIMBIRFAA (BT BFREAHNFLRER ) FEEXARZ

AT BERIEEIELinaWIRSERAR TER |, flM

« BT 1EASA CLIKFTDZ #iCLIFiZ{Treload i &
« LinaBIZE ¥ (B T FEASA 9.20(x)MFTD 7.4.1 5| A B9 ¥ = F [ R i% & 7 &R ThAE A AR S )
s NEARZIRARBN I TE/E RS

<tfroot>

r oot

56833 56198 0 00:48 ?

00: 00: 00

| \ _ /' ngfw usr/local/sf/bin/consoled /ngfw var/run/l


https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/release/notes/asarn920.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/release-notes/threat-defense/740/threat-defense-release-notes-74.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/release-notes/threat-defense/740/threat-defense-release-notes-74.html

root 57003 56833 0 00:48 ? 00:00:00 |

\ _ /bin/sh /sbin/shutdown -r now

root 59448 57003 0 00:48 7 00:00:00 | \_ /bin/sh /sbin/exec_fxos_log_shutdown.sh
root 59453 59448 0 00:48 7 00:00:00 | \_ /usr/bin/timeout 15 /sbin/fxos_log_
root 59454 59453 0 00:48 7 00:00:00 | \— /bin/sh /sbin/fxos_log_shutdown
root 59461 59454 0 00:48 7 00:00:00 | \_ /bin/ps -ef —forest

SHHIEEERRA

ATNENBEEERRN D, EFirepower 4100/930041F L , EERENEATHLETA :

+ FXOS CLI:

<#froot>

#

connect fxos

(fxos)#

show systemreset-reason

« ENFEREDERHE*_BC1_all/lFPRM_A_TechSupport/sw_techsupportinfod? , show system
reset-reason i TR H P | R HEHR XA B/ —E2 , H1020250311123356_
FW_BC1_all

#Firepower 1000, 2100, Z#£F5A1%1200, 3100, 4200L , EERRNEUTLEAA :

o FTDAME ( IEZ KA ) experti® = A Y CLISH:opt/cisco/platform/logs/portmgr.out,
o FTDA X HBEHERR X4+ : dir-archives/opt-cisco-platform-logs/portmgr.out.
- firepower 1000, 2100F1Z& < F5 K 1%1200, 3100, 4200k #9HL5E ¥ BE HEBR ST

: Jopt/cisco/platform/logs/portmgr.out,

BXRUMALEKFTD, HIEMZ2ERH | FSHEEERFirepower XA B TEHE.



https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html

E&E K Firepower 4100/9300 AN EHFEANERBRRA , BHITUTIER :

1. 1E/opt/cisco/platform/logs/portmgr.out® , # 2 PCHEL E# /3 3h/< A Bt BB 1T , HlinLast
reset cause. HRKEFTAportmgr.out3X ¥ , @¥Eportmgr.out.1. portmgr.out.2%,

2. ARENEERRNSER  FSATX

EERR 15,88
FFHL LREERBMBEMASIE ( RBIFRBER ) o
LocalSoft FRXEERATMRHEERE (RHEENCPU) 52/,
FanFail RBRARRAINEHERNSHREEFEE,
RP-Reset YRR EREFEE,
BootRom#+ 4 L REERHRGHARNFEESIEMN,
BootRomUpgradeFail |3 #2 kM,
BWEF/PCH EREERHAFPGARM MR TTETSFE AT 52/,
F3 tREERMFHHMEESIEMN.
SwitchOff EREERMAF BRI RRXASIEMN,
TAMRE R IR HCPUR M EIRIES B,

L REERARHEERFESHCPUSIEER,
ResetRequest XA REHAR R 2EH IR,

HMCLISH, LinasiFMCFzhft XRFTDEHE3IA , o E REER,
PowerCycleRequest LREE/EHIE LR RS EKEEESHCPUSIER.




E&EHKFirepower 4100/9300WEBFRR , HHITUT SR :

1. #£FX0S CLI L , £FXOS#r B shellf iz 1Tshow system reset-reasonfin & o

<{froot>

FPR4115-2 #

connect fxos

FPR4115-2(fxos)#

show systemreset-reason

————— reset reason for Supervisor-module 1 (from Supervisor in slot 1) ---
1) At 612806449 usecs after Tue Jul 22 23:50:33 2025

Reason: Reset Requested by CLI command reload

Service:

Version: 5.0(3)N2(4.141)

2) No time
Reason: Unknown
Service:
Version: 5.0(3)N2(4.141)

3) No time
Reason: Unknown
Service:
Version: 5.0(3)N2(4.141)

4) At 723697 usecs after Thu Oct 3 17:56:08 2024
Reason: Reset Requested by CLI command reload
Service:

Version: 5.0(3)N2(4.120)

SRt AT ENLFE R E LR X4+ _BC1_all/FPRM_A_TechSupport/sw_techsupportinfofi 3%
B, HP* R HESEBRXXHEN —E 9. fFlan , 20250311123356_ FW_BC1_all

<tfroot>

#

pwd

20250521112103_FPR9300_BC1_al | / FPRM A _TechSupport



#

| ess sam techsupportinfo

RER :

CLIfsSreloadiFERERE,

EREERAKEMEFER RN,

EH a:ﬁnll/ \,Ju Elliﬁﬁiﬁskiﬁo

BT B ERERMBEREE.

TR A& R AR SR B AR T 5% ) BB R

HTEEFERMEE.

HTHGREERMBEREE.

AT ZN T ITYENASICRFHEIRMEE.

HTAKEINMEE.

HTHALIM R AR EE.

N E# 5 FHER.

HTRANRRMEE.

2. LB FZ BB E B Unknown R R B & &R /R R ARMT BB 5L R £ JT(PSU) A&, B ESNEBHTEBE R
Bl = E(PDU)E BN EH,




3.1t4 |, i=1Tshow logging onboard internal reset-reason®#%i i | no-morefi &, It
TEM%@HI‘E%‘FIZ?3C15F*_BC1_aII/FPRM_A_TechSupport/sw_kernel_trace_log'=F'?56 |

HERR ST B Y — 283, 5l3n |, 20250311123356_ FW_BC1_all:

<ffroot>

FPR4115-2 #

connect fxos

KSEC-FPR4115-2(fxos)#

show | oggi ng onboard internal reset-reason | no-nore

OBFL Data for
Module: 1

Reset Reason for this card:
Image Version : 5.0(3)N2(4.141)

Reset Reason (SW: Unknown (0) at tinme Fri Jul 4 23:57:21 2025

Service (Additional Info):

Reset Reason (HW: FPGA reset code: 0x0001

FPGA Power-ON Reset at tinme Fri Jul 4 23:57:21 2025

Hrrg

y I~

AN Ok T ki)

54

TMBHERIF T

AN AN L ERMHHERIF B4 HITH D,

2

Firepower 1000, 2100, ¥£PBrA 31200, 3100, 4200, Firepower 4100/9300& £1&R

MR 2HE

- Jopt/cisco/platform/logs/mce.log(itBH R ERE A X)



« /ngfw/var/log/dmesg.log ( {XBRFTD )
+ /opt/cisco/config/var/logs/dmesg.log
+ /opt/cisco/platform/logs/messages

XEHAREEUTINEHERIRERS

- Firepower 1000, 2100F1Z&£ P A 31200, 3100, 420041578
« Firepower 4100F19300Z £ 1831 ( IEHLFE )

XEXAHRERTERFH :

FTDA#E T ( IEZ KB ) expertiE X HRICLISH:
+ /opt/cisco/platform/logs/mce.log
« /ngfw/var/log/dmesg.log ( {XBRFTD )
* /opt/cisco/config/var/logs/dmesg.log
+ /opt/cisco/platform/logs/messages

FTDZ 48 =X R PR HERR 344
« dir-archives/var-common-platform_ts/opt/cisco/platform/logs/mce.log
« dir-archives/var-common-platform_ts/opt/cisco/platform/logs/messages
« dir-archives/var-common-platform_ts/opt/cisco/config/var/logs/dmesg.log
+ dir-archives/var-log/dmesg.log
« Firepower 1000, 2100F1Z <P A1&1200, 3100, 4200 B9 HLFE S FEHERR ST
* /opt/cisco/platform/logs/mce.log
+ /opt/cisco/config/var/logs/dmesg.log
+ /opt/cisco/platform/logs/messages
- Firepower 4100/9300 L H) & £ & $Rkshow-tech 3 :
* /opt/cisco/platform/logs/mce.log
» /opt/cisco/config/var/logs/dmesg.log
+ /opt/cisco/platform/logs/messages

AR IR R

<tfroot>

opt/cisco/config/var/logs/ $

| ess dnesg. | og



[Sun Apr 27 05:17:10 2025] mce:
[Sun Apr 27 05:17:10 2025] mce:

/opt/cisco/platform/logs $

| ess nmessages

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

O W WOWWOWWOWwOouwuwowuouuwuouo

17:

17

17:
17:

17

17:
17:
17:
17:
17:
17:
17:

39:
:39:
39:
39:
:39:
39:
39:
140
44
44
44
44

44

38
38
38
38
38
38
38

40
40
40
40

fw2
fw2
fw2
fw2
fw2
fw2
fw2
fw2
fw2
fw2
fw2
fw2

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

/opt/cisco/platform/logs $

| ess nte.l og

Har dwar e event .

MCE O

This is not

628.949572]
629.023798]
629.152245]
629.152248]
629.2818301]
629.374797]
629.475078]
930.967028]
931.041247]
931.169689]
931.237616]
931.299275]

L I e N O e O e O e O e O e O e N e N e |

[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware

a software error.

CPU 0 BANK 7 TSC 7b29f624aeb62e

MISC 140129286 ADDR 3402b9a00

TIME 1745747035 Sun Apr 27 09:43:55 2025
MCG status:
MCi status:
Corrected error
MCi_MISC register valid
MCi_ADDR register valid
MCA: MEMORY CONTROLLER RD_CHANNELO_ERR

Transacti on:

Menory read error

STATUS 8c00004000010090 MCGSTATUS O
MCGCAP 1000c16 APICID O SOCKETID 0O

PPIN afeebaf20487b95

MICROCODE 700000d

CPUID Vendor Intel Family 6 Model 86 Step 3

ncel og:

failed to prefil

DI MM dat abase from DM data

Error]:
Error]:
Error]:
Error]:
Error]:
Error]:
Error]:
Error]:
Error]:
Error]:
Error]:
Error]:

[Hardware Error]: Machine check events logged
[Hardware Error]: Machine check events logged

Corrected error, no action required.

CPU:2 (19:1:1) MC18_STATUS[Over|CE|MiscV|A
Error Addr: 0x0000000068d06d40

PPIN: 0x02bObc114ba60075

IPID: 0x0000009600550f00, Syndrome: 0x0004
Unified Memory Controller Ext. Error Code:
cache level: L3/GEN, tx: GEN, mem-tx: RD
Corrected error, no action required.

CPU:2 (19:1:1) MC18_STATUS[Over|CE|MiscV]|A
Error Addr: 0x000000007191d0cO

PPIN: 0x02bObc114ba60075

IPID: 0x0000009600550f00, Syndrome: 0x0000

Firepower 4100/9300% £ & 3R £ Y R34 45X (CATERR)

CATERRZA4L 3 25 #fr

SWRE, CATERRUBERRCPUBBRSME S L EHRNER B, HEE



Bo|Z2EHB53BRECATERRINZ £, CATERRH EMFCIMC<X>_TechSupport/obfl/F
CIMC<X>_TechSupport/var/log/selF i Firepower 4100/9300# [EHEBR S |, HF<X>KRER
&5

MLFE S PR HEBR XX R Bl
*_BC1_all/CIMC<X>_TechSupport.tar.gz/CIMC<X>_TechSupport.tar/obfl/obfl-log , E A * 2 ¥ EHE
BRI E W —E D, Hlan | 20250311123356_ FW_BC1_allfl<X >2Z £ #EIRID:

<#root>

2022 Mar 25 22:33:13 CET:4.1(30b):selparser:1950: selparser.c:727: # BF 06 00 00 01 02 00 00 19 35 3E 6
Processor CATERR
_N #0x81 |

Predictive Failure asserted | Asserted

HE IR EE 5| Z(DME) & &
*_BC1_all/FPRM_A_TechSupport.tar.gzZ\FPRM_A_TechSupport.tar\var\sysmgr\sam_logs\svc_sam_dme.Ic
BEHED
*_BC1_all/FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar/opt/sam_logs.tgz/sam_logs.tar/sam_Ic
B B EEERCATERRMEGEF BRI A XNIT , HPXRIHID,

FECATERRHIER T , AT E R MR, BRIV T
*_BC1_all/CIMC<X>_TechSupport.tar.gz/CIMC<X>_TechSupport.tar/techsupport_pidxxxx/nv/etc/log/eng-
repo/caterrlog.first¥

~HRAE -

CRASH DUMP START TIME = Mon Dec 19 00:42:40 2022
SERVER: presidio
GetCpuID: CPUID = 0x00050654
PresidioCatErrHandler: CPU TYPE : Skylake
handleCaterr_Purley: ---
PECI BUS : LOCKED
CPU Socket 1 : Populated
CPU Socket 2 : Populated
StagelDump: ---
MCO: IFU - Instruction Fetch Unit and Instruction Cache
CPU1 (0x30): ThreadID O : IA32_MCO_CTL (0x400) : 0x0000000000000fff
CPU1 (0x30): ThreadID O : IA32_MCO_STATUS (0x401) : 0x0000000000000000
CPU1 (0x30): ThreadID O : IA32_MCO_ADDR (0x402) : 0x0000000000000000



oA E A & BRI

ATNNENBEFEBENXHHITH DN, RE\EESG , EP-EXH T 5B EAAARR
EMRIIEXN AR,

Firepower 1000, 2100, Z£PBHFAX#%1200, 3100, 4200, Firepower 4100/9300% £ &R
XEYHITETINERE

- Firepower 1000, 2100f1 &£ P A 31200, 3100, 420041578
+ Firepower 4100F19300Z & &3k ( IEVLFE )

XE AR EL T ETHE :

FTDA##E ( IEZ K4l ) 1£/opt/cisco/platform/logs/

FTDZA |48 = 8 FE BE Bk 3L 4 dir-archives/var-common-platform_ts/opt/cisco/platform/logs/

« Firepower 1000, 2100F1Z £ B A1&1200, 3100, 4200 in/opt/cisco/platform/logs/ L HIHLFE
PR BERR XX

« Firepower 4100/9300 in/opt/cisco/platform/logs/ Lt #J & & &R show-tech 3 4

EERSENRIEXNEELR , FERIEXBF(Wreboot, restart, power, shut,
reload)f¥1T,

~
AR XRRIMANEE , EAERNERTLUREIAKERE T ( AP A0 BT
) o
w1
<#root>

admin@firewall:/opt/cisco/platform/logs$

grep -Ei "power|reboot|rel oad|restart|shut" *



npu_accel_fatal_err_stats.log:
npu_accel_fatal_err_stats.log:
npu_accel_fatal_err_stats.log:

npu_accel _ngr. | og

npu_accel _ngr. | og

npu_accel _ngr. | og

npu_accel _ngr. | og

npu_accel _ngr. | og

ntp.log:27 Sep 02:
ntp.log:27 Sep 02:

2025 Cct

2025 Cct

2025 Cct

2025 Cct

2025 Cct

21:16 ntpd[1580]: 0.0.0.0 c016 06 restart

03

09

17

17

17

nic_top_inb_qg_restart_drop_cnt = 0
nic_top_norm_g_restart_drop_cnt = 0
nic_top_inb_qg_restart_drop_cnt = 0

14:29: 16 NPU ACCEL MGR:

18:13: 09 NPU ACCEL MGR:

17:11: 23 NPU ACCEL MGR:

17:31: 55 NPU ACCEL MGR:

19:29: 29 NPU ACCEL MGR:

FATAL

FATAL

FATAL

FATAL

FATAL

23:27 ntpd[10193]: 0.0.0.0 c016 06 restart

NPU Accel er at or

NPU Accel er at or

NPU Accel er at or

NPU Accel er at or

NPU Accel er at or

FAI LED

FAI LED

FAI LED

FAI LED

FAI LED

FEXMBERT , EXE 3 E R 2/ X E420069 W LA 2 ST(NPU) INE R BE M AL

REBOOTI NG t he

REBOOTI NG t he

REBOOTI NG t he

REBOOTI NG t he

REBOOTI NG t he

2 #rSEL/OBFL3 44

AT B WA 59 M Firepower 4100/9300L £ 18R L B2 X2 EH AR (SEL) MR EHE R &
(OBFL)YW X #, XEXHTEERBEHEHMBFIRSER , H BN FFirepower 4100/9300# f&E
BEBR XX, 2 FCIMC<X>_TechSupport/obfl/HICIMC<X>_TechSupport/var/log/seld , H
X>REERES, EREFETFX D KNERstop. shutdown, power off, resetHlcritical i 4k

w1

<#root>

2023 Sep 21 13:53:13:4.1(30b):cipmi:1088:

2023 Sep 21 13:53:13:4.1(30b): sel parser: 1203:

dey

dey

dey

dey

dey

[ [xxxCVxxx]] :oem_command.c:457:IPMI Request Message --> Chan:

[ [ xxxCVxxx]]:sel parser.c:727: # A9 04 00 00 01 02 00 00 4¢



2023 Sep 21 13:53:14:4.1(30b):
2023 Sep 21 13:53:15:4.1(30b):
2023 Sep 21 13:53:15:4.1(30b):
2023 Sep 21 13:53:15:4.1(30b):

cipmi:1088: peci.c:278:Error: Failed to read local PCI config after 3 ret
kernel:-:<5>[platform_reset_cb_handler]:75:PTatform Reset ISR -> ResetSta
cipmi:1088: ocmds_intel_me.c:251:Intel ME Operating State:[MO without UMA
cipmi:1088: ocmds_intel_me.c:261:Intel ME is initializing.

™2 REERGERAIFKA

<#root>

2025 Jul 30 23:31:02 UTC:4.1(30b):cipmi:1052: [[xxxCVxxx]]:oem_command.c:457:IPMI Request Message --> C
2025 Jul 30 23:31:02 UTC:4.1(30b):selparser:1169: [[xxxCVxxx]]:selparser.c:727: # 48 03 00 00 01 02 00
2025 Jul 30 23:31:04 UTC:4.1(30b):kernel:-:<5>[platform_reset_cb_handler]:75:Platform Reset ISR -> Rese
2025 Jul 30 23:31:05 UTC:4.1(30b):kernel:-:<4>[peci_ioct1]:293:non-responsive controller, resetting pec
2025 Jul 30 23:31:05 UTC:4.1(30b):cipmi:1052: ocmds_intel_me.c:251:Intel ME Operating State:[MO without
2025 Jul 30 23:31:05 UTC:4.1(30b):cipmi:1052: ocmds_intel_me.c:261:Intel ME is initializing.

2025 Jul 30 23:31:05 UTC: 4.1(30b):information_|l ogger:589: uptine.c:1219: Host Transition Ccurred. Event (
w3 EREERFIFREMNEMEE

<#root>

2025 Jun 14 07:44:50 CDT: 4. 1(30b): kernel : -: <3>[wat chdog_i nit]: 487: BMC Wat chdog resetted BMC

2025 Jun
2025 Jun

14 07:44:50 CDT: 4. 1(30b): kernel : -: <3>[ wat chdog_i nit]: 489: BMC Wat chdog System Bus Debug Status F
14 07:44:50 CDT: 4. 1(30Db): kernel : -: <3>[wat chdog_i nit]:523: BMC Wat chdog resetted BMC due to OOM

S ATASA/FTDIZR&| A& H

=+

700N

AR AWM HTASAConsole.logX 4 , XEXHBTEXRELiInas|ZBHEE , IURERBSERYE
B EFBINER, ZXHFBEEELFEE. Firepower 1000, 2100 %25 X 3#%1200,
3100, 420034 K Firepower 4100F19300&L £E R ( F=2HLFE ) LIEZITHWASAFTDH XA EH

3 B &,

BN REEUATRELR

. experti& =\ FTHIFTD CLISH:/ngfw/var/log/ASAConsole.log
« FTD®EHEBRX# : dir-archives/opt-cisco-platform-logs/ASAConsole.log.



- Firepower 4100/9300 L Fy & £ &R FEHEBR X : /opt/platform/logs/ASAConsole.log
- Firepower 1000, 2100F1&Z£F5 A %1200, 3100, 42004178 mEARXH
. Jopt/platform/logs/ASAConsole.log

[B1 3 7 4 B /O ST RO TE R

<ffroot>

root@KSEC-CSF1210-6:/ngfw/var/Tog#

| ess ASAconsol e. | og

2025-08-09 01:06:11 /bin/grep: (standard input): Resource temporarily unavailable
2025-08-09 01:06:11 /bin/grep: (standard input): Resource temporarily unavailable
2025-08-09 01:06:11 /bin/grep: (standard input): Resource temporarily unavailable
2025-08-09 01:06:35 !! !l First Crash in tid: 14834 signo: 11

2025-08-09 01:06:35

2025-08-09 01:06:35 Writing Tive core file to flash. Please do not reload.
2025-08-09 01:06:35

2025-08-09 01:06:35 Coredump starting....

2025-08-09 01:06:35 Corehelper: /opt/cisco/csp/cores/core.lina.11.14550.1754701595
2025-08-09 01:06:35 Waiting for Corehelper to finish....

2025-08-09 01:06:35 Livecore: generating coredump of 14550

2025-08-09 01:06:35 [New LWP 14795]

2025-08-09 01:06:35 [New LWP 14796]

2025-08-09 01:06:35 [New LWP 14834]

2025-08-09 01:06:35 [New LWP 14835]

2025-08-09 01:06:35 [New LWP 14836]

2025-08-09 01:06:35 [New LWP 14869]

2025-08-09 01:06:35 [New LWP 14934]

2025-08-09 01:06:35 [New LWP 14939]

2025-08-09 01:06:35 [New LWP 14940]

2025-08-09 01:06:35 [New LWP 14941]

2025-08-09 01:06:35 [New LWP 14942]

2025-08-09 01:06:35 [New LWP 14943]

2025-08-09 01:06:35 [New LWP 14945]

2025-08-09 01:06:35 [New LWP 14947]

2025-08-09 01:06:35 [New LWP 14948]

Lina5|ZEFER (EEBEENBEBFNER )

<ffroot>

root@KSEC-CSF1210-6:/ngfw/var/Tog#

| ess ASAconsol e. | og

2024-11-13 22:43:09 INFO: SW-DRBG health test passed.



2024-11-13
2024-11-13
2024-11-13
2024-11-13
2024-11-13
2024-11-13
2024-11-13
2024-11-13
2024-11-13

2024-11-13

2025-04-04

2025-04-04
2025-04-04
2025-04-04
2025-04-04
2025-04-04
2025-04-04
2025-04-04
2025-04-04
2025-04-04
2025-04-04
2025-04-04
2025-04-04
2025-04-04
2025-04-04
2025-04-04
2025-04-04
2025-04-04
2025-04-04
2025-04-04

22:

22

22:
22:

22

22:
22:

22

22:

22:

09:

09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:

43:
143:
43:
43:
143:
43:
43:
143:
43:

43:

11:

11

11

11

11

11

11

09
10
10
10
10
10
10
10
10

10

46

146
11:
11:

46
46

146
11:
11:
11:
11:
11:

46
46
46
46
46

146
11:
11:

46
46

146
11:
11:

46
46

146
11:
11:

46
46

146

M_MMAP_THRESHOLD 65536, M_MMAP_MAX 82155
/bin/grep: (standard input): Resource temporarily
/bin/grep: (standard input): Resource temporarily
/bin/grep: (standard input): Resource temporarily
/bin/grep: (standard input): Resource temporarily
User enable_1 logged in to firepower

Logins over the Tast 1 days: 1.

Failed Togins since the last login: O.

Type help or '?' for a list of available commands.

unavailable
unavailable
unavailable
unavailable

AMirepower>

System Cores 8 Nodes 1 Max Cores 24

Number of Cores 3
I0 Memory Nodes: 1
IO Memory Per Node: 1073741824 bytes num_pages

262144 page_size = 4096
Global Reserve Memory Per Node: 2147483648 bytes Nodes=1

LCMB: got DMA 1073741824 bytes on numa-id=0, phys=0x00000001c0000000, virt=0x000040
LCMB: HEAP-CACHE POOL got 2147483648 bytes on numa-id=0, virt=0x0000400080000000

total_reserved_mem = 1073741824

total_heapcache_mem = 2147483648

total mem 5384115842 system 16318316544 kernel 21847377 image 85732792

new 5384115842 old 1159474616 reserve 3221225472 priv new 2184737747 priv old 0
Processor memory: 5384115842

POST started...
POST finished, result is 0 Chint: 1 means it failed)

Cisco Adaptive Security Appliance Software Version 9.22(1)1

0 T BRJIR BB = A IR R L

MRENTHNEEERRT 2 EERRN —Bo KRB UATERER , FHEART :

- JFHL

+ PowerCycleRequest

No time
Reason:

Unknown

Service:
Version:

HTEEFAEEMEE
RAERERA:



DTERAATERAUT —NHZAN S ETEFERE :

- BOEHMER

« BREE(PSU)RE

« EREKIRE

« HZRFPHE BRE(PDU)RIE
« BRFE

BERMITUTIR :

1. BHENEESEE |, FEELTRRA

- WBRE-XEREERREHI ?

« BREBREBBITRPSU?

« PSURBEZIITEAYEFEMN/HPDU?

- REAREMEMRZEEDRE—8RMN/ZHPSU?

o EEIE-BFEN/FEPSUNHEMIRERE HREME ?

2. MEARBEE-SHRE , AEHXBLZIEWE , FHR

- BR&ESRFEMIEEREE,
o BRERIRIR | B i E iR IR ABR R B 40 A B AE B R

3. MRHMBALBNEHRET , BEFXOSHWELL T an 5% HILX :

<tfroot>

scope chassis 1

show psu detail expand

scope psu 1



show stats history psu-stats detail expand

show stats psu-stats detail expand

exit

scope psu 2

show stats history psu-stats detail expand

show stats psu-stats detail expand

4. WEHNFEHBEHERR o

1. B UF Firepower 44 hx 25
2. E_LuT:Flrepower, x{’z’l, IEE, II} Efli@ﬂ;
i ; i

4. EE E%FlrepowerZﬁ“i @ﬂﬁ' EQEEC



https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/224669-collect-data-for-root-cause-analysis-of.html
https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



