Bt & & 2 Fn K& A A EFIDRYSAMLAH R &
B =%

wn
FREM
ZR
ERANGAHE
ERER
BE
EMC SAMI BB
EMC RAVPNBI& A L &
EMC RAVPN4A SR RSBl &
ETD TR

Microsoft Entra ID

o ur

km
] |"
G

M)

XSS A A EAMS Entra IDA CiscoR £ Bh K3 LR CiscoR 2% Fim 7 BELSAML & 43 % iE 42 K
A& o

TR

=R
Cisco BB THUTEH :

- BRZ2E P imAnyConnect VPN

+ Microsoft Entra ID & 312 452 F (IdP)EL B

« Cisco Firepower& b5 (FTD) =k B Rl 2 £ Bh X EASAZFZ 15 B VPN B S & % (SSO) RS2
N REE




E AV A L

FEEPNEEETUTEANBRARAE

 FTDHRZ7.6
* FMCHx47.6
* MS Entra ID SAML IdP

AXHEPNEEHRETREXRERNEFNREFEN, AXHFEANMERZHENERAR
(A ) BRE. MRENMELTEIRS , FHRETRAERSHBERNE,

U

=|

0N

b 1

i
il

SAML ( Security Assertion Markup Language , 2 FHIRIZIES ) B —METXMLHER , AT
ERZEFH AR HRIENBREE. SEAF. RSRUESP) N HRMAE(IP) 2B LIEE
B, AFRAF—IREFE(SSO)Z MRS . SAMLATATRARIZEE P ImEZEASAFIFTD VPNL
WV IZRRTF RIVPNE BRI , HPASARKFTDREEERSP,

EARH |, Microsoft Entra ID/Azure B{EIdP., BR , A LIMERAEMIIPOEARE , K HAEE
FSAMLETS Al K IXBIRAHER M.

~
EE EEE , SMNEPYASETFTMS Entra I DEW—1NAFA |, AR KEBIASAT
FTDHZ/NSAMLEM AT REL S BA R 2B RIA , 1¥ M. Cisco bug ID CSCwm3613,

[

FMC SAMLECE

1.7EFMC L | SMEIF K> REE> AMRS S>3 R B X REE5. MIAPIRERSR{KRID, SSO
URL, SF4HURLF B P IRHIEFIEP |, FSFMicrosoft Entra IDEB 0 I H 86, EARURLFRSE IR
HEE RS ETAINEENFTD,



https://tools.cisco.com/bugsearch/bug/CSCwm33613

Edit Single Sign-on Server

Name*
SAMLtest

Identity Provider Entity ID*
https://sts windows.net/af42ba...

S50 URL*
https://login.microsoftonline co.._

Logout URL
https://login.microsoftonline.co...

Base URL
https://vpn_example.com

Identity Provider Certificate*
SAMLtest

Service Provider Certificate

Requ ignature

--No Signature--

Request Timeout

Use the timeout sat by the provi...

Cancel

FMC SSOXNREE

FMC RAVPNBZE AR E

1.EFMCL , $MENREZE> VPN >ZRGR>EZEEEXH , ARNEEEENFTDERNCIE
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Edit Connection Profile

Connection Profile:* SAMLtest

Group Policy:* DifltGrpPolicy

Client Address Assignment ARS

IF Address for the remote clients can be assigned from local IP Address pools/DHCGP
Servers/AAA Servers. Configure the ‘Ciient Address Assignment Policy”' in the Advanced tab to
define the assignment criteria.

Address Pools:

Name IP Address Range

SAML_poal 152.168.55.1-152.168.55.10

DHCP Servers:

Name DHCP Server IP Address




Edit Connection Profile

Connection Profile:* SAMLtest

Group Policy* DiitGrpPolicy

Client Address Assignment

Authentication

Authentication Method: SAML

Authentication Server: SAMLtest (S50) v
Ovemride Identity Provider Certificate

SAML Login Experience: {® VPN client embedded browser

Default OS5 Browser )
Authorization
Authorization Server: ¥
Allow connection only if user exists in authorization database

Accounting

Accounting Server:

¢ Advanced Setfinns
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Connection Profile Access Interfaces Advanced

lcons and Images Group Policies
Group policy can be assigned to VPN user through connection profile or by RADIUS. server during authentication

Following are the group policies that are associated with this Remote Access VPN configuration. Add a group policy if it is required to be assigned by RADIUS server during authentication
Binaries
Name Protocol
Custom Installer Transforms

vaibtestgrppaolicy SSL,IKEVZ
Localized Installer Transfor.
SAML_GP
Address Assignment Policy
Cert_Test

Certificate Maps

Group Policies

FMC 7 hn4H 28 B

SELHMHEAPN+UERNEEFCIZFTNAREK, EEMBRIGHRTF

AR MREBKLGETATFRAVARE | RSB It 5 BR 4k S HTR4,

Group Policy

Available Group Policy

4, Search
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Add Group Policy

Name:*

SAMLtest-GP

Description:

General Secure Client Advanced

VPN Prot 15 VPN Tunnel Protocol:

Specify the VPN tunnel types that user can use. At least one tunneling
IP Address Pools mode must be configured for users to connect over a VPN tunnel.

Banner » S5L
DNS/WINS » IPsec-IKEv2

Split Tunneling

4H R IR IE TN
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Group Policy

Available Group Policy C Selected Group Policy
2. Search SAML_GP
Print-zamil
print_test
SAML_GP
SAMLtest
SAMLtest-GP
test
test3

test_2

FTD T3 dE

1. FRESBEFTDE , SMEIFTD CLIFHZ1Tshow saml metadata <tunnel group name> %

, SRIFUWEFTD Entity IDFIACS URL,

AR ATREDE , THEPRIEB R AN,

<tfroot>

FTD# show sam]l metadata SAMLtest

SP Metadata

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<EntityDescriptor entityID="

https://vpn. exanpl e. net/ san / sp/ net adat a/ SAM_t est

xmlns="urn:oasis:names:tc:SAML:2.0:metadata">

<SPSSODescriptor AuthnRequestsSigned="false" WantAssertionsSigned="true"
<KeyDescriptor use="signing">

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

protocolSupportEnumeration="ur



<ds:X509Certificate>

MIIFWzCCBEOgAwWIBAgITRwWAAAAgGZINmTv5mpIQAAAAAACDANBgkahkiGOwOBAQsF
ADBJIMRMwEQYKCZImiZPyLGQBGRYDY29tMRYwWFAYKCZImiZPyLGQBGRYGcnRwdnBu
MRowGAYDVQQDEXFydHB2cG4tVOT10QVVUSC1DQTAeFwOyNTAzMjUxNzU5SNDZaFwOy
NzAzM3jUxNzU5NDZaMDAxDzANBgNVBAoTB1JUUFZQTjEdMBsGALUEAXxMUcnRwdnBu
LWZ0ZC5jaXNjby5jb20wggEiMAOGCSqGSIh3DQEBAQUAA4IBDWAWGGEKAOIBAQCS
5BOtHIRIjvGOMxhpDT3/BpDEFfTcVE2w2 fxu5m8gZFTeeezyF5B93riwx+N26V8JE
sB5I1KLTGRj8b9TK6L357cdbgr692W1952TLFB3XC43gpe0fnN3+Uas/HI3TIudsF
N+QPC9F04LE88attuGuVvMquV+10DRPA06a6QNwkehBOUN7XzTNepJ02JQtxdNR2t

</ds:X509Certificate>

</ds:X509Data>

</ds:KeyInfo>

</KeyDescriptor>

<AssertionConsumerService index="0" isDefault="true" Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP

https://vpn. exanpl e. net/ +CSCCE+/ sam / sp/ acs?t gnane=SAM.t est

" />
<SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" Location="https://vpn
</EntityDescriptor>

Microsoft Entra ID
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2% portalazure.com/#home

O VPN [ Seript [ Troubleshooting

Create a resource

ﬁ‘ Home

2l Dashboard

All services

% FAVORITES

All resources

i}

Resource groups

e

App Services
%> Function App
Bl SQL databases
€ Azure Cosmos DB
& virtual machines
{'}) Load balancers
== Storage accounts

&3 Vfirtual networks

I$ Microsoft Entra ID I
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) Monitor

B Advisor
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[ ]

O overview
B FPreview features

7% Diagnose and solve problems

" Manage

a Users
&8 Groups

External |dentities

Roles and administrators

Fl

A Administrative units

Delegated admin
partners

5 Enterprise applications

T Devices
2% App registrations
(&) Identity Governance

. Application oroxv

R A

3.1 New Application,

)
A% MRBELNFTD RAVPNEE T WA | BRI EESR , SEHRITSRT,

122 Enterprise applications | All applications

L&)

# = Mew application () Refresh

MS Entra ID® L R TR

4.3%$#Featured Applications T #JCisco Secure Firewall - Secure Client ( LABTFR



AnyConnect ) Authentication. IR ARFIEE—NEMH , AFERFIE,

Cisco Secure Firewall -
Secure Client (formerly
AnyConnect)

authentication
Cisco Systerns, Inc.

D

MS Entra IDERILR£FNIERELE IR ( LAI# I AnyConnect ) &30 1UEN A

SENRAERFT , REAFNE  RAEEMENAFRRARIBEENARRF.

Home > Enterprise applications | All

22 SAMLtest | Overvi

g Enterprise Application

L]

ams
e 1

Overview

[—
[

Deployment Plan

Diagnose and solve problems

< R

Manage
iI! Properties

Owners

ke

Roles and administrators

Users and groups I

GJ?F'

Single sign-on

Provisioning

O

Self-service
Custom security attributes

RPMA




6.1%£1%Single Sign-On > SAML , } & EAXIEFEHFMC SAMLEL B2 #Y & FURL, Microsoft
Entratr iR & RE B URL,

Home > Enterprise applications | All

22 SAMLtest | Overvi

g Enterprise Application

L]

i Overview
Deployment Plan
7% Diagnose and solve problems
~ Manage
iI! Properties

Owners

ke

Roles and administrators

Users and groups

(CN L S

Single sign-on

Provisioning

o

Self-service

Set up 5AMLtest

You'll need to configure the application to link with Microsoft Entra ID.

Login URL | https://login.microsoftonline.com/af42bac0-52aa-.. D |

Microsoft Entra Identifier | https://sts.windows.net/af42bac0-52aa-420f-92db... [ |

Logout URL | https://login.microsoftonline.com/af42bac0-52aa-... [ |
IdP URL

7 ERAMFTDIEEIE DR RIS ( S24KID ) M Z(ACS)URLE BEASAMLEL B H1R1EF
(Save).




Dashbosrd > eaecurity | Enerps

3 splications 5 Enterprise applications | All sppbeations > SAMLtest Basic SAML Configuration
SAMLtest | SAML-based Sign-on
Eriaapsios Mpplicalion B swe | & cotteestans

T Upload metadata fle 7 Change single sign-on mode B Got feedback?
Identifier (Entity ID)* ©
The weique A thet ide
icrasoft Entra tenant.

B owniew

your arplication 1o Micrasoft Fotre 1. This vofue must be unigue otrods oll seplications in your
rfau identifiier will be the audience of the SAML response for (DP-initiated 550.

[0 oepioymant sian Set up Single Sign-On with SAML

K Diagnose and soive problems £n 550 implementation based on federation protocols improves security, relability, and end user experiences and is sasier 1o Defsult
imphement, Chone SAML Sz Sigh-on whinil possbib hr Existing Appheations that 30 not sk OpeniD Conned of DAL, Ly
~ Manage marne l [ MtpsinpnesamplenetsamlspimetadatasantLiest I |
1N Properties Faad the corfiguration guide o for help integrating SAMLEest. Add identiher
Patterns: https:/;~ VourCiscoServer.comysami/sp/metadata TGTGrou
& Cwners n P ljspy P
Basic SAML Configuration 2 &
& Roles and administratoes o
5 \dentifier Entity I0) Required Reply URL (Assertion Consurner Service URL) » (3
Users and grouy .
froves Fply URL [Assertion Consumer Serace URL)  Required Thie il LIRL (5 whine: b Opplcatian EXpicts 19 TEoHve thi sothineiation tokern, This & ol nfered 13 35 the Astertion
D singls sign-cn Sign on URL Congurmer Service” (ACS) in SAML
Relay State ({Optional) Optional
& Provisioning Legout Ul {Dptsnaly Cphang Index Default
G Se-pervice I [ tgsinpnemmplenets s CSCOE +/samlisp/acsMigrame= SaMitest |
(2 Atributes B Claims e repity URL
> Secuiity Patterns: hitps:/, VOUR_CISO0_ANYCOMNECT_FODN/*CSC0E /SAMLSA/ACS

A CE sl eerinerd Bl in Chen 1

HARSAMLE &

8.1k FAttribute & ClaimsBIEdit , /5% d5Add New Claim,

e Attributes & Claims f Egit

givenname user.givenname
surname user.sumame
emailaddress user.mail

name user.userprincipalname
cisco_group_policy Multiple conditions
Unique User Identifier user.userprincipalname

R EA

9. ¥ IR B iF B WA =~ cisco_group_policy,

Manage claim

E save X Discard changes R'_'" Got feedback?

=

Mame * cisco_group_policy

10.BFREZH—T, % User type and Scoped Groups , AF#ESource T , &R Attribute , &
EEValue THEEHPWFTDE B RINERMNAREEZF , AEEEHSave,




AE  WRAIPERWFTDHR BE AR A NSAMLtest-GP , EREAREREHIFMC
RAVPNA KRBT EEB D R RIEMN ., WEXMERANEIIPLHENAFANAFTDARIA
REEE o

Scoped Groups Source Value

Any 1 groups

MS Entra IDFE B4

I uF
FTD
ERIFFFENEER , 5833 ZTshow vpn-sessiondb anyconnectin S iE 4 H -

<#root>

FTD# show vpn-sessiondb anyconnect
Session Type: AnyConnect

Username : RTPVPNtest

Index : 7110

Assigned IP : 192.168.55.3 Public IP : 10.26.162.189

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA256

Bytes Tx : 105817 Bytes Rx : 63694

Group Policy :

SAM_t est - GP

Tunnel Group : SAMLtest

Login Time : 16:54:17 UTC Fri May 9 2025
Duration : Oh:11m:19s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : acl27cal0lbc6000681e3339
Security Grp : none Tunnel Zone : 0

ERIFIPRELXIZEWMNAER | BEEZETVPNEIZ1Tdebug webvpn saml 2558 & AR R o
SMARFHESRE  FHELEIs 5IdP LMW EE# TR,



<ffroot>

<Attribute Name="cisco_group_policy">
<AttributeValue>

SAM_t est - GP

</AttributeValue>
</Attribute>

HUEHEER

<#froot>

firepower#

show run webvpn

firepower#

show run tunnel - group

firepower#
show crypto ca certificate
firepower#

debug webvpn sam 255
firepower#

debug webvpn 255
firepower#

debug aaa aut hori zation

HXER
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https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/defense-center/products-installation-and-configuration-guides-list.html
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