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PB4 1EFEUsage I TACACS,

Usage

Cartificate(s) will be used for TACACS s

gcarnd Cemhcates

HIR5.1%F 25 ATACACS+HIPSN,

Node(s)
Generate CSR's for these Nodes:

Node CSR Friendly Name

ISE1 ISETHTACACS

S R6.F FiE N E BE R SubjectF R,

Subject

Commaon Mame (CN)

SFODNS

Crganizational Linit (OU)
CX

Organization (0)
Cisco

City (L)
Raleigh

State [ST)
Morth Garolina

Country (C)
us

S BR7 1£Subject Alternative Name(SAN) T A 1NIDNS Name#lIP Address,



Subgact Alternative Mame (SAN]

i3 DNE Hams ISET.lab

I Address 10.225.253,209

S8 % FHGenerate , AREE THEXport,

Successfully generated CSR(s)

Certificate Signing request(s) generated:
ISEZHTACACS

Click Export to download CSR(s) or OK to return to list of C5R(s) screen
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- . | Clsza ECC Root CA 2099 Cisco Sarvices 03 Clsco ECC Root CA  Clsco ECC Root CA Thu, 4 Apr 2013 Man, 7 Sep 2. o En
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| Cisza Licensing Root GA Cisco Services [ Cisco Licensing R.., Cisco Licensing R.. Thu, 30 May 2013 Sun, 30 May 2. @ En:
E
Certificats Authority ¥ | Cisco Manufacturing CA SHAZ ‘I:'“”‘I’:':‘:‘uu 0z Cisco Manufactur... Cisco Root CA M2 Mon, 12 Nov 2012 Thu, 12 Nov 2. @ En:
: : Endpoints 2 : i i . . o
]  Cisco Root CA 2048 5F FB 78 28 2... Clsco Root CA 20.. Clsco Root CA 20.. Fri, 14 May 2004  Man, 14 Mey ... @ Dis
Infrastsiseiure
0 Clsco Root A 2099 GCisco Services 01 9A 33 58 7. Cisco Root CA 20... Cisco Root CA 20.. Tue, 9 Aug 2016 Sun, 9 Aug 20... @ End
Cisen Root CA M1 Ciseo Services 2E D2 0E 734... Cisco Aoot CAMI  Cisco Root CAMY  Tue, 18 Nov 2008 Fri, 18 Nov 20... B Ens
Infrastrsc
(1 Gisco Root CA M2 z"nd‘ls__":l's‘”"’ o Cisco Root CA M2 Cisco Rloot CA M2 Mon, 12 Nov 2012 Thy, 12 Nov 2... @ En:
| Clsco RXG-R2 Gisco Services m Claco RXC-R2 Cisco RXG-R2 Wed, 9 Jul 20714 Sun, 9 Jul 2034 @ End
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. TR ATrust for authentication within ISE. Trust for client authentication®1 Trust for
certificate-based admin authentication & i£4E .
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Description

Group Hierarchy
Device Type > All Device Types > |0S-XR
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Description
2
Al
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0 Polic TACACS Sarver Sequance
¥ This conflguration is mandatory for TACACS over TLS, as the selected fields are used
to verify the client and matched with the SubjectAltName figld in the certificate,
4. Administration including its subtypes

Subject Alternative Mame (SAN}'
Al Work Centers

Additional security can be enforced by validating SAN certificate attributes. Cisco ISE
supports validating the IP address (IPAddress), DNS Name (dNSName), and Directory
Name (directoryName) attributes, The attributes chosen below are evaluated in this
order: IP address, DNS Name, Directory Name, When ANY of attributes match,

2) Interactive Help validation is successful, otherwise, validation fails.

[ 1P Address
The IP address(es) listed within the SAN attribute of the certificate is matched with
the IP address of the network device. Both IPvd and IPvE addresses are supported.

Additional SAN attribute details Show

Additional SAN Attributes
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\\ *® Join Peint Name avs.lab
Cenificate Authenticat..,
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avs.lab
Active Directory Dk
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l
LDAP
1 ODBC
RADIUS Token
RSA SecuriD

SAML Id Pravidars
1 Social Login

REST
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Would you like to Join all ISE Nodes to this Active Directory Damain?
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Join Domain

Please specily the credentials required to Join ISE node(s) to the Active Directory
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anew “
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Status Summary; Successiul
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Select Directory Groups

This dialog is used to select groups from the Directory.

Domain svs.lab

Name s SID Type
< Device : -
Filter Filter Filter
Retrieve Groups... | 2 Groups Retrieved.
] Name ~  Group SID Group Type
[[]  svslab/Users/Device Admin 5-1-5-21-4125682916-2670386087-26956193... GLOBAL
[]  svslab/UsersiDevice RO S-1-5-21-4125682916-2670386087-26956193... GLOBAL
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coBe s labvUsarsDevice RO 5-1-5-21-412568201 8- 2670385087 - 260551 9305
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RADIUS Token
ASA SecurlD
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Sacksl Login
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<tfroot>

RP/0/RPO/CPUO:SVS-LAB-8201-1#sho ver
Cisco I0S XR Software,

Version 25.3.1 LNT

Copyright (c) 2013-2025 by Cisco Systems, Inc.

Build Information:


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/system-security/configuration-guide/system-security-config-cisco8000.html#tacacs-over-tls
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/system-security/configuration-guide/system-security-config-cisco8000.html#tacacs-over-tls
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/system-security/configuration-guide/system-security-config-cisco8000.html#tacacs-over-tls
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/system-security/configuration-guide/system-security-config-cisco8000.html#tacacs-over-tls
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/system-security/configuration-guide/system-security-config-cisco8000.html#tacacs-over-tls
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/system-security/configuration-guide/system-security-config-cisco8000.html#tacacs-over-tls
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/system-security/configuration-guide/system-security-config-cisco8000.html#tacacs-over-tls

Built By : swtools
Built On : Thu Sep 25 07:51:19 UTC 2025
Build Host : iox-Tnx-153

Workspace : /auto/srcarchivel2/prod/25.3.1/8000/ws

Version : 25.3.1

A
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T BERESASEETEEETER.
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RBR:BURBKRNAS , AERAAASHRIENENGE , LEEERE BN ERL
EUEM3ETACACS , LR W IRZ M E

k&

SR BRECE B RS ER(DNS) , 7 B 2R AE% R I BTSSR E & (FQDN) |, 435I 2 ISEMR
%2FQDN,

domain vrf mgmt name svs.lab
domain vrf mgmt name-server 10.225.253.247
no domain vrf mgmt lookup disable

RP/0/RPO/CPU0:SVS-LAB-8201-1#ping vrf mgmt isel.svs.lab
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.225.253.209 timeout 1is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

S B2 BRAE B/ AN EERMES, FRRFEEBNEERMER. NREIEMAKE
IR E R

show crypto ca trustpoint
show crypto ca certificates

(config)# no crypto ca trustpoint <tp-name>
# clear crypto ca certificates <tp-name>



AR BULFHEFNRSARANFFEMMIEER T, MRTQIBREAX , WE
RARMIAZAX, SAAXFEFERTENECCEHRX,
BREFER

S BHNEE (AL ) o
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BS  XR2BIMATNXEFHEFERTEXLECCEHEHAN,

<{froot>

RP/0/RPO/CPUO: SVS-LAB-8201-1(config)#

crypto key generate rsa

4096

RP/0/RPO/CPUO: SVS-LAB-8201-1(config)#

crypto ca trustpoint

RP/0/RPO/CPUO:SVS-LAB-8201-1(config-trustp)#

rsakeypair



SR BBEER.

‘QE

7~ : subject-alternative name(SAN)Z TJiER ( MMREISELEA ) , BENUFEA,

<ffroot>

RP/0/RP0/CPUO:SVS-LAB-8201-1(config)#

crypto ca trustpoint svs

RP/0/RP0/CPUO0:SVS-LAB-8201-1(config-trustp)#

vrf ngnt

RP/0/RP0O/CPUO0:SVS-LAB-8201-1(config-trustp)#

crl optiona

RP/0/RP0O/CPUO0:SVS-LAB-8201-1(config-trustp)#

subj ect - name C=US, ST=NC, L=RTP, G=Ci sco, OU=SVS, CN=SVS- LAB- 8201- 1. svs. | ab

RP/0/RP0O/CPU0:SVS-LAB-8201-1(config-trustp)#

subj ect-al ternative-nane | P:10.225. 253. 167, DNS: SVS- LAB- 8201- 1. svs. | ab

RP/0/RP0O/CPU0:SVS-LAB-8201-1(config-trustp)#
enrol I nent url term nal
RP/0/RP0O/CPUO0:SVS-LAB-8201-1(config-trustp)#

rsakeypair svs-4096

RP/0/RP0O/CPU0:SVS-LAB-8201-1(config-trustp)#

comm t



AE NMREEHOROUFERFFEABKRER , MAERKREFZFERARBL(\). Hlin
 O=BRRHE LT

HP3 B ZRCAILEBNEERHITH BRI,

<tfroot>

RP/0/RPO/CPUO:SVS-LAB-8201-1#

crypto ca authenticate svs

Enter the base64/PEM encoded certificate/certificates.
Please note: for multiple certificates use only PEM.
End with a blank 1ine or the word "quit" on a 1ine by itself

MIIF1DCCA3ygAwIBAgIIIM10AsTaN/UwDQYJKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwdSYWx 1aWdo?2
WpoGhgT/FaxxBo2UBcnYVaP+jjREONYT973MCbVAAXxtNVU6bEBROz+LWniACzupm
+gh23SL43uW5A31iSw/BuUlE9p7B0e80oDNKU6gXT0jKyLP/gC7j8AeP031i r+KZui8
b8X41Yn/67SbzZFhwxn3chkW4JYhQ4AImW1An2Q1l+DMoZL7zRtSqQ39g9ZgRIMzQN
gJ+kQXe7QtT/ubmlMrtjE3gAEVPL334rTIxy9hpKZIkB86t2ZA3IX8CLsbCal3sA
z1XCoONX+6alekmXuAOI+t3clsNbN2AtFi4cJovTA01xh60I4QnK+MNQKpTjt/E4
ydH10rrurXsZummj9QBnkX4pqY7cDLHhdMKpbjDwg7jVL1783nTcOwYptQEP1i 5sw
8399EMgKVOARIiVUa/q1AgMBAAG]PjASMAWGALUdEWQFMAMBAT8WEQYJYIZIAYb4
QgEBBAQDAgAHMBkGCWCGSAGG+EIBDQQMFgpTVIMgTGFi IENBMAOGCSqGSIb3DQEB] /2WsgPgdRcjkvnyURk4Ix+Ib
xDrmo7e0XPpSW4172a6K18CR3U2Cr4wsuvndPEq/qd2NRSBWfFOXE/AJHQG7STT
HaXLU9r2Ko6030ecu8ysGTwL1It/9T1/FObOxZRugWcplrVoTgDGuA==

————— END CERTIFICATE-----

quit



Serial Number : AB:CD:87:FD:41:12:C3:FE:FD:87:D5
Subject:
CN=SVS LabCA,0U=SVS,0=Cisco,L=Raleigh,ST=North Carolina,C=US
Issued By :
CN=SVS LabCA,0U=SVS,0=Cisco,L=Raleigh,ST=North Carolina,C=US
Validity Start : 17:05:00 UTC Mon Apr 28 2025
Validity End : 17:05:00 UTC Sat Apr 28 2035
RP/0/RPO/CPUO:May 9 14:52:20.961 UTC: pki_cmd[66362]: %SECURITY-PKI-6-LOG_INFO_DETAIL : Fingerprint: 2A
SHA1 Fingerprint:
OEB181E95A3ED7803BC5A8059A854A95C83AC737
Do you accept this certificate? [yes/no]:

yes

RP/0/RPO/CPUO:May 9 14:52:23.437 UTC: cepki[153]: %SECURITY-CEPKI-6-INFO : certificate database updated

N
AE  MREBEMNBECARS , NEES ARCANFCAILED, FAMEENGS , EHBSub

CAfLFIREP , Root CAL FIEER,

HRAERKIEBZEBER(CSR).

<tfroot>

RP/0/RPO/CPUO:SVS-LAB-8201-1#

crypto ca enroll svs

Fri May 9 14:52:44.030 UTC

% Start certificate enrollment ...

% Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

% For security reasons your password will not be saved in the configuration.
% Please make a note of it.

Passwor d:

Re- ent er Passwor d:

% The subject name in the certificate will include: C=US,ST=NC,L=RTP,0=Cisco,0U=SVS,CN=10.225.253.167
% The subject name in the certificate will include:SVS-LAB-8201-1.svs.lab
% Include the router serial number in the subject name? [yes/no]:

yes



% The serial number in the certificate will be: 4090843b
% Include an IP address in the subject name? [yes/no]:

yes

Enter IP Address[]

10. 225. 253. 167

Fingerprint: 36354532 38324335 43434136 42333545
Display Certificate Request to terminal? [yes/no]:

yes

Certificate Request follows:

MIIDQTCCAikCAQAwcjELMAKGATUEBhMCVVMxCzAJBgNVBAgMAK5DMQwwCgYDVQQH
DANSVFAxDjAMBgNVBAoMBUNpc2NvMQwwCgYDVQQLDANTV1MxFzAVBgNVBAMMD j Ew
LjIyNS4yNTMuMTY3MREwDwWYDVQQFEwgOMDkwODQzYjCCASIwDQYJKoZIhvcNAQEB
BQADggEPADCCAQoCggEBALwWXx9w4DNTtr10DH910ZxPVEDARWNOt4WrPEjaQc1ZUA
6ax6Cxq/0311QiUf2+eQv+4rKZgAZ1xDhiaiMGqETNOOLKpwmtx10IgXL7UYMHHWF
9VRII52zomkWA8a63Wx66UkExaXoeXaf5HkLoqDu68X83U7LPvMelsMwvmg7Rmy?2
DAu30HB/JfYTQCHMTVFz3M5fBt86xx4t1nxTFU/4TRWMC73UdL5YdKILjMpBT2tN
E3piZ+kL4plc9U4RIBkU8/G4drzFbGvHCIkWkwIOch1X2HgtbVQdACXTAwIDmr209
zd2ZCa5enTbOKHbNXuHj py0Ok8MewKOV2muwxVcQbej8CAWEAAaCBiTAYBgkghkiG
9w0BCQcxCxMIQzFzY28uMTIzMGOGCSqGSIb3DQEIDjFgMF4wDgYDVROPAQH/BAQD
AgWgMCAGA1UdJQEB/wQWMBQGCCsGAQUFBWMBBggrBgEFBQCDAJAIBgNVHRMEATAA
MB8GA1UdEQQYMBaCDjEwLjIyNS4yNTMuMTY3hwQK4f2nMAOGCSqGSIb3DQEBBQUA
A4IBAQBBX0eWF5ZUz701GFjuQHBBDgYb+3ThFOxbYm9psIWfvluwjkKoL297tGHv
Tux7nMyrDVkSJ81i5BSTdd9FE6AbSFswj1YpO+IxkUM971Ejwg2rj+jABDR7I8SU
06Y06mS9%x2Z3YqImeq8xwIrl9Hi+7tyale6apfTI1jdgVxB+Xyz0OFIMckIO5US3j
T/3aw/115RcXerdrh36oMUHEepUjIx/15u9s1c7elmxACoQE6TI90A+fdg2zYtOME
Z6VAW64cY+YF6iLbYv7c41iz05Zj2NIbUKpeqijkFAKY/1rIxTHypzH/p2mad4zuS
46a+kLXsVHZ716ZMB3WrUzB2ZNOO

————— END CERTIFICATE REQUEST-----

---End - This Tine not part of the certificate request---
Redisplay enrollment request? [yes/no]:

no

HBR5.F ACAKZRIEH,

<tfroot>

RP/0/RPO/CPUO:SVS-LAB-8201-1#



crypto ca inport svs certificate

Fri May 9 15:00:35.426 UTC

Enter the base64/PEM encoded certificate/certificates.
Please note: for multiple certificates use only PEM.
End with a blank 1ine or the word "quit" on a line by itself

MIIE3zCCAsegAwIBAgIINL1INAUzx14UwDQYJKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwdSYWx 1aWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAoGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhcNMFUWNTASMTQLINZAWWhcNMj YWNTASMTQINzAwWWjByMQswCQYDVQQGEwIV
UzELMAKGA1UECAwWCTkMxDDAKBgNVBACMA1JUUDEOMAWGALUECgwFQ21zY28xDDAK
BgNVBAsSMAINWUzEXMBUGALUEAWWOMTAuUM; I1LjI1My4xNjcxETAPBgNVBAUTCDQw
OTA4NDNiMIIBIjANBgkghkiG9wOBAQEFAAOCAQSAMIIBCgKCAQEAVDH3DgOd0O2uWw
gMf2I5nE+8QMBHA3S3has8SNpByV1QDprHoLGr/QmVCIR/b55C/ 714 spmoBnXEOG] rNEG/gqcu+dn9EnNKKE2WV
oF5370w+uNHoK8Bdt8mgadUT400USqY8ArVOBomO5tzbemreVPmQAZ/IahZ7TgKo
3dGNonTATfFTESM11ujQ811iRKsikDHySnwcCM2ni1CKZrhVq5IB8NK6jKRIZ0eQAX
vMtl

Serial Number : C2:F4:AB:34:02:D2:76:74:65:34:FE:D5

Subject:
serialNumber=4090843b,CN=10.225.253.167,0U=SVS,0=Cisco,L=RTP,ST=NC, C=US
Issued By :

CN=SVS LabCA,0U=SVS,0=Cisco,L=Raleigh,ST=North Carolina,C=US

Validity Start : 14:57:00 UTC Fri May 09 2025

Validity End : 14:57:00 UTC Sat May 09 2026

SHA1 Fingerprint:

21E4DA0B02181D08B6E51F0CC754BCE5B815C792

HIR6 AW EX R H DB RE EiEM-



<ffroot>

RP/0/RPO/CPUO:SVS-LAB-8201-1#

show crypto ca trustpoint svs det ai

Trustpoint 1svs-new

KeyPair Label: the_default

CRL:optional

enrollment: terminal

subject name: C=US,ST=NC,L=RTP,0=Cisco,0U=SVS,CN=SVS-LAB-8201-1.svs.lab

RP/0/RPO/CPUO:SVS-LAB-8201-1#

show crypto ca certificates svs

Wed May 14 14:55:58.173 UTC

Trustpoint I Svs-new

CA certificate
Serial Number : 20:01:20:1F:B6:9D:C3:FE:43:78:FF:64
Subject:
CN=SVS LabCA,0U=SVS,0=Cisco,L=Raleigh,ST=North Carolina,C=US
Issued By :
CN=SVS LabCA,0U=SVS,0=Cisco,L=Raleigh,ST=North Carolina,C=US
Validity Start : 17:05:00 UTC Mon Apr 28 2025
Validity End : 17:05:00 UTC Sat Apr 28 2035
SHA1 Fingerprint:
OEB181E95A3ED7803BC5A8059A854A95C83AC737
Router certificate

Key usage : General Purpose

Status : Available

Serial Number : FD:AC:20:1F:B6:9D:C3:FE:98:43:ED

Subject:
serialNumber=4090843b,CN=brc-8201-1.svs.1ab,0U=SVS,0=Cisco,L=RTP,ST=NC, C=US

Issued By

CN=SVS LabCA,0U=SVS,0=Cisco,L=Raleigh,ST=North Carolina,C=US
Validity Start : 19:59:00 UTC Fri May 09 2025
Validity End : 19:59:00 UTC Sat May 09 2026
SHA1 Fingerprint:
AC17E4772D909470F753BDBFA463F2DF522CC2A6
Associated Trustpoint: svs

FEATLSE ETACACSHIAAA

A



BL  ERAXHFEES R ANTEREEER.

1. BELETACACSHRS BR MAAALA,

tacacs source-interface MgmtEth0/RPO/CPUO/O vrf mgmt
aaa group server tacacs+ tac_tls_sc
vrf mgmt
server-private 10.225.253.209 port 6049
timeout 10
tls
trustpoint svs
I
single-connection
single-connection-idle-timeout 30

HI2.EEAAA,

aaa accounting exec default start-stop group tac_tls_sc
aaa accounting system default start-stop group tac_tls_sc
aaa accounting network default start-stop group tac_tls_sc
aaa accounting commands default stop-only group tac_tls_sc
aaa authorization exec default group tac_tls_sc local

aaa authorization commands default group tac_tls_sc none
aaa authentication Tlogin default group tac_tls_sc local

R LRI R
AT NALRBNESBELREF IR ERRITHRE,

0
EE : ST HETEMTACACS+E B H MR EE R,

i
ST WU FEB AR B .

<ffroot>

RP/0/RP0O/CPUO0:SVS-LAB-8201-1#show crypto ca certificates svs-new
Thu Aug 14 15:13:37.465 UTC

Trustpoint : svs-new




CA certificate
Serial Number : 30:A2:10:14:C9:5E:BO:E0:07:CE:0A:24:16:69:90:ED:D1:34:B5:9B

Subject:
CN=Test Drive Sub CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US

Issued By :
CN=Test Drive Root CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US

Validity Start : 22:12:45 UTC Thu Jun 26 2025

Validity End : 22:12:44 UTC Tue Jun 25 2030

CRL Distribution Point
http://svs.1ab:8080/ejbca/publicweb/cris/search.cgi?iHash=m9uB1QsZDYy6wxomiFWB5GvOAZM

SHA1 Fingerprint:
EA8FB276563B927FCAF0174D9FD1C58F3E8B5FF2
Trusted Certificate Chain
Serial Number : 1F:A6:6E:2E:F8:AB:CE:B4:9C:B8:07:5A:9F:2B:32:02:B4:56:5C:96
Subject:
CN=Test Drive Root CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US
Issued By :
CN=Test Drive Root CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US
Validity Start : 22:13:17 UTC Thu Jun 26 2025
Validity End : 22:13:16 UTC Sun Jun 24 2035
SHA1 Fingerprint:
E225647FF9BDA176D2998D5A3A9770270F37D2A7
Router certificate
Key usage : General Purpose
Status : Available
Serial Number : 7A:13:EB:C0:6A:8D:66:68:09:0B:32:C7:0C:D8:05:BD:81:72:9B:4E
Subject:
CN=brc-8201-1.svs.lab,0U=SVS,0=Cisco,L=RTP,ST=NC, C=US
Issued By :
CN=Test Drive Sub CA G1,0U=Certification Authorities,0O=Keyfactor Command,C=US
Validity Start : 16:38:36 UTC Wed Jul 30 2025
Validity End : 16:38:35 UTC Thu Jul 30 2026
CRL Distribution Point

http://svs.1ab:8080/ejbca/publicweb/crls/search.cgi?iHash=X4as2q+6I19Bd4Qg1Qa8glxoH8GY
SHA1 Fingerprint:

B562F3CF507CE7F97893F28BC896794CFF6995C1
Associated Trustpoint: svs-new

HER2 MIBRI B FERIES,

<{froot>

RP/0/RPO/CPUO:SVS-LAB-8201-1#

clear crypto ca certificates KF_TP



Thu Aug 14 15:25:26.286 UTC

certificates cleared for trustpoint KF_TP

RP/0/RPO/CPUO:Aug 14 15:25:26.577 UTC: cepki[382]: %SECURITY-CEPKI-6-INFO : certificate database update
RP/0/RPO/CPUO:BRC-8201-1#

RP/0/RPO/CPUO:BRC-8201-1#

RP/0/RPO/CPUO:BRC-8201-1#

show crypto ca certificates KF_TP

Thu Aug 14 15:25:37.270 UTC
RP/0/RPO/CPUO:BRC-8201-1#

F IR 3.3 B Trustpoint Configuration T #9 55 /A P B #r3eiE HOFHMEE R

SRARIFEHEREHREEER,

<#froot>

RP/0/RP0O/CPU0:SVS-LAB-8201-1#show crypto ca certificates KF_TP
Thu Aug 14 15:31:28.309 UTC

Trustpoint : KF_TP

CA certificate
Serial Number : 30:A2:10:14:C9:5E:B0:E0:07:CE:0A:24:16:69:90:ED:D1:34:B5:9B
Subject:
CN=Test Drive Sub CA G1,0U=Certification Authorities,0=Keyfactor Command,C=US
Issued By :
CN=Test Drive Root CA G1,0U=Certification Authorities,0=Keyfactor Command,C=US

Validity Start : 22:13:17 UTC Thu Jun 26 2025

Validity End : 22:13:16 UTC Tue Jun 25 2030

CRL Distribution Point

http://svs.1ab:8080/ejbca/publicweb/crls/search.cgi?iHash=m9uB1QsZDYy6wxomiFWB5GvOAZM
SHA1 Fingerprint:
EA8FB276563B927FCAF0174D9FD1C58F3E8B5FF2
Trusted Certificate Chain
Serial Number : 1F:A6:6E:2E:F8:AB:CE:B4:9C:B8:07:5A:9F:2B:32:02:B4:56:5C:96
Subject:
CN=Test Drive Root CA G1,0U=Certification Authorities,0=Keyfactor Command,C=US
Issued By :
CN=Test Drive Root CA G1,0U=Certification Authorities,0=Keyfactor Command,C=US
Validity Start : 22:13:17 UTC Thu Jun 26 2025
Validity End : 22:13:16 UTC Sun Jun 24 2035
SHA1 Fingerprint:



E225647FF9BDA176D2998D5A3A9770270F37D2A7
Router certificate
Key usage : General Purpose
Status : Available
Serial Number : 1F:BO:AE:44:CF:8E:24:62:83:42:2F:34:BF:D0:82:07:DF:E4:49:0B
Subject:
CN=brc-8201-1.svs.lab,0U=SVS,0=Cisco,L=RTP,ST=NC, C=US
Issued By :
CN=Test Drive Sub CA G1,0U=Certification Authorities,0O=Keyfactor Command,C=US
Validity Start : 15:17:29 UTC Thu Aug 14 2025
Validity End : 15:17:28 UTC Fri Aug 14 2026

CRL Distribution Point

http://svs.1ab:8080/ejbca/publicweb/crls/search.cgi?iHash=X4as2q+6I19Bd4Qg1Qa8glxoH8GY
SHA1 Fingerprint:
D3CEOAEB51C5E8009F626A1A9FD633FBIAFA96DE
Associated Trustpoint: KF_TP

UE S FEHERR

KirEE.

show crypto ca certificates [detail]
show crypto ca trustpoint detail
show tacacs details

Wi TACACS+,

debug tacacs tls

FHIATLS,

debug ss1 error
debug ss1 events

EEREAAAS BIRIEZ AN ZEA

<{froot>

test aaa group tacacs?



user has been authenticated

BRIES ( XFBREEERXBKNARILES ) .

clear crypto ca certificate <trustpoint name>

TACACSHEEH E3 (WBXLE)

process restart tacacsd
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