3 Har LB ESSH
B =%

RSAZY 6 iiF 75 BB T EESSH
AEtEEE
Bt B SSHEE 2k
PHIF3E SSH iE#E
BR &l Xt F PR B9 SSHij A
banner & H AT
debug # show @5 F

AR A 4B ANl B B AN 815 Cisco & 1 88 L B Secure Shell(SSH).

TR

=R

BRREI R4 TSN EENSSHIMBE X, ERAFE, RERAMFATEAMR,



E AV A L

AR EEE T Cisco IOSHICisco 10S XEZ#,

ANHEPWERHBRETRERNREREPNRZIREN, AP ERANAMERERZVNERAR
(A ) RE. MRENMELTEIRS , FERRETHRAERSHBERRE,

P 4% P

SSH P | Authenticati

55H connection request

Server asks for password

o You send password

Server verifies password

SSH Server

Linux/macOS
SSH Client

55H connection request

Server sends public key challenge
(random data)

Your Mac signs the challenge )

(3 ] with the PRIVATE KEY

digital signature

Server verifies the signature
using the PUBLIC KEY

SSH##H

FEAZEBSHKRIEERKHE EAESSH



ECiscolf s LB ASSHEAXBHEEINS R -

1.ERERARENR

2. NSSHE BRI SIE ARt AP K,

3.ELEDNSHEH &,

4. BRAFEXFNBRESSHMRA ., MRXZE , BHEASSHRAE2,

5. £ M SSHRIRSAZ XY, ¥ A XIFNHZRARSARB?  EEN LT L REERIEF— 3

6. FE AVTYLBRBELEE N,

7 RVTY LB BB £ A3 F P SR FE Saaaitt 1T & B KIE.

8ANBREIVTY i B SSHZ fi

ZESSHERSHNEMREZFETNA, HAE. RSARH. BHRIUENMVIYERE, NRIESSHLFE
RYIR & B ESSHE P i X 1F MBI SSHARSS 2R B ER H

<{froot>

Routert#

configure term na

Router(config)#

host nane R2

R2(config)#

usernane cisco privilege 15 secret ClscO
R2(config)#

ip domain name rtp.cisco.com
R2(config)#

ip ssh version 2



R2(config)#

crypto key generate rsa general -keys nmodul us 4096
R2(config)#

line vty 0 4

R2(config-Tine)#

login | oca

R2(config-Tine)#

transport input ssh

R2(config-Tine)#

end

N
SEE - MREKMEMAlogin local , Maaa new-modelf & & E R B HMAAAZ AR IER TEH

B EH AR E R A H# P A M2,

HMNE —BRHEFHETURN  BFLEHTRESSHEFHRE TSI RE, XIHFNEBMhmacE A7
BE R B AR A FISSHER BE T 5+

<ffroot>

R3#

ssh -v 2 -| cisco 10.20. 20. 20

Password:
R2>

ERARSANA FHRIUEE BRI HEE L& ESSH

RSALA & RIE R VFSSHE 7 i [6] Ciscol H 28 S AL EE 1T H MWL , MEAFRIEZ B KB
THEME, SSHERSF B/ FM LA, SSHEFRFRFTENMLA. £EEFZHE K FRrREIRFELS
PRIEHFEFRKIEACHAELA. BRSREARBLEENL2ARIELSE, RARBERF /KL, T



B ML,

Ak

- TEXNRENAFLHTETEBHNSSHE BRI,
o EABBENNRDBERIKE

- ESSHEF R LERENLS , MARENBREIBILRE LEFRTEEERANHD,

- BRATHREZ2HRBRRENELITER, MANCI/CDRE,
- BEERFE-I , RARSHRRIENRZEENLAMFREANED,
- XEFEER TN, BREEVNAI RS [NERSHRIERE,

SR T S ERUUEL B SSHARS 28 AT E FRSALAN B RIE
1. ERERHRENE.

2. B EDNSHEHE .

3.7 line vty T /8 FAAAASL B Elogin local,

4.4 R SSHRS 2= £ AMRSAR AN

5. AT AEXFNBRESSHMA, MRXEF , BEMASSHv2,

6.EATFEMLTLRBIIFNRBRSAELR, MRXFFH AT LIRS

o

7.3 ASSHAHEEEE N,
8.EEEAFEARSANAZSHRIEHTEHRIENSSHAF B,

9.MSSHE Fim A %A 7 B AR MRSAL

S

, ME %4096/ R 2K

EE BT LA Fssh-keygents 5 MLinux/macOSi & £ R SSH4A |, Hl40 |, ssh-keygen -
m PEM -t rsa -b 1024 -f ~/.ssh/cisco1024 , R[5 % 7] LAfE A cat ~/.ssh/cisco1024.pubin &

BRENZZ

<tfroot>



Router#

configure term na

Router(config)#

host name RSA- Publ i cKey

RSA-Publ1icKey(config)#

i p domain nane rtp.cisco.com

RSA-Publ1icKey(config)#

aaa new node

RSA-Publ1icKey(config)#

crypto key generate rsa nodul us 4096

The name for the keys will be: RSA-PublicKey.rtp.cisco.com

% The key modulus size is 4096 bits
% Generating 4096 bit RSA keys, keys will be non-exportable...
[OK] (eTapsed time was 4 seconds)

RSA-Publ1icKey(config)#

ip ssh version 2

RSA-Publ1icKey(config)#

ip ssh pubkey-chain

RSA-Pub1icKey(conf-ssh-pubkey)#

usernane ci scoadmn

RSA-Publ1icKey(conf-ssh-pubkey-user)#

key-string

RSA-Publ1icKey(conf-ssh-pubkey-data)#

$QaVSyuVNw== user @macBook- Pr o

RSA-Publ1icKey(conf-ssh-pubkey-data)#

end



RSA-Publ1icKey#

HtBlE5%

Bt E SSHEE 2k
BLESSHAY , #{RIEASSHv2 , BN EHLSSHVIRRMHEBRNMBEMBEEFN T2,

<{froot>

Router(config)#

ip ssh version 2

PE1EJF SSH &2

WNERERA I SSH iERE | BHEIBTTH FEARI transport input ssh &85 |, KA EFFR &N RAEfE
FA SSH iE#, E#E ( 3E SSH ) Telnet JF4{IELE,

<tfroot>

Router(config)#
line vty 0 15
Router(config-line)#

transport input ssh

BR 3 F PRI SSH17 ¥
BEERBZEEFMNHSSHER , FZTNFRXERFRBZFRNASIPHABEEMSSHER,
A BAMER T S BRINATHEERE

1. EXAFRBZBEFNAIRENIHRE IR,
2. fEFaccess-classPRHIFNVTYL OB IHE .



XERPIEE. EARGP , NATFFE10.10.10.0/249SSHIF A ; FrEEHERIPHb 39 #ACLAK
EHBEXdenytE4,

<#froot>

Router(config)#

access-list 23 permt 10.10.10.0 0.0.0.255
Router(config)#

line vty 0 15

Router(config-line)#

transport input ssh

Router(config-line)#

access-class 23 in

Router(config-line)#

exit

N oEE RTRE LN TAVIYEAREE | ASNACLEAEATFERBANFEVIVES.

banner 5 w5 HVE L

£/ Telnet MABRAH SSH EERT |, banner s MBS EFTE. TRIHAT FAEH
banner &I AN {AT 4k 38 & Fh 38 B A IE 32

Bannerfp 5 i£ 10 Telnet SSH v2
banner login EBEREREBZHE T EERINREZZIE T
banner motd EEFRIRRZZAE Ro EZRREBERIE R

banner exec ERIEERE R ERIEERE R,




N B FEBRWEASSHER.

debug # show T H

R Hidebugii W2 Bl , FZ 7 B XDebugin TR EEEE.

debug ip ssh — /5 ASSHiIAHE .

show ssh — & JRSSHAR S B8 iE VIR A .

<ffroot>

RSA-PublicKey#
show ssh

Connection Version Mode Encryption Hmac
0 2.0

I'N
aes128-gcm@ohmac-sha2-256-etm@openssh.com Session
ci scoadmin
0 2.0
ouT

State

started

aes128-gcm@ohmac-sha2-256-etm@openssh.com Session started

ci scoadm n

show ip ssh — & RSSHHY AR A< R EL B HE

<ffroot>

RSA-PublicKey#

show i p ssh

SSH Enabl ed - version 2.0

Username


https://www.cisco.com/c/zh_cn/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/zh_cn/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/zh_cn/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

Authentication methods:publickey,keyboard-interactive,password

Authentication Publickey Algorithms:ssh-rsa,ecdsa-sha2-nistp256,ecdsa-sha2-nistp384,ecdsa-sha2-nistp521
Hostkey Algorithms:rsa-sha2-512,rsa-sha2-256,ssh-rsa

Encryption Algorithms:chacha20-polyl305@openssh.com,aesl28-gcm@openssh.com,aes256-gcm@openssh.com,aesl?2
MAC Algorithms:hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.com

KEX Algorithms:curve25519-sha256,curve25519-sha256@libssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecd

Aut hentication tineout: 120 secs; Authentication retries: 3

Wi RSAL H & 1418 E R
SSH%E i i1 (Linux/macOS)

<tfroot>

ciscouser @CI SCOUSER-M-R Desktop % ssh -i ~/.ssh/cisco1024 -v ciscoadmin@10.82.139.71
debugl: OpenSSH_10.2p1, LibreSSL 3.3.6

debugl: Reading configuration data/etc/ssh/ssh_config

debugl: Reading configuration data/etc/ssh/ssh_config.d/100-macos.conf

debugl: /etc/ssh/ssh_config.d/100-macos.conf line 1: Applying options for *

debugl: Reading configuration data/etc/ssh/crypto.conf

debugl: Authenticator provider $SSH_SK_PROVIDER did not resolve; disabling

debugl: Connecting to 10.82.139.71 [10.82.139.71] port 22.

debugl: Connection established.

debugl: loaded pubkey from /Users/ciscouser/.ssh/cisco1024: RSA SHA256:w5wW3BgX 15fO5Qm+BP75tJ1Y zaX NSDNeHLLNZTW+Roo
debugl: identity file /Users/ciscouser/.ssh/cisco1024 type O

debugl: no identity pubkey loaded from /Users/ciscouser/.ssh/cisco1024

debugl: Local version string SSH-2.0-OpenSSH_10.2

debugl: Remote protocol version 2.0, remote software version Cisco-1.25

debugl: compat_banner: match: Cisco-1.25 pat Cisco-1.* compat 0x60000000

debugl: Authenticating to 10.82.139.71:22 as 'ciscoadmin’

debugl: load_hostkeys: fopen /Users/ciscouser/.ssh/known_hosts2: No such file or directory
debugl: load_hostkeys: fopen /etc/ssh/ssh_known_hosts: No such file or directory

debugl: load_hostkeys: fopen /etc/ssh/ssh_known_hosts2: No such file or directory

debugl: SSH2 MSG_KEXINIT sent

debugl: SSH2 MSG_KEXINIT received

debugl: kex: algorithm: ecdh-sha2-nistp256

debugl: kex: host key algorithm: rsa-sha2-512

debugl: kex: server->client cipher: aes128-gcm@openssh.com MAC:

compression: none
debugl: kex: client->server cipher: aes128-gcm@openssh.com MAC:

compression: none



debugl:
debugl:
debug1:
debug1:
debug1:
debug1:
debug1:
debug1:
debugl:
debugl:
debugl:
debugl:
debugl:
debug1:
debugl:

expecting SSH2_ MSG_KEX_ECDH_REPLY

SSH2_MSG_KEX_ECDH_REPLY received

Server host key: ssh-rsa SHA256:5wvY UOFI JQmz+eHA CV IMvoaX 3W SgX kyem/3tOgyOY uQ
load_hostkeys: fopen /Users/ciscouser/.ssh/known_hosts2: No such file or directory
load_hostkeys: fopen /etc/ssh/ssh_known_hosts: No such file or directory
load_hostkeys: fopen /etc/ssh/ssh_known_hosts2: No such file or directory

Host '10.82.139.71" is known and matches the RSA host key.

Found key in /Users/ciscouser/.ssh/known_hosts:2

rekey out after 4294967296 blocks

SSH2_MSG_NEWKEY'S sent

expecting SSH2_ MSG_NEWKEY S

SSH2_MSG_NEWKEY S received

rekey in after 4294967296 blocks

SSH2_MSG_EXT_INFO received

kex_ext_info_client_parse: server-sig-algs=

debugl: SSH2_MSG_SERVI CE_ACCEPT recei ved

debugl: Authentications that can continue: publickey,keyboard-interactive,password
debugl: Next authentication method: publickey

debugl: get_agent_identities: bound agent to hostkey

debugl: get_agent_identities: ssh_fetch_identitylist: agent contains no identities

debugl: WIIl attenpt key: /Users/ciscouser/.ssh/ciscol024 RSA SHA256: wowWBBgX15f O6Qm+BP75t J1YzaXNs DNeHLL

debugl: channel 0: new session [client-session] (inactive timeout: 0)
debugl: Entering interactive session.

debugl: pledge: filesystem

debugl: Sending environment.

debugl: channel 0: setting env LANG = "C.UTF-8"

debugl: channel 0: setting env LC_CTYPE = "UTF-8"

RSA- Publ i cKey>en Passwor d:

RSA-Publ1icKey#

show ver si on

Cisco

I0S XE Software, Version 17.12.04



Cisco I0S Software [Dublin], ASR1000 Software (X86_64_LINUX_IOSD-UNIVERSALK9-M), Version 17.12.4, RELEA
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2024 by Cisco Systems, Inc.

Compiled Tue 23-Jul-24 09:43 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2024 by cisco Systems, Inc.
A1l rights reserved. Certain components of Cisco IOS-XE software are
Ticensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: 17.3(1r)

RSA-PublicKey uptime is 2 weeks, 2 days, 10 hours, 28 minutes

Uptime for this control processor is 2 weeks, 2 days, 10 hours, 30 minutes
System returned to ROM by Reload Command

System image file is "bootflash:asr1000-universalk9.17.12.04.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country Taws. By using this product you
agree to comply with applicable Taws and regulations. If you are unable
to comply with U.S. and Tocal Taws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

License Type: Smart License is permanent
License Suite: AdvUCSuiteK9
Next reload License Suite: AdvUCSuiteK9

The current crypto throughput level is 20000000 kbps

Smart Licensing Status: Smart Licensing Using Policy

cisco ASR1001-HX (1SR) processor (revision 1SR) with 3684784K/6147K bytes of memory.
Processor board ID TKM20160032

Router operating mode: Autonomous

Crypto Hardware Module present

8 Gigabit Ethernet interfaces

8 Ten Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

29401087K bytes of eUSB flash at bootflash:.

Configuration register is 0x2102



RSA- Publ i cKey#exit debugl: client_input_channel _req: channel 0 rtype exit-status reply 0 debugl: channe

Transferred: sent 3640, received 6336 bytes, in 114.1 seconds
Bytes per second: sent 31.9, received 55.5
debugl: Exit status O

SSHARSS 2R ( BRIEEEHER )

<tfroot>

RSA-PublicKey#
show | oggi ng

Syslog logging: enabled (0 messages dropped, 3 messages rate-limited, O flushes, 0 overruns, xml disabl

No Active Message Discriminator.

No Inactive Message Discriminator.

Console logging: disabled

Monitor logging: Tevel debugging, 0 messages logged, xml disabled,
filtering disabled

Buffer logging: Tlevel debugging, 617 messages Tlogged, xml disabled,
filtering disabled

Exception Logging: size (4096 bytes)

Count and timestamp Togging messages: disabled

Persistent logging: disabled

No active filter modules.

Trap Togging: Tevel informational, 161 message lines Tlogged
Logging Source-Interface: VRF Name:
TLS Profiles:

Log Buffer (102400 bytes):

*Aug 22 06:05:51.736: SSH2 0: ssh_receive: 36 bytes received

*Aug 22 06:05:58.163: SSHO: starting SSH control process

*Aug 22 06:05:58.163: SSHO: sent protocol version id SSH-2.0-Cisco-1.25
*Aug 22 06:05:58.165: SSHO: protocol version id is - SSH-2.0-OpenSSH_10.2
*Aug 22 06:05:58.165: SSH2 0:



ssh2_server_key_exchange: kexinit sent: kex algo = curve25519-sha256,curve25519-sha256@libssh.org,ecdh-
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05:58.165: SSH2 0: kexinit sent: hostkey algo = rsa-sha2-512,rsa-sha2-256,ssh-rsa
05:58.165: SSH2 0: kexinit sent: encryption algo = chacha20-polyl305@openssh.com,aes128-gcm@
05:58.165: SSH2 0: kexinit sent: mac algo = hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@
05:58.165: SSH2 0: send:packet of Tength 656 (length also includes padlen of 7)
05:58.165: SSH2 0: SSH2_MSG_KEXINIT sent
05:58.239: SSH2 0: ssh_receive: 1300 bytes received
05:58.239: SSH2 0: dinput: total packet length of 1568 bytes
05:58.239: SSH2 0: partial packet length(block_size)8 bytes,
needed 1560 bytes, maclen 0O
05:58.239: SSH2 0: dinput: padlength 4 bytes
05:58.239: SSH2 0: SSH2_MSG_KEXINIT received
05:58.239: SSH2 0: kex: client->server enc:aesl28-gcm@openssh.com mac:hmac-sha2-256-etm@open
05:58.239: SSH2 0: kex: server->client enc:aesl28-gcm@openssh.com mac:hmac-sha2-256-etm@open
05:58.239: SSH2 0: Using kex_algo = ecdh-sha2-nistp256
05:58.242: SSH2 0: kexecdh_server: expecting SSH2_MSG_KEX_ECDH_INIT
05:58.312: SSH2 0: ssh_receive: 80 bytes received
05:58.312: SSH2 0: dinput: total packet length of 80 bytes
05:58.312: SSH2 0: partial packet length(block_size)8 bytes,
needed 72 bytes, maclen 0
05:58.312: SSH2 0: dinput: padlength 5 bytes
05:58.312: ssh2_calculate_modulus_length: modulus len 32
05:58.312: SSH2 0: kexecdh_server: Calculated shared secret len 32
05:58.333: SSH2 0: send:packet of Tlength 1160 (length also includes padlien of 10)
05:58.333: SSH2: kex_derive_keys complete
05:58.333: SSH2 0: send:packet of Tength 16 (length also includes padlen of 10)
05:58.333: SSH2 0: newkeys: mode 1
05:58.333: SSH2: AES-GCM key 1initialized
05:58.333: SSH2 0: SSH2_MSG_NEWKEYS sent
05:58.333: SSH2 0: Preparing SSH2_MSG_EXT_INFO server-sig-algs
05:58.333: SSH2 0: send:packet of Tength 260 (length also includes padlen of 19)
05:58.333: SSH2 0: SSH2_MSG_EXT_INFO sent
05:58.333: SSH2 0: waiting for SSH2_MSG_NEWKEYS
05:58.411: SSH2 0: ssh_receive: 16 bytes received
05:58.411: SSH2 0: {input: total packet length of 16 bytes
05:58.411: SSH2 0: partial packet length(block_size)8 bytes,
needed 8 bytes, maclen 0
05:58.411: SSH2 0: {input: padlength 10 bytes
05:58.411: SSH2 0: newkeys: mode 0
05:58.411: SSH2: AES-GCM key 1initialized
05:58.411: SSH2 0: SSH2_MSG_NEWKEYS received
05:58.411: %SSH-5-SSH2_SESSION: SSH2 Session request from 10.189.3.9 (tty = 0) using crypto
05:58.604: SSH2 0: ssh_receive: 52 bytes received
05:58.604: SSH2 0: {input: total packet length of 36 bytes
05:58.604: SSH2 0: partial packet length(block_size)16 bytes,
needed 32 bytes, maclen 0
05:58.604: SSH2 0: 1input: padlength 14 bytes
05:58.604: SSH2 0: send:packet of Tlength 36 (length also includes padlen of 14)
05:58.604: SSH2 0: Authentications that can continue = publickey,keyboard-interactive,passwo
05:58.677: SSH2 0: ssh_receive: 68 bytes received
05:58.677: SSH2 0: {input: total packet length of 52 bytes
05:58.677: SSH2 0: partial packet length(block_size)16 bytes,
needed 48 bytes, maclen 0
05:58.677: SSH2 0: dinput: padlength 6 bytes
05:58.677: SSH2 0: Using method = none
05:58.677: SSH2 0: Authentications that can continue = publickey,keyboard-interactive,passwo
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05:58.677:
05:58.755:
05:58.755:
05:58.755:

SSH2 0:
SSH2 0:
SSH2 0:
SSH2 0:

needed 224 bytes,

05:58.755:

05:

05:
05:
06:
06:
06:

58.

58.
58.
02.
02.
02.

755:

755:
755:
615:
615:
615:

SSH2 0:

SSH2 0:

SSH2
SSH2
SSH2
SSH2
SSH2 0:

o O OO

needed 384 bytes,

06:02.615:

06:

06:

06:
06:

06:

06:
06:

02.

02.

02.
02.

02.

02.
02.

615:

616:

616:
617:

617:

617:
617:

SSH2 0:

SSH2 0:

SSH2 0:

SSH2 0:
SSH2 0:

send:packet of Tlength 68 (length also includes padlen of 18)
ssh_receive: 244 bytes received

input: total packet length of 228 bytes

partial packet length(block_size)16 bytes,

maclen 0

input: padlength 5 bytes

Usi ng net hod = publickey *Aug 22 06: 05:58. 755: SSH2 0: Received publickey

send:packet of Tlength 196 (length also includes padlen of 19)
ssh2_validate_pubkey: Authenticating 'ciscoadmin' with method: publickey
ssh_receive: 404 bytes received

input: total packet length of 388 bytes

partial packet length(block_size)16 bytes,

maclen 0

input: padlength 13 bytes

ssh2_verify_pubkey_sign: Verifying signature for user 'ciscoadnmn' in SSH

passed: Pubkey Authentication ssh2_authenticate_pubkey for user 'ciscoadn

send:packet of Tlength 20 (length also includes padlen of 14)
authentication successful for ciscoadmin

YSEC LOG N-5-LOA N_SUCCESS: Logi n Success [user: ciscoadnmin] [Source: 10.189.3.9]

SSH: bulk-mode applying server configs
SSH: bulk_mode applied server configs

LUTE2 5 T JLi A IEHR B E S By B it R 6.



<tfroot>

*Jul 29 23:45:34.428:
*Jul 29 23:45:34.465:

SSH2 0: input: padlength 9 bytes
SSHO: password authentication failed for cisco

*Jul 29 23:45:36.465: SSH2 0: Authentications that can continue = publickey,keyboard-interactive,password

*Jul 29 23:45:36.465:
*Jul 29 23:45:39.444:
*Jul 29 23:45:39.444:
*Jul 29 23:45:39.444:

SSH2 0: send:packet of length 60 (Iength also includes padlen of 10)
SSH2 0: ssh_receive: 64 bytes received

SSH2 0: input: total packet length of 60 bytes

SSH2 0: partial packet length(block_size)8 bytes,

needed 56 bytes, maclen 0

*Jul 29 23:45:39.444:
*Jul 29 23:45:39.444:

SSH2 0: input: padlength 5 bytes
SSH2 0: Using method = password

*Jul 29 23:45:39.482: SSHO: password authentication failed for cisco *Jul 29 23:45:39.483: SSHO: AAA aut

SSHE P i KA T X IFH 2

B& R AR A

<#froot>

R2#

*Jul 29 23:43:00.126:
*Jul 29 23:43:00.126:
*Jul 29 23:43:00.129:
*Jul 29 23:43:00.129:

SSHO: starting SSH control process

SSHO: sent protocol version id SSH-2.0-Cisco-1.25
SSHO: protocol versionid is- SSH-2.0-Cisco-1.25
SSH2 0:

ssh2_server_key_exchange: kexinit sent: kex algo = curve25519-sha256,curve25519-sha256@li bssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha

*Jul 29 23:43:00.129:
*Jul 29 23:43:00.129:
*Jul 29 23:43:00.129:
*Jul 29 23:43:00.129:
*Jul 29 23:43:00.129:
*Jul 29 23:43:00.130:
*Jul 29 23:43:00.130:
*Jul 29 23:43:00.130:
*Jul 29 23:43:00.131:
*Jul 29 23:43:00.131:
*Jul 29 23:43:00.131:

SSH2 0: Host-Key not configured. Skipping algo = ecdsa-sha2-nistp256
SSH2 0: Host-Key not configured. Skipping algo = ecdsa-sha2-nistp384
SSH2 0: Host-Key not configured. Skipping algo = ecdsa-sha2-nistp521
SSH2 0: kexinit sent: hostkey algo = rsa-sha2-512,rsa-sha2-256

SSH2 0: kexinit sent: encryption algo = chacha20-poly1305@openssh.com,aes128-gcm@openssh.com,aes256-gcm@openssh.com,
SSH2 0: kexinit sent: mac algo = hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.com,hmac-sha2-256,hmac-sha2-

SSH2 0: send:packet of length 736 (Iength also includes padlen of 10)
SSH2 0: SSH2_MSG_KEXINIT sent

SSH2 0: ssh_receive: 64 bytes received

SSH2 0: input: total packet length of 424 bytes

SSH2 0: partial packet length(block_size)8 bytes,

needed 416 bytes, maclen O

*Jul 29 23:43:00.131:
*Jul 29 23:43:00.131:
*Jul 29 23:43:00.131:

*Jul 29 23:43:00. 131:

SSH2 0: input: padlength 10 bytes
SSH2 0: SSH2_MSG_KEXINIT received
SSH2 0: strict kex is enabled

%6SH 3- NO_MATCH: No mat chi ng ci pher found:

client

3des-cbc server chacha20- pol y13(



SSHE PR XA AT X FHHMAC

B& R AR A

<#froot>

R2#

*Jul 29 23:36:06.824: %SY S-4-LOG_CLEARED: Logging buffer was cleared by user Unknown

*Jul 29 23:36:11.418: SSHO: starting SSH control process

*Jul 29 23:36:11.418: SSHO: sent protocol version id SSH-2.0-Cisco-1.25
*Jul 29 23:36:11.421: SSHO: protocol versionid is- SSH-2.0-Cisco-1.25
*Jul 29 23:36:11.421: SSH2 0:

ssh2_server_key_exchange: kexinit sent: kex algo = curve25519-sha256,curve25519-sha256@li bssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha
*Jul 29 23:36:11.421: SSH2 0: Host-Key not configured. Skipping algo = ecdsa-sha2-nistp256
*Jul 29 23:36:11.421: SSH2 0: Host-Key not configured. Skipping algo = ecdsa-sha2-nistp384
*Jul 29 23:36:11.421: SSH2 0: Host-Key not configured. Skipping algo = ecdsa-sha2-nistp521

*Jul 29 23:36:11.421: SSH2 0: kexinit sent: hostkey algo = rsa-sha2-512,rsa-sha2-256

*Jul 29 23:36:11.421: SSH2 0: kexinit sent: encryption algo = chacha20-poly1305@openssh.com,aes128-gcm@openssh.com,aes256-gcm@openssh.com,e
*Jul 29 23:36:11.421: SSH2 0: kexinit sent: mac algo = hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.com,hmac-sha2-256,hmac-sha2
*Jul 29 23:36:11.421: SSH2 0: send:packet of length 736 (Iength also includes padien of 10)

*Jul 29 23:36:11.421: SSH2 0: SSH2_MSG_KEXINIT sent

*Jul 29 23:36:11.421: SSH2 0: ssh_receive: 64 bytesreceived

*Jul 29 23:36:11.421: SSH2 O: input: total packet length of 416 bytes

*Jul 29 23:36:11.421: SSH2 0: partial packet length(block_size)8 bytes,
needed 408 bytes, maclen 0

*Jul 29 23:36:11.422: SSH2 0: ssh_receive: 64 bytes received

*Jul 29 23:36:11.422: SSH2 0: partial packet length(block_size)8 bytes,
needed 408 bytes, maclen 0

*Jul 29 23:36:11.422: SSH2 0: input: padlength 6 bytes

*Jul 29 23:36:11.422: SSH2 0: SSH2_MSG_KEXINIT received

*Jul 29 23:36:11.423: SSH2 0: strict kex is enabled

*Jul 29 23:36:11.423: %SSH 3- NO_MATCH: No mat ching mac found:

51X “%SSH-3-PRIVATEKEY: o /& EZRSARAER”

EREBRENBTRSMRMEREE. ZRATERGE

- FRSAZHAIRE A RBEMERER,

<#root>

crypto key zeroize rsalabel

client hmac-shal server

hmac- sha2- 256- et m



crypto key generate rsa label

modulus

- MRZEINBRGTEZTEER , BEHUATIR

1. FrFrBERSAZIHE,
2. EFTBRHhR%E.
3. ASSHEIEFHIRICZR4A,

=3IV

- FAFEAXBFNRSSSHIPMRA., SSHv2{L5%ETFSSHv1,

- EAFEXIFHRERSAER, NRXE , B ER2048RNESHER.
« MRFEXFFA006MEE , FH AN ATLUIES | NEA4096EHK.

o FHXSSHEENATARETAMVIYLE , MA X EREINEE,

- EATBRATAAAT BRI , MARAXEDE,

- MR SSH BB TSHIERNIEEZGTEL , MRALEER I N EHERER RSA B3,
BREEEEHNBMNE., ABFEMcrypto key generate rsaf T EKRSAZEN , HEH
SSHARS 28

« BERSAZHAXNE , BLWBUTHIRER

« "RIEEEHA". FEMhostnamezFEEMTEEKHEFNENS,
o "KRIEEHE", Aip domain namez FEEM T EERBIFNENSE,

« FVFRYSSHIE PR H120 B8 2R ECE Ay R AEEE R, BASSHEEFER — Py HiRo.

« SSHEERAAZ M BT HER ENAAARENZEWMIGHTRAS S HRIE. BEAAAR
, BFHREE B REAATIZET,. EEREEEX THNRAXBFURERAZH S LHAAA,

« ftshow sshE REFMSSHEFE. HE %No SSHv2 server connections runningZ 7~ 24 51 5%
BASSHV2AFELFEFIRS . #FAshow ip sshiRIFSSHERZSFRANEE, MRELEET



SSH , NBWEERFHPEHMEESSHERSBF. EEMEERFT LHWSSHRS AR , 1B
hEZ 8

1.6 Acrypto key zeroize rsafn Sl BRRSAZE£AXT . MIBRRSAZAX G , BN EASSHRSF -

N B BETAXEANRSER R EE2048( SRR TR HRSASAA.

N g RERER  LHSTREN. A, HBRRSARME AT AERIBRCANSS
EHMIPR 2 (IPSec)N FHAMIEBRMR |, BRIFBEREMRSARAUEREECAERREM.
RECAILES , ABREREEHSHIEH,

2.4 B3I FAhostname <name>#ip domain name <domain>® S EF B BRBFNW ENBRIT A,
3.6 Acrypto key generate rsafin © 7 B 854 FARSAZ4AX ., X B31/E ASSH,

% AEE BT LAURE“ssH2 0:50 222 nplREINBEISI SN EINE B type received’BIRHEE
EERLAB | BEEERAT SSH 1Y RSA Z4ART B MZRAKE.

4. Aip ssh version 265 5 /8 AASSHM A2, MRTIEEHMSSHS L , WA RIAE,

EESEYS

« Secure Shell (SSH)



https://www.cisco.com/c/zh_cn/tech/security-vpn/secure-shell-ssh/index.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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