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<#root>
Router#

show debug

General 0S:

AAA Authentication debugging is on
SSH:

Incoming SSH debugging is on

ssh detail messages debugging is on
Router#
*Sep 30 20:28:57.172: SSH2 2: MAC compared for #8 :ok
*Sep 30 20:28:57.172: SSH2 2: dinput: padlength 15 bytes
*Sep 30 20:28:57.172: SSH2 2: Using method =
keyboard-interactive
*Sep 30 20:28:57.172: SSH2: password authentication failed
for cisco
*Sep 30 20:28:59.172: SSH2 2: send:packet of Tength 64
(length also includes padlen of 14)
*Sep 30 20:28:59.172: SSH2 2: computed MAC for sequence
no.#8 type 51
*Sep 30 20:29:01.751: SSH2 2: ssh_receive: 144 bytes received
*Sep 30 20:29:01.751: SSH2 2: dinput: total packet length of
128 bytes
*Sep 30 20:29:01.751: SSH2 2: partial packet Tength(block size)
16 bytes,needed 112 bytes,
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*Sep 30 20:23:27.598: %AAA-3-ACCT_LOW_MEM_UID_FAIL: AAA unable to create UID for incoming
calls due to insufficient processor memory

EENRAREREHFZNAFETRE. SAAATES B AT %L ASSHEIE I M —ID(UID)AY
, AMEARZIRAAA | LA IRESAAAE PRIE K BRI HE, HAEETHARNERT
AAA“Authentication low-memory threshold” ( S RIFEAFRE ) if , aHIAER , BRIAER
T, ZEERENEHRNEN3% , JLUEHshow aaa memoryf i TR E, HETEE HMTEL
RIRFEHBASR)I001FAL , HFiZFAEL , BEHBLVWANEER , MRAEFEAEHEFE (W0
LB RMKIPIUBGPIER ) , NETEESER., £ASR 1001 L Z% T4GBMWDRAM , BEMAEH
fECPURMILinuxbEBEFE 315 |, Cisco IOS2F|R1.1 GB, —BRNEHER , AAMAREEB AUIDDEAN
7, SSHEELET#E,

ZEFXKBPWNMASRH LT NEFEHIE

<#froot>

SSH Not Working:

show menory sumrary

Head Total(b) Used(b) Free(b) Lowest(b) Largest(b)
Processor 7FE150387010 1160982064 1146067400 14914664 14225352 13918620
Tsmpi_io 7FE14FB7E1A8 6295128 6294304 824 824 412

SSH Working:

show menory summrary

Head Total(b) Used(b) Free(b) Lowest(b) Largest(b)
Processor 7FFB6ACB0010 1160982064 1120122056 40860008 29163912 24132068
Tsmpi_io 7FFB6A4A71A8 6295128 6294304 824 824 412
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<#root>
Router#

show aaa menory

AlTocator-Name In-use/Allocated Count
AAA AttrL Hdr : 0/65888 C 0% [ 0] Chunk
AAA AttrL Sub : 0/65888 C 0% [ 0] Chunk
AAA DB ETt Chun : 544/65888 C 0% [ 4] Chunk
AAA Unique Id Hash Table : 8196/8288 C98%) [ 1]
AAA chunk : 0/16936 C 0% [ 0] Chunk
AAA chunk : 0/16936 C 0% [ 0] Chunk
AAA Interface Struct : 1600/1968 ( 81%) [ 4]

Total allocated: 0.230 Mb, 236 Kb, 241792 bytes

AAA Low Memory Statistics:

Authentication low-memory threshold : 3%
Accounting low-memory threshold 1 2%
AAA Unique ID Failure : 96
Local server Packet dropped : 0
CoA Packet dropped : 0

PoD Packet dropped

ISR “AAA Unique ID Failure” it BB BIX K MAISSHE R MM , NEBERHANFANEBBERSIE
B9,

T I ) B (T EUEHERR r‘ HHT\/&E’JASRmoom%m;EFB%bF RUEBHARRE, BxmaHkpk
ASREMAEZRBENFAEE , BSHARNEERARER,

RRF =

BERERE , NREARENRARATFREFRIR, XESRUBERSERTHEREERSIR
, EXHERT , ARERRTYA/AEAR ; IRFR , TREFEEFHANAFEZNBEIRR
o AXRKEARGE , BEHAFMERNNE IR FZHEIBRE A,

¥t Fi&BCisco Bug ID CSCum19502M 18 E R FHIMA , RASWMBRAEZRE AXEHEEN
Telnetsl i H & 15R , A A RBESSHEZ ILFEES M,



https://tools.cisco.com/bugsearch/bug/CSCuj50368
//www.cisco.com/en/US/products/ps9343/products_tech_note09186a0080af252a.shtml#mem_usg_oview
//www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_mem-leak-detect_ps6441_TSD_Products_Configuration_Guide_Chapter.html
//www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-151m-t/116467-technote-ios-00.html
https://tools.cisco.com/bugsearch/bug/CSCum19502

27~ : aaa memory threshold@ S A FENFHEZVBREEI1%. B2, RARAXEMHRT FEEH
ESMISSHIGEY /3% |, BRRE2SBEMMEE , FIMATFLBRANEEAREERERINIIER
BIREEER. XTREASHEEENHE (HIIEERENENBGP ) FBIE, Eit

, BEEEA L IhEE,

WMBIATR |, BRESRASMRERNT , ARNERANRETARTEEEN., EXMIBERT , TR
BERTFE/NEAR,


//www.cisco.com/en/US/docs/ios/security/command/reference/sec_a2.html#wp1078643

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



