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A ENEFH, PBEEARIFPPKCSHI2X HHEBMAAR D, AT EEESHRIEAR
(MD2/MD5/SHA1)#1tn%2 5 3 (RC2/RCA/DES)A S , FEZAPBEE % , (B ——MNFAFIPSH
& EPBE-SHA1-3DES,

N EE ETRAXENERTFIPSHESES  ESEFIPS 140,

N B ETETRATFDAFMCHZSMIFENEAEE  BSREIMCEBEEN RS
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https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/fips-140.html?flt0_general-table0=Firepower
https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/fips-140.html?flt0_general-table0=Firepower
https://www.cisco.com/c/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/security_certifications_compliance.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/security_certifications_compliance.html
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N orE A RN E TSR E XA A B AR T A ,plm  BRIBENRTS
®%(ASA) , B RIBEFIERFRFEFIPS,
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Adleman(RSA) A KER A F A B S HIEBNEE B IFHENES, EXHERT , &
BE KL A FIPS,
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Name Domaln Enrollment Type Status
4 @l FTDv_B

selfsigned_cert Global Self-Signed =X L 70 8

FTD.driverap.com Global Manual LI 7O 6
4l FTDv_C

FTDv_C_cert Glabal PKCS12 file PO 6

00:15:37 AM from 10.31.124.34

Last login on Friday, 2020-10-23 at

S

EE  EFMCEEHNFTD LM PR EFLEITHIPKCS12 Enrollment2f o & , ER AR INAIE
FAFMCZZEPKCS#12X 4 0 5118,

NRBATHRERRSBERLZEANR , PKIBHSITEHATHIR

<#root>
firepower#

debug crypto ca 14

firepower#

show debug

debug crypto ca enabled at Tevel 14
Conditional debug filters:
Conditional debug features:

firepower# PKI[13]: crypto_parsepkcsl2, pki_oss1_pkcsl2.c:1484
PKI[13]: pki_unpack_pl2, pki_oss1_pkcsl2.c:1414

PKI[4]: Error unpacking pkcs7 encrypted data

PKI[1]: error:060A60A3:digital envelope routines:FIPS_CIPHERINIT:disabled for fips in fips_enc.c Tine 1
PKI[1]: error:06074078:digital envelope routines:EVP_PBE_CipherInit:keygen failure in evp_pbe.c Tine 20
PKI[1]: error:23077073:PKCS12 routines:PKCS12_pbe_crypt:pkcsl2 algor cipherinit error in pl2_decr.c 1lin
PKI[1]: error:2306A075:PKCS12 routines:PKCS12_item_decrypt_d2i:

pkcs12 pbe crypt error

in pl2_decr.c 1line 145.


https://www.cisco.com/c/zh_cn/support/docs/security-vpn/public-key-infrastructure-pki/215849-certificate-installation-and-renewal-on.html#anc8
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/public-key-infrastructure-pki/215849-certificate-installation-and-renewal-on.html#anc8

PKI[4]:

pkcs7 encryption algorithmmy not be fips conpliant

PKI[4]: Error unpacking pkcsl2 struct to extract keys and certs

PKI[13]:
PKI[13]:
PKI[13]:
PKI[13]:
PKI[14]:
PKI[13]:
PKI[13]:
PKI[13]:

Tlabel: FTDv_C_cert

TP 1ist is NULL

Tlabel: FTDv_C_cert

TP 1ist Tabel: FTDv_C_cert
pki_oss1_set_cert_store_dirty, pki_ossl_certstore.c:38
crypto_pki_get_oss1_env, pki_ossl.c:41

Tlabel: FTDv_C_cert

TP 1ist Tabel: FTDv_C_cert

838 ] LABE FAOpenSSLIEIA F L IPKCS#128 2~ &M FIPS PBEE %,

<{froot>

OpenSSL>

pkcs12 -info -in ftdv_C_.pl2 -noout

Enter Import Password:
MAC Iteration 2048
MAC verified OK

PKCS7 Encrypted data:

pbeW t hSHA1And40Bi t RC2- CBC

, Iteration 2048
Certificate bag
Certificate bag
PKCS7 Data

Shrouded Keybag:

pbeW t hSHA1ANnd3- KeyTri pl eDES- CBC

, Iteration 2048

EFIENH H AW ANPBE&Z , pbeWithSHA1H40BitRC2-CBCHpbeWithSHA1ANd3-

KeyTripleDES-CBC , % BlRIP LB FFLA. FE— P FHFAFIPS,

ERAR

PSS

B,

<#froot>

OpenSSL>

R NUEH AR B EPBE-SHA1-3DESE £, ELRRAIH , REEEREFHEE.
F= E# AOpenSSLIREUR #8 PKCS#12 X Y Privacy-Enhanced Mail(PEM)RR 7%,

pkcs1l2 -in ftdv_C .pl2 -out ftdv_C .pem



Enter Import Password:

MAC verified OK

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

BE ,  BEEFRL—SHREBWPEMIY , FUTH S EFRBFIPSHPBEE LB SFER , LERK
2 I HPKCS#1230 4

<#root>
OpenSSL>

pkcs12 -certpbe PBE- SHA1-3DES -export -in ftdv_C_.pem-out ftdv_C FIPS_conpliant.pl2

Enter pass phrase for ftdv_C_.pem:
Enter Export Password:

Verifying - Enter Export Password:
unable to write 'random state'

N onE NERPHANEEEEEEYR | BANER —HS T M-keypbeXk BT | SIRPBE-
SHA1-3DES:pkcs12 -certpbe PBE-SHA1-3DES -keypbe PBE-SHA1-3DES -export -in -out -
out <PKCS12iF 3T 4>,

U AIN
£ FIAB R OpenSSLA S KAV X PKCSH 2 MM SR , LA EERAFIPSEE -

<#root>
OpenSSL>

pkcs12 -info -in ftdv_C FIPS conpliant.pl2 -noout

Enter Import Password:
MAC Iteration 2048
MAC verified OK

PKCS7 Encrypted data:

pbeW t hSHA1ANnd3- KeyTri pl eDES- CBC

, Iteration 2048
Certificate bag
Certificate bag
PKCS7 Data

Shrouded Keybag:

pbeW t hSHA1ANnd3- KeyTri pl eDES- CBC

, Iteration 2048



WE , HIEPLERIDE , PKIARFERATHE

PKI[13]: crypto_parsepkcsl2, pki_ossl_pkcsl2.c:1484
PKI[13]: pki_unpack_pl2, pki_oss1_pkcsl2.c:1414
PKI[13]: pki_unpack_bags, pki_oss1_pkcsl2.c:1383
PKI[13]: pki_unpack_bag, pki_ossT_pkcsl2.c:1313
PKI[13]: add_cert, pki_ossT_pkcsl2.c:1284

PKI[13]: add_cert_node, pki_ossT_pkcsl2.c:1187
PKI[13]: pki_unpack_bag, pki_ossT1_pkcsl2.c:1313
PKI[13]: add_cert, pki_ossT_pkcsl2.c:1284

PKI[13]: add_cert_node, pki_ossT_pkcsl2.c:1187
PKI[13]: pki_unpack_bags, pki_oss1_pkcsl2.c:1383
PKI[13]: pki_unpack_bag, pki_ossT1_pkcsl2.c:1313
PKI[13]: add_key, pki_ossT1_pkcsl2.c:1252

PKI[13]: add_cert_node, pki_ossT_pkcsl2.c:1187
PKI[14]: compare_key_ids, pki_ossl_pkcsl2.c:1150
PKI[12]: transfer_pl2_contents_to_asa, pki_ossl_pkcsl2.c:375
PKI[13]: label: FTDv_C_FIPS_Compliant

PKI[13]: TP 1ist 1is NULL

CRYPTO_PKI: examining router cert:

CRYPTO_PKI: 1issuerName=/0=Cisco/0U=TAC/CN=RootCA_C1117

CRYPTO_PKI: subjectname=/CN=ftdv/unstructuredName=C1117_DRIVERAP.driverap.com
CRYPTO_PKI: key type is RSAPKI[13]: GetKeyUsage, pki_ossl_pkcsl2.c:278

CRYPTO_PKI: bitValue of ET_KEY_USAGE = a0
CRYPTO_PKI: Certificate Key Usage = GENERAL_PURPOSE
CRYPTO_PKI: adding RSA Keypair

CRYPTO_PKI: adding as a router certificate.
CRYPTO_PKI: InsertCertData: subject name =

30 3b 31 0d 30 Ob 06 03 55 04 03 13 04 66 74 64 76 31 2a 30
28 06 09 2a 86 48 86 f7 0d 01 09 02 16 1b 43 31 31 31 37 5f
44 52 49 56 45 52 41 50 2e 64 72 69 76 65 72 61 70 2e 63 6f
6d

CRYPTO_PKI: InsertCertData: issuer name =

30 35 31 Oe 30 Oc 06 03 55 04 0a 13 05 43 69 73 63 6f 31 Oc
30 0a 06 03 55 04 Ob 13 03 54 41 43 31 15 30 13 06 03 55 04
03 Oc Oc 52 6f 6f 74 43 41 5f 43 31 31 31 37

CRYPTO_PKI: InsertCertData: serial number = 16 |

CRYPTO_PKI: Tlooking for cert in hand1e=0x00002abdcb8cac50, digest=
aa 49 le c2 cl1 d5 30 60 4a 88 57 c8 3d 4e 3c 1c | .I....0 J.W.=N<.

CRYPTO_PKI: Cert record not found, returning E_NOT_FOUND

CRYPTO_PKI: Inserted cert into 1ist.PKI[14]: pki_ossl_set_cert_store_dirty, pki_ossl_certstore.c:38
PKI[13]: crypto_pki_get_ossl_env, pki_ossl.c:41

PKI[9]: Cleaned PKI cache successfully

PKI[9]: Starting to build the PKI cache

PKI[4]: No identity cert found for TP: FTDv_C_FIPS_CompTliant

PKI[4]: Failed to cache certificate chain for the trustpoint FTDv_C_FIPS_Compliant or none available
PKI[13]: CERT_GetTrustedIssuerNames, vpn3k_cert_api.c:1760

PKI[14]: map_status, vpn3k_cert_api.c:2229

PKI[4]: Failed to retrieve trusted issuers Tlist or no trustpoint configured

PKI[13]: CERT_FreeTrustedIssuerNames, vpn3k_cert_api.c:1782

PKI[13]: crypto_pkcsl2_add_sync_record, pki_ossl_pkcsl2.c:144

PKI[13]: label: FTDv_C_FIPS_Compliant



PKI[13]: TP

1ist Tabel: FTDv_C_FIPS_Compliant

CRYPTO_PKI(Cert Lookup) 1issuer="cn=RootCA_C1117,0u=TAC,0=Cisco" serial number=16 |

CRYPTO_PKI:
aa 49 le c2

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
30 35 31 Oe
30 0a 06 03
03 0Oc Oc 52
CRYPTO_PKI:
30 35 31 Oe
30 0a 06 03
03 0Oc Oc 52
CRYPTO_PKI:

CRYPTO_PKI:
17 9d Oe b0

CRYPTO_PKI:
CRYPTO_PKI:

Tooking for cert in handle=0x00002abdcb8cac50, digest=
cl d5 30 60 4a 88 57 c8 3d 4e 3c 1c | .I....0 J.W.=N<.

ID cert in trustpoint FTDv_C_FIPS_Compliant successfully validated with CA cert.
crypto_pki_authenticate_tp_cert()

trustpoint FTDv_C_FIPS_Compliant authentication status = 0

InsertCertData: subject name =

30 Oc 06 03 55 04 0a 13 05 43 69 73 63 6f 31 Oc
55 04 Ob 13 03 54 41 43 31 15 30 13 06 03 55 04
6f 6f 74 43 41 5f 43 31 31 31 37
InsertCertData: issuer name =

30 Oc 06 03 55 04 0a 13 05 43 69 73 63 6f 31 Oc
55 04 Ob 13 03 54 41 43 31 15 30 13 06 03 55 04
6f 6f 74 43 41 5f 43 31 31 31 37
InsertCertData: serial number = 01 |

Tooking for cert in hand1e=0x00002abdcb8cac50, digest=
15 9d cd a2 5a 01 95 bf c6 8c 4f 2e | ........ Z..... 0.

Cert record not found, returning E_NOT_FOUND
Inserted cert into 1ist.PKI[14]: pki_ossl_set_cert_store_dirty, pki_ossl_certstore.c:38

PKI[13]: crypto_pki_get_ossl_env, pki_ossl.c:41
PKI[9]: Cleaned PKI cache successfully
PKI[9]: Starting to build the PKI cache

CRYPTO_PKI(Cert Lookup) 1issuer="cn=RootCA_C1117,0u=TAC,0=Cisco" serial number=16 |

CRYPTO_PKI:
aa 49 le c2
PKI[7]: Get

Tooking for cert in hand1e=0x00002abdcb8cac50, digest=
cl d5 30 60 4a 88 57 c8 3d 4e 3c 1c | .I....0 J.W.=N<.
Certificate Chain: number of certs returned=2

PKI[13]: CERT_GetDNbyBuffer, vpn3k_cert_api.c:993

PKI[14]: map_status, vpn3k_cert_api.c:2229

PKI[7]: Built trustpoint cache for FTDv_C_FIPS_Compliant
PKI[13]: CERT_GetTrustedIssuerNames, vpn3k_cert_api.c:1760
PKI[14]: map_status, vpn3k_cert_api.c:2229

PKI[9]: Added 1 issuer hashes to cache.

PKI[13]: CERT_FreeTrustedIssuerNames, vpn3k_cert_api.c:1782
PKI[13]: crypto_pkcsl2_free_sync_record, pki_ossl_pkcsl2.c:113
PKI[13]: label: FTDv_C_FIPS_Compliant

PKI[13]: TP Tist label: FTDv_C_FIPS_Compliant

PKI[13]: label: FTDv_C_FIPS_Compliant

PKI[13]: TP Tist label: FTDv_C_FIPS_Compliant

PKI[14]: pki_ossl_set_cert_store_dirty, pki_ossl_certstore.c:38
PKI[13]: crypto_pki_get_ossl_env, pki_ossl.c:41

PKI[13]: label: FTDv_C_FIPS_Compliant

PKI[13]: TP Tist label: FTDv_C_FIPS_Compliant

CRYPTO_PKI:

certificate data

<omitted output>

CRYPTO_PKI:

CRYPTO_PKI:

status = 0: failed to get extension from cert

certificate data

<omitted output>



PKI[13]: label: FTDv_C_FIPS_Compliant
PKI[13]: TP Tist label: FTDv_C_FIPS_Compliant

&fE , FMCERCAMSMEHRIETA :

. wae Cisco Firepower Management X +

\3 c @

4 @l FTDv_B
selfsigned_cert

FTD.driverap.com

4 @l FTDv_C
FTDv_C_FIPS_Compliant

© £ -0 hitps//10.31.124.31:6005/ddd/#PKICerificate

Objects = AMP Intelligence
QoS Platform Settings

FlexConfig ~ Certificates

Global Self-Signed SCA RQID
Global Manual 4CA || ID
Global PKCS12 file 4LCA| 4o

CA Certificate

= Status : Avvailable
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s Issued By :

Common Name @ RootCA_C1117

zation Unit : TAC

Ovganization : Cisco

Name : RootCA_C€1117
OFganizaton Unit ©@ TAC

Organization : Cisco

Public Koy Type :  RGA (2048 bits)
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Identity Certificate

-

Gtatus :  Avail

Serial Humber : 16

Issuad By :
Common Mame : RootCA_C1117
Organization Unit : TAC
Organization : Cigco

To :

Host Name @ C1117_DRIVERAF.dmver

Commaon Name :  frdv

c Key Type :  RSA (4096 bits)

Signal Algorithm :  SHAZ56 with RSA Encryption

Associated Trustpoints ©  FTOV_C_FIPS_Compliant
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PO
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