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2.1 5% & O Hi%k ¥ Self-Signed Certificate , BT,

Choose the type of internal certificate you want to create

B Upload Certificate and Key

Create a certificate from existing files.
PEM and DER files are supported.

@ Sell-Signed Certificate

+
L

Create a new certificate that is signed
by the device.,

.NEERIEEName , AFEEFB U RBENFR, LA LURIMCommon NameF R, XA
SERITEPNRSHNELRED S (FQDN)SRIPH# it LE, SERE#ETSave , AR Ro



Add Internal Certificate

Name

FTD-3-Self-Signed

Country State or Provinca
W
Locality or City
Organization Organizational Unit (Department)
Cisco Systems TAC

Comman Name

fid3_example.com

4.8 HREA LAMPending ChangesiZ4l ( IEFIR ) o
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5.8 FHDeploy Nowiz4l,
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AR HBERE , REFERIEBRS ( flZAnyConnect ) FHEFECLIFRF EIIEF,



Pending Changes

@ Last Deployment Completed Successiully

b, See Deployrment HEstory

Deploved Version (13 Apr 2020 09:56 AM) Pending Version ) LESEND Removed  Added | Edited

0 Intermal Certificate Added: FTD-3-5eif-Sigmeed s

= cert.masked: false

- cert.encryptedbtring: *o®

- privatefey.masied: false

- privateley.encryptedString: *°*

- isswerCommonbane: #tdd.example .con
- izsmerCountry:

- izsmerlocality:

- isswerfrganization: Cisco Systems
- izseerDrganizationlinit: TAC

= issmerState:

- subjectCommonMame: ftd3.sxample.com
- subjectCountry:

- subjectDistinguishediame: CN=ftd3.example.com, OU=TAC, O=_
- subjectlocality:

- subjectOorganization: Clsco Systems
- subjectorganizationlndt: TAC

MORE ACTIONS CANCEL DERLOY MO L

F o EM

FHEMATATRERZFEFECATARRIES, AILAERAOpenSSLER LT EA RIZWCALE R IEH
FRIRMAAMCSR, XESRES A TERFMAMCSRAEAOpenSSLan T , MARIREUEH MFLH
BREIEBNMLANSR,

1.5 OpenSSLE R LR A , EXNFAAFIERELRZIER(CSR). RHIERE Hprivate keyHy
2048 RSAZ4A M 1EOpenSSLA | Z#Y & H ftd3.csrBICSR.

openss1 req -new -newkey rsa:2048 -nodes -keyout private.key -out ftd3.csr
Generating a 2048 bit RSA private key

You are about to be asked to enter information that is incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there is be a default value,

If you enter '.', the field is Tleft blank.

Country Name (2 letter code) [AU]:.

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ftd3.example.com



Email Address []:.
Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:
An optional company name []:

2.EHIERMNCSRAFMHRIZEICA, £FECSRG , RESMLH,

BEMENR>UEH, BH+AS , RAEEFEFMATIES , MEFR.
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4 1E58 H & O Fik ¥ Upload Certificate and Key , #1B P Ro

Choose the type of internal cerificate you want (o create

B Upload Ceartificate and Key

Create a certificate from existing files.
FEM and DER files are supported.

{8 Sell-Signed Certificate

+
4

Create a new certificate that is signed
by the device,

S5EEFERKIName , AR5 LEAREHHF Y S MERNAA ( RARLERESBFPEMAIERN
) o WRCAEEANPKCS12FRIMNEFHIEBMNEN , BFMEARHEELIMPKCS123 A ZE



SEBMALATRD Ao BT,

AR MHBTRBMEMZEN , HEFDMAEZEAT. I, FATEMER,

WEFR , SEREETHOK,

Add Internal Certificate

Mame
FTD-3-Manual

SERVER CERTIFICATE [USER AGENT)

Paste certificate, or choose file: UPLOAD CERTIFICATE frd3crt

MIErTCCApWgAWIBAGIC 1 Jav TthUYwDOY JKoZlhwcMACQELBAwWMIEaMBgGAT UE

ChMRO2ZIzY 2BgU3zd GVicy BLOUMxFDASBghVBAMTC 1 ZOTiBSb290IENBMBAXDThy 7
CERTIFICATE KEY
Paste key, or choose file: privabe. ey
----- BEGIM RSA PRIVATE KEY-~--- ~
MIEpAIBAAKCAQEANGpzMjuf « HIRGSZYTBOVEW185yF T XhRxjRIBOwLEhSwBzEgM -

ntQkdOJPog+ CFQEXswTpelTibPMia TEVUEzCBpGbmyMz+ AGjgNgAkTvaF MV RrwW

6.2 EREA LAMPending ChangesiZfl ( AR )
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7.8 HDeploy Now(3ZENE 8R4

AE HBERE , REFERIEBHRS ( HlI0AnyConnect ) FEEECLIFRE B,

Pending Changes

ﬂ Last Deployment Completed Successiully

56 AM. See Deplovient Histony

Deployed Version (13 Apr 2020 09:56 AM) Pending Version O LEGEND Removed  Added | Edited

ﬂ Internal Certificate Added: FTD-3-Maral ,

cert.masked: false
cert.encryptedbtring: *oF
privatefey.masied: false

privatefey. encryptedstring:
isswerCommonName: VPN Root CA
issmerCountry:

dsswerLocality:

izsmerOrganization: Cisco Systems TAC
izswerbDrganizatioslindt:

issmerstate:

subjectCommoniame: ftd3.example.com
subjectCountry:
subjectDistinguishedame: CN=VFN Root CA, O=Clsco Systems—
subjectlocality:

subjectOrganization: Cisco Systems
subjectorganizationlndt: TAC

MORE ACTIONS ¥ CANCEL DEFLOY ROM W

ZEECALEPLE

REZEECAILEBR , “AikRValidation Usage , SAE R IIX BIFTDIRE S MHE B AP RIEE
HITHORIE. FNREIDIFEAnyConnectiE $ F M KIEFMS2S VPNIEE & MBI, XLHZRNTA
WAEECAIES , SAE BEEZCAMARIES,

1LENENRLER, BEH+F5 , RREERNMZFEECALES , EFR.
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Certificates
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1 DufalintemalCertificas Intamal Conifcae
Akl Trited CA Canifcans

2 DufaltWebsenserComilicate Intamal Cerifcans

3 MGPI-Daefault-lmcmmalCA Intemal T4

2EEEERNEN, AR LARNEFIHBEPEMBERWCAILLH, BHiEHEFRRERSHRIEAZE
RENSSLARSS /. MEFIR , EREETOK.

Add Trusted CA Certificate

Name

WPN_Root_Co

Paste cedificate, ar choose file: UPLOAD CERTIFICATE VPN_Root_CA.cn

-----BEGIN GERTIFICATE----- -
MIIFQzCCAyugAwdBAGIQgRS /wo DigwDOYJKeZhveNACQEL BOAWMEaMBgGA 1LIE

ChMROZIzY 2BgU3Izd G\Viey BUOUMx FDASBgNVBAMTC 1 ZOTiIBSH290IENBMBAXD Thy

MDCwNTEMTY wiMFaX DTMwWMDOwNTIzMT Y whFowMEaMBgGA 1 UEChMROZIzY 2Bg L1312 W

AR =3 I IR EMASRAMURART, I FATIRS R GNIERE RIS MR Lok il OB ANEE
A “

3.8 EREA LAWPending ChangesiZl ( IMAFTR ) o
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1 DefuBimtemalCertificatn it mal Certificatn

7 DelwEWebserverCarificate Bt mal Certficali

1 NGFW-Del it - Dinlirmal CA (ST et

4 VPH_Root_CA Trusied Cb Cerificale

4.8 #Deploy Nowiz 4l , 2B TR

Pending Changes

ﬁ- Last Deployment Completed Successiully
13 Agr 2020 09:56 Ab. Sae Deployrent Histony

Deployed Version (13 Apr 2020 093:56 AM) Pending Version @) Lecene |Rescved | |Acded | Editec

ﬂ External CA Certificate Added: VPN_Rool_CA Y

- cert.masked: false

- cert.encryptedString: =*°

- issuerfomsonNam=: YPH Root CA

- iszusrCoantry:

- iszuerLocality:

- issuerOrganization: Cisco Systems TAC

- issuerdrganizationlnit:

= issuerState:

- suhjectCommonMame: VPN Root CA

- subjectCountry:

- sobjectiistinguishediame: CH=VPH Root CA, D=Cisco Systems_
- subjectLocality:

- subjectbrganization: Cisco Systems TAC

- subjectbrgand zationlindt:

- subjectState:

- validityStartDate: Apr @5 23:16:83 7928 GMT

MORE ACTIONS ~ CAMNCEL BEPLOY MNOW w

UEB ST

FOMEEMNFTD LMIEBEIT S R BRUNIES , TRed8FELA. MRERFATURRRKIE
PHFRHCSRAUFE , WFERCIZHWCSRMAA.



1.MREEBFRHBCSRIMFAEA , WA AR S R, BN , FECIEFNFANMCSR, FH
OpenSSLEELUMNARFEKIAFCSR, RHIE RE Nprivate keyiI2048ZRSAZ A M £
OpenSSLH |2 & Fftd3.csrfICSR,

openss1 req -new -newkey rsa:2048 -nodes -keyout private.key -out ftd3.csr
Generating a 2048 bit RSA private key

You are about to be asked to enter information that is incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there is a default value,

If you enter '.', the field is Teft blank.

Country Name (2 Tetter code) [AU]:.

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ftd3.example.com

Email Address []:.

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:
An optional company name []:

2 FERKCSRFFMCSRAIEFNEBMEAME, CSRERF , BRULEITHHMIES.

BEMNENR>UES, HFEFBRFEEZITNIERSL  RARELHESFRY (WEBAFATR)
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A ¥ HEEOD | ¥ HReplace Certificate , B PR,

View Internal Certificate

Nams

FTD-3-Manual

REPLACE CERTIFICATE

Subject Comman Name

ftd3.example.com

Cisco Systemns

Subject Organization Linit

TAC

Issuer Commaon M
VPN Root CA
|zguier Organization
Cisco Systermns TAC

valid Time Range

Apr 13 14:56:00 2020 GMT - Apr 13 14:56:00 2021 GMT

CAMCEL SAVE

5. LEHE HIFHUWEPEME KR FIEBMFEA. MEFR , TEFEEETOK,



Edit Internal Certificate

Name

FTD-3-Manual

SERVER CERTIFIGATE [USER AGENT)

Paste certificate, or choose file: REFLACE CERTIFICATE fref3- renewed.cn

MIErTCCAPWgAWIBAgGIIaSPmMhHEIRCGUWDOY K oZinc NAGELBOAWMIEaMBgGAT LIE

ChMRO2IzY 2BgU3Izd GVicy BUOUMxFDASBghNVBAMTC1 ZOTiBSb290IENBMBAXDThy =
CERTIFICATE KEY
Paste key, or choose file: privarte. key
----- BEGIM RSA PRIVATE KEY----= A
MIEpAIBAAKCAQEANGpziMjul« HIRGSZYIBOVEWV1 sSyF T hRxjRIBOwLEhSwBz GgM ”

nitQkdOJPog+ CFQEXswTpel TibPhia TEVUEzCcBpGbmyiz+ AGjgNoAkTvaFMZV/RAW

6.2 HFEEA L AMPending Changesiz4ll ( MEFFR ) o
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7.8 ®HDeploy Nowiz4ll , IE TR,



Pending Changes

'u Last Deployment Completed Successiully

. See Deployment History

Deployed Version (13 Apr 2020 12:41 PM) Pending Version @ LIGIND Reroved | Added | Edited

a Intermal Certificate Edited:; FTD-2-Manual

cert. encryptedstring: *s= —

'\.'a'l‘ldif:aﬁfrlr‘l‘l'h‘lto! Apr 13 14:56:89 1828 SMT Agr 13 LE:44:88 2839 GNT
wvalidityEndDate: Apr 13 14:55:88 2071 GMT Apr 13 L6244:80 2071 GHT
privatekey . encryptedstring: === CEE)
MORE ACTIONS CAMCEL BEPLOY NOW | W
L= L=
% M OpenSSLIZ1E

MPKCS 12X 412 R & 151 B FFA A

EEAUUBENEES AZIFTDMPKCS12X 4, FDMHEBIFAXHFES APKCS12X 4, BES A
PKCS12X - ZEMERMFLL , BAEHAOpenSSLZ KN T EMPKCS12FIERE N, &
EERATMZEPKCS12H0 1,

pkcs12file.pfx 2 FEEMRBHIPKCS123 4,

openss1 pkcsl2 -info -in pkcsl2file.pfx
Enter Import Password: [PKCS12-passcode]
MAC Iteration 1
MAC verified OK
PKCS7 Encrypted data: pbeWithSHA1And40BitRC2-CBC, Iteration 2048
Certificate bag
Bag Attributes
localKeyID: 28 20 C1 B4 08 1E 65 2E 4D 1D F9 F3 25 07 62 F7 D9 96 A7 F4
friendlyName: ftd3.example.com
subject=/0=Cisco Systems/OU=TAC/CN=ftd3.example.com
issuer=/0=Cisco Systems TAC/CN=VPN Root CA
AQAB04G3MIGOMAKGA1UdEWQCMAAWHQYDVROOBBYEFMcvjLOXiSTzNAD] /ptNb/cd
zB8WMB8GA1UdIwQYMBaAFHekzDnh1i40727mjLXuwCRVFgyguMAsGA1UdDwWQEAwWIF
oDAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWGWYDVRORBBQWE0IQZnRk
My5TeGFtcGx1LmNvbTAeBg1ghkgBhvhCAQOEERYPeGNhIGNTcnRpZm1jYXRTMAOG
CSqGSIb3DQEBCWUAA4ICAQC] jrMjruGH5fpcFND8qgfuVUOhkszCwg201oMgMrvXnCertificate bag

Bag Attributes: <No Attributes>
subject=/0=Cisco Systems TAC/CN=VPN Root CA
issuer=/0=Cisco Systems TAC/CN=VPN Root CA
]+8GbOY1WEHtohgNGjP00q8wnKQuOC47Ft1UMpdSwUsMMze0X43dyp/WoZtLW
4v/Pn/NibE3aoPOaMhIo4CdwSBHZOgVag4INgVsuFX1uPKD25Whr109LQ93P/sN3
FhoAh98HKOcuQ64Ua3AaShdzornD+G2]12pd1NflDah1zT1skIMtTURSWdLjsHLKft
JqS0oLIs2stU8HutUZ4h6Lv2+da554zVjpRTQiYh/TyNexDsd1lm6PH7mQj+iL8/9
c2gDhuich3cx11jINOLdB+/jQqkfzmx9ziB1PXnIshNRbfT1LLrNfdD09agqQsvsC
AwEAAaNdMFswDAYDVROTBAUWAWEB /zAdBgNVHQ4EFgQUd6TMOeGLg7vbuaMte7A]
FUWDKC4wHwYDVR0OjBBgwFoAUd6TMOeGLg7vbuaMte7A]FUWDKC4wCwYDVROPBAQD
AgEGMAOGCSqGSIb3DQEBCWUAA4ICAQC6B+Y30batEZqvORQzIMS600umCgNwG1i 8d
kcRDxkY2F+zw3pBFa54Sin10fRPIvZvLNIV50dXmvH5Tuh6KIDMVrLMWNiSgI7Tn
0ipgKraokS2000STwQ7Q9Wk 1xCrwxMfTuDJFMe80qabFAU55705PDXPtFEutnOxz
Ou8VMLBRy+gDc+0WARsjFj+0gU0c2Wj3gQ81G1yoPYgufWRnztN5rQxWzFLSsCNN
jnIesjQvOvF3nY7SH5QasPN25AydsGEODFgp7rZLN2BH7GI9rhi5hEn3BvIALZCQ6
p702FZ1y51xuzuA/wPnR89HiIkSF130MTpn0OIT13d6d07s3bwyNja8JikYTCf11e5
2CSsz4Cn/BlwfWyAcLN3HxUjG4Ev2818 fWWpkYmuxujpKDFFzFOskpKAK53tNKPf
pn4+w5FyL01800AydtPoKjYkDgbvG/SRPbt92mdTIF7E6]+08160V3YL+IyrZ+ul
MYqPd450i4cgHAMFICAndN3PYScrrGYHawfVxp+R+G4dTIWdMvthh3ftSOmkiKJ8
mINH7WYST1kYcTbcokZi0IcZa+VVv5UOLIt/hDOVG7xqZ01pMQKkYUBzg5LbGINm
8ypfhQlfaI5fQRxpxTIsmDvIrQzxBjuCyKn+23FkkUhFJt0D989UUyp08H9vDoIr
yzm9J0pMrg==
————— END CERTIFICATE-----
PKCS7 Data
Shrouded Keybag: pbeWithSHA1And3-KeyTripleDES-CBC, Iteration 2048
Bag Attributes
TocalKeyID: 28 20 C1 B4 08 1E 65 2E 4D 1D F9 F3 25 07 62 F7 D9 96 A7 F4
friendlyName: ftd3.example.com
Key Attributes: <No Attributes>
Enter PEM pass phrase: [private-key-passcode]
Verifying - Enter PEM pass phrase: [private-key-passcode]
————— BEGIN ENCRYPTED PRIVATE KEY-----
MIIFDjBABgkghkiG9w0BBQOwMzAbBgkghkiGIw0OBBQwwDgQIScA8TOogup4CAggA



MBQGCCqGSIb3DQMHBAgKqoTuZzoXsASCBMgOTEb24ENI14/gh3GpsE2C20CnJeid
ptDDIFdyOV4A+su30IWzTnHrCuIhjR8+/p/NOWTA73x47R4T6+udws/ctHkvEDbQj
gZ1ZzFWTed9HqidhcKxx0oM/w6/ubDv/opc6/r1IZiaKp6F09h0ibglGI9kjxkWQC
EQR8cM1U2yi0vagL8p0YdeujCrzBtorRp9BMIelCP1IMwItOEbAC4mmuedzs+86rl
xadK7gHBuWUJ cO3SLXLCmX5yLSGteWcoaPZnIKO9UhLxpUSITKWLHr2VtE1ACMRC
RTPBXMLb70nMtPTqct158+Q/axtQCWUs8caHs3LvVfOnRG+War49/F8Ii8mgnNnb
M6ZTwT0Z1sn0f4ohVePrW/kkd1QavlbPa+0dzjZvs88CI1EXA]/XIegfSWifIAXqP
3d37VonXX7YRocJ4kzhkuE/SUDsulsMCOhbM81uZcWiBbDAT2jj1KgfoxubtnuFq
un4EJID73K9RWeA+7IVmEceRTBMyfD+ZwZHOBuUF1s+wZEmzYqw+cuc+I8XEFVOM18
P3ah28Nno0jXMk4MpfFJ1YMCmMg66x3j59ZtcVZx0GCOswOCKUOJ i FFQTEmmV{9,/C
65a96np7YCI8s6UNUWi5Zp/NrbN31HkPOwWt7+1DFGFitlpTTGvOFchtLYWeB3Kj0
h/C/R7¢cigq6ZNCzwBrbztGV83jG115NSsTwKbTGiwCYwON8c09TXQb04 rMomFDAV8
aeflaBsjMgEUkz0ZKOU2ZgTxM11ine8pgNs/BhWBCYGSNmnWDJ7UmdkdqCpKIubpO
gtmFX/DtSu9]12yevfV+3/YCwnSRkr020TGs1jIkEM2wzTaAeEQfShQMCHQPHtc40HEARBIH | R = BIHAY A

—MNATFHMIEH, ERIHEXZEFMIES , B R subject=/0=Cisco
Systems/OU=TAC/CN=ftd3.example.com,

subject=/0=Cisco Systems/OU=TAC/CN=ftd3.example.com
issuer=/0=Cisco Systems TAC/CN=VPN Root CA
]/ptNb/cd
zB8WMB8GA1UdIwQYMBaAFHekzDnhi40727mjLXuwCRVFgyguMAsGA1UdDwWQEAWIF
oDAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIwGWYDVRORBBQWEOIQZnRk
My5TeGFtcGx1LmNvbTAeBg1ghkgBhvhCAQOEERYPeGNhIGNTcnRpZm1jYXRTMAOG
CSqGSIb3DQEBCWUAA4ICAQC] jrMj ruGH5 fpcFND8qfuVUOhkszCwg201oMgMrvXn
gENKcXxxT27z6AHNnQXeX3vhDcY3zs+FzFSoP5tRRPmy/413HAN+QEP2L9MQVDIPH
f50rQ/Ke5c16hM0J08daR7wNzvFkchicKCLRHOEVEOIOSPKsLYyGSSxGmh6QXfZcM
GX3jG9Krglugp2UEqOug9HPTpgsbuNcHW8xXgFp6IATOLrytwrLeMIh5V+Vh5p11
yT19wo5VADOoYKgN408D21TelIj6KB7YnYFB5SwWMgPGR5h5wx1qNg/MFixwfMXM4T



Rk3EOdSTENgzg2ZwngJ4HCoqar7AS1Q5Zub5NY4+QfEpt8UHTYszp/el1BA+TviUC
DXGBU1bad1nEfi5318G+/vZ16ykcmXe9hokKYxY8cg/U7170n/FbAmdYWRYgMAE4
RWfBpOvoNzn97cG+qzogo7j/0kTfYu309DzdU3uy+R8IIkBrerktrZR7w70fP610
IAs86N5Zb18U14GfcIm0eXHbN+/0B31INhvWeyZfAbtgUlgstzvb2bc2GBoJI1XC
YRQ1ft1FxHpn4zMkjI2Px0yam/bROn0OFoMCesHvvtcgcGjFIgZduZyBI9ulEZ2H5
uwNEJFO1VOGV+UBRigpjXEaUfJj4yMwaMYerZcZQVIfZ75+8SS5rfGfpMwTiT471
ng==

—MNEAFMECAILEH, HFsubject=/0O=Cisco Systems TAC/CN=VPNIRCA , &7 LLHIHX =2
CALEH, XEZREINFMIELPHNMKEEER :

subject=/0=Cisco Systems TAC/CN=VPN Root CA
issuer=/0=Cisco Systems TAC/CN=VPN Root CA

MIIFQzCCAyugAwIBAgIIQgRS/woJDigwDQYJIKoZIhvcNAQELBQAwWMjEaMBgGALUE
ChMRQ21zY28gU3T1zdGVtcyBUQUMxFDASBgNVBAMTC1ZQTiBSb290IENBMB4XDTIw
MDQWNTIzMTYwMFoXDTMwMDQWNTIzMTYwMFowMjEaMBgGA1IUEChMRQ21zY28gU31z
dGVtcyBUQUMxFDASBgNVBAMTC1ZQTiBSb290IENBMIICIjANBgkahkiGOwOBAQEF
AAOCAg8AMIICCgKCAgEAXhTBKiB1xzLg2Jr48h/2u84RcWahOTmPYCNGYZgOPvST
JOpKvAU5tz4z625Yx1nBtjSSEgzF+qETpSpTEhjW2NXIcTXxuNirfrmSIQfIwS1yT
PaFv7u+VhgyYbYsSxGAB/m6RWWpiNbg8SDoUACU7R/bvplRb8W6tXk/rsT1jc7L2
c/G5MeDLNmc /i /M1zuMjhjOotCphsIPhvNII71cNj6K0pvg2yB/Md7PX0ZnLaz9pf
GgpjpHOzzKhdIMW/KII64IRpo8KVhpE5X2sFohjzot4u8/t20P846z/CXmTHQcgp
g5BgZMGaro015rcq0PjtkK9Tqg7q013VfOkMTsofMp+BulCiFDpawF/j8uSPuswEs
rzv]+8GbOY1WEHtohgNGjP00q8wnKQuOC47Ft1UMpdSwUsMMze0X43dyp/WoZtLW
4v/Pn/NibE3aoP0aMhIo4CdwSBHZ0OgVag4INgVsuFX1uPKD25Whr109LQ93P/sN3
FhoAh98HKOcuQ64Ua3AaShdzornD+G2J2pd1NflDah1z1skIMtTURSWdLjsHLKft
JqSOoLIs2stU8HutUZ4h6Lv2+da554zVijpRTQiYh/TyNexDsd1m6PH7mQj+iL8/9
c2gDhuich3cx11jINOLdB+/jQqkfzmx9ziB1PXnIshNRbfT1LLrNfdD0O9agqQsvsC
AWEAAaNdMFswDAYDVROTBAUwWAWEB /zAdBgNVHQ4EFgQUd6TMOeGLg7vbuaMte7A]
FUWDKC4wHwYDVROjBBgwFoAUd6TMOeGLg7vbuaMte7A] FUWDKC4wCwYDVROPBAQD
AgEGMAOGCSqGSIb3DQEBCWUAA4ICAQC6B+Y30batEZqvORQz1IMS600umCgNWGi8d
kcRDxkY2F+zw3pBFa54Sin10fRPIvZvLNIV50dXmvH5Tuh6KIDMVrLMWNiSgI7Tn
01pgKraokS2000STwQ7Q9Wk1xCrwxMfTuDJFMe80qabFAU55705PDXPtFEUutn0Oxz
Ou8VMLBRy+gDc+0WARsjFj+0gU0c2Wj39gQ81G1yoPYgufWRnztN5rQxWzFLSsCNN
jnIesjQvOvF3nY7SH5QasPN25AydsGEODFgp7rZLN2BH7GI9rhi5hEn3BvIALZCQ6
p702FZ1y51xuzuA/wPnR89HiIkSF130MTpn0OI13d6d07s3bwyNja8JikYTCf11e5
2CSsz4Cn/BTwfWyAcLN3HxUjG4Ev2818fWWpkYmuxujpKDFFzFOskpKAKS53tNKPf
pn4+w5FyLo1800AydtPoKjYkDgbvG/SRPbt92mdTIF7E6]+08]60V3YL+IyrZ+ul
MYqPd450174cgHAMFICANdN3PYScrrGYHawfVxp+R+G4dTIWdMvthh3ftSOmkiKJI8
mINH7WYST1kYcTbcokZi0IcZa+VVv5UOLIt/hDOVG7xqZ01pMQKkYUBzg5LbGINm
8ypfThQ1lfaI5fQRxpxTIsmDv9rQzxBjuCyKn+23FkkUhFJt0OD989UUyp08HIvDoIr
yzm9J0pMrg==

————— END CERTIFICATE-----

—MATHRESA :

MIIFDjBABgkghkiG9w0BBQOwMzAbBgkghkiGIw0OBBQwwDgQIScA8TOogup4CAggA
MBQGCCqGSIb3DQMHBAgKqoTuZzoXsASCBMgOTEb24EN]14/gh3GpsE2C20CnJedid
ptDDIFdyOV4A+su30IWzTnHrCuIhjR8+/p/NOWTA73x47R4T6+udws /ctHkvEDbQ]
gZ3ZzFWTed9HqidhcKxx0oM/w6/uDv/opc6/r1IZiaKp6F09h0ibglGI9kjxkWQC



EQR8cM1U2yi0vagL8p0YdeujCrzBtorRp9BMIelCP1IMwItOEbAC4mmuedzs+86rl
xadK7gHBuWUJcO3SLXLCmX5yLSGteWcoaPZnIKO9UhLxpUSITKWLHr2VtE1ACMRC
RTPBXMLb70nMtPTqct158+Q/axtQCWUs8caHs3LvVfOnRG+War49/F8Ii8mgnNnb
M6ZTwT0Z1sn0f4ohVePrW/kkd1QavlbPa+0dzjZvs88CI1EXA]/XIegfSWifIAXqP
3d37VonXX7YRocJ4kzhkuE/SUDsulsMCOhbM81uZcWiBbDAT2jj1KgfoxubtnuFq
un4EJID73K9RWeA+7IVmEceRTBMyfD+ZwZHOBUF1s+wZEmzYqw+cuc+I8XEFVOM18
P3ah28Nno0jXMk4MpfFJ1YMCmMq66x3j59ZtcVZx0GCOswOCKUOJ 1 FFQTEmmV{9,/C
65a96np7YCI8s6UNUWi5Zp/NrbN31HkPOwWt7+1DFGFit1lpTTGvOFchtLYWeB3Kj0
h/C/R7¢cigq6ZNCzwBrbztGV83jG115NSsTwKbTGiwCYwON8c09TXQb04 rMomFDAV8
aeflaBsjMgEUkz0ZKOU2ZgTxM11ine8pgNs/BhWBCYGSNmnWDJI7UmdkdgCpKIubpO
gtmFX/DtSu9]2yevfV+3/YCwnSRkr020TGs1jIkEM2wzTaAeEQfShQMCHQPHtc40EE S IE , FDMAEZ BT,

ERBRXNAANMNE | BRFNBNLAERB NG , REETA Topensslii® :

openss1 rsa -in encrypted.key -out unencrypted.key
Enter pass phrase for encrypted.key: [private-key passphrase]
writing RSA key

- encrypted.key 2 R 77 N %5 FAEA B9 ST BY B #Fo
« unencrypted.key2 @& RN Z AW XHH B

RINFEWNFAIM 7 E R-----BEGIN RSA PRIVATE KEY-----T1 7 &-----BEGIN ENCRYPTED
PRIVATE KEY----- , ML TR RBIFTR -

MIIEpAIBAAKCAQEANnGpzMjuf+HtRG5ZYF80V6V1sSyF7XhRxjR180wUih5wBz6gN
ntQkd0JPog+CFgEXswTpel7ibPMtaTEVUEZcBpGbmyNz+A6jgNgAkTvaFMZV/RrW
gCNktO8ULEbIX+f67TMMBhtfZ2dpapEP2wQ2DVgNBgotoz3/8CrZ0IcpzVgL6h0z
1JFBgdiWJEYBoFuE1jmmsjI3qd39ib9+t6LhkS50QpQDTgvIiD1bYpPiWKpSOg1lP
ZDnX8b740s0pVKVXTsujQqSqH1lva9BB6hK1ICoZaHrP9Y0x09+MpVMH33R9VR13S
OEF6kpZ6VEdGI4s6/IRvaM1z1BcK10N/N2+mjwIDAQABA0IBAEQzCd1KMBrosdmk
eRvoMPiaemBbze2cX1IWXZ20rICSXhvMOokBGIFDQXN47ZCuVqYAqOecjU9RzGgE



NbXYfUsD6+P91k+/Gj1RiCNLBHBwdgewzwlquTxP54zSpAV1IXyQ+FolTzjH1lyfW
7iHhuSujYsAYLWPy4Yg3NpU2IdzeQoK5ViuSTTNXx8LHYBKw1Qf7HVaQT fmsWOAyg————— END RSA PRIVATE KEY-----

—BRARE | AT &5 OMIAMAHAM :R%’E%U%fﬁ%ﬂﬂx%ﬂXC##WE*EEEEUFDM'=F' ( EAHE
ERIW FEM D PRSI ) . TAERABERIINZEFEECALEBRESRLZEMNARCA.

Eoan
ERAHS TRNR BT EREST
EBFDMA R EIVIUES

1EMNENK>UES, FEFREEERIENILES L, AR Eviewtzfl , MEFR.

. i o) BE == Gy 5y E [ admin
x i / I d -
Monkoring Folpns et Device: FTD-3 RS RS WS ATy

Certificates
118 objects Lo ] + -

1 HGFW-Daed wali- Iniarmal CA niemal T

! DefoullsemalCertificats intemal Cerificaie

P DelsesWobsereeronicabe niemal Cerificaie

i FTD=3=-Manual intemal Carfificain @

Ty Fuveni List Fljers

7 LA Monilon




2RHEORABRIEPHEMEFEMAEE , BT,

View Internal Certificate

Nams

FTD-3-Manual

REPLACE CERTIFICATE

ftd 3. eample.com
Cisco Systemns

TAC
|55

VPN Root CA

I g g
Cizco Systemns TAC

¥ 3 | Mg
Apr 13 16:44.00 2020 GMT - Apr 13 164400 2021 GMT

CAMNCEL SAVE

HECLIFEREREMNIES

& LAE FIFDM AR Y CLIE | A ESSH# AFTD |, SR/EE1T8 © show crypto ca certificates SAR iF il
FREESNATRE , WEPT.

il . . i e =] = iil ™ (} ¢ admin
Firepower Device Managsr = [ =) (5 ? i
Lisca e Montoning Folicies Objecis Devico: FTD-2 o/ -j '::I - Al

Tl

> show crypto ca certificates

Certificate
Status: Available
Certificate Serial Number: 6b93e68471084505
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:



cn=VPN Root CA
o=Cisco Systems TAC
Subject Name:
cn=ftd3.example.com
ou=TAC
o=Cisco Systems
Validity Date:
start date: 16:44:00 UTC Apr 13 2020
end date: 16:44:00 UTC Apr 13 2021
Storage: config
Associated Trustpoints: FTD-3-Manual

N
AE . BMIEBRMNESAnyConnectF RS —EFEANECLIFE R, ZEFENCALEREEE

RIS HE,

HUEHEER

REBoRENEE T AT EE#THELERR.

Fidan

MRHUSSLIEBLEMFE , EEBISSHEREFTDE , ATLLMIZHCLIZ{THiE : debug crypto ca
14

FEFTDH RHIRAH |, LT @R AT A B2 WA TSR
debug crypto ca 255

debug crypto ca message 255

debug crypto ca transaction 255

® R

§ AASAS HHIPKCS12



HIBZAMOpenSSLA S HHIASA PKCS12F IV B HE B FFLEART |, ATRESWBIE LU T AR
iR

openss1 pkcsl2 -info -in asaexportedpkcsl2.pl2
6870300:error:0D0680A8:asnl encoding routines:ASN1_CHECK_TLEN:wrong tag:tasn_dec.c:1220:
6870300:error:0D07803A:asnl encoding routines:ASN1_ITEM_EX_D2I:nested asnl error:tasn_dec.c:386:Type=PK

ERRRUCRIER |, BT/ pkes123 - ## IDERKE R :

openss1 enc -base64 -d -in asaexportedpkcsl2.pl2 -out converted.pfx

SRS , TR B A XA BIE M Extracting dentity certificate and private key from PKCS12 fileZf 4 7
WL BRS A FPEHFFARA.



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
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