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VeriSign.
- WIFFTDEB EWAEepetE, BEFE X, XTI S ORI , BiNE R M E 7Y
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+ 1Z176.5M9FTDv
- BIZEPKCS128Y , A OpenSSL

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZHENERAR
wh(RIA) BRE. MRENMELTEIRS , FHRETHRAERSHBERNE,

AT R HN A FE Firepower & B Fp/ON(FMC) B #YFirepower BB A H)(FTD) E & 3%, FEMEITH
B=FIEFHMEAE(CA)HAECAZ RN BERIEBNIEH,
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Owverview Analysis Policies Objects | AMP  Intelligence
Device Mamagement MAT VPN T Qas Platferm Settings FlexCarnfig Certificates

Hame Diomain Enrollment Type Status

Add Certificates

2IEFRE , W FARMEDevice* THFIRFP ., RELHEZE+FS , MBI R,



Add MNew Certificats

add a new certificate to the device using cart enrallment abject which is used to generate Ca and

sdentify certificate.
Dmvice™: I FTD-1 w I
Cert Enrollment™: Select a cartificabe entrollment object v @
A Cancel

SEEFERNEN , AEE'CABRETNFT , EHEITMAER"

Add Cert Enrollment

Hame™® IFTD-i-S-eIF—Slgned I

Descriphion

RO ST Certificate Parameters Key  Revocation

Enroliment Type: | 5e¥f Signed Certificate ~|

.. Common Name (CN) is mandatory for self-signed certificate that is used in Remote Access VPN, To configure
= CN, please navigate to 'Certificate Parameters’ kb,

Allew Cherndes r‘

Save Canosl

4 7£ Certificate Parametersi®I+ T , f# AEH B CommonB #ro X
R ) BYFQDNZRIP i 41k PEBR,

- BERIUEP , B

IR EE FUEBRYARSS (40



Add Cert Enrallment 7 M

Hame™ FTD-1-5lf-Signed
Cescnplion
CA Information WS TGTIT L Key  Revocation
Include FODN: Use Device Hostmame as FQDN -

Include Device's IP Address:

Common Mame (CH): Iﬂd].emmpl:.:mn I
Organczation Unik (OU): Cisto Systems

Organization (0): TAC

Locality (L):

State (ST):

Country Code {C): Comma separaked country codes

Email (E}:

[] tnclude Device's Serial Humber

Mllew Ohverndes |_|

Save Canozl

5 (k) ERALEIFT , JEERATIEPWRANEE, EHNK D, RIANBERT , BEAE
A& # AN <Default-RSA-Key>, K/NH2048HIRSAZ4R ; BER , BIUNENMNEIBFEAM—HNEH
, MEENTEANBMRAERFRAE/ A HEHAX,

Add Cert Enrallment T K

Hame™ FTD-1-5lf-Signed

Description

CA Information  Certificate Parameters m Revocation

ey Type: ® psa ) ECDSA
Key Name:* <Default-A5A-Key=
Key Size: 2043 fud

= | Advanced Settings

L] tgnore Psec Key Usage

ot validate vaiues in bhe Key Usage and extended Key Usage exvtensions of IPsec remate client cortificates

dllew Overndes |_|

Save Canoel

6.5EAJ5 , £ hSave , RFEHAAD , MEFTR.



Add MNew Certificate 7

add a new certificate to the device using cert enrallment abject which is used to generate CA and
wentify eertificate.

Drevace™: FTD-1 w

Cart Enrollment™: FTD-1-5elf-Signed bl +

Cert Enrollment Details:

Mame: FTD-1-Self-

Signed
Enrallment Type: Self-Signed
SCEP URL: Mk

7.%R2E , BERIEPFERERGD,

Owerview  Analysis  Policies JulSUTEC- Ohbjects | AMP Inte

Device Management MAT VPN ¥ Qos Fatform Settings FlexConfig Certificates

Mame Domain Enrollment Type
4 & FTD-1
FTD-1-5elf-Signed Global Self-Signed

FhEM

1. $MENRZ>IES , RFEERM , WEFFR.

Owerview Analysis  Policies Objects | AMP Intelligence

Help *

Device Mamagemsent MAT VPN T Qas Platferm Settings FlexCanfig Certificates

HName Domain Enrollment Type Status

Add Certificates

System Help »

2. Device* FH R FIERITBRMBINIRE , RARETEZE+FTES , R R

Add Mew Certificate ? M

add a mew certificate to the device using cert enrallment object which is used to generate Ca and
sdentify certificate.

Device™: I FTD-1 w I

Cert Enrolbment™: Select a certificabe entrollment object v E

Add Cangcel

admin

Add

admin *



BEEFERNEN , RABECABREIFT , EEIMRE": F3h, MARTEZSMNIEBR
CARWPEMAERIEH, MRUWIEBIHFAATAHAA , FRMEMCAILEREN SNUF , ERR S0

EHE , EEWRSRIRINKERNACA , B

Add Cert Enrollment

7 K
Hame™ | FID- 1-Manual |
Descriphion
Certificate Parameters  Key  Revocation
Enrollment Type: Ir-lar.ual - I .
CA Certificate:* - BEGIN CERTIFICATE-----
MITESzCCAJOAwWIBAGIITSWaBSerS QwDOYIKoZThveNAQELBOAW #
MjEaMBgGALLE
ChMRQ2IEY2BgUa3lzdGVicyBUQUM=FDASEgNVBAMTC1ZOTIBSb2S
DIENBMBDTIW
MO QWNTIZM W MFoXD T IxMOQwWNTIZMkwMFow O] EaMBgGAIUE
ChRQ2IzY2Bg U312
FENTEYBUUMHDASBONYBAMTELZQTIEIbnRIcm1 2GR GLG0E
DUEIMADGLSG
CIb3DOEBAJUAASIEDwAwWgEKADIBASDIL mPunR Uovirob FsiWs
UWmalktowHan
S o Zsah gl LY YU WRIWIen 2 LBy Y T4 sRW T AK
WiyROOLISIT
le55ukE 027 §e3eNDgAregd g/ Ve DeAjorp WY hHHY AT DT GX HI
CERGTY P
SRCPLd s aFxw+ DOMIY T HLoE SFisfenrDekembiBiktkomOauhips
AFAISkdd W W

(A 43 1G04BBhxITIPSOHAIALIM EXnECRAKS gHA YR BplPy

dllew Overndes |_|

Eave

Camcel

4 f£ Certificate Parametersi£I+ T , # AUEB B CommonB&#r. XHMEEHIEPRRSH

fqdn=gIPitb 3k PCHE |, 2B PR 7R,



Add Cert Enrollment 7

Hame*= FTD-1-Manwal
Descnpbran
CaA Information gl iR Tl le-le 3 Key  Rewvocation
Include FODN: Use Device Hostmame as FODN -

Include Device's IP Address:

Cameman Name {CH): | ftd1. mample.com |
Organizakion Unit (OU): Cisoo Systems

Organczation [0z TAC

Locality [L):

State (5T):

Country Cade {C): Comma separabed country codes

Email (E}:

[ tnctude Device's Serial Humber

Allew Cvarndas |_|

Eave Camcel

5 ( Wik ) EKey M+ T , AIUERIEEA TIEBPWRANEE, FHAKD. RIANBERT , B
BN <Default-RSA-Key>, K/NH2048HIRSAZ4A ; BR , BWABSMIBFERAHE—NEH
, MEENTEANBMRNERTRAE A HEHAX,

Add Cert Enrollment e

HName* FTD-1-Marual

Description

CA Information  Certificate Parameters m Revocation

Eey Type: W RsA L) ECOSA
ey Name:*® =Default-REA-Key =
Key Size: 048 -

« | Advanced Settings

[ lgnore [Psec Key Usage

ot walidate valuves in the Key Uisage and evtended Key Lisage extensions of IPsec remotes clent cortificates.

dllew Ohverndes I_

Save Canced

6. ( AJi% ) F£Revocationit W+ T , Certificate Revocation List(CRL)Z,Online Certificate Status



Protocol(OCSP)revocation 21 R H AI#H TE E. BIABRT , MEHLREDR , MBI

Add Cert Enrallment 7 M

HName* FTD-1-Mareal

Descripion

CA Information  Certificate Parameters  Key BUETGTE10T

] Enable Certificate Revecation Lists {CRL)

CEL Server URLs:™

[ Enable online Certificate Status Protocel (0CSP)
OCSP Server URL:

¥ consider the certificate valid if revacation information can not be reached

Mllew Ohverndes |_|

Save Canozl

752G , 2ESave , RAE L HEAAD , MEFFT.

Add MNew Certificate T oM

add a new certificate to the device using cert enrallment abject which is used to generate CA and
wdentily certificate.

Drevace™: FTD-1 w

Cert Enrolbment™: FTD-1-Manual w gl

Cert Enrollment Details:

Mame: FTD-1-Manual
Enrallment Type: Mansal
SCEP URL: M

fudd Cancel

8AEERE , FMCRARMBDIEFHHEI, LHIDRE , MEFR.

Policies =T Objects | AMP Intelligence

Device Management NAT WEN ¥ Qus Platform Settings FlexConfig Certificates

cystemn Help » admin »

[+ -
Mame Domain Enrcllment Type Status
4 @l FTD-1
FTI-1-Manisal Glebal Manual W CA E . Identity certificate Import required 20 6



9. —NMED , BAILEMKCSR, £&EiYes , MEFTR.

Warning

7y This operation will generate
& Certificate Signing Request do you
want to continue?

104 TR , EXAREHH E£EFCAKCSR, £EBCSRE , BRHEMIEH, NIEERHHN &M
FHEEE , AR EEImport , MBI,

Import Identity Certificate 7 x

Step 1
Send Certificate Signing Request (CSR) bo the Certificate Autharity.

Certificate Signing Request (Copy the CSR below and send to the Certificate Autheriby):

----—-BEGIN CERTIFICATE REQUEST-----
MIICzrCCAbcCA WY ZEZMBGA IUEAMOZ nRkM S He Gt cGd Lmvb TEMMADGAILE A
ChMDVEFDMEYwWFAYDVQOLEW1 DaXMjbyBTeXN0ZW 1 2MRCwES Y IKeZIveENAQKCFgVm
GO MTCCASTW DO KT e NAGEEEQAD g EPADCCATC CogERATouL) B 3haasLy
UIpDCTM3 QS8 CWNESZ Sty vOnjin) E2+ onWFGJe+ fEICSEDINAT 1 Cs09alFH2 4 P39
APV laQCuaf 0o TR Wl Qe SetFTor v inScHH Sk + BNGZainnxUc cljukaase
el Jekret4 GUGZoGokImnRUXITIZcALL MV FEOmpR)kPskeivBRLIVdmC
AbEL2+x0d + TORAYNPpME+wEBmiBC T2 SweBreBgGeHMd 1R G fednfG ivPEaMabgmy + A/
choScZgRIabwSwglQHENDS « OVicKj3LkuhHA 1 azSUPKWSS Loy RIHPVMKa

i

Step 2
Onoe certificabe authority responds back with identity certificate file, import it to device.

Idenity Certificate File: ftd 1.t I Browse Identity Certificate I

Cancel

M.ZEKZRE , FIHEBMEFRR.

Owerview  Analysis QEGISIS-RE RSN Objocts | AMP Intelligence System  Help =

admin »

Access Control » Metwork Discovery Application Detectors Correlation Actions »

@ aad
N Demain Enrollment Type Status
# @ FTD-1
FTD-1-Manual Global Manual WCA| S, ID 200
PKCS12:% fift

1.EZEREEVRIECIENPKCS12X 4 , BSMBNEEZ>IEP , REEHHRMN ( WEFATR) .



Overview Analysis Policies Objects | AMP Intelligence

System  Help v admin
Device Management MAT VPN ¥ Qus

Add Certificates

2.7EDevice* TR A FIERITBRMBIMNRE , AR TEZE+FS , R R,

Add MNew Certificats 7 M

add a new certificate to the device using cart enrallment abject which is used to generate Ca and
sdentify certificate.

Device™: I FTD-1

I""I

Cert Enrollment™: Select a cartificabe entrollment object v E

add Cancel

SIEGERNEH , RARECAEREIMFT , BIIMER" : PKCS123X . XEEI6IZEHN
PKCS1230# FHik B Z 30, i ASIEPKCS128HERAN R |, AR R

Add Cert Enrallment

7 K
Hame® [Fro-1-prcs1z |
Descrphon
RO T Certificate Paramebers  Key  Revocation
Enrollment Type: FECS12 File V'I
PKICE12 File™: PHCS12Fileple | Ecowse Prcsiz mie |
Passphrase: I ree I
Mllew Ohverndes |_|
Zave Camcel

4. ( A[iE ) Certificate ParametersfKeyi M < E R ARE , RA N ZEAPKCS128| &R , B2

. AT &S E FCRLA/SOCSPHIE K &ERIRevocationit W+, BRIAER T , HEHYKRIZBMEG S
IR#HITRE,



Add Cert Enrallment 7 M

Hame™ FTD-1-PKCS12

Descripion

CA Information  Certificate Parameters  Key BUETGTE10T

] Enable Certificate Revecation Lists {CRL)

|

CEL Server URLs:™

[ Enable online Certificate Status Protocel (0CSP)
OCSP Server URL:

¥ consider the certificate valid if revacation information can not be reached

Mllew Ohverndes |_|

Save Canozl

5.5 /E , BiifrfE , AR THARM (MBI ) .

Add MNew Certificate T M

Add a new certificate to the device using cert enrollment abject which is used to generate Ch and
wentify certificate.

Device™: FTD-1

Cert Ennollment™: FTD-1-PKCS12 o

@(’

Cert Enrollment Details:

Mame: FTD-1-P¥C512
Enrallment Type: PKCE12 file
SCEP URL: N&

6.52RE , PKCS12iE P B A Ro

Owery ANz N Devices AMP  Intellige

Help *  admin *
Device Management MAT VPN T Qos Platform Settings FlexConiflg Certificates

Name Domain Enrollment Type Status
4 &) FTD-1

FTD-1-PECS12 Global PRCS512 file LCA| |5 1D e |



UEP ST

BEHUEHEIT

1.32Re-enroll certificate’®4l , MBI Ro

Owerview  Analysis  Policies JulSUT<E Objects | AMP  Intelligence Deploy % System  Help v admin «

Device Management MAT VPN ¥ Qos Fatform Settings FlexConfig Certificates

i Add
Mame Domain Enrollment Type Status
4 & FTD-1
FTD-1-5elf-Signed Global Salf-Signed @Ch (4D C‘-* @

2RERER—NTED , RREBRABRBLZRIUH, BdiYes , IEFAR,

arning

> Re-enrolling the certificate will clear the existing certificate from the
*h-",/l device and install the certificate again.

Are you sure, you want to re-enroll the certificate?

SEXBEEEFNBMIEAETTHMR BN NE, L EHIDZRMHEHValid time ( BRETHE ) AT SAKIEX

FHUEH LT

1.32Re-enroll certificate’&4l , AME PR,

Overview  Analysis EEGIWECRE NG TSN Objects | AMP Intelligence %  System Help v admin v

Access Control * Metwark Discovery Application Detectors Correlation Actions »

Namie Damain Enrollment Type Status
4 @l FTD-1

FTO-1-Manual Global Manual WA (& 1D 5

2EAFMRRERIERLERER. BhiYes , MBI



Varning

7y This operation will generate
= Certificate Signing Request do you
want to conkinue?

SHEMENR , £MCSR , AILLHEEHH LI 2EESHIEBHE—CA, CSRERF , Z#t
SITNEMER. JRIRENESHIERHFEFE , REETImport , WEFTR.

Import Identity Certificate 7 M

Step 1
Send Certificate Signing Request {CSR) to the Certificate Autharity.

Certificate Signing Request (Copy the CSR belaw and send to the Certificate Suthoriky):

--——-BEGIN CERTIFICATE REQUEST-----

ML CznCChboCAQMWYZEZMBGA 1UEAXMOZ nREMSSleGFtc Gl mivh TEMMARGAIUE ]
hMDVEFDME Y w FAYDVQQLEw 1 DaXM by ETexMNOTW 1 2MRQwWEGY IKoZ ThveMAGQKCFgYm

GOEMTCCASTWDOY IKeEThveMA QEREQADQIEPADCCAQMCyERAToUL 9 Zhgigsly

pETME DGBCWNESZ S wOnjin)E2+onWiG)e - fEicSEd ldN4T 1 Cs0al FH2 4P 39
APhDvelaQCuaf0eTOR Qe Set7Tos Y XnScHHAXk+ ENG Zoinnx Uccljuk B65e

uel/ Jekriet4GLUGCGokIMINRUXIT 32 CAL L Ny I FaOmpe) IkPskefvBLIVdmC

bik12+xd+ TORAYNPME+WEMIBCT2SuxBrcBgGaHMd LR AGioeanfG v P2xMabomiy + W
hoBcZaiRIahySwolQEETNS « Vi ELkuhHA 1Az SR S5 ey REHPTVMxa

i s aL o

Step 2
Once certificate authority responds back with identity certificate file, impart it to device.

Identity Certificate File: re-enrolled cert.ort I Browse Identiby Certificate I

Irngort Cancel

4. EFENF U HFFHIXBIFTD, L EHIDZEMHEFValid time ( BRETE ) AT AKIEX — Ko

PKCS124E1T

R dre-enroll certificate’Zfll , MASLEITIEPH, EFEHPKCS12 , EEMFEAFEIEEIN 5L
BN EEHHWPKCS123X 4,

{#FFOpenSSLEIEPKCS12

1.5 OpenSSLE R LM ARFERLPAMEBLZERCSR), ERHAER—NER
private.key#2048{ZRSAZ:4A 1 — NEOpenSSLAH I K ftd1.csr:

openss1 req -new -newkey rsa:2048 -nodes -keyout private.key -out ftdl.csr
Generating a 2048 bit RSA private key

You are about to be asked to enter information that is incorporated



into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there is be a default value,

If you enter '.', the field is Teft blank.

Country Name (2 Tetter code) [AU]:.

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ftdl.example.com

Email Address []:.

Please enter these'extra'attributes

to be sent with your certificate request
A challenge password []:

An optional company name []:

2.5 HIERMWCSRANHLIZEICA, £ECSRE , RHEMIEH, BELSIRMCAILR, B4R
PKCS12 , 1ﬁEOpenSSLﬂPi§’TL,LTﬁ% 2=

ERSFEEPKCS12HMARCAILES |, HEAUTHS ;

openss1 pkcsl2 -export -out ftd.pfx -in ftd.crt -inkey private.key -certfile ca.crt
Enter Export Password: o
Verifying - Enter Export Password: ***%%*

ftd.pfxZ FHopenssS H#pkes 12X VB R ( KAderiExX )
ftd.crt2 CApemiE XK W ZE L B HHER B

« private.keyRE L TR O ZAX

ca.crt@ B pemi& =X 0l & B9 UE 5 5 R YAV IE o

MRIEPRHFIRCAFRIANHZANFECAWEEN —Z 9 , Nk dn S 0] B FEPKCS12/ R INT R 1Y 6E

openss1 pkcsl2 -export -out ftd.pfx -in ftd.crt -inkey private.key -chain -CAfile cachain.pem
Enter Export Password: %=
Verifying - Enter Export Password:

T deh

ftd.pfx2 OpenSSLS HMpkes 12X HHI B FE ( #&=X Fder ) o

ftd.crt2 CA pemi§ X il K VX & & HE P Ao

« private.keyRE S ER1HP OIEZEAR

« cachain.pemZ—1MX#4 , eBEHEFPHCAILES | LA HFEICATFL , Upemig N BRCAL
E.



1 R5EEPKCS7 X (.p7b , .p7c) , Jé‘kbunﬂ‘mﬁ.[ﬁﬁzj:ﬁUEPKCS’IZo MRp7b R Nder , B
fadd-inform derRZ MBI SHH  BNTFEZE

openss1 pkcs7 -in ftd.p7b -inform der -print_certs -out ftdpem.crt

openss1 pkcsl2 -export -in ftdpem.crt -inkey private.key -out ftd.pfx
Enter Export Password: %=
Verifying - Enter Export Password: =#w#=

ftd.p7b2CAIREIfIPKCS7 , HHPBEEX RN FMHE B MCASE,
ftdpem.crt2 FIREHp7b 3,

ftd.pfx 2 OpenSSLS H i pkes 12X HEI B F5 ( #&X Rder ) o
private.key = TR 1H QI ER B EAXT,

5 E

/

ERAAED THEIAEE

HI
o

BIEHEIET

BERFMCH RERIUES

EFMCH | EMFNEE>IEP, W TFHXEER , BRECATIDAEFEEXRIEBWFAEE , 1E
7o

Owverview Analysis  Policies JSUTSEE Ohjects | AMP  Intelligence Deploy & System  Help v admin v

Device Management NAT VPN v Qos Platform Settings FlexConiflg Certificates

a Add
MName Drovmain Enrollment Type Status
4 =l FTD-1
FTD-1-PKCS12 Global BKECS12 file cal (R il el

R AT REIFCAIES,



A Certificate 7 || x

s Status : Available e
= Senal Nummber : 420452 0al@0e23

Issued By !
Common Mame @ YPH Roat CA
Orgarzabian : Cisco Systems TAC
v [ssped To @
Common Mame @ VPN Root ©A
Drganization | Cisoo Systems TAC
= Public Key Type : RE4 (4096 Bitg)
v Signature Algonthm : SHA256 with RSA& Encryphion
s Associated Trustpoints : FTD-1-FEC512
o Valid From :  23:16:00 UTC April OS5 2020

Cloge

WA PR E & HE

Identity Certificate ? [~ ®

Status ¢ Awvailable "~
Serial Humber 1 Sfeld90700df29e
= [ssued By :
Common Mames @ VPN Root CA

Organization : Cisco Systems TAC

Issued To @
Common Mame @ Rdl.example.com
Organization Unit : TAC

Organization : Cisco Systems

= Public Key Type :  RSA (2048 bits)
Signature Algonthm :  SHAZS56 with RSA Encryplion
Assoniated Trustpaimts : FTD-1-PK.C512 W

Close

ECLIREFEELZEWIEP

B SSHE#EZIFTD , A% AT show crypto ca certificate,

> show crypto ca certificates
Certificate
Status: Available
Certificate Serial Number: 6fcld90700df29ae
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=VPN Root CA
o=Cisco Systems TAC
Subject Name:
cn=ftdl.example.com
ou=TAC
o=Cisco Systems
Validity Date:



start date: 15:47:00 UTC Apr 8 2020
end date: 15:47:00 UTC Apr 8 2021
Storage: config
Associated Trustpoints: FTD-1-PKCS12

CA Certificate
Status: Available
Certificate Serial Number: 420452ff0a090e28
Certificate Usage: General Purpose
Public Key Type: RSA (4096 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=VPN Root CA
o=Cisco Systems TAC
Subject Name:
cn=VPN Root CA
o=Cisco Systems TAC
Validity Date:
start date: 23:16:00 UTC Apr 5 2020
end date: 23:16:00 UTC Apr 5 2030
Storage: config
Associated Trustpoints: FTD-1-PKCS12

HUEHEBR

A RENEETATHEERTHEER.

i S

HESSLUEBZELAMMNERT , FIDBEISSHEREE , IAMIZECLIZITIFR
debug crypto ca 14

HEFTDM R MRAH | LT BHAATABER WA THESERR

debug crypto ca 255

debug crypto ca message 255

debug crypto ca transaction 255

w e 3

=

SAEMRNEMIUERRE , PBIHEEFTESASHILES



H X A B AT 88 = R 9 PN B IR AT R
1. F B M R A D50 R B CAIE S

EASPIEBRTE , RELBTEBFIEMETECA Informationik I+ TR CAIE PR & FMHEP,

A, MEBEERSERATEEHESHIIBNCANCAIER, EXMERT , HEMITFEMet
, DRI ENRFCAILEH, EMAFMHIEBHIBHCALERE , AIMEAEBACALEP RN F
EM. BAERFIEMESE , FRRINBANEESREFEMPERHNBHRMK D, T
BE , TEEACSREX#EHKEICA , ZHIMAN FMEB AT AER ERHNCAILERLSAZFAUEN
BES,

EREEFIEMNRENA THRBNCAILES , ERmVerifyfo PIEERCARA , IR Eshow
crypto ca certificatesfy i . “MRLE" M TS EFRUSIERBMAINEREHCAUERL PN F B
B TR,

2 BEZMNEERPHBRAXNTET N EMAK MY 6 ZCSRITE AR HHAX .

BEFEM , HERBANMCSRE , KHARALXRMEBICSR , AETNEBSEMKN FDIEH
F, MRBATEMERR , SR TFTDEHNRAN , AEMRNSMIEHISHMLLA , WFTDF L
ZEMENFMEH. BRERBREZXMER , AR TR

FEOpenSSLA |, AIM A HA T i B RFCSRAN NS EMRIERFH LN ARITHR !

openss1 req -noout -modulus -in ftd.csr
ModuTus=8A2E53FF7786A8A3A922EE5299574CCDCEEBC096341F194A4018BCE9E38A7244DBEA2759F1897BE7C489C484749C4DE
OFDFD5783DB0OF27256900AE69F3A84C217FCA5C6B4334A8B7B4E8CD85E749C1C7F5793EFOD199A229E7C5471C963B8AF3A49EB9
81941B3706A24F6626746E5C9237D9C00B2FF36FD45E8E9A92A3DE43EC91E8D80642F655D98293C6CA236FB177E4C3440C8DA4C
C7CADCO06019E1CC763D51EC6FF1E277C68983F6C4CE1B826CBE721A3C7198234486A1BF9C20D10E047C8D39FA85627178F72E4B
B966DA10BF24771CFE55327C5A14B96235E9

openss1 x509 -noout -modulus -in 1id.crt
ModuTus=8A2E53FF7786A8A3A922EE5299574CCDCEEBC096341F194A4018BCE9E38A7244DBEA2759F1897BE7C489C484749C4DE
OFDFD5783DB0OF27256900AE69F3A84C217FCA5C6B4334A8B7B4E8CD85E749C1C7F5793EFOD199A229E7C5471C963B8AF3A49EB9
81941B3706A24F6626746E5C9237D9C00B2FF36FD45E8E9A92A3DE43EC91E8D80642F655D98293C6CA236FB177E4C3440C8DA4C
C7CADCO06019E1CC763D51EC6FF1E277C68983F6C4CE1B826CBE721A3C7198234486A1BF9C20D10E047C8D39FA85627178F72E4B
B966DA10BF24771CFE55327C5A14B96235E9

« ftd.csr®FIEMEFMFMCE HIFICSR,
* id.crt2CAZZ M B MiEH,

gE& , BALRFTD LM QA AESMANSMEPPNLARTLER. BTER , EBFHEILAN
FRSFTDR HF R F R RE



2 EWindows PC_EITFF M ALK B AL :

i Cestificate x

General  Detads  Cerlification Path

Showe:  <Aal> o
Fisdd vake =
_’_ Segnature algorithm shalSeR5a
=1 Signature hash algorithm shalsé
| zl Lemuer VPN Cntermedate O4, Cisco 5.
[0 ke frem Wednesday, April &, 2030 1:0,..
[lvaidi tn Monday, Aprd 5, 2021 71800,

Fid-1, Cisco Syste=mes, TAC, fid. ..

BSA (2045 Bits)

d% 82 %3 of ca 23 -
bl 77 24 c3 44 Oc 8d ad c2 be c0 19 a3

B0 19 &l oo 76 3d
51 == BE £1 &2 77 b 89 B3 {5 cd o= 1b 82
G be ¥E la 3o Y1 98 23 44 Bd =1 bE 9= 20
dl O= 04 7o Bd 39 fa 85 62 71 738 €7 2= 4b
al 1f 8d Sa of 95 0F 91 64 b3 66 da 10 bE
24 77 Lo f= 55 32 7o Ga 14 b9 62 35 =9 0OF

Edit Properties. .., Copy to File...

MEIEB R L ARAE

3082010a02820101008a2e53ff7786a8a3a922ee5299574ccdceebc0963411f194a4018bce9e38a7244dbea2759f1897be7c489c
f6e0fdfd5783db0f27256900ae69f3a84c217fca5c6b4334a8b7b4e8cd85e749c1c7f5793ef0d199a229e7c5471c963b8af3a49
1b3706a24f6626746e5c9237d9c00b2ff36fd45e8e9a92a3de43ec91e8d806421655d98293c6ca236fbl77e4c3440c8dadc2bec
elcc763d51ec6ffle277c68983f6c4celb826cbe721a3c7198234486albf9c20d10e047c8d39fa85627178f72e4ballf8d5act9
55327c5a14bh96235e90203010001

Show crypto key mypubkey rsa\FTDEYHi i, SERFaIEM G , <Default-RSA-Key>F T8I
CSR. B LB &Mk HIRE N A% H .

> show crypto key mypubkey rsa

Key pair was generated at: 16:58:44 UTC Jan 25 2019
Key name: <Default-RSA-Key>

Usage: General Purpose Key

Modulus Size (bits): 2048

Storage: config

Key Data:

30820122 300d0609 2a864886 f70d0101 01050003 82010f00 3082010a 02820101
008a2e53 ff7786a8 a3a922ee 5299574c cdceebcO 96341f19 4a4018bc e9e38a72
44dbea27 59f1897b e7c489c4 84749c4d el3d42b3 4f5a2051 f6e0fdfd 5783dbOf
27256900 ae69f3a8 4c217fca 5c6b4334 a8b7b4e8 cd85e749 clc7f579 3ef0d199
a229e7c5 471c963b 8af3a49e b98b9%edb fdde92b5 deb78194 1b3706a2 4662674
6e5c9237 d9c00b2f f36fd45e 8e9a92a3 de43ec9l e8d80642 655d982 93c6ca23
6fbl177e4 c3440c8d ad4c2becO0 19a3f024 d94aec7c adc06019 elcc763d 5lecoffl
e277c689 83f6cdce 1b826che 721a3c71 98234486 albf9c20 d10e047c 8d39fa85



627178f7 2e4ballf 8d5acf95 0f9164b9 66dalObf 24771cfe 55327c5a 14b96235
9020301 0001

FMCHCAZIRLA&X,

PKCS12:xfitat AJgE & HI X FE)R , R ACAILEB R B EPKCS128 43,

Test-PKCS12 Global PKICS12 file » CA 1D

ERRIEEE , PKCS12FEERMCAILES,

EEXEGRTURREMEB T, EEQEPKCS12REANZEMEZ I -

openss1 pkcsl2 -info -in test.pl2
Enter Import Password: [pkcsl2 pass phrase here]
MAC Iteration 1
MAC verified OK
PKCS7 Encrypted data: pbeWithSHA1And40BitRC2-CBC, Iteration 2048
Certificate bag
Bag Attributes
friendlyName: Test
TocalKeyID: 76 8F D1 75 FO 69 FA E6 2F CF D3 A6 83 48 01 C4 63 F4 9B F2
subject=/CN=ftdl.example.com
issuer=/0=Cisco Systems TAC/CN=VPN Intermediate CA

MIIC+TCCAeGgAWIBAgITIAUIM3+3IMhIwDQYJKoZIhvcNAQELBQAwWOjEaMBgGALUE
ChMRQ21zY28gU31zdGVtcyBUQUMXHDAaBgNVBAMTE1ZQT1iBJbnR1cm11ZGThdGUg
QOEwHhcNMjAWNDA4MTY10DAwWWhcNMj EwNDAIMjMyOTAwWjAbMRkwFwYDVQQDEXBm
dGQxLmV4YW1lwbGUuY29tMIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEA
043eLVP18K0jnYfHCBZUFUYrXTTB28Z1ouIll5yyrDzCN781GFrHb/wCczRx/jW4n
pF992z7FHr5bQCI40SUSX40UQfr0/u0K5riIluZumPUx1VplzVkYugDd/i1r0+0j
PyS7BmyGfV7aebYWZnr8R9ebDsnC2U3nKjP5RaE/wNdVGTS/180HTrIjMpcFMXps
LwxdxiEzOhCMnDm9RC+7uWZQdTwZ90oNANCbQCOpx/Zikj9Dz70RhhbzBTeUNKD3p
sN3VqdDPvGZHFG1PCnhKYyZ79+6p+CHC8X8BFjuTlYool16uGgiB4Jz2Y9ZeFSQz
Q11IH3v+xKMInv6IkZLuvwIDAQABoyIwIDAeBglghkgBhvhCAQOEERYPeGNhIGNT
cnRpZm13jYXRTMAOGCSqGSIb3DQEBCWUAA4IBAQCY /MgshwWxXtwpwmMF /6KgEj8nB
ST1jbfz1zNuPV/LLMSnXMLD0o6+LB8tizNR+a09dGATRYY54taRI27W+gLneCbQAux
9amxXuhpxP5EOhnk+tsYS9eriAKpHuS1Y/2uwN92fHIbh3HEXPO1HBJueI8PH3ZK
41rPKA90IQPUW/uueHEF+xChG4xCL15H0GeHX+FTigGNgazaX5GM4RBUa4bk8jks
Ig53twvop71wE53COTHOEKSRCsVCw5mdIsd9BUZHjguhpw8Giv7Z36gwWv18I/Owf
RhLhtsgenc25udglvv9Sy5xK53a5Ieg8biRpWLItIjgUgjxYZwtyVeHi32S7
————— END CERTIFICATE-----
PKCS7 Data
Shrouded Keybag: pbeWithSHA1And3-KeyTripleDES-CBC, Iteration 2048
Bag Attributes

friendlyName: Test

TocalKeyID: 76 8F D1 75 FO 69 FA E6 2F CF D3 A6 83 48 01 C4 63 F4 9B F2
Key Attributes: <No Attributes>
Enter PEM pass phrase: [private-key pass phrase here]
Verifying - Enter PEM pass phrase: [private-key pass phrase here]

MIIFDjBABgkghkiGIwOBBQOWMzAbBgkghkiGIwOBBQwwDgQI 1KyWXk8cgTMCAggA



MBQGCCqGSIb3DQMHBAgGMOgRXh/dcwSCBM1iF7BpgINIpHdU5Zornljm3pmsI/Xk]
MRHc1Ree10ziSLCZOSTr84JFQxNpbThXLhsHCOWhpPy5sNXIvXS7Gu+U10/VINSA
rwlX6SPftAYiFq5QXyEutSHdZZwgQIqpj97seu3Px0agvIObWlLo8or51SydnMjp
Ptv50Ko95BShWWYcqkTAia4ZKxytyIc/mIu5m72LucOFmoRBO5JZulavwXjbCAA+
k2ebkbTFTOYRQT1Z4tZHSgX1LFPZel1l70NZEUg7 rIcWAk1Yw7XNUPhOn6FHL/ielIZ
ThvIfj+1gQKeovHkSKuwzb24Zx0exkhafPsgpOPMAPxBnQ/Cxh7Dg2dh1FD8P15E
Gnh8r31903ATkPMBkMdx0q1pzo2naly2KGrUnOSHajVWcLr9dTPWIDyjdn95YoeS
IUE7Ma00pjJcO2FNBwyNxRrYt+4hp3aJt0ZW83FHiSTB5UIzGrBMAgKIc2Hb2RTV
9gxZGvelcRcolLeJRYoK9+PeZ7t17xzLSg5wad4R/ZPKUwTBUaShnOwHzridF8Zn
FO6XVBDSyuXVSpkxwAdTTwxq62tUnLIkyRX02CSz8z8W29UXmF0403G67n28/ /L]]2dt3pd1/+pUR3CdCOb8qRZ0O0L0O3+onUIUoEsCCNdpOx8Yj/mvc6ReXtOKB
2gVmhVMYseiU1rOAQGt7XMelUuiJ+dRnqcfAfbdGeOp+6epml1TK1BIL2mATQWxX51
73Qo4M7rR7Taeq/dgob301PhcoMLa5z/Lo5vDe7S+LZMuAWjRkSTsoOKQOY3kAP1
eZ2Eh2go4e]7hHf5VFgBLL8Ci3rd3EOi jRkNm3fAQmFIT1aFmooBM3Y2Ba+U8cMTH
19jSFk11FAWpfwx9aSEECNCVEMM1Ghm6/tIDLV1jyTawajHNWIZCc+P2AXgn1LzG
HVVfxsO0c8FGUIPQHatXYd7worWCxszauhfJ99E4PaoZnAOYUFw2 jaZEwoONBPbD1
AjQ8aciuosvOFKpp/jXDI78/aYAEk662tPsfGmxvAWB+UMFarA9ZT1i1hK3x/tDPy
GZ6ByGWIYp/OtNNmIRCFhcAYY83EtzHK9h+8LatFA6WrJ4j3dhceUPzrPXjMffNN
0Yg=

A, AJLERAEAOPenSSLEIEPKCS12M L R2.FIRBINS TR , FEIEHMIALAKRA LI
RIS fFAR | FRFCAIEH S AFIRTRIPKCS 12324 H
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