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RN BIE ASA ERFTE S SSLVPN F AnyConnect SEER S = 5 S SSL BFIE P,

TR

B3R

AXEEELRZEENE=ZFIEPRMANE (CA) FTAFEMER. E=FH CA HAREH RATIE
{BARFR T Baltimore, 2%}, Entrust. Geotrust, G, Microsoft, RSA, Thawte H VeriSign,

FiaZHl , FRIFASAE B EHEM Rt EhatE, BHEARE X, N FUEH S ORI | B MNEE
MY (NTP) fRS5E5RE ASA LHIRTE, _(Cisco ASA RFIEHIRIE CLI ELEER 9.1) H#FMNA
T7 ASA LIEWRERE M ABHAERITHSR,

EARVA L

A RYBE FE TEERRAS 9.4.1 F1 ASDM ARZ 7.4(1) B9 ASA 5500-X,

ANHEPHNEEHRETREXRERNEFNREZEEN, AXEFEANARRZRAERAR
(BN ) BE. MREHMBLTENRS , FERRETRAERTHBERRE,

b B /=
B 515 TN

RRBIPEAK R GoDaddy iE+, FFWIGTEHENREREEE R (ASDM) BRIELS T CLI
EMBRE

[

SSL i ER SSL RS REF M iniR MRS H[IES , MEFFHEIITRS RS ORIE. TRTE
WEABXFILES , ANVAFTRETEFHNEREEN FERERERSHFNILEL, EEIRE
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/basic_hostname_pw.html#pgfId-1297455
https://www.cisco.com/c/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/basic_hostname_pw.html#pgfId-1297455
https://www.cisco.com/c/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/basic_hostname_pw.html#pgfId-1297455

KXBRE , ASA EE=ZFEPNEGRERSEAT IR

N

f certificate
Installation
" on ASA

CSR 45X

CSR £ =T x.509 L FiFBEMBEPHME—F,

4 % A/~ #E Rivest-Shamir-Adleman (RSA) A E fi &k B FX £ &% (ECDSA) ZHAXE ( i
A FHANEMERM RSA M ECDSA 2 HMXE ) , REFLZBIEBERHFER (CSR).

CSR B2—% PKCS10 BAMHE A @8 XEBE RN ENN PN HEE, PKIBITEERAHEBET
EHATF ASA H Cisco 10S® W AREHEHER.

N onm
1. 6 CA BHMMENBHAXN KD, CARIKRLIZERHEER , HM R CA ERHNFTEIEH
&/ 2048 i,
2. ASA BEIT XA T SSL BREEEHRIEM 4096 (v Z4H ( EREIE ID CSCut53512)
B2 , IKEV2 FX#XFE ASA 5580, 5585 H 5500-X & L 4096 {7 BRSS B5E+
3. 7£ CSR #J FQDN FERH{EH ASA #I DNS B , U HAFZEEMNIER"BEHERE
HEEHIERRE,

AR =75 AKRERK CSR.

1. £/ ASDM EL&.


https://tools.cisco.com/bugsearch/bug/CSCut53512

2. £/ ASACLI B &.
3. {#H OpenSSL £/ CSR.

1. £ ASDM B &

1. E’rﬂﬁﬂConfiguration > Remote Access VPN > CertificateManagement#iiF% I dentity Certificates.
2. KR Add.

P

-

Add Identity Certificate ==

Trustpoint Mame: S5L-Trustpoint

(71 Impart the identity certificate from a file (PKC512 format with Certificate(s) +Private Key):

Decryption Passphrase:

o
w
m

File to Import From:

@ Add a new identity certificate:

Key Pair: :{Default—RSA—Key} v[ Show... ] [ Mew...

Certificate Subject DN: | CN=MainASA

[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Enable CA flag in basic constraints extension

[ Add Certificate ][ Cancel H Help

3. HGERBEMMAFTFR TENEERBEM.
4. B THAdd anew identity certificateRadiotZ 4l

5. X FTEEAX , FHE dinew.

F

(E] Add Key Pair )

Key Type: @ RSA (™) ECDSA

Mame: (71 Use default key pair name

i@ Enter new key pair name:  |S5L-Keypair

Size: S48 ]

Usage: (@ General purpose (7 Spedial

Generate Mow ] [ Cancel ] [ Help




6. IR ZIFHEA - RSA F ECDSA, (BESHMEA, THER. )

7. B fiEnter new key pair nameRadioiZ 4, NETFIRF , BB ZATT B o
8. IR Key Sizeo 1EIFGeneral Purposefor Usage “fE FARSA”,

9. £, GenerateNow B BIE AR,

10. sdect, EESGEBFERAEDN , FREHBE T RPHILHEM:

Attribute Description

CH FQDM (Full Qualified Demain Mame) that will be used for
connections to your firewall. For example, webvpn.cisco.com

ou Department Name

8] Company Name (Avoid using Special Characters)

C Country Code (2 Letter Code without Punctuation)

5t State (Must be spelled out completely. For example, Narth
Carolina)

L City

EA Email Address

EREXEE , FMEETAIRPEFE-ME , MAEHF LT,

I"

Certificate Subject DN

Attribute

Common Mame (CM)

DM Attribute to be Added
Company Mame {Q)

Attribute: = Select Attribute — | Add==

Value

vpn.remoteasa.com
Company Inc

Country (C) s
Value: T nelete | |State (51) California
Delete o ——
[ Ok ] l Cancel I I Help I

N orE EEECSHEEERERLSAISE OSSR,
EEWE R K A,

1. AIEHMEFok. , RTAdd Identity CertificateX1iE54E , A 1E 3 T Certificate Subject

DNZER,
12. #5 Advanced,

MR R




Advanced Options @

Enrollment mode parameters and SCEP challenge password are not available for self-signed certificates.

i Certificate Parameters || Enrollment Mode | SCEP Challenge Password

FQDM: vpn.remoteasa, com
E-mail:
IP Address:

Indude serial number of the device

[ QK ] | Cancel | | Help |

13. EFZrFooNERF |, i A A T Minternetifi [B]i8 & BIFQDN, s djok.

14, P EERART BPFEA CARRE ®I, BIAMBERT , T% CARENIERINETEEENR
CAIIPREMLE ASA L, ERARTEURELEPNETREEN CA, RESWIEPHERE
PEREBNERARE. BUHEPZIETUABS L ER,

15. Bifok, , ARG # thadd Certificate“A prompt displayed ( & RIERFF )7 , MCSRREFEBI A it
B LW

Identity Certificate Request @

To complete the enrollment process, please save the PKCS10 enrollment
request (CSR) and send it to the CA.

You will then need to install the certificate that is returned from the CA by
dicking the Install button in the Identity Certificates panel.

Save CSR to File: |C:YUsersladmin'DesktopiS5L-CSR,

[ QK. ]| Cancel || Help |

16. RifiBrowse, , RV ENURFCSR , A LA .t BEREXH

N onE SH T REREN , AIAMER X AR ( FIANICER ) IFNES
PKCS#10 &K,

2. fEF ASACLI ELE

£ ASDM # |, £5 CSR &% CAIEHE , RECHICEFER. E CLIF , XHUFIHEIEE
FR



<tfroot>

! Generates 2048 bit RSA key pair with label SSL-Keypair.

MainASA(config)#

crypto key generate rsa | abel SSL-Keypair nodul us 2048

INFO: The name for the keys are: SSL-Keypair
Keypair generation process begin. Please wait...

I Define trustpoint with attributes to be used on the SSL certificate

MainASA(config)#

crypto ca trustpoint SSL-Trustpoint

MainASA(config-ca-trustpoint)#

enrol | nent term nal

MainASA(config-ca-trustpoint)#

fqgdn (renoteasavpn.url)

MainASA(config-ca-trustpoint)#

subj ect - name CN=(asa. renot evpn. url), O=Conpany | nc, C=US
St=Cal i forni a, L=San Jose

MainASA(config-ca-trustpoint)#

keypai r SSL-Keypair

MainASA(config-ca-trustpoint)#

exit

I Initiates certificate signing request. This is the request to be submitted via Web or
Email to the third party vendor.

MainASA(config)#

crypto ca enroll SSL-Trustpoint

WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate is
used for VPN authentication this may cause connection problems.

Would you like to continue with this enrollment? [yes/no]:



yes

% Start certificate enrollment ..
% The subject name in the certificate is: subject-name CN=

(renot easavpn. url)

0=Company Inc,C=US,St=California,L=San Jose

% The fully-qualified domain name in the certificate will be:

(renot easavpn. url)

% Include the device serial number in the subject name? [yes/no]:

no

Display Certificate Request to terminal? [yes/no]:
yes

Certificate Request:

MIIDDjCCAfYCAQAwWgYkxETAPBgNVBACTCFNhbiBKb3NTMRMWEQYDVQQIEwWpDYWxp
Zm9ybm1hMQswCQYDVQQGEwIVUzEUMBIGALUEChMLQ29tcGFueSBIbmMxGjAYBgNV
BAMTEXZwbi5yZW1vdGVhc2EuY29tMSAwHgYJKoZIhvcNAQkCFhF2cG4ucmVtb3R1
YXNhLmNvbTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAKG62NhbIktTK
uR3Q4TmksyuRMgINrb9kXpvA6H200PuBfQvSF4rvVnSwKOmu3c8nweEvYcdVWV6Bz
BhjXeovTVil7FINTceaUTGikeIdXC+mwliE7eRsynS/d4mzMwWImrvrsDNzpAW/EM
SzTca+BvgF7X2r3LU8Vsv60i8yThco9Fz7bWvRWVtO3NDDbyo1C9b/VgXMuBitcc
rzfUbVnm7VZDOf43j r9EXgUwXxcQidWEABTFrXrtYpFgBo9aqImRp2YABQLieP4cY
3rBtgRjLcF+S9TVHG5m4v7v755meV4YqsZIXvytI0zVBihemVxaGAloDwfkoYSFi
4CzXbFvdG6kCAWEAAaA/MDOGCSqGSIb3DQEIDjEWMC4wDgYDVROPAQH/BAQDAgWg
MBWGA1UdEQQVMBOCEXZwbi5yZW1vdGVhc2EuY29tMAOGCSqGSIb3DQEBBQUAA4IB
AQBZuQzUXGEBO1x1yuPKOZkRz8bPnwIqLTfxZhagmuyEhrN7N4+aQnCHj850]ane
4ztZDiCCoWTerBS4RSkKEHEspu9oohjCYuNnp5ga91SPrZNEjTWwOeRn+gKbId2]
jE6Qy4vdPCexavMLYVQxCny+gVkzPN/sFRk3EcTTVq6Dxxaebplijmiga7gCph52
YkHXnFnellLQd41BgoL1Cr9+hx74XsTHGBmI1ls/9T50AX26Ym+B21 /i /DP5BktIUA
8GvIY1l/ypj9K049fP5ap8alOqvLtYYcCcfwrCt+00jOrZ1YyJb3dFuMNRedAX37t
DuHNT2EYNpYk3jVklwI53/5w3

————— END CERTIFICATE REQUEST-----

Redisplay enrollment request? [yes/no]:

no

I Displays the PKCS#10 enrollment request to the terminal. Copy this from the terminal
to a text file to submit to the third party CA.



3. f£/ OpenSSL £/ CSR
OpenSSLf# A 3 openssi. confighF RIZENCSREK P EANE ., Li3EL%E K CSR MFLAEH,
/N BE  BARSEASMARTEROLS , SUTERETIBHEEY,

1. BRESTIHHEN RS L% OpenSSL, XF Mac OSX #l GNU/Linux A , fRIANZE
OpenSSL,
2. YR EIThEEE &,

£ Windows L : BRIABEIR T , SRR LR TEC\openss\hin.Open a command promptH,
£ Mac OSX/Linux £ : 7E8I# CSR FTEM B R ITFLIKED,

. FHAEELAERMHAN N A REESLEOpenSSL BEEXH. TRE , BXHEFR
openssl.cnf , ZXH N T EL—FHRIFIVME ( WRFEARZ0.9.8hRESMRA , NI 3XH
isopenssl.cfg ) o
<#root>

[req]

default_bits = 2048

default_keyfile = privatekey.key
distinguished_name = req_distinguished_name
reqg_extensions = reg_ext

[reqg_di stingui shed_nane]

commonName = Common Name (eg, YOUR name)
commonName_default = (asa.remotevpn.url)

countryName = Country Name (2 Tetter code)
countryName_default = US

stateOrProvinceName = State or Province Name (full name)
stateOrProvinceName_default = California

TocalityName = Locality Name (eg, city)
locaTlityName_default = San Jose

0.organizationName = Organization Name (eg, company)
0.organizationName_default = Company Inc

[reqg_ext]

subjectAltName = @alt_names

[al t _nanes]

DNS.1 = *.remoteasa.com



4. FERALL T a4 CSR MFA4A -

openssl req -new -nodes -out CSR.csr -config openssl.cnf

<ffroot>

# Sample CSR Generation:

openssl req -new -nodes -out CSR. csr -config openssl.cnf

Generate a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be Teft blank.

Common Name (eg, YOUR name) [(asa.remotevpn.url)]:
Country Name (2 Tetter code) [US]:

State or Province Name (full name) [Californial:
Locality Name (eg, city) [San Jose]:

Organization Name (eg, company) [Company Inc]:

HEREFN CSRIBRLFE=F CAHANE., MRIEHBE , CARHELE ASA LZEN S ML
FAM CAIEH,

CA LB SSLiFPAER

T—2 23R CA ZXEH CSR, CARMHERAPPEMERE FHEPH |, RIBHPKCS12IE B UK
CAE B4,

SR CSR 27 ASA ALK ( BT OpenSSL = CA A5 ) , M EFFHRN CAEHEH PEM 4
B EMUEFRHEN MY A RE, HFRBRA T XL TEBEH £ NPKCS123 4 (.p12TK
PIXBR ) FRIF R,

HEAX A , GoDaddy CA FI{EMRE ASA SR SREHHREl. WRESHMCARNERE, EH®
SBEH , BEFARRCANE,



GoDaddy CA £#Y SSL iF 4 5K =41

MKfE , ESSLIEBHMRIEEMNER , $ME/GoDaddytk ~ HEEFSSLIUEH, HAEFIER. [
Manage , #HEE,

€ ssLcermIFicATES

Filor | A1 Acooures |
Arcoiniy & Exgirstion dabe
WEW CERTIFIGATE ORI Options
Deplarging 1-1 of 1 accoeants Hinuuty por Coage 5 m LY BN 1of1 u il
Heed beilp with your 851 Corionies? Visil SoDaddy Suppon
Head Bgry S50 Certificates? Huy Addtgnal Plans

ORI — D WE LR CSR |, AR,

BIEH AR CSR , CA BEZFEB MR LB NEASE

KiFiZzigE 5 ASA 1 FQDN & EE,.



Choose website

{O Select a domain hosted with us

® Provide a certificate signing request (CSR)
Certificate Signing Request (CSR) Learn more

fypiBKO48fPSapBal0gqvLtYYcCofwrCt+OojOrZ1Yylb3dFuMNRedAX3Tt
DuHNIZEYNpYKVK1wIS3/5w3
-----END CERTIFICATE REQUEST--—-

Domain Name (based on CSR):
vpn.remoteasa.com

Domain ownership

We'll send an email with a unique code to your address on file. Follow its instructions to
verify you have website or DNS control over the selected domain. More info

AND
Wi can send domain ownership instructional emails to one or both of the following:

Contacts listed in the domain's public WHOIS database record
Emall addresses: admin@[domain], administrator@{domain], hostrmaster@{domain),
postmaster@[domain], and webmaster@[domain]

Hide advanced options

Signature Algorithm Learn more

GoDaddy SHA-2 j

| agree to the terms and conditions of the Subscriber Agreement.

N sEE . GoDaddy FIASEE A CA 5 SHA-2 5 SHA256 N BINEBES B3k, ASAK
FM8.2(5)[8.3 2 BI AR AN F8.4(1)[8.3 2 Ja IR AT 1A I SHA-2% % B 3% (Cisco Bug ID
CSCti30937), MEEFAMRARETF 8.2(5) =& 8.4(1) , Hiki®E SHA-1 EE &%,

BRERE , GoDaddyFWiFZER , AEMEIES, ERIEEHERE , GoDaddyFHEH ML 4
MR, SRETAREAES , SAEEASA EREE, 8 5 TUH B2 fEnownload


https://tools.cisco.com/bugsearch/bug/CSCti30937

Certificates  Repository Help ~  Report EV Abuse

All > vpn.remoteasa.com

Standard 551 CorsScat

Certificate Managemeant Options Display your SSL Certiicate

security saal
Dessign your seal, copy the coda,
0 e and paste it in your s toober,
Caslor
Downlond R Karagn Light j

[

Certificate Detalls Engien -

Status ICeATFRIA it
Praviss

o name i ot

Encryption Strength Conlacicty S#A-Z Codo
e s bl el

Wilichity Period) TAELH1S - T R a——
sy isvurse I

Srial Murrier e TR EL 0T D808 o TS LAl Y i, e
Gl o oy

EFother“Server Type” H T Hcertificate zip#l 48 2.

Certificates  Repository Help v  Report EV Abuse

vpn.remoteasa.com » Download Certificate

Standard SSL Certificate

To secure your site that's hosted elsewhere, download the Zip file that matches your hosting server
type. Then, install all of the certificates in the Zip file on your hosting server, including any intermediate
certificates that might be needed for older browsers or servers.

First time installing a certificate? View Installation Instructions for the selected server,

Server type
Select ... -

Select ...
Apache
Exchange
ns Cancael
Mac OS5 X
Tomcat

Zip X2 E B UEPF GoDaddy CA PSS , FENF/NEIRAY ot XM, kLR 1T SSL
IERL% | LUETE ASA L RFIX IR,

ASA L/ SSL iFPH &%



AEEEA ASDM = CLI X 5N 7E ASA E%& % SSLiEH :

1. 5L PEM X 2 31§ A CA MEFDEH,
2. H5 A PKCS12 3 f ( 3F CLI, MR basebs wiBXH ) , HPHMHIE+H, CAIEHMFALA

HW487E PKCS12 XX,

N oEm . ME CARE CALRE  BREATER CSR WET AN ERENHREE
HErhiE] CAiEH. 1 CAFRMEMEMAHE CAFRY TR EFHNEEAR,

1.1 £ ASDM %% PEM %X B3 iEH
BENLZESREBE CA BHMNE PEM &HIBH ( .pem. .cer M .crt ) BFHIUEP M CA IEPH ML,

1. B/ E configuration > Remote Access VPN > Certificate Management, , $RJ5 1R CA Certificates.

2. EXARmESRTER PEM RBAIES , FRE=F A RERN base64 CA LR EH MK
MBI AFZERH,

Install Certificate =

Trustpoint Mame: SEL-Trustpoint

@ Install from a file: | C:\Users\adminDesktopiCert Dot

() Paste certificate in PEM format:

Use SCEP:

SCEP URL: http://

Retry Period: 1 minutes
Retry Count: 0 (Use 0 to indicate unlimited retries)

| Mare Options... |

Install Certificate I | Cancel | | Help |




3. B Install Certificate,

. E’rﬂﬁf:ConfiguraIion>RemoteAcceﬁVPN > Certificate Management %Eﬁ?%%ﬁlﬁ:ﬁo

ERERCENS OB, /& intall.

B IR T Bk 1R A HE R PEMR IS BY & B UE Binstall from afile , BEFH FF XA 4mE R FHPEME
BHiIEH , EFARMEE = A HNBHRENDbase64 H HIEB B XA FEH,

o O b~

Configuration > Remote Access VPN > Certificate Management > Identity Certificates O

Issued Ta Issued By Expiry Date Associated Trustpoints Usage Public Key Type Add

NotAvalsble  |Pending...  |SSL-Trustpoint | Unknown | [ ee————

Export

[vpn.remoteasa...

[ Install Identity certificate (=23 Instal
Find:|  Identity Certificate
Certifi @ Install from a file: |C:\Users\admin\Desktop\Cert Doc\25cd73a98407(
Sel () Paste the certificate data in base-64 format:
Ref
Public C4
Get yd trust, Entrust offers Cisco customers a spedial
pramo|
Using Install Certificate l [ Cancel ] [ Help ]
ASDM Id

The Cisco ASDM Identity Certificate Wizard assists you in creating a self-signed certificate that is required for launching ASDM through launcher,

[ Launch ASDM Identity Certificate Wizard ]

7. M. diAdd Certificate.

o )

@ Information @

@ Certificate import succeeded,

Ok

8. {K;K%ﬂﬁi Configuration > Remote Access VPN > Advanced > SSL Settings.

9. BUER"T , EFEA TiwiE WebVPN 2ENEN., EAXGIF , £ANEAIED,
10. R Edit.
M. EUERTHRER | EREFLRENIES,



Configuration > Remote Access VPN > Advanced > S5L Settings |

o
Server Mame Indication (SNI)
Domain Certificate Add
Select 551 Certificate Edit
Specify enrolled trustpoints to be used for 55L authentication and VPN load balancing on the outside Delets
interface. To enroll a trustpoint, go to Device Management > Certificate Management = Identity
Certificates.
Interface: outside —
Primary Enrolled Certificate: i55L—Trustpoint:m=vpn.remoteasa.com, ou=Domain Con... w
Load Balancing Enrolled Certificate: i— MNone -- -
Certificates
Spedify which cer QK ] [ Cancel l [ Help pn interfaces not
assodated with a
Interface Primary Certificate Load Balancing Certificate Edit
inside =
omsce
Fallback Certificate: j— Mone — -
Forced Certification Authentication Timeout: 2| minutes 4

12. Rifok.
13. RiGapply. FTIEPIMEHA FL L FIEEZEONFEWebVPNEIE,

1.2. £A CLI £% PEM iE$

<#root>

MainASA(config)#

crypto ca authenticate SSL-Trust point

Enter the base 64 encoded CA certificate.
End with the word"quit'on a Tine by itself

————— BEGIN CERTIFICATE----- MIIEADCCAuigAwIBAgIBADANBgkghkiG9wOBAQUFADBjMQswCQYDVQQGEwIVUzEh MB8GALUECh

1"l - Installing Next-level SubCA in the PKI hierarchy

111 - Create a separate trustpoint to install the next subCA certificate (if present)



in the hierarchy leading up to the Root CA (including the Root CA certificate)

MainASA(config)#crypto ca trustpoint SSL-Trustpoint-1
MainASA(config-ca-trustpoint)#enrollment terminal
MainASA(config-ca-trustpoint)#exit

MainASA(config)#

MainASA(config)# crypto ca authenticate SSL-Trustpoint-1
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

MIIEfTCCA2WgAwWIBAgIDG+cVMAOGCSqGSIb3DQEBCWUAMGMXxCzAIBgNVBAYTATVT
MSEwHwYDVQQKExhUaGUgR28gRGFkZHkgR3JvdXAsIETuYy4xMTAVBgNVBASTKEdv
IERhZGR5IENSYXNzIDIgQ2VydGlmaWNhdG1vbiBBdXRob3JpdHkwHhcNMTQWMTAX
MDcwMDAwWh cNMz EWNTMwMD cwMDAwWW j CBgzELMAKGA1UEBhMCVVMXEDAOBgNVBAQT
BOFyaXpvbmExEzARBgNVBACTCINjb3R0c2RhbGUxGjAYBgNVBAOTEUdVRGFkZHku
Y29tLCBIbmMuMTEWLWYDVQQDEyhHbyBEYWRkeSBSb290IENTcnRpZmTjYXRTIEFL
dGhvcm10eSAtIEcyMIIBIjANBgkghkiGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEAV3F1
CPHEWTT3G8kYo/eASVjpIoMTpsUgQwE7hPHmhUmfJ+r2hBtOoLTbcJjHMgGXxBT4H
Tu70+k8VWTA1565ZVmvigAf88xZ1gD1Re+X5NbZ0TgmNghPktj+pA4P60r6KFWp/
3gvDthkUBcrqw6gE1DtGfDIN8wWBmMIsiNaW02jBEYt90yHGCOOPoCjM7T3UYH3go+
6118yHz7sCtTpJJiaVET1BWEaARIGMLKTDT1iPfrDgBmg4pxRyp6V0etp6eMA05zvGI
gPtLXcwy7IViQyUOATYNnAZGOO3AqP26x6]yIAX2f1PnbU21gnb8s51iruF9G/M7E
GwM8CetIMVXxpRrPgRWIDAQAB04IBFzCCARMWDWYDVROTAQH/BAUWAWEB/zAOBgNV
HQ8BAf8EBAMCAQYwWHQYDVROOBBYEFDqahQcQZy1i27/a9BUFUIMGU2g/eMB8GA1Ud
IwQYMBaAFNLESNKR1EwRcbNhyz2h/t20atTjMDQGCCsGAQUFBWEBBCgw]jAkBggr
BgEFBQcwAYYYaHROcDovL297jc3AuzZ29kYWRkeS5jb20vMDIGATIUdHWQrMCkw]6A1
0COGIWhOdHAGLY9jcmwuZ29kYWRkeS5jb20vZ2Ryb290LmNybDBGBgNVHSAEPZzA9
MDsGBFUdIAAwMzAXxBggrBgEFBQcCARYTaHROCHM6LY93jZXJ0cy5nb2RhZGR5LmNY
bS9yZXBvc210b3]5LzANBgkqghkiGOwOBAQs FAAOCAQEAWQtTVZKGEacke+1bMc8d
H2xwxbhuvk679r6XUOEwf7o0oXGKUwuN+M/f7QnaF25UcjCIYdQkMiGVnOQoWCcWg
0JekxSOTP7QYpgEGRIHjp2kntFo1fzq3Ms3dhP8qOCkzpNlnsoX+oYggHFCIyNwq
9kIDNOzmiN/VryTyscPfzLXs4J1etOTUIDyUGAzZHHFIYSaRt4bNYC8nY7NmuHDKO
KHAN4v6mF56ED71XcLNa6R+gh10773z/aQvgSMO3kwvICITErFOUZzdsyqUvMQg3
gm5vjLyb41ddJIGv15echK1lsrDdMZvNhkREg5L4wn3qkKQmw4TRFZHCYQFHTjDCm
rw==

INFO: Certificate has the following attributes:
Fingerprint: 81528b89 el65204a 75ad85e8 c388cd68
Do you accept this certificate? [yes/no]: yes

Trustpoint 'SSL-Trustpoint-1' is a subordinate CA and holds a non self-signed certificate.
Trustpoint CA certificate accepted.

% Certificate successfully imported
BGL-G-17-ASA5500-8(config)#

1M1 - Simlarly create additional trustpoints (of the name "SSL-Trustpoint-n",
where n is nunmber thats increnented for every level in the PKI hierarchy) to
import the CA certificates leading up to the Root CA certificate.



11 - Inporting identity certificate (inmport it in the first trustpoint that was
created nanmely "SSL-Trustpoint")

MainASA(config)#

crypto ca inport SSL-Trustpoint certificate

WARNING: The certificate enrollment is configured with an fgdn that differs from the system fqdn. If th

yes

% The fully-qualified domain name in the certificate will be:

(asa.renotevpn.url)

Enter the base 64 encoded certificate. End with the word "quit" on a Tine by 1itself
----BEGIN CERTIFICATE-----
MIIFRjCCBC6gAWIBAgIIJclzqYQHBgUWDQYJIKoZIhvcNAQELBQAwghQxCzAJBgNV
BAYTATVTMRAwWDgYDVQQIEwdBcm16b25hMRMWEQYDVQQHEWpTY290dHNKYWx TMRow
GAYDVQQKEXFHbORhZGR5LmNvbSwgSW5jLjEtMCsGALUECxMkaHROcDovL2NTcnRz
LmdvZGFkZHkuY29tL3J1cG9zaXRvcnkvMTMwWMQYDVQQDEYypHbyBEYWRkeSBTZWN1
cmUgQ2VydGTmaWNhdGUgQXV0aG9yaXR5ICOgRzIwHhcNMTUwWNZzIyMTIwNDM4WhcN
MTYwWNzIyMTIwNDM4WjA/MSEwHWYDVQQLExhEb21hawW4gQ29udHIvbCBWYWxpZGFO
ZWQxGjAYBgNVBAMTEXZwbi 5yZW1vdGVhc2EuY29tMIIBIjANBgkghkiGOwOBAQEF
AAOCAQ8AMIIBCgKCAQEArrY2Fv2S2Uq5HdDhOaSzK5Eyok2tv2Rem8DofbTQ+4F9
CI9IXitWdLAo6a7dzyfB4S9hx1VZXoHMGGNA61 INWLXsWUINx5pRMaKR4h1cL6bDW
ITt5GzKdL937bMxYmau+uwM30kBb8QXxLNNxr4G+oXtfavctTxWy/o6LzKWFyjOXP
tta9FZW07cOMNVKiUL1vIWBcy4GK1xyvNIRtWebtVkM5/10vOReBTBfFxCI1YQAG
UwWteulikWAGjlgomZGnZgAFDWI4/hxjesG2BGMtwX5L108cbmbi/u/vnmZ5Xhigx
<snip>
CCsGAQUFBwIBFitodHRwO1i8vY2VydGImaWNhdGVzLmdvZGFkZHkuY29tL3]11cG9z
aXRvcnkvMHYGCCsGAQUFBwEBBGowaDAkBggrBgEFBQcwAYYYaHROcDovL29jc3Au
Z29kYWRkeS5jb20vMEAGCCsGAQUFBzAChjRodHRWO1 8vY2VydGTmaWNhdGVzLmdv
ZGFkZHkuY29tL3J1cG9zaXRvecnkvZ2RpZzIuY3JOMB8GA1UdIwQYMBaAFEDCvSeO
zDSDMKIz1/tss/COLIDOMEYGALUJEQQ/MD2CEXZwbi5yZW1lvdGVhc2EuY29tghV3
d3cudnBuLnJTbW90ZWFzYS5jb22CEXZwbi 5yZW1vdGVhc2EuY29tMBOGA1UdDgQW
BBT7en7YS3PH+s4z+wTR1pHr2tSzejANBgkghkiGOwOBAQs FAAOCAQEAO9H8TLNX
2YOrYdI6gS8n4imaSYgINi/9Nb6mote3J2LELGIOHYIm/zUCR5yVktra9azdrNUAN
1hjBJ7kKQScLC4sZLONdqGluTP5rbWROyikF5wSzgyMWd03kOR+vM8q6T57VvRst5
69vzBUuJc5bSulIjyfPP19z11+B2eBwUFbVFXLnd9bTfiGImSmC+4V63TXFxt10q
xkGNys3GgYuCUy6yRP2cAUV1Tc2tYtaxoCL8yo72YUDDgZ3a4Py0O1EvC1FOaUtgv
6QNEOYwmbJkyumdPUwko6wGOCOWLuUmzv5gHnhi168HYSZ/4XI1p3B9Y8yfG5pwbn
7puhazH+xgQRdg==

————— END CERTIFICATE-----

quit

INFO: Certificate successfully imported

! Apply the newly installed SSL certificate to the interface accepting SSL connections

MainASA(config)#

ssl trust-point SSL-Trustpoint outside



2.1 £/ ASDM &% PKCS12 iE$

FEASALRERKCSRIBEIRT , BlANBEAFEHREKUCIERR , HOUESMFAAEN RIRATH
FEMAGHPKCS123 4 (.p12TpixiE ) IR, BREWRBMIES , TTRA TSR,

1. ESMUERF , FCAILEBMAEABMH B EANPKCS12X M, Hisk B /45 T A OpenSSL
WATIRERN S IR, WRE M CAHITHY , THET -5,

2. TE'rﬂﬁEConfiguration > Remote Access VPN > Certificate Management, %Eiﬁj::% Identity Certificates.

3. RiAdd.

4. BEGEREM.

5. B8 1mport theidentity certificate from a filei 324l o

6. fi A AT 0I2 PKCS12 MHMHE, R HI1ERE PKCS12 X, BALEREBE,

Add Identity Certificate ==
Trustpoint Mame: S5L-Trustpoint-FKCS12
@ Import the identity certificate from a file (PKIC512 format with Certificate(s) +Private Key):
Decryption Passphrase: eesssssss

File to Import From: C:\Wsers\adminiDesktopssL-Cer| |

Add a new identity certificate:
Key Pair: <Default-RSA-Key > Show. .. Mew,..
Certificate Subject DN: | CH=MainASA Select...

Generate self-signed certificate

Act as local certificate autharity and issue dynamic certificates to TLSProxy

| Enable CA flag in basic constraints extension

[ Add Certificate ] | Cancel | | Help
7. RERIEH,
Information @

@ Certificate import succeeded.

Ok




8. %ﬂﬁ.ConfiguraIion > Remote Access VPN > Advanced, & #ﬁ?% SSL Settings.

9. BUER"T |, EFA TiniE WebVPN 2ERED., EARMIG , ERANRNAMED,
10. K Edit.
M. BUERTHRED , ERFLTENILES,

Configuration > Remote Access VPN > Advanced > 551 Settings

Server Name Indication (SMI)
Domain Certificate Add
Edit
Delete
[ Select S5L Certificate e

Specify enrolled trustpoints to be used for 551 authentication and VPN load balancing on the
outside interface. To enrall a trustpeint, go to Device Management > Certificate Management =

Identity Certificates.
L] Interface: outside
Cert{ Primary Enrolled Certificate: :SSL—Trus'q:uoint-PKCS 12, S5L-Trustpoint:cn=vpn.remot... =
5A Load Balancing Enrolled Certificate: —None — + | [cate will be used on interfaces not
as| L .

[ oK H Cancel H Help l Edit
ousde  [ssepomecszssimwswont. | |

12. Kiok.
13. apply. R i New certificate is now used for all WebVPN sessions that terminate on the interface
specified.

2.2 £/ CLI £% PKCS12 iE$

<#root>

MainASA(config)#
crypto ca trustpoint SSL-Trustpoint-PKCS12
MainASA(config-ca-trustpoint)#
enrol | ment termnal
MainASA(config-ca-trustpoint)#

exit



MainASA(config)#

crypto ca inport SSL-Trustpoint-PKCS12 pkcsl2 ciscol23

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:

————— BEGIN PKCS12-----]]
sNsZn0z0J0Z/xdZT+cLTCtVevkKIJOQMK3vMsi0uy52FkuF3HnfrmBgDkbR7yZxELG
RCELOEDdbp8VP0+IhN1yz1q7975SscdxFSLOTvjnHGFWd14ndogN+bLhWbdPjQwV
13W2NCI95tmHDLGgp3P001S+RjdCEGGMg+9cpgBfFC1IocuTDIECUbIBY8QRUN1S
/ubyUagdzUKt1lecfb9hMLP65ZNQ93VIw/NIKbIm7b4P/1Zp/1FP5eq7LkQPAXE4/
bQ4mHcnwrs+JGFKkN19B8hJImmGoowH3p4IEvwZy7CThB3Elejw5R4engmrgvHgpQe
B70dN10FLAHdo1G5BsHExTuNEsEb40Q0pmKXidDB5B001bJsr748fZ6L/LGx8AT3
<snip>]a94c6AfgxXy9z0+FTLDQwzxga7xC2krAN1
yHXR2KHN5YeRL+KDzu+u6dYoKAz+YAgwTW6KbeavALSuH4EYqcvg8hUEhp/ySiSc
RDhuygxEovIMGfES4FP5V521PyDhM3DgwhnOvuYUmYnX8EXURkay44iwwI5HhqYJ
TptWyYo8Bdr4WNwt5xqszGzYR6mmGeAIin7bDunsF1uBHWYF4dyK1z1tsdRNMYqQ



+W5g+QjVdrj1dwv/bMFOaqEjxeNWBRqjzcff3BxMnwvVxtggxFvRh+DZx1iJoiBG+
yx7x8np2AQ1rOMETSSxbnZzfnKZKVvBVMKIC6]smt2WEVTQvoFJ8em+nemOWgTi/
hHSBzjE7RhAucnHuifOCX0gvR1SDDqyCQbiduclQjXNOsvA8Fgbea9WEH5khOPv3
pbtsL4gsf12pv8diBQkVQgiZDi8Wb++7PR6ttiY65kVwrdsoNT1l/qg+xwW0d3tB4/
zoHILEMgTy9Sz7myWrB9EOOZ8BIjL1M80oMigEYrTDOc3KbyW1S9dd7QAxiuOBaX1l
818910ydvTBzmqgcjeSsFH4/1INHn5Vnf0ZnNpui4uhpOXBG+K2zJUIXm6dqlAHBTE
KQFsFZpNNyaveOKk81zQnLAPd70UU/Iksy0CGQozGBH+HSZzVp1RDjrrbC342rkBj
wnI+j+/1JdWBmHdIMZCfoMZFLSI9ZBqFirdiil/NRu6jh76TQor5TnNjxIyNREJC
FE5FZnMFvhM900LaiUZff8WwWCOfeRDMttLXb1lnuxPF1+TRk+LNTPLVptWgcxzfsr
IXrGiwjxybBB9oCOrACq8fGAtEs8WRxJyDH3Jjmn91i /G161 1mMCUF//LxAH2WQx8
Ld/qS50M21FCFfDQjxAjOK6DEN5pUebBv1EM5SOHXvyq5nxgUh4/y84CWakKjwOMQ
5tbbLM1nc7ALIJI9LXxZ97YiXSTyeM60BXBFx6Rpk1kDv0O5m1BghSpVQiMcQ20RIkh
UVVNbSHO19S3cb5wgxaWgAKBgb4h1luLGVbYWZf2mzLZ8U5U57 01 qoMBgNZbzTXp0O]5sWOHI————— END PKCS12-----

INFO I nport PKCS12 operation conpleted successfully
11l Link the SSL trustpoint to the appropriate interface

MainASA(config)#

ssl trust-point SSL-Trustpoint-PKCS12 outside

5 UE



ERAXLES RIS =5 HNRFIEBI RN ZFEM SSLVPN EEZAER .

B ASDM EFELZEMIEP

1. %ﬂﬁ,Configuration > Remote Access VPN > Certificate Management.:?: #iijé% I dentity Certificates.

2. BERNE R E =S R RAN & M,

Configuration > Remote Access VPN > Certificate Management > Identity Certificates |
Issued To Issued By Expiry Date Assocdated Trustpoints Usage Public Key Type Add
n=Go Daddy 5... |12:04:38 UTC Jul ... |SSL-Trustpoint General Purp... [RSA (2048 bits) Show Details

Install

BY CLI EFEZEWIEH

<{froot>

MainASA(config)#

show crypto ca certificate

Certificate

Status: Available
Certificate Serial Number: 25cd73a984070605
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=Go Daddy Secure Certificate Authority - G2
ou=http://certs.godaddy.com/repository/
o=GoDaddy.com\, Inc.
1=Scottsdale
st=Arizona
c=US
Subject Name:
cn=(asa.remotevpn.url)
ou=Domain Control Validated
OCSP AIA:
URL: http://ocsp.godaddy.com/
CRL Distribution Points:
[1] http://crl.godaddy.com/gdig2s1-96.cri
Validity Date:
start date: 12:04:38 UTC Jul 22 2015
end date: 12:04:38 UTC Jul 22 2016
Associated Trustpoints:



SSL- Tr ust poi nt

CA Certificate

Status: Available
Certificate Serial Number: 07
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=Go Daddy Root Certificate Authority - G2
o=GoDaddy.com\, Inc.
1=Scottsdale
st=Arizona
c=US
Subject Name:
cn=Go Daddy Secure Certificate Authority - G2
ou=http://certs.godaddy.com/repository/
o=GoDaddy.com\, Inc.
1=Scottsdale
st=Arizona
c=US
OCSP AIA:
URL: http://ocsp.godaddy.com/
CRL Distribution Points:
[1] http://crl.godaddy.com/gdroot-g2.cril
Validity Date:
start date: 07:00:00 UTC May 3 2011
end date: 07:00:00 UTC May 3 2031
Associated Trustpoints:

SSL- Tr ust poi nt

CA Certificate

Status: Available
Certificate Serial Number: 1be715
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
ou=Go Daddy Class 2 Certification Authority
o=The Go Daddy Group\, Inc.
c=US
Subject Name:
cn=Go Daddy Root Certificate Authority - G2
o=GoDaddy.com\, Inc.
1=Scottsdale
st=Arizona
c=US
OCSP AIA:
URL: http://ocsp.godaddy.com/
CRL Distribution Points:



[1] http://crl1.godaddy.com/gdroot.cril
Validity Date:

start date: 07:00:00 UTC Jan 1 2014

end date: 07:00:00 UTC May 30 2031
Associated Trustpoints:

SSL- Trust point-1

...(and the rest of the Sub CA certificates till the Root CA)

£ Web 33| % 8836 UE N WebVPN R EF

K UF WebVPN EERFTIEH.

1. 383 Web X B EF1EEZE WebVPN R, Fhttps://SHFERIEBHFQDN—EEM ( Fln
, WebVPN#O )

2. XREEWebVPNEZTTHEA T A LM lockBE i, REMMERELZEWITERER,

3. BEANR , URIIHERTSE =S HNEMAKNIES T,



https://vpn.remoteasa.com).
https://vpn.remoteasa.com).

Certificate @

General |De13ils I Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer

*Refer to the certification authority's statement for details.

Issued to:  vpn.remoteasa,com

Issued by: Go Daddy Secure Certificate Authority - G2 [

Valid from 7/ 22/ 2015 to 7/ 22/ 2016

[ Issuer Statement ]

£ ASA E£%:1iT SSL iE$

1. FEASA, OpenSSLEHCALEH4EMKCSR , HEMEIRIEBHEE, THCSR Generationd 45
ENT R,

2. 7£ CA LR CSR, #5 CAEB—RERK PEM %3 (.pem. .cer M .crt ) BV HHHE B,
X FPKCS12iEH , BB —NFHFER,

¥1F GoDaddy CA , AIfE 4 KA # CSR EFMIREUEH 4,

S M EGoDaddytk 7 , /5% HSSL Certificates T #Manage.
= @ SSL CERTIFICATES

Filter: | All Accounts

Accounts « Expiration date

vpn.remoteasa.com

22-07-2016 Options
Standard SSL

Displaying 1-1 of 1 accounts Results perpage: 5 |4 BE -1 EE

Meed help with your SSL Certificates? Visit GoDaddy Support
Need More SSL Certificates? Buy Additional Plans



REEMEZHBAXNNNER RS,

Certificates =~ Repository Help ~  Report EV Abuse

Certificates
Soarch domaing Al Centificate Types B Al Statuses B Not Expired or Revoked [ Action
vpn.remoteasa.com 1 Year Standard SSL Certificate Certificate issued 7/22/2016 £+ View status

REEE , UERHAA T EMNREUESBHARIED.

Certificates  Hepository Help ~  Report EV Abusa

All > vpn.remoteasa.com

Standard 551 Certificate
Certificate Management Options
Devarilond Reveka Manage
Certificate Details
Edatus Codificats Bsved
Domain nama WP E Com
Encryption Strength GoDaddy SHA-2
Validity Period TR015 - TR0
Sarial Mumber 250 Tl B4 070605

R JT 1 T E R IR EVAE 5 240 H AR B #THY CSR,



Certificates ~ Repository Help v  Report EV Abuse

vpn.remoteasa.com > Manage Certificate

SL Certificate

Use this page to submit your certificate changes for review all at once, not individually. We'll review them together so your changes happen faster.

Submitting any changes on this form will issue a new certificate and your current certificate will be revoked. You will have 72 hours to install the new certificate on your website.

Q Re-Key certificate Private key lost, compromised, or stolen? Time to re-key.

Certificate Signing Request (CSR) ¥, New Keys, please...

You can generate a Certificate Signing Request (CSR) by using a certificate signing tool specific to
your operating system. Your CSR contains a public key that matches the private key generated at

the same time.
Domain Name (based on CSR):
vpn.remoteasa.com
Save
@ Change the site that your certificate If you want to switch your certificate from one site to another, do it
protects here.
© Change encryption algorithm and/or Upgrade your protection or change the company behind your cert.

certificate issuer

REAMRET —F, GoDaddyiRIFRHEACSRM A FIEH.
3. W ASA D “SSL IEBRE AR , EFMEER LREIEH,

= DL [0) @ AR
1. FEMHIEPBN—N ASA ERZES — PN ASANREAFRRBAHAL?

FHEB MBS — LS HE PKCS12 X

FERU TS IEE CLI MR ASA SHIES :

<#root>

ASA(config)#

crypto ca export

pkcs12



ASDM BLE :

Export certificate
Export to File: C:\Jsers\admin'\Desktop\S5L-Certificate
Certificate Format:

(@ PKCS12 Format (Certificate(s) + Private Key)

(71 PEM Format {Certificate Only)

Configuration Encryption Passphrase

Encryption Passphrase; (sesee

Confirm passphrase: en “|

Browse...

Export Certificate ] [ Cancel ] [ Help

=

-

FRAUTHSES CLIHERSABHR ASA :

<ffroot>

ASA(config)#

crypto ca inport

pkcs12

ASDM Fi & :



[ Add Identity Certificate ==

Trustpoint Mame: S5L-Trustpoint-PRCS12
@ Import the identity certificate from a file (PKICS12 format with Certificate(s) +Private Key):
Decryption Passphrase: essssssss

File to Import From: C:\Users\admin\Desktop\ssL-Cer | |

Add a new identity certificate:
Key Pair: <Default-RSA-Key > Shio Me
Certificate Subject DM:  |CH=MainASA Select

Generate self-signed certificate

Act as local certificate autharity and issue dynamic certificates to TLS-Proxy

| Enable CA flag in basic constraints extension

Add Certificate | | Cancel | | Help

WA EANTZRET ASDM EH“&4/3E 7" Zh8E 7T R LR 1E

1. B ASDMZE FE|ASAH 1% 2 Tools > Backup Configuration.
2. R FI BB ERNZ 17 & HEHo
3. EBHRASAL |, ITFFASDMHiE$# Tools > Restore Configuration.

2. MK AT VPN fagia# ASA 89 SSL ik ?

BEMIETATR VPN B FERFREER SSLIEHH ASA.

1. EREANG —BE/ZFIEF (UCC) , HP A EF# FQDN #5% DN , &% ASA FQDN
ERBIMMEBSIE (SAN), BIFZHE CA, Hlin GoDaddy, Entrust, Comodo FE 3
BWEEPE CA, EBIL G ERT | TEAIBE , ASA HFIFAXFHHEESZ/) SAN ZRH
CSR. 1#5&iRCisco Bug ID CSCs070867 EXflki# 1T 7 idHK, HXFMERT , AR MEI A

ATHEMCSR

1. 83 CLI = ASDM, ¥ CSR B34 CA g, B CAIFPAE EiHZ4 D SAN,
2. £/ OpenSSL 45 CSR , # %A SAN BE7E openssl.cnf X,

F CSR B4 CA HAERIEBGE , Btk PEMiEBSALERK CSR 9 ASA, THGE | Hitk

EPLL PKCS12 XS HHSAZTHME T ASA A,

2. ERBERMEP, BUCEHMEL IS EFTBLREEFTBRE, WRCATZIFUCIESH


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCso70867/?reffering_site=dumpcr

, M&ECALTEAOpenSSLAEKCSR , HHFQDNHF X F*.domain.com, fF CSR 2%
4 CA HERIERE , fF PKCS12 iIE B S AEBHFHFTAE ASA,

3. NEMNHA ASA R &9 FQDN AR, XERNIRRENBRE R, WARH
IR, ATRIEZA T & ASA iE+H, E—PASALBIZEVPNAEEEFQDNRIES |, HEAE
APKCS12if# & H B HMASA L,

.IEPREEFEEMNTE ASA E#IF] ASA HFELIXT AV HEB) ASA ?

LEFHFIEBMNEASAEHIZEIFHBIASA , RN RERE TIRSHETIR | IEBHRSTEASAZEE
P, MEEXNHMENRBITOVHRRERN , ERARZLARFEES , WA HWS write standby LA58
ﬁﬂ“ﬁl’ o

4. MRFEAE ECDSA %40 , SSLUEBERIRERETE?

HE-NEEEFRBRANERSIR , FIRFPEKECDSAZAN , MARRSAZAN ., ERTR
RETE,

ATHKECDSAZAMCLI T FATR :

<tfroot>

MainASA(config)#
cry key generate ecdsa | abel SSL-Keypair elliptic-curve 256

INFO: The name for the keys will be: SSL-Keypair
Keypair generation process begin. Please wait...

B HERR

HEHEBR a5

MR SSLAERREAM , BT CLI EREU T ERG S

debug crypto ca 255



debug crypto ca messages 255
debug crypto ca transactions 255
EREFN R RAS |, ATERA —1Ndebugfi & :

debug crypto ca 14

= (6] &
EHEIAMNREBRANASA LR AEED LERERNE = HFSSLEBWRAGIERES.
RRSE :

RSA ZAN SIEH—EEAR , eIt RB, £9.4(1)UEHASAIRA L , RINBER T B
BECDSANIRSABE | #HEASHBED (B EECDSAR ) #ITHE, WRREXMIER
,ASA NERBEIES , MTE2YAEENET RSA IR, HETRSANIERRERAEOLH
HCisco Bug ID CSCuulREret , E E R ERITHRYIE R 15202848

BUURME : AT CLI s 5% A ECDSA &1 .

ss1 cipher tlsvl.2 custom "AES256-SHA:AES128-SHA:DHE-RSA-AES256-SHA:DHE-RSA-AES128-SHA:
DES-CBC3-SHA:DES-CBC-SHA:RC4-SHA:RC4-MD5"

HE , EFAHASDM , SfnFlconfiguration > Remote Access VPN > Advanced, Encryption ( 11%F ) #49 FikiEss
settings. TIsv1.2 Cipher version , R/aEHA BE X FRHRAES256-SHA:AES128-SHA:DHE-RSA-
AES256-SHA:DHE-RSA-AES128-SHA:DES-CBC3-SHA:DES-CBC-SHA:RC4-SHA:DHA RCA4-
MD5

Appendix

Mi3 A : ECDSA = RSA

ECDSA S E—RME M4 B85 (ECC) W —#7 , EAME ML BT ENER L , T RSA FIEE
AR ZBUMB PN BRRER L. XEWEMEM ECDSA AJBUEE| 5 RSA HEKN T2 4 5
, BRARD, XLED 1T EE FEINER ECDSA iEH 8y ih RSBV EEERT H,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu02848/?reffering_site=dumpcr
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu02848/?reffering_site=dumpcr

BET—RINBH ST T FiEANEL,
i B : 5/ OpenSSL M B HE+$H, CA EHFMFAPERK PKCS12 iE$H

1. BIAEETHHEHNRE LLRT OpenSSL, X F Mac OSX # GNU/Linux AAF , 2B AR
% OpenSSL.
2. YRBIBEME Fo

£ Windows L : BRINERT , SEABEFZRETE C:\Openssi\bin 1, FENEHFaRRRE

o

£ Mac OSX/Linux £ : £l PKCS12 if BAIEMN B & , 1AL REO,

3. EE—SRIWE RS , REFL (privateKey.key), B BIEF (certificate.crt) F4R CA iE$
£% (CACert.crt) X,

FAEA, BMEPMR CAIEREAEE PKCS12 XA, MABBEURFEH PKCS12 iE
ail

strong> openss1 pkcsl2 -export -out certificate.pfx -inkey privateKey.key -in certificate.crt -cer

4. FERKEY PKCS12 IEH## ) Base64 4mEZHYIES :

<{froot>

openssl base64 -in certificate.pfx -out certificate.pl2

ETR, SAERE-LSHEXRAT SSL BIEH.

ik C : REEFECALFRLIEEM

UEF 5 4736 UE XU B F 22

RNEERRIE — ERTA

§%€§11§1£E’\JCA1E:I%H=I , ﬁﬁﬁﬁiﬁcryptocatrustpoint authenticate,il—l:;ﬁﬂqﬁﬂqiﬁ%%ﬁgﬁiﬂ:ﬂ'gZ{E%ﬂE@
VPNEEH#H THHRIE, ©EBXtrustpointds B validation-usagedt 1T %, validation-usageZ& & :

i ipsec—client:gﬁﬁHPSGCgFﬁﬁjﬁﬁﬁo
« ss-cient: WIFSSLE P imiEE,
° g_


https://sec.cloudapps.cisco.com/security/center/resources/next_generation_cryptography

server: W UFSSLAR S S5 1E o

BRIAMERT , 5 AR iFipsec-clientHssl-cliento

ARIAEC B X B

« MIABRT , JMENZEESHTENEACAILES AR TEAILES S ORIEXNEMERER
B AR P im S IE T S HRIE.
- MRETHBZIMINRE , JRELHREE X,

BUURME

EERKNRIEER,

B & ROl

trustpoint public-root-ca
no validation-usage

RX L M Z L

MINBERT , ZEECALERATHTHEZIMEMBEANVPNYSEHAFHITEHRIE. FER
THE AR

BUURME

ERIEPRFMBEARFERNRPGEBATRHEREL. RERABEARFAN , ZANE
BT EERER , LRHERERNAITEF.

Bie & Al

UEH S HRIENATFRT :



« BAcn=example.comi & K iE+H BiE$ @B EHOU=machines# it E#l.
 iF#Hcn=example.comii% , Bif B EFF EHFOU=userstI A F,

RINERT , EEHMIEBEHWAF BT ®H S 2B 2lno_access tunnel-grouptunne-group-map default-
group no_accessfH o I TFEA T , iEB RGN AL £ RS F group-tunne-group-map enablerulesurls T fi#
group-url TG B T 433 iE AR ST

tunnel-group mgmt-tunnel type remote-access
tunnel-group mgmt-tunnel general-attributes
address-pool vpn_pool

default-group-policy mgmt-tunnel
tunnel-group mgmt-tunnel webvpn-attributes
authentication certificate

group-url https://ftd.example.com/mgmt enable
|

tunnel-group users_access type remote-access
tunnel-group usets_access general-attributes
default-group-policy user_access_gp
address-pool vpn_pool

tunnel-group users_access webvpn-attributes
authentication certificate

group-url https://ftd.example.com/users enable
|

tunnel-group no_access type remote-access
tunnel-group no_access general-attributes
default-group-policy no_access_gp
address-pool vpn_pool

tunnel-group no_access webvpn-attributes
authentication certificate

I

group-policy no_access_gp internal
group-policy no_access_gp attributes

banner value NO ACCESS GROUP POLICY

...

vpn-simultaneous-Togins 0

I

crypto ca certificate map mgmt_tunnel 10
issuer-name attr cn eq example.com
subject-name attr ou eq machines

crypto ca certificate map users 10
issuer-name attr cn eq example.com
subject-name attr ou eq users

I

webvpn

...

certificate-group-map mgmt_tunnel 10 mgmt-tunnel
certificate-group-map no-access 10 users_access
I

tunnel-group-map enable rules
tunnel-group-map default-group no_access
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z/v-commands.html#wp7947835490
https://www.cisco.com/c/zh_cn/td/docs/security/asa/asa916/configuration/general/asa-916-general-config/basic-certs.html?bookSearch=true#ID-2129-00000376
https://www.cisco.com/c/zh_cn/td/docs/security/asa/asa916/configuration/general/asa-916-general-config/basic-certs.html?bookSearch=true#ID-2129-00000376
https://www.cisco.com/c/zh_cn/td/docs/security/asa/asa916/configuration/general/asa-916-general-config/basic-certs.html?bookSearch=true#ID-2129-00000376
https://www.cisco.com/c/zh_cn/td/docs/security/asa/asa916/configuration/general/asa-916-general-config/basic-certs.html?bookSearch=true#ID-2129-00000376
https://www.cisco.com/c/zh_cn/td/docs/security/asa/asa916/configuration/general/asa-916-general-config/basic-certs.html?bookSearch=true#ID-2129-00000376
https://www.cisco.com/c/zh_cn/td/docs/security/asa/asa916/configuration/general/asa-916-general-config/basic-certs.html?bookSearch=true#ID-2129-00000376
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z/m_tl-tz.html#wp3654045040
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z/m_tl-tz.html#wp3654045040
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z/m_tl-tz.html#wp2959782516
https://www.cisco.com/c/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/aaa_certs.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/aaa_certs.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/71050-ASA-cert.html?referring_site=bodynav
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