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AYHHRHERERERRERERE F AR, R AN RE RIERARR (BiA
) BE. MEAEANEEXRG  BRELCE T RFAHSHOBELN,

RiE
BhsEm

H&uRiRE EIERERE N , BaEMRREREEM AP, BEB3EME , B R/2
XEHBUAEEBCHIES (A ESHHIDIES ) SH 2 B8 E AN E & RHFEFH.

H31R3

B SBURE IR RS 2/(CS)MNERE RS (B ) I+ ; MRECSEETHMA LG TMAERE
A%, NERIARE N 30K,

AR W TAXEFHRE , WSBEENR 105 6,

HCARRS 2 EWIEFHENR S Hint | BRI FECAREBETRHIANIER TREHIER,. HEBEETH
FERE , CABBEBR U EEECHNIEB SN ENS EERFER, FEBFANEFRER
SHUEP)TE HAICAIE P Z A BT 2 R IESIRS.

FRAXHEN AL PREINAIMINEE , PKIPBFEN BN, HATF S XREFIHREZESH
CAIE BRIz IR B BRI B I P NEZ IR CAILES, X , HHLFIDMCAIEP BHART
, '© A AT it BRI B ETIDF CALE .

lifetime ca-certificate

LS BEECALEBNERFR, WSHHNER X/ /N2 8N B NVEE,
AR R TAXEFHRE , WSHEEN 307 6,

BRBIEH
LS BUEECAR HEBIMA R F LB AR WSHIER BRI/ 88 BAIEE,

AR N TAXEFHRE , WSBEEN 207 6

[

SEE AR RS B {E A lifetime,  auto-rolloverfll auto-enrollfB/PPKITETESE |, LLIHEARAEED
EMMBEFERNBES. EXRNEREF | ERNBWEFERXESHNWERINERR,

#R  MERERBEER , WATEE T PKITTE 88 0S4 (51 208 50 E A Z F7 L) &R 7l 8¢
ZIEE, Rt , BENEBUEERTPKINAERHER LA EMZNEHI(NTP).

Cisco |10S CARRS- 2380 i



AT R HCisco I0S CARRS 23HIEL & Rl

Root CA#show ip interface brief
Interface | P-Address OK? Method Status Protocol
Et hernet0/0 10.1.1.1 YES nanual up up

crypto pki server ios-ca

i ssuer-nane CN=Root - CA, OU=TAC, C=I N

grant auto

hash sha512

lifetine certificate 0 0 20

lifetinme ca-certificate 0 0 30

cdp-url http://10.1.1.1/cgi-bin/pkiclient.exe?operati on=CGet CRL
auto-rollover 0 0 10

dat abase url fl ash:

*: £ Fauto-rollover P IEENERMCAERER 2N KRB/ PR BUD e, Rtk , &
RCALEPRIAEMHEIN12:00%112:30 , Njauto-rollover 0 0 10§/TH7(£12.ZOEEEEJZéJ§CA1E
H,

# Ashow crypto pki certificate® % MM ECisco I0S CARRSZ B LHWEE

Root CA#show crypto pki certificate
CA Certificate

Status: Avail abl e

Certificate Serial Nunmber (hex): 01
Certificate Usage: Signature

| ssuer:

cn=Root - CA

ou=TAC

c=IN

Subj ect :

cn=Root - CA

ou=TAC

c=IN

Validity Date:

start date: 09:16:05 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012
Associ ated Trustpoints: io0s-ca

Eﬁﬁtﬁ‘w BREESESEMEN2012F11H2509:16E9:46ICAIEH . HT EHEIERELE R
e IZIIHSBH /2 RIEB M E20125F11825H9.36 ISTAE K.

EiA |, 5% Ashow crypto pki timerdn © :

Root CA#show crypto pki timer

Load for five secs: 0% 0% one mnute: 0% five mnutes: 0%
Time source is NTP, 09:19:22.283 | ST Sun Nov 25 2012
PKI Tiners

| 12:50.930

| 12:50.930 SESSI ON CLEANUP

CS Timers

| 16:43.558

| 16:43.558 CS SHADOW CERT GENERATI ON

| 26:43.532 CS CERT EXPI RE

| 26:43.558 CS CRL UPDATE

RIEFLH L , £9.19 ISTT X Tshow crypto pki timeris 5 , MMit7E16.430 HANERE F/2RIEPH



[09:19:22 + 00:16:43] = 09:36:05 , Bll[end-date_of_current_CA_cert - auto_rollover_timer];E]l
[09:46:05 - 00:10:00] = 09:36:05.

& P/ o 32 8% AR G
AT IR 50 B P RO B B R

Client-1#show ip interface brief
Interface | P- Address OK? Met hod Status Protocol
Et hernet0/0 172.16.1.1 YES manual up up

crypto pki trustpoint clientl

enroll nent url http://10.1.1.1:80
subj ect-nane CN=Client-1, OU=TAC, c=I N
revocation-check crl

auto-enroll 70 regenerate

XE : auto-enrollin S E AR L EAEIEMIIEE, HIEERN © auto-enroll [val %]
[regenerate].

EE—fdd , BaEMINEERERNT0%;EN , E[current_ID_certtVEFHAIB970%0T |, BRAHESES
B CAE M

R CiscoR WM B EMERENC0%HES , AEARPKITHEZRIER T,

regeneratei& TS B ik P EFEM/ELN B B9 eI 2 F A Rivest-Shamir-Addleman(RSA)# 47, 1R
RIEELIEDT , NEA ST RSAZE,

B 3hE MR E

EWUEE3EMIEE , BRI THER

1. #i Acrypto pki authenticatefr T A F I WIF R Fimig R LNETR :

Client-1(config)#crypto pki authenticate clientl

AR ARUBTHEARSE , FSH (Cisco IOSEEBTEE)
MARTE , MR RECUATHREE

Certificate has the followi ng attributes:
Fi ngerprint MD5: 006B2E44 37FBC3F1 AA14F32B CDC4462E
Fi ngerprint SHALl: 2999CC53 8BF65247 COD704E9 FDC73002 A33910D4

% Do you accept this certificate? [yes/no]:

2. BAyes U EZ B inik MR LAVCAILES, AF , BHR EFFHRRENEWITEER


//www.cisco.com/c/zh_cn/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-cr-c5.html

Client-1#show crypto pki timer
PKI Tiners

| 0.086

| 0.086 RENEW cvo- pki

| 9:51.366 SESSI ON CLEANUP

. RENEWItREHEEITE , EFRIREHER 2B RCAEMURMESMHESR, KEEHRE , @
Ashow crypto pki certificate® $ A& & iZiE P :

Client-1#show crypto pki certificate
Certificate

Status: Avail able

Certificate Serial Nunber (hex): 02
Certificate Usage: Ceneral Purpose

| ssuer:

cn=Root - CA

ou=TAC

c=IN

Subj ect :

Narme: Cient-1

host name=Cl i ent-1

cn=Client-1

ou=TAC

c=IN

CRL Distribution Points:
http://10.1.1. 1/ cgi-bin/pkiclient.exe?operati on=CGet CRL
Validity Date:

start date: 09:16:57 | ST Nov 25 2012
end date: 09:36:57 | ST Nov 25 2012
renew date: 09:30: 08 | ST Nov 25 2012
Associ ated Trustpoints: clientl

CA Certificate

Status: Avail able

Certificate Serial Nunber (hex): 01
Certificate Usage: Signature

| ssuer:

cn=Root - CA

ou=TAC

c=IN

Subj ect :

cn=Root - CA

ou=TAC

c=IN

Validity Date:

start date: 09:16:05 | ST Nov 25 2012
end date: 09:46:05 | ST Nov 25 2012
Associ ated Trustpoints: clientl

%L HHIR09:30:08 , itEWM AR :
start-time +(%renewal of ID_cert_lifetime)
g&

09:16:57 + ( 70% * 2043 %% ) = 09:30:08

PKIit B 28 R BREVAEE]



dient-1l#show crypto pki timer

Load for five secs: 0% 0% one nminute: 0% five mnutes: 0%
Time source is NTP, 09:19:01.714 I ST Sun Nov 25 2012

PKI Tiners

| 1:21.790

| 1:21.790 SESSI ON CLEANUP

| 11:06.894 RENEW clientl

. RENEWitH2EEHi/E , BB OCAEF EMSREGTWIDIES, FEIUEHEITE , i Ashow
crypto pki certin S AAEF #IDIEH :

dient-1#show crypto pki cert

Load for five secs: 0% 0% one mnute: 0% five mnutes: 0%
Time source is NTP, 09:34:55.063 | ST Sun Nov 25 2012
Certificate

Status: Avail abl e

Certificate Serial Nunmber (hex): 03
Certificate Usage: Ceneral Purpose

| ssuer:

cn=Root - CA

ou=TAC

c=IN

Subj ect :

Nane: Cient-1

host name=Cli ent-1

cn=Client-1

ou=TAC

c=IN

CRL Distribution Points:
http://10.1.1. 1/ cgi-bin/pkiclient.exe?operati on=Get CRL
Validity Date:

start date: 09:30:09 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012
Associ ated Trustpoints: clientl

CA Certificate

Status: Avail abl e

Certificate Serial Nunmber (hex): 01
Certificate Usage: Signature

| ssuer:

cn=Root - CA

ou=TAC

c=IN

Subj ect :

cn=Root - CA

ou=TAC

c=IN

Validity Date:

start date: 09:16:05 I ST Nov 25 2012
end date: 09:46:05 | ST Nov 25 2012
Associ ated Trustpoints: clientl

HEE , TBEELHMEKR , SHADOWIitAE 844 -

Client-1#show crypto pki timer

Load for five secs: 0% 0% one mnute: 0% five mnutes: 0%
Time source is NTP, 09:34:57.9221 ST Sun Nov 25 2012

PKI Timers



| 25.582
| 25.582 SESSI ON CLEANUP
| 6:20.618 sHADOW clientl

uu,*i‘ BT

- MRIDIEBHERBBAFETCAEBHNERBH , MBREEIMED LT ELIBHEH B
RENEWitEt 88,

- MRIDIEPHERBBFTCALIPHNERBE , NEELYRE , BN UBIDIEBRIELH]
CALH AR FTER. MR , édeJSHADowfrm‘%%o
it et s th iR FEauto-enroll S HIERN B HITE, filn , Z2E L6 E RNEAIDIEPHEN
HER -

Validity Date of current ID cert:
start date: 09:30:09 I ST Nov 25 2012
end date: 09:46:05 | ST Nov 25 2012

WIEPH BRI RN160 . it , ﬁdJE%ﬁl‘l‘ﬁ‘l%ﬁ ( BISHADOW ithY8s ) B1670¥HI70% , KA
EF 1158, HiTEEREEAEFRERIS/SHAES , Eitbit 39[09:30:09 + 00:11:00] =
09:41:09 , SAR4FIE T REPKI SHADOW T BT 2243 BT :

dient-1#show crypto pki timer

Load for five secs: 0% 0% one mnute: 0% five mnutes: 0%
Tine source is NTP, 09:34:57.922 | ST Sun Nov 25 2012

PKI Tiners

| 25.582

| 25.582 SESSI ON CLEANUP

| 6:20.618 SHADOWCclientl

B3 ERIEEEZETT

AT ARBRREFRY B BRFI AL,

fECisco 10S CARE R k£
MSHADOWItEIES I Hind , CARHS L& E RE RIS :

Root CA#show crypto pki certificate

Load for five secs: 0% 0% one mnute: 0% five mnutes: 0%
Tinme source is NTP, 09:36:28.184 | ST Sun Nov 25 2012
CA Certificate (Rollover)

Status: Available

Certificate Serial Nunber (hex): 04

Certificate Usage: Signature

| ssuer:

cnh=Root - CA

ou=TAC

c=IN

Subj ect :

Nane: Root - CA

ch=Root - CA

ou=TAC

c=IN



Validity Date:
start date: 09:46: 05 | ST Nov 25 2012
end date: 10:16: 05 | ST Nov 25 2012
Associ ated Trustpoints: io0s-ca
CA Certificate
Status: Avail able
Certificate Serial Nunmber (hex): 01
Certificate Usage: Signature
| ssuer:
cn=Root - CA
ou=TAC
c=IN
Subj ect :
cn=Root - CA
ou=TAC
c=IN
Validity Date:
start date: 09:16:05 | ST Nov 25 2012
end date: 09:46:05 | ST Nov 25 2012
Associ ated Trustpoints: io0s-ca

EEFIRBER

WA EEIENR , BaEM e ER P iR HEE /53 T SHADOWIt A28, ZSHADOWItRY S
TR , B EMRE R HARREB HRCARS SRR ER/F FCAILLE, WEF , ehaERH
R/ BYIDIEH., Hit , BEARJRAFHXNIES : —WRIHIH , Z—XNERES2R/MAFKILES .

Cient-1#show crypto pki certificate

Load for five secs: 0% 0% one mnute: 0% five mnutes: 0%
Time source is NTP, 09:41:42.983 | ST Sun Nov 25 2012
Router Certificate (Rollover)

Status: Avail abl e

Certificate Serial Nunmber (hex): 05

Certificate Usage: Ceneral Purpose

| ssuer:

cn=Root - CA

ou=TAC

c=IN

Subj ect :

Nane: Cient-1

host name=Cli ent-1

cn=Client-1

ou=TAC

c=IN

CRL Distribution Points:

http://10.1.1. 1/ cgi-bin/pkiclient.exe?operati on=CGet CRL
Validity Date:

start date: 09:46:05 I ST Nov 25 2012

end date: 09:50:09 | ST Nov 25 2012

Associ ated Trustpoints: clientl

CA Certificate (Rollover)
Status: Avail abl e
Certificate Serial Nunmber (hex): 04
Certificate Usage: Signature
| ssuer:

cn=Root - CA

ou=TAC

c=IN

Subj ect :

Name: Root - CA

cn=Root - CA



ou=TAC

c=IN

Validity Date:

start date: 09:46:05 | ST Nov 25 2012
end date: 10:16:05 | ST Nov 25 2012
Associ ated Trustpoints: clientl

Certificate

Status: Avail able

Certificate Serial Nunmber (hex): 03
Certificate Usage: Ceneral Purpose

| ssuer:

cn=Root - CA

ou=TAC

c=IN

Subj ect :

Narme: Cient-1

host name=Cl i ent -1

cn=Client-1

ou=TAC

c=IN

CRL Distribution Points:
http://10.1.1. 1/ cgi-bin/pkiclient.exe?operati on=Get CRL
Validity Date:

start date: 09:30:09 | ST Nov 25 2012
end date: 09:46:05 | ST Nov 25 2012
Associ ated Trustpoints: clientl

CA Certificate

Status: Avail able

Certificate Serial Nunmber (hex): 01
Certificate Usage: Signature

| ssuer:

cn=Root - CA

ou=TAC

c=IN

Subj ect :

cn=Root - CA

ou=TAC

c=IN

Validity Date:

start date: 09:16:05 | ST Nov 25 2012
end date: 09:46:05 | ST Nov 25 2012
Associ ated Trustpoints: clientl

ARRDEFDIEPHNERMY -

Validity Date:
start date: 09:46:05 I ST Nov 25 2012
end date: 09:50:09 | ST Nov 25 2012

IEBERHRN408 ( A =ECisco I0S CARRS 2R LEENTHI2004F ) » #RIECisco 10S CARR
See , XD PEFHNN200H(XERE , N TEERFwEHSE , MEMKNIDIES ( HE
+fA% ) NEFHEMTEBE2024).

SR EUATVER —FHIR

- LT REHSR ESBIDIEBA AR

start date: 09:30:09 | ST Nov 25 2012
end date: 09:46:05 | ST Nov 25 2012



E Wt , current id _cert_lifetime 164 44,
AT RRBEFIDIUEBHE M

start date: 09:46:05 | ST Nov 25 2012
end date: 09:50:09 I ST Nov 25 2012
Itk , rollover _id_cert_lifetime 70943 %4,

. #R¥#ECisco 10S , H[current_id_cert_lifetime]i N ZE[rollover_id_cert_lifetime]ff , © X MET
[total_id_cert_lifetime]o TEABIH 2iX ¥,

PKIF IR RE , SR MM
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15.2(3.8)TH15.2(4)Si2 , NTPEIF fa < B3 EfiTHPKITHATER.
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HEBMIDIERERN100K , B EMIIEEREN80%. A , MU ENTXREEEM. MR
FRESBREEOREMMER , S HEHHEHITEPKIITESR , MTATR ;. (FRA7E)*(%auto-
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Rt |, #£[60 + 32] = 2R #H ITEHF M.
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