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Devices

Device Management Troubleshoot

Overview
Template Management site To Site File Download

"' MNAT Remote Access Threat Defense CLI
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SEIAIEIR, REMIKERAE

1. REBIBFRHEREVPNEE Route Based(VTl), EIRIKE Version(##E : IKEV2, )

HIMEFR - VTI-ASA
type : EFEEHB(VTI)
IKERRZS : IKEV2

N
EE  IKEVIAXEFHFACC/UCAPLIRENIR R, BRIBWHIRITEHIKEV2,

Create VPN Topology

Topology Name *

| lab-tz-p2p

VPN Type

(® Route-Based VPN Policy-Based VPN

Select VPN Topology

Select VPN Topology

FHIRA ERFTDIRZ MV

1. BT RAIEERFTD Deviceo
2. RINEFTWE LB E RO ( AT+ ) RERIAVT, W FHh O LEADVTINFOESE | fd
FERBEVTL,




Edit VPN Topology

Topology Name:*

Network Topology:
| Point to Point
IKE Version:* IKEVT IKEv2
Endpoints 143 IPsec Advanced
Node A
Device:*
Empty

Virtual Tunnel Interface:*

Empty

Tunnel Source IP is Private

Send Local Identity to Peers

» Advanced Settings

Device:*
Empty
Virtual Tunnel Interface:*

Empty

Tunnel Source IP is Private

Send Local Identity to Peers

» Advanced Settings

Cancel

SRS GIEFHSELIBRE R O

1. ESGRVTIS# , Rl EHO0K,

F =l

=L VTI-ASA
iR HAMASARIVTIBRE

ZeXE |VTIXE




FR =l

IP Address|192.168.100.1/30

BEXRIR |GigabitEthernet0/0 ( 7458 )

BEERX |ipsecipv4

s FVTIZEBACPANFFEANERAZE X,
« XNFIPV6 , BEFELHBEEERTEHU(7.X)o
- BNERAERIPEOENRRER L,




Add Virtual Tunnel Interface

Tunnel Type

Name:*

VTI_ASA

Enabled
Description:
VTl tunnel with extranet ASA

Security Zone:
VTI-Zone
Priority:

0

Tunnel ID:*

1
Tunnel Source:*

GigabitEthernet0/0 (Outside)

100.100.100.1

IPsec Tunnel Mode:*
@® ipva IPv6

192.168.100.1/30

Select Interface

Cancel m
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FBR EERH

&%  |ASA-IKEv2-Policy

= ®M(SHA-512 ( RSHA-256 )

hn#Z |AES-256

PRF |SHA-512 ( 53SHA-256 )

DHA 214 ( REAKEEH19/201 )

1. Click Save.

Network Topology:

IKE Version:* KEV1 IKEv2

Endpoints IPsec Advanced

IKEvZ2 Settings

IKEv2 Policy

Available IKEvZ Policy Selected IKEvZ Policy
Authentici
Q, Search ASA-IKEv2-Policy

AES-GCM-NULL-SHA
AES-GCM-NULL-SHA-LA...
AES-SHA-SHA

AES-SHA-SHA-LATEST

DES-SHA-SHA

DEC  CLIA CLIA | ATCCTT

. Cancel a
Policy Based
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1. IERIKEE B, & Authentication Type:

« MAEFHRAMAABUNBHNRERER ; BEFHEMABREKRBIPSK, )
- MAZEHER WP LIRHAR-FMCEENTH,
« iEH : BTETPKIBN S HRIE,

(SR )

- Policy ( %® ) : ASA-IKEv2-Policy
. FHRIEFAZFHHHA

Authentication Type: | Pre-shared Manual Key

Key:*
Confirm Key:*

Enforce hex-based pre-shared key only
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FER EERH

ESP# 5 [SHA-512 ( SSHA-256 )

ESP IN%|AES-256

1. Click Save.

Endpoints IKE IPsec Advanced

Crypto Map Type: Static Dynamic
IKEvZ Mode: Tunnel

Transform Sets: IKEv1 IPsec Proposals 4 IKEv2 IPsec Proposals* 4

AES-GCM

Enable Security Association (SA) Strength Enforcement
Enable Perfect Forward Secrecy

Modulus Group:

Lifetime Duration*:

S8 13. 1% IPseciRil

1. EBBWP , REETHOK,
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2. FBXHE AL ENIRIT. TEEEFTEXE@AL,

FERA7. BRVTIRINERS B

1. SMEBLRR> REEE, RKRBFTDIRR,
2. ;TF & H > BASKAH, ¥3AJD Route,

FER =Pl

EOVTI-ASA

P 45 2 72 ) 4%

PX35(192.168.100.2 ( STZVTI IP )

3.MEANEREIPERMK |, BRIFEHRITERAESVTITEIEN S —NT —Bk.
A FEHAKAE , FEVTILEEBGP, OSPFHREIGRP , MARZ ( REMTF ) BAKH,
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EREBfERICLIZR

FIhEBE /S , FTD CLIBLERLLT :

crypto ikev2 policy 1
encryption aes-256
integrity sha512
group 21
prf sha512
Tifetime seconds 86400

crypto ikev2 enable Outside

crypto ipsec ikev2 ipsec-proposal CSM_IP_1
protocol esp encryption aes-256
protocol esp integrity sha-512

crypto ipsec profile FMC_IPSEC_PROFILE_1
set ikev2 ipsec-proposal CSM_IP_1
set pfs group2l

group-policy .DefaultS2SGroupPolicy internal
group-policy .DefaultS2SGroupPolicy attributes
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none

vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ikevl ikev2

tunnel-group 10.106.67.252 type ipsec-121
tunnel-group 10.106.67.252 general-attributes
default-group-policy .DefaultS2SGroupPoTicy
tunnel-group 10.106.67.252 ipsec-attributes

ikev2 remote-authentication pre-shared-key ¥##*%*%*

JORORONON

ikev2 Tocal-authentication pre-shared-key *¥¥¥**

interface Tunnell

description VTI Tunnel with Extranet ASA

nameif VTI-ASA

ip address 192.168.100.1 255.255.255.252

tunnel source interface Outside

tunnel destination 10.106.67.252

tunnel mode 1ipsec 1ipv4d

tunnel protection ipsec profile FMC_IPSEC_PROFILE_1

SRR R & A H S S EFMCHBEM 2.
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MFMC GUI

1. 3T FFDevices > VPN > Site To Site , AR/FiEFEHF,
2. fEFACheck Status=i ¥k 2 Bl vh R S B2 S IR E F BB E RS

~
JEE : FMC VPNBSEIRSTEEFIERA L5 E 5 ( iIxZMSEBERILSH ). FH
CLIBIAGUIRB E REMIRS. ERCLIRE (FMCHRETXERELTHBIRES ) o

show crypto ipsec sa peer

show vpn-sessiondb detail 121 filter ipaddress

MFTD CLI

show running-config crypto

show running-config interface Tunnel
show running-config route

show crypto ikev2 sa detailed

show crypto ipsec sa detailed

show crypto ipsec sa peer

show vpn-sessiondb detail 121
show vpn-sessiondb detail 121 filter ipaddress
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show crypto ikevl sa detailed

B EHWIE -

show route
show bgp summary
show ospfv3 neighbor
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