BLEMASAFIFTDEIMS Azure I B T 5B 1%
VPN

B =%

SRS

44

VPN
EE
ASA L #IKEV1 BLE

ETDEMIKEVIFLE
- TR B R BRI IKEV2E

M)

XN BERASAS BN = £ Bh K iEMMicrosoft Azure= RS 2 RIKVPNIY LS B E .

TR
=R

Cisco BB THUTER :

« WFHEASALFERAVTINIKEV2E TEREAMNVPN:ASARBIRAIS(MNBESHRA ( BMANETF
B HVPNE EAzure, )



« SFASARFTD LA MRS E FIKEVIREEHIVPN:ASAK B A8, 280 B /& WA LA K%
FTD 6.2.0REEMRA ( XN E T REEHVPNE EAzure, )

s NTEEEETRBNREEZEFMNASA L NZFRE K IKEV2E T 3% B /9 VPN: 5 F hn 28 B
H i EASARBBRA8 2 E B AS ( %44 FUsePolicyBasedTrafficSelectors 3 & F 2% H #Y
VPNELEAzure, )

- THEFMCHWFTDEENEE.

ERREHF

AXEPHEEETUT R FE AR

- BRIFTD

- BRIFMC

* Microsoft Azure

+ 121TASA 9.18.4.22fyCisco ASAv

AXHEPNEEHRETREXRENEFNRZEEN, AXEFEANAAERZRNERAR
(BN ) BE, MREHMELTEIRES , FHRRETHEAARTRBELE,

VPN Z 35

ERIPSec Pt SEE AP EHS EVPNERE, ERAAERENTREREBIARERE LMEE , L5
TEIPSec IR M N Z Ky A it FZ 72 F MSE Bl

EXVPNINZFHERMGE  ETHRADNE TREARELRSR

HETEKA :
INBFIE B N A FE A A IPSecBR BN RE, IPSecA b FMIiZiE K 2% B8 E10.0.0.0, XEK
BT REBATIPSechREN REHLBME , MAEZERR/ BFRFM,




ERBEENZSIREASAIEERARASEESRATRNELRREZOVTHNETFEHKNVPN,

HMFirepower® X 1 /0:(FMC) B I H BRI R £ f K = Firepower BB B ) (FTD) 2 5158 FA MR 24<6.7 &%
EERAHVTINETEHANVPN,

HT R -

MEFREN RNZRMERNEEIPEE. ETRENAEREERFNZTERBERSRITAE
BEIPSecn B RE,

ASA #58. 21 5 B & WA A s p0 22 AR 5 Y &2 T R B& B VPN,

Microsoft Azure B3 LN N E T XN AEEREIRETHRH., ETEBKLETRENARE.
Azure 2 8 PR H & 0] LUBRFEVPNFTIE 77 A B B BV Internet B A IR (IKE) AR A, ETRAFE
IKEv2 , ETREEEIKEV1, MRFERHIKEV2 , M AFEEAzUure F E T3 BASAKAERAVTI,

MRASAH FARBRAMN L FMZBRE , MAAEARETRBHRELRSZFAzUeBlERNET
Bl XTEAzurel ] @S PowerShell il A ZFE5E R , LASEBMicrosoftif f
UsePolicyBasedTrafficSelectorsYiET , A LASE ZiEU : FVPNRKEZR SN A E T KB
HIVPNIRZ .

EMASATIFTDEESE#HITESE , BHITUTERE !

« WFEETVTINASA , XA ETHEBNVPNEEAzure,

« NFFTD , BXRUMABBVTINFHAFE , FIHRILAL ; FirepowerZE B FOFLEIER , A
6.7

o XNFEAMBZRGBEEAASAFTD , 2914 FHUsePolicyBasedTrafficSelectors 1 & T KB
VPN E T BRI Azure# 1TELE .

BoE

TREESER, EEREREIKEVI. FRAVTINIKEV2ERESFEAE T RN REERRENIKEV2IEH
( ASAEHIINZRBRET )

ASA EHIKEV1BL B


https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-connect-multiple-policybased-rm-ps
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/firepower_threat_defense_site_to_site_vpns.html#concept_ccj_p4r_cmb
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/firepower_threat_defense_site_to_site_vpns.html#concept_ccj_p4r_cmb
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/firepower_threat_defense_site_to_site_vpns.html#concept_ccj_p4r_cmb

X F MASAZE|Azure Y b R B35 RIKEv1 VPN |, KT —MNASAEBLE., BREAzurel IFFEERET
KREEHPRE, EARTHIF |, INZRE A TASA,

S EEASAV.E FEHAASDMECLIELEIKEV] IPsecth S Bvh SBIE , SUIRENASABRLEE S TE
IKEV1,

1.2 5O LS AIKEVT,

<#root>

Cisco-ASA(config)#

crypto i kevl enabl e outside

2 BIRIKEVIER , ZFXBENATHS., FHKIE. Difie-Hellmantd., £FHMMBNEE/HE

o

N EE BB S B IKEYE HE5R B VPNIE & 8k 5 ]85 S VPN 549 Psec/IKES 3.
BxRi#—FHEA | iEBREMicrosoft Azurex 1,

<#froot>

Cisco-ASA(config)#

crypto i kevl policy 1

Cisco-ASA(config-ikevl-poTlicy)#

aut henti cation pre-share

Cisco-ASA(config-ikevl-poTlicy)#

encryption aes

Cisco-ASA(config-ikevl-poTlicy)#
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hash sha

Cisco-ASA(config-ikevl-poTlicy)#

group 14

Cisco-ASA(config-ikevl-poTlicy)#

lifetime 28800

3. IPsecEBM T RIZRBEAR , ARENFIPHit MBERH ZEHA,

<ttroot>

Cisco-ASA(config)#

tunnel -group 192.168.1.1 type ipsec-|2|

Cisco-ASA(config)#

tunnel -group 192.168.1.1 ipsec-attributes

Cisco-ASA(config-tunnel-ipsec)#

i kevl pre-shared-key cisco

4. 8RR, EXEMBRNBELHRE.

2

EAFR  HXHREFREAMN10.22.0FME10.1.1.009B58., HRMAZESRZNFM , IZHE
ALEEZM%RE,

HERABARESRAF , L CIZRAEMNSE, FM, EHIPHUAHSINRNBR[OINRINRA
o BIEMNEEABMEZREFNHXNR , FFEi]E AT %7 R2 6 5 R(ACL) M M 45 b it #
B(NAT)EA,



<tfroot>

Cisco-ASA(config)#

obj ect network 10.2.2.0_24

Cisco-ASA(config-network-object)#

subnet 10.2.2.0 255. 255.255.0

Cisco-ASA(config)#

obj ect network 10.1.1.0_24

Cisco-ASA(config-network-object)#

subnet 10.1.1.0 255.255.255.0

Cisco-ASA(config)#

access-1list 100 extended permit ip object 10.2.2.0_24 object 10.1.1.0_24

5.EERIRE(TS) , ZHMREMLTNIEXRBFIKEVT, ERRitBAMOIEERNTS,

~ SEE  ALAMEE S R3S S VPN IE VPN Z HIPsec/IKES #H 5| B 5 H AV 52 ER
IKEVIE M., BXxi#—FHEA , 5Bk REMicrosoft AzureX £,

<tfroot>

Cisco-ASA(config)#

crypto ipsec ikevl transformset nyset esp-aes esp-sha-hnac

HUR6. B EMZRE FFENARNERED , ABEOERUTAN

® TSo
o NZFIPHht,
- BEMEXREN S ELIHFRGIR,
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ERBEZTEHRRZ(PFS). =B VPNRM X E N VPNIZ R HIPsec/IKESHURES
Tj_:Azure':PX‘JIKEW = FHPFS,

WiEMPFSIEE 612 A T R BB M FDiffie-HellmanZ4A3T ( EFE2M B3 2 T , in4HUE A
PFS, ) AIAEEETIGSEBII&E : crypto map outside_map 20 set pfs.

o E2MERIPSecE iR EE T i 2 B S VPNM X EZHVPNIRE MIPsec/IKES ., BxXi#t
— &R | iFEB EMicrosoft Azurex 15,

<#root>

Cisco-ASA(config)#

crypto map outside_map 20 match address 100

Cisco-ASA(config)#

crypto map outside_map 20 set peer 192.168.1.1

Cisco-ASA(config)#

crypto map outside_map 20 set ikevl transformset nyset

Cisco-ASA(config)#

crypto map outside_map 20 set security-association lifetinme seconds 3600

Cisco-ASA(config)#

crypto map outside_map 20 set security-association lifetime kil obytes 102400000

Cisco-ASA(config)#

crypto map outside_map interface outside

7 FRVPNRET ZEMEMNATHAUM AR, SIENATRBERIN:

<ffroot>
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Cisco-ASA(config)#

nat (inside,outside) 1 source static 10.2.2.0_24 10.2.2.0_24 destination static 10.1.1.0_24 10.1.1.0_24

N UEASIATRN  EARYREAFERMEF TN RA | FENATHL S ER
Bl

<ttroot>

Cisco-ASA(config)#

obj ect-group network 10. x. x. Xx_SOURCE

Cisco-ASA(config-network-object-group)#

net wor k- obj ect 10.4.4.0 255.255.255.0

Cisco-ASA(config-network-object-group)#

net wor k- obj ect 10.2.2.0 255.255.255.0

Cisco-ASA(config)#

obj ect network 10. x. x. x_DESTI NATI ON

Cisco-ASA(config-network-object-group)#

net wor k- obj ect 10.3.3.0 255.255.255.0

Cisco-ASA(config-network-object-group)#

net wor k- obj ect 10.1.1.0 255.255.255.0

Cisco-ASA(config)#

nat (inside,outside) 1 source static 10.x.x.x_SOURCE 10. x. x. Xx_SOURCE destination static 10. x. x. x_DESTI N/



HFIKEv2H B BEASAKIBO.8()RE B MRA EEFVTI

S FETFASARIDA I S B iE S IKEV2ERHVPN |, BHEALEE. BRAzureEBRENETRAN
VPN , 3# B K1EAzurel ] A &l B UsePolicyBasedTrafficSelectors, ASALELE T VT,

2ZCLIFAF3:Cisco ASAZRFIVPN CLIFEER9.8 SRENVEEMNASA VTIEEFE B,

1.2 8B 0 £/ AIKEV2:

<tfroot>

Cisco-ASA(config)#

crypto i kev2 enabl e outside

2.3 INIKEV23E 1B ERER M

N 528 Microsoft & i #I1E B 5 Azure BRI EIKEV2E1 B BLANTE, 5B 14 3 H B Mo
78, FIHHE MR B VPN Fvh = B v S VPNR X E K IPsec/IKES ¥, SMicrosoftdy
IKEV2E )9 221915 B Sample Configuration:Cisco ASAI& % ( IKEV2/EBGP ) » Bxi#—
FiEE | iE B RMicrosoft Azure X #,

<ttroot>

Cisco-ASA(config)#

crypto i kev2 policy 1

Cisco-ASA(config-ikev2-poTlicy)#

encryption aes-256

Cisco-ASA(config-ikev2-poTlicy)#

integrity sha256

Cisco-ASA(config-ikev2-poTlicy)#
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group 14

Cisco-ASA(config-ikev2-poTlicy)#

lifetine seconds 28800

3R IIKEV25E 2B X IPseci®ill, FEcrypto IPsec ikev2 ipsec-proposalBl BE N TIEEZ S :

protocol esp encryption {des | 3des | aes | aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-
256 | aes-gmac | aes-gmac-192 | aes-gmac-256 | null}
protocol esp integrity {md5 | sha-1 | sha-256 | sha-384 | sha-512 | null}

S 528 : Microsoft & 15 B 5 Azure 5 1 5 72 28 BHIPSec IR AI S B 28, BIHHA0
& MR BVPNiZ 2% M b S B9 S VPNR X IERE A IPsec/IKES B, SMicrosoftfy 552/ BR
IPSecE 9 22915 B Sample Configuration:Cisco ASAI& % ( IKEV2/EBGP ) » Bxi#—
S BA | Bk RMicrosoft Azurex#,

<ttroot>

Cisco-ASA(config)#

crypto i psec ikev2 ipsec-proposal SET1

Cisco-ASA(config-ipsec-proposal)#

protocol esp encryption aes-256

Cisco-ASA(config-ipsec-proposal)#

protocol esp integrity sha-256

4.8 N3EE AT AR B IPSecht & XX 4F :

o ZHIEEMikev2E 2/ ERIPSeciE I,
o BE2MERIPSeck i (AL ) (AR AR FETREMN ) .
« PFS4 ( Al )
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N 5% Microsoft 7 #9585 Azure B 4572 B 28 BHIPSectt & BRI FIPFSE MR, Bi
HEMXREE JVPN IPsecZ £ X Bk (IKEMREEXSA Bo SMicrosofthy 2R B
IPSeciE 1 2RI E B 2 Sample Configuration:Cisco ASAI& & ( IKEv2/EBGP ) », HXi#t—
S8 | iFB R Microsoft Azurexx 3%,

<ffroot>

Cisco-ASA(config)#

crypto i psec profile PROFILEL

Cisco-ASA(config-ipsec-profile)#

set ikev2 ipsec-proposal SET1

Cisco-ASA(config-ipsec-profile)#

set security-association lifetime seconds 27000

Cisco-ASA(config-ipsec-profile)#

set security-association lifetime kilobytes unlinited

Cisco-ASA(config-ipsec-profile)#

set pfs none

5.7 IPsecEM T OIZERZEH , AR EXNZIPH U FMIKEV2ZA i FIZFEFRE TR Z324A -

<tfroot>

Cisco-ASA(config)#

tunnel -group 192.168.1.1 type ipsec-|2I

Cisco-ASA(config)#

tunnel -group 192.168.1.1 ipsec-attributes
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Cisco-ASA(config-tunnel-ipsec)#

i kev2 | ocal -aut hentication pre-shared-key cisco

Cisco-ASA(config-tunnel-ipsec)#

i kev2 renote-authentication pre-shared-key cisco

6.8 ZIEELL T RERVTI:

- ¥FHBREREO%RS : interface tunnel [number]

- FRYBEIERE O A FE : nameif [name]

- BREEO LETEFEENIPHL ; ip address [ip-address] [mask]

« VPNEAR# L 1IERRZEREED : tunnel source interface [int-name]

« AzureM <Ptk : B2 B #x[Azure Public IP]

* IPSec IPv4R K BEEE K IPSec IPv4

o AT LEVTIBIPSecELE X4+ : tunnel protection ipsec profile [profile-name]

<#froot>

Cisco-ASA(config)#

interface tunnel 100
Cisco-ASA(config-if)#

nanei f vt

Cisco-ASA(config-if)#

ip address 169.254. 0.1 255. 255. 255. 252
Cisco-ASA(config-if)#

tunnel source interface outside
Cisco-ASA(config-if)#

tunnel destination [Azure Public IP]
Cisco-ASA(config-if)#

tunnel node ipsec ipv4

Cisco-ASA(config-if)#



tunnel protection ipsec profile PROFILEL

7TORNREREORENBRSKH. BRAMBSKEA , BETUATHS !
route if_name dest_ip mask gateway_ip [distance]

dest_ipMmask2Azure=H B #rM & # Pt | £]4010.0.0.0/24, gateway_ipAF2R2iEE O FX
R EMIPHELE ( FESRTIFE ) |, H101169.254.0.2, Lttgateway_ipty B I 2 F R ER BRREED
,BER , BEMXIPASGHTEE,

<#froot>

Cisco-ASA(config)#

route vti 10.0.0.0 255.255.255.0 169. 254.0. 2

FTD EWIKEVIEL &

X FMFTDEIAzure ik S E 4 RUKEV1 VPN |, @A E EFFTDRZIFMEIFMC,

10BN RN AEKK, SMBFMCEFIEMR>RE> VPN >[I R

Owerview Analysis Polides uIEUISFN Objects AMP  Intelligence Depioy Y 5
Device Management HAT VPN » Site To Site Qes Platfarm Settings FlexConfig Certificates

oD~ —
Node A i Mode &

Traubleshooting

There are no VPN Topologies. Create a topology by adding Firepower Device (or) Firepower Threat Defense Device

2. PR, £ HADd VPNTRFESR | R/F1EFFirepower Threat Defense Device.

Overview Analysis Polices JsIUIESY Objects  AMP  Intelligence Deploy Y System Help v  admin v

Device Managernent NAT VPN » Site To Site QoS Platform Settings FlexConfig  Certificates

Hode A Nede B

There are no VPN Topologies, Create a topology by adding Firepower Device (or) Firepower Threat Defense Device,




3.#£Create new VPN Topology&E A& , #&ETopology Name , it FIKEVIIHiLERIE , AR5 &
IKEMEI+, EXRRGIS K MAZFHAESHRIESE. £ HAuthentication Type THE#E | RS
1% Pre-shared Manual Key, fEKeyFConfirm KeyMARFZERFRBAF AL EZR4A,

Create New VPN Topology

Topology Name:* Policy-Based-to-Azure  “S—

Metwork Topology: *—= Point to Point % Hub and Spoke | %" Full Mesh
IKE Version: * . @ IKEv1 [ | IKEw2

Endpoints IPsec Advanced

IKEwv1l Settings

Policy:= preshared sha zes256_dh5_ 5 i+

Authentication Type: Pre-shared Automatic Key w

Pre-shared Key Length:= Pré-shared Automatic Key

Pre-shared Manual Key < mmm—

IKEv2 Settings Certificate
Palicy:= AES-GCM-NULL-SHA W
Authentication Type: Pre-shared Automatic Key w

Endpoints m IPsec Advanced

IKEv1l Settings

Paolicy:= preshared_sha zes256_dh5 5 ]
Authentication Type: Pre-shared Manual Key hd
Key:* sEREREES :

Confirm Key:* susansns ———

4 BIBE—NSHCREEBISAKMPREES E1M RS, ER—BOF , EHEE+RHALURM
FTEYISAKMPIRBE ., IEERREEBM , HIZFEFTEMN INZ (Encryption), B5% (Hash), Diffie-Hellmané
(Diffie-Hellman Group). 4 717Hi(Lifetime) & 433 1iE 5 % (Authentication Method) , A58 HRTF
(SaVe)o




New IKEv1 Policy
MName:= Azure-policy-based L
Description: ‘
Priority: ' | (1-65535)
Encryption:= | 3des -— v
Hash:= [SHA — ||
Diffie-Hellman Group:* |2 -— ]
Lifetime:* 86400 Jr— | seconds (120-2147483647)
Authentication Method:=  Preshared Key "l
(save  J[ cona ]

5. EIPsecRIERE2M RS . SMnZlIPsecit+ , ECrypto Map Type&E ik 4E A ik ¥ Static, 1E
HREETIIKEVT IPseciRILF , REREHERIR.




Create New VPN Topology

Topology Mame:* Policy-Based-to-Azure
Metwork Topology: *+ Point to Point %% Hub and Spoke + Full Mesh
IKE Version:* IKEvl [ | IKEv2

Endpoints IKE Advanced

Crypto Map Type: © Static ' Dynamic

Transform Sets: IKEv1 IPsec Pmpn IKEv2 IPsec Proposals,
‘ tunnel_aes256_sha

"~ | Enable Reverse Route Injection

" | Enable Perfect Forward Secrecy

Lifetime Duration®: ZBR00 Seconds (Range 120-2147483647)

Lifetime Size: 4603000 Kbytes (Range 10-2147483647)

~| ESPv3 Settings

6. R # RV IPseciEi . TEIKEV1 IPSec ProposalE OF , B HEE+RMALURINF . NESPINE
MESPHSIE LIEEREBEMREESE , A5 L HSave,




New IKEv1 IPsec Proposal ? X

MName:* | Azure-IPsec-proposal — |

Description:

ESP Encryption: *

ESP Hash:=

7. TEIKEV1 IPsec Proposal&E O , fF#IPsecK B& 7 i E|Selected Transform SetsZpn , ARiEHE
HOK,




IKEv1 IPsec Proposal

Available Transform Sets ¢ @ Selected Transform Sets
‘ <, Search ‘ @@ tunnel_aes256_sha

a el @ Azure-1Psec-proposal

. tunnel_aes128_sha

. tunnel_aes192_sha
£
@@ tunnel_des_sha

8.1REIPSecit T+ , B EATEN E TR BN AN,




I Create New VPN Topology

Topology Name:* Policy-Based-to-Azure

!

- Network Topology: . MhMI %* Hub and Spoke I <* Full Mesh ‘
IKE Version:* IKEvl [ IKEv2

Endpoints IKE m Advanced

Crypto Map Type: @ Static _  Dynamic

Transform Sets: IKEv1 IPsec Proposals® .~ IKEv2 IPsec Proposals
tunnel_aes256_sha
Azure-IPsec-proposal

| Enable Reverse Route Injection
| Enable Perfect Forward Secrecy

OOUUIUS Ol'OuLn d W

Lifetime Duration*: 28800 H Seconds (Range 120-2147483647)

Lifetime Size: 4608000 g Kbytes (Range 10-2147483647)

QERMBH/ MEBERERF/ZRIFAMNE ., EMBLIRETF, BT RAL , Roreen + buttondr LA
TR BARGAH , TRARIEFTDRYA M F K,




Add Endpoint ? ¥

Device:* [fravi  q— I~
Interface:* IEmﬂ n st 'o
IP Address:* [Empty m— |v|@

"] This IP is Private

Connection Type: Bidirectional v

Certificate Map: [ B

Protected Networks:*
O Subnet / IP Address (Network) (! Access List (Extended)

10.7£Add EndpointE A # , I8 EEEDevice T 5k £ FEARFTDIAR E 4 AR Y132 2 O MIP i 31t

o

MERERMRBIERESR  BFENMIAZRPMNEET , AFEHEZE+ZHEANCIERINR.

REMNENKREOR , EETAMENEASHEZE+RE , QBTN A REERERTR.

Network Objects ?

Available Networks & @ Selected Networks
|Q Search

% any

i any-ipvd
i any-ipvé
=2 1Pv4-Benchmark-Tests I}
i IPv4-Link-Local

52 IPv4-Multicast

= IPv4-Private-10.0.0.0-8

5 IPv4-Private-172.16.0.0-12
5 1Pva-Private-192.168.0.0-16
2 IPv4-Private-All-RFC1918

ok || cancel |

13.7ENew Network Object& O , IEEXN R B MHHMAIERE ; EH/MESEE/FQDN,. RfE , &
i Save,




New Network Object ? X

Name: 10CE1-Fd —
Crescription:
Metwork: | Host I Range © Network e  FQDN

192.168.20.0/24] o

Allow Owerrides:

T

14 RN RFMEMENRE AN EENNE B  RAEREBEE. B RNLREDL , £5H
Eo

Network Objects 7 X
Available Networks & Selected Networks

= local-ftd &

| 4, Search

@
|
=2 local-ftd BN
= any

g.-';l any-ipvd
g.-_il any-ipve
g.-_il IPvd-Benchmark-Tests

=2 IPvd4-Link-Local
=2 IPv4-Multicast

=2 IPv4-Private-10.0.0.0-8
&8l IPv4-Private-172.16.0.0-12

=2 IPv4-Private-152.168.0.0-16

[ rr.a meeie Al mEemanan

| Cancel

15.EXTRB , ARG |, TTREBAZUre A& R, TECreate New VPN Topology& A H , S E|
Node B#7 H 2 HE&B+ZHALUMINZRELRREILEFERR. M HFEHSTRAERBFMCEEHFT
BVPNX ELimiE EEXtranet, BAREZEN BN (REAMER ) REIPH#it,




16. Q| BZRRBEEBNR, SMAZRPMNEISD , AR EEZSHREARMIN R,

17 EMNENRKREOR , BEATAMNEXERSNEE+RHAURIEFHTITIR. ENew Network Object®
O | BEXN KRB HME LR ; host/range/network/FQDN , /5% $5Save,

New Network Object

Name: |Azu re-local —

Description:

() Host D range () Network ) FQDN

172.16.200.0/24 <.

Allow Overrides: ||

18.JR EINetwork Objects & O , FFETHYIZREXT KA MNE|Selected NetworksEB , ARG HEEHOK, &
Add Endpoint®& A # & #50K,




Network Objects ? X

Available Networks € @ Selectad Networks
| -, Search |

5';1 Azure-local _ﬂ
1% any
=—;§ any-ipvd
=—;§ any-ipve
5';1 IPvd-Benchmark-Tests
I = IPv4-Link-Local
&5 IPv4-Multicast
5 IPv4-Private-10.0.0.0-8
5_;1 IPv4-Private-172.16.0.0-12
I :—.El IPv4-Private-192.168.0.0-16

[ T I R R T = Y o =t W= Nz

19.7£Create New VPN TopologyBE A F , BAETUEEFANT AHBEHERNREERS/ZR
FHIMLE, Click Save.




Create New VPN Topology ? % I

Topology Name:* Palicy-Based-to-Azure
| L

Network Topology: >+ Point to Point %% Hub and Spoke <* Full Mesh B
IKE Version:* IKEv1 IKEvZ

Endpoints IKE IPsec Advanced

Node A: u}
Device Name VPN Interface Protected Metworks

1.1.1.1 m&:ﬁ-iﬁ & @

Node B: J

Device Name VPN Interface Protected Metworks

17.17.17.17 Azure-10Cal < — ra:|

1) Ensure the protected networks are allowed by access control policy of each device.

20.FEFMCEHEMR L , REEE LHFBEXPHDeploy , EFEFTDIRE , RfF KL EHDeploy.

21.7ZCLIL , VPNEE SASARZNEEFEEKMEE,

ERE TR REBEZERNIKEV2E T IR H

NFEEMBBRE WASA LML S FEKIKEV2 VPN |, BEALEE. BRAzureEREENE TR
HAVPN , 3 B 2% £ FPowerShellZEAzure| ] H Bt & UsePolicyBasedTrafficSelector,

MMicrosoft§ VPN 3<% # 5| Z 7 i B T R BE Y VPN1R & /1 44 UsePolicyBasedTrafficSelector 5
ETHHENAzure VPNEXHNEE, MRFTEHRLLSER , BT MAzure ZRH REEFSFFTE , &
B INZRE ASATS R M EE,
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2 #CLIFM3:Cisco ASARFIVPN CLIFREIER ., 9.8 . AFAEmMEZMmEEEE SN TEASA
IKEV2,

1. 12520 LB BIKEV2:

<ffroot>

Cisco-ASA(config)#

crypto i kev2 enabl e outside

2. N INIKEV25E 1B ER SR g o

~ SEE:Microsoft X N E B 5Azure E AMIKEV2E 1M RN, TEMMEGEABE M PR,
5l By & 145k B VPN 2 FN b S B v S VPN X iE 228 IPsec/IKES ¥, >k B Microsofthy
IKEV2/E %15 B F 28 Sample Configuration:Cisco ASAiI& % ( IKEV2/FTCBGP ) ., ME#M — i
BH , i§Bx ZMicrosoft Azurex#%.

<#froot>

Cisco-ASA(config)#

crypto i kev2 policy 1

Cisco-ASA(config-ikev2-policy)#

encrypti on aes- 256

Cisco-ASA(config-ikev2-policy)#

integrity sha256

Cisco-ASA(config-ikev2-policy)#

group 14

Cisco-ASA(config-ikev2-policy)#

lifeti me seconds 28800
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3.7EIPsecE M T IZRREL , HEEX FIPith i FIKEV2 A it MizZRRE MR ZH4A -

<#froot>

Cisco-ASA(config)#

tunnel -group 192.168.1.1 type ipsec-|2I

Cisco-ASA(config)#

tunnel -group 192.168.1.1 ipsec-attributes

Cisco-ASA(config-tunnel-ipsec)#

i kev2 | ocal -aut hentication pre-shared-key cisco

Cisco-ASA(config-tunnel-ipsec)#

i kev2 renote-authentication pre-shared-key cisco

ABIBIHEYIER , EXNENZMBELCHRE, EXARAF , HXAREREKXKBEMN10.2.2.0FHE
10.1. 1.0 B RE. MBUMEZEFIRZNTN , MZRETNUEESZMN%E,

HERA8AREGRAF , TLACIZRAENSG, FM, EHIPHAHZS PN RNB[INRIXTREA
o BIZEMNERXBMZREFROXR , AFelEHATMZEACLANNATIES.

<tfroot>

Cisco-ASA(config)#

obj ect network 10.2.2.0_24

Cisco-ASA(config-network-object)#

subnet 10.2.2.0 255.255.255.0



Cisco-ASA(config)#

obj ect network 10.1.1.0_24

Cisco-ASA(config-network-object)#

subnet 10.1.1.0 255.255.255.0

Cisco-ASA(config)#

access-list 100 extended pernmit ip object 10.2.2.0_24 object 10.1.1.0_24

5.7 IIKEV2EE 2B ERIPseciZil, TEcrypto IPsec ikev2 ipsec-proposalfii BHE X TIEER £ S :

protocol esp encryption {des | 3des | aes | aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-
256 | aes-gmac | aes-gmac-192 | aes-gmac-256 | null}
protocol esp integrity {md5 | sha-1 | sha-256 | sha-384 | sha-512 | null}

~ EE:MicrosoftE X E B 5AzureE AV E 2/ BRIPSecN B M B M B AR, FIHNE
MRBETHRBAMNVPN IPsecZ £ Xk (IKEREENSA ) P, Microsoftiz it#Y B2/ Bt
IPSecl® {5 B Z2Sample Configuration:Cisco ASAIR % ( IKEV2/EBGP ) , WMEH —Fii
BE , 5Bk XMicrosoft Azure X #,

<tfroot>

Cisco-ASA(config)#

crypto i psec ikev2 ipsec-proposal SET1

Cisco-ASA(config-ipsec-proposal)#

protocol esp encryption aes-256

Cisco-ASA(config-ipsec-proposal)#

protocol esp integrity sha-256
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6.EEMBRMRGI I HENATASNED , ZEOSSUTAN

ST EE Py ik

BEMEXRENEELFRFIR,

- IKEV25E 2Bt EX IPSeci? 1o

BE2R EXIPSecEFHE ( AR BN )

-AIEN T2 EEREZERPFS)RE , 218 A TR BIERFDiffie-HellmanZ4AXS ( EE2M B EIN 2
B , Fimab4ME APFS, )

MicrosoftE2 & i S BE 5 AzurefE I B2 EXIPSecE s A HIMPFSIE 4 3=,

SIHME MR EETERHAIVPN IPsecE £ X B (IKERIEEKSA ) ™ Ro

Microsofti2 L8y 5520 EX IPSeclE 115 B )4 22 Sample Configuration:Cisco ASAiZ % ( IKEv2/F
BGP) ., BXx#—FiEA | 58k EMicrosoft AzureXX %5,

<ttroot>

Cisco-ASA(config)#

crypto map outside_map 20 match address 100

Cisco-ASA(config)#

crypto map outside_map 20 set peer 192.168.1.1

Cisco-ASA(config)#

crypto map outside_map 20 set ikev2 ipsec-proposal myset

Cisco-ASA(config)#

crypto map outside_nap 20 set security-association |ifetine seconds 27000

Cisco-ASA(config)#

crypto map outside_map 20 set security-association lifetinme kilobytes unlimted

Cisco-ASA(config)#


https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa

crypto map outside_nmap 20 set pfs none

Cisco-ASA(config)#

crypto map outside_map interface outside

8. RVPNRET ZEMEMNATRMUMN AR, SIENATRERAN :

<tfroot>

Cisco-ASA(config)#
nat (inside,outside) 1 source static 10.2.2.0_24 10.2.2.0_24 destination static 10.1.1.0_24 10.1.1.0_24

MO BILEFRBERMEFR TN RA , HENATAN H A

N B UERSATRE , B
Z1lo
<ffroot>

Cisco-ASA(config)#

obj ect-group network 10.x. x.Xx_SOURCE

Cisco-ASA(config-network-object-group)#

net wor k- obj ect 10.4.4.0 255.255.255.0

Cisco-ASA(config-network-object-group)#

net wor k- obj ect 10.2.2.0 255.255.255.0

Cisco-ASA(config)#

obj ect network 10. x. x. x_DESTI NATI ON

Cisco-ASA(config-network-object-group)#

net wor k- obj ect  10. 3. 3.0 255. 255.255.0



Cisco-ASA(config-network-object-group)#

net wor k- obj ect 10.1.1.0 255.255.255.0

Cisco-ASA(config)#

nat (inside,outside) 1 source static 10.x.x.X_SOURCE 10. x. X. Xx_SOURCE desti nati on

static 10.x.x.x_DESTI NATI ON 10. x. x. x_DESTI NATI ON no- proxy-arp route-|ookup

5 E

EASATIAzZUre X LRI E G , AzureFEZIVPNRRE, SaLMERAUTHSRIIBENERS
I

%1 MR

RIFRBEERVE 1M B LT 2KEK(SA):

BTk, ERMUDPwA500 LBy A A B8R OIP 192.168.1.28 2 Eix 2 B #71P 192.168.2.2KY
IKEv2 SA, B —NMNEMBFSA , NERENMEREMIE,

<tfroot>

Cisco-ASA#

show crypto ikev2 sa

IKEv2 SAs:
Session-id:44615, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
3208253 192.168.1.2/500 192.168.2.2/500
Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/142 sec
*-->Child sa: local selector 192.168.0.0/0 - 192.168.0.255/65535
remote selector 192.168.3.0/0 - 192.168.3.255/65535
ESP spi in/out: 0x9b60edc5/0x8e7a2el?2



EARBIH | IKEvI SARZAASAE N KRR , EXIZFIP 192.168.2. 2RISR A M 1863881

<#froot>

Cisco-ASA#

sh crypto i kevl sa det ai

IKEv1l SAs:
Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 192.168.2.2

Type : L2L Role : dinitiator
Rekey I no State : MM_ACTIVE
Encrypt : aes Hash : SHA

Auth : preshared Lifetime: 86400

Lifetime Remaining: 86388

£ 2HER

E B2/ BRIPSecZ £ X Bk 2 & Sshow crypto ipsec sa peer [peer-ip] 21 :

<tfroot>

Cisco-ASA#

show crypto ipsec sa peer 192.168.2.2

peer address: 192.168.2.2
Crypto map tag: outside, seq num: 10, local addr: 192.168.1.2

access-1list VPN extended permit ip 192.168.0.0 255.255.255.0 192.168.3.0 255.255.255.0
Tocal 1ident (addr/mask/prot/port): (192.168.0.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)

current_peer: 192.168.2.2

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4

#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 4, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0



#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

#TFC rcvd: 0, #TFC sent: O
#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O
#send errors: 0, #recv errors: 0

Tocal crypto endpt.: 192.168.1.2/500, remote crypto endpt.:

path mtu 1500, ipsec overhead 74(44), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled
current outbound spi: 8E7A2E12

current inbound spi : 9B60EDCS

inbound esp sas:

spi: 0x9B60EDC5 (2606820805)

SA State: active

transform: esp-aes-256 esp-sha256-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, }

slot: 0, conn_id: 182743040, crypto-map: outside

sa timing: remaining key 1lifetime (kB/sec): (4193279/28522)

IV size: 16 bytes

replay detection support: Y
Anti replay bitmap:
0x00000000 0x0000001F

outbound esp sas:

spi: Ox8E7A2E12 (2390371858)

SA State: active

transform: esp-aes-256 esp-sha256-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, }

slot: 0, conn_id: 182743040, crypto-map: outside

sa timing: remaining key lifetime (kB/sec): (3962879/28522)

IV size: 16 bytes

replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

192.168.2.2/500

BEidIPSec SARIZEUANKIES , BWUANEES , BREHIR. — N AESPI 0x9B60EDC5HI A U4

SAFI— A SPI Ox8E7A2E 12/ H UL SART I 2%

1&3& ] LUB 3 1 Evpn-sessiondb 1215k B kI IE B IS BEE MY BB 15 1% -

<tfroot>

Cisco-ASA#

show vpn-sessi ondb | 21

Session Type: LAN-to-LAN

Connection : 192.168.2.2
Index : 44615 IP Addr : 192.168.2.2
Protocol : IKEv2 IPsec



Encryption : IKEv2: (1)AES256 IPsec: (1)AES256
Hashing : IKEv2: (1)SHA256 IPsec: (1)SHA256
Bytes Tx : 400 Bytes Rx : 400

Login Time : 18:32:54 UTC Tue Mar 13 2018
Duration : Oh:05m:22s

FHTx:METHRx: ERIETIPSec SAKIEMEBZWH BB 1T B ES.

U HEER

1. RIFASATE R FAzureT AAM G AERE O ERB R EVPNRRE, E#TNE , TMREES
BB ESping , AEASALEERFEEHRURIEREERIIBES

capture [cap-name] interface [if-name] match [protocol] [src-ip] [src-mask] [dest-ip] [dest-mask]

show capture [cap-name]

<tfroot>

Cisco-ASA#

capture inside interface inside match ip host [l ocal-host] host [renote-host]

Cisco-ASA#

show capture inside

2 packets captured

1: 18:50:42.835863 192.168.0.2 > 192.168.3.2: icmp: echo request
2: 18:50:42.839128 192.168.3.2 > 192.168.0.2: icmp: echo reply
2 packets shown

« MREBMKBAzure I ERE , W IEHEWEVPNH RIEHEBRE.
- MRFRREFEFE , BRIEAHARSEREEHIIASA,
- MRRIFRE , BREAzureNEEREFFE , BTRERIEFRR.
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packet-tracer input [inside-interface-name] icmp [inside-host-ip] 8 0 [azure-host-ip] detail

SR BRI Packet Tracerf Fi 15 53 £ A Packet Tracer#EBR 1/ 7] #HfE

<{froot>

Cisco-ASA#

packet-tracer input inside icnp 192.168.0.2 8 0 192. 168. 3. 2 det ai

Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in  id=0x7f6c19afb0al, priority=13, domain=capture, deny=false
hits=3, user_data=0x7f6c19afb9b0, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=inside, output_ifc=any

Phase: 2
Type: ACCESS-LIST
Subtype:
Result: ALLOW
Config:
Implicit Rule
Additional Information:
Forward Flow based Tookup yields rule:
in  id=0x7f6c195971f0, priority=1, domain=permit, deny=false
hits=32, user_data=0x0, cs_id=0x0, 13_type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=inside, output_ifc=any

Phase: 3
Type:

ROUTE- LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW
Config:


https://community.cisco.com:443/t5/security-knowledge-base/troubleshooting-access-problems-using-packet-tracer/ta-p/3114976
https://community.cisco.com:443/t5/security-knowledge-base/troubleshooting-access-problems-using-packet-tracer/ta-p/3114976
https://community.cisco.com:443/t5/security-knowledge-base/troubleshooting-access-problems-using-packet-tracer/ta-p/3114976

Additional Information:
found next-hop 192.168.1.1

using egress ifc outside

Phase: 4
Type: NAT
Subtype: per-session
ResuTlt: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in id=0x7f6c19250290, priority=0, domain=nat-per-session, deny=true
hits=41, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 5
Type: IP-OPTIONS
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in id=0x7f6c1987c120, priority=0, domain=inspect-ip-options, deny=true
hits=26, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=any

Phase: 6
Type: QOS
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in  1d=0x7f6c19a60280, priority=70, domain=qos-per-class, deny=false
hits=30, user_data=0x7f6c19a5c030, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 7
Type: INSPECT
Subtype: np-inspect
ResuTlt: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in  1d=0x7f6c1983ab50, priority=66, domain=inspect-icmp-error, deny=false
hits=27, user_data=0x7f6c1987afc0, cs_id=0x0, use_real_addr, flags=0x0, protocol=1
src ip/id=0.0.0.0, mask=0.0.0.0, icmp-type=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, icmp-code=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=any

Phase: 8
Type:



VPN

Subtype: encrypt
Result:

ALLOW

Config:
Additional Information:
Forward Flow based Tookup yields rule:
out id=0x7f6cl9afelal, priority=70, domain=encrypt, deny=false
hits=2, user_data=0x13134, cs_id=0x7f6c19349670, reverse, flags=0x0, protocol=0
src ip/id=192.168.0.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=192.168.3.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=outside

Phase: 9

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 43, packet dispatched to next module
Module information for forward flow ...
snp_fp_tracer_drop
snp_fp_inspect_ip_options
snp_fp_inspect_icmp

snp_fp_adjacency

snp_fp_encrypt

snp_fp_fragment

snp_ifc_stat

Module information for reverse flow ...

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow
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<#froot>

Cisco-ASA#

debug crypto ike-comon 255

Cisco-ASA# Mar 13 18:58:14 [IKE COMMON DEBUG]Tunnel Manager dispatching a KEY_ACQUIRE message to IKEvl.

MRFHVPNRER K E Flike-commonBidiat , XEREREEIEMEHEZAEER , &
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<tfroot>

Cisco-ASA#

debug crypto ikevl 127

Cisco-ASA#


https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/113574-tg-asa-ipsec-ike-debugs-main-00.html
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debug crypto ipsec 127

IKEvV2
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<ttroot>

Cisco-ASA#

debug crypto ikev2 platform 127

Cisco-ASA#

debug crypto ikev2 protocol 127

Cisco-ASA#

debug crypto ipsec 127
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