il IPsec "%RECVD_PKT_INV_SPI"#i% M 3K
HISPIXE I RELE B

AN BREHH (SA) N ZREZHTRS MY IPsec M.
[A] &

RENNIPsecR@ 2 —RSAEXNFIRF A AREETEL, Hit , INELIwERXFETAE
HSANREBHTME, XEHBIBEXNFREZEZFR , REASP2ERUTHERE

Sep 2 13:27:57.707: %CRYPTO-4-RECVD_PKT_INV_SPI: decaps: rec'd IPSEC packet has invalid spi for
destaddr=10.10.1.2, prot=50, spi=0xB761863E(3076621886), srcaddr=10.1.1.1

~ JEE : 7£Cisco IOS® XEEH T A (BN , ERRERFHEAHBF(ASR)MCisco Catalyst 80003
FIRHER L MR EERFELRETFRLER(QFP)ERITHEENIPsecThREERFITHE TE
it , MBI R,

Router# show platform hardware qfp active statistics drop | inc Ipsec

IpsecDenyDrop 0 0
IpsecIkelIndicate 0 0
IpsecInput 0 0 <======
IpsecInvalidSa 0 0
IpsecOutput 0 0
IpsecTailDrop 0 0
IpsecTedIndicate 0 0



Router# show platform hardware qfp active feature ipsec datapath drops all | in SPI

4 TIN_US_V4_PKT_SA_NOT_FOUND_SPI 64574 <======
7 IN_TRANS_V4_IPSEC_PKT_NOT_FOUND_SPI 0
12 IN_US_V6_PKT_SA_NOT_FOUND_SPI 0

BEEE , BTHENZ2RER , FEHEECisco IOSRHRERZRTE D1, MEFER

( SRC. DSTHSPI ) W EENEREBEFHI—R , MRATH %IPseCé’a’fﬂE%ﬁiﬂZHHTtHfﬂ
MIEETER , Bl — NN EETUFREAFTHSA , M ERERZH AT EZFEAR —SA, X
BETRAE , AACRRENMN , ARSI A KES.

B2 , MRMERRNMSPIRSNEEMEELR , NRANSFEZENIPsec SAETEL, Hla0 :

Sep 2 13:36:47.287: %CRYPTO-4-RECVD_PKT_INV_SPI: decaps: rec'd IPSEC packet has invalid spi for
destaddr=10.10.1.2, prot=50, spi=0x1DB73BBB(498547643), srcaddr=10.1.1.1
Sep 2 13:37:48.039: %CRYPTO-4-RECVD_PKT_INV_SPI: decaps: rec'd IPSEC packet has invalid spi for
destaddr=10.10.1.2, prot=50, spi=0x1DB73BBB(498547643), srcaddr=10.1.1.1

XRTAREHBE , ERXIZZ LHSATHISRUE X BN E4 RN (DPD)Z BI B &R E .

BRIRTT =R
jx-ﬁ}%{ —_[Fﬁﬁcﬁf'-/kt T-'EFFE |E.|EEEIJ1|=| /BhO
TR SPITRE

H Tﬁﬂ)ﬂ&lﬂ:lﬂ B, CiscoB WA ALMMSPITREINEE. Hltn , % Acrypto isakmp invalid-spi-
recovery in . FNHE—LHMRLKGBSEANEZHEA

- B, THNSPHRERESATELSHAFERENH . ERBTMRERIRE , BEFLBRS
HSABRARERTHBEE. AT EFHETHEREARRE , UAEMIBEL IR LR
ISAKMPHIPsecilidt, MREBLERE , WRBAXAZHERBEARR (MARARESR
AR ) o

« Xt Fcrypto isakmp invalid-spi-recoveryin SHI FIEMIIEE , FEELNIRE, BIEZBELTS
, Cisco IOStE & IT— R EHRHISPIRE THEE , HE & X INEIMSAR KIEN EHKIE
DELETEBHAY , MRZSACLEFZINFMAMIKE SA, E# , Foitcerypto isakmp invalid-
spi-recoveryin T 2 A ECE , B HIMXTER.

« crypto isakmp invalid-spi-recoveryfin & = 15, R H B W E B T MSPIMIPsecREH BT



TEESZRNEHEMNIKE SAHNER. EXFERT , CARRENSHELHNIKESRE , H
B AIEMIKE SARIADELETEEH, ER , kST EATHRENBEE. kit —
EANEERSBANEZRS (HPHABENLTHEME ) MBRASNEE ( T4 826 st
, BIIVTL) o ATREAMBRENHEURETNSPIMRERETEATZEE !

EZEE THHISPIRE

EB 7S b0 2% AR 5t Yes

2 25 hn 2 BR 5 7
HwhRE R FIP2P GRE Yes

£ A SNHRPI ST FIMGREBZE R Yes

£ Az SNHRPI S FIMGREBZE R 7

sVTI Yes

EzVPNZE F i FEH

a8 T M SPISE iR H B 1T FE HERR

ZRHBITEMSPIEREE . ATWEMXRBRXEESEERE , R BRMEHTHEDRR, EXME
AT, BRARBHEER(EEMBIATREFEEE A,

AR BXREFAEE , 55 FCiscoXX HBEEM %
ol i B BB IR B MR

2 AR Bug
R E RAIBES BPsec SATRZ HELMSPIREH X IFE :

« Cisco Bug ID CSCvn31824 Cisco 10S XE ISAKMP &I BREFTHISPI ( iR EZE 28I EWE
HEISPIZIES )

« Cisco Bug ID CSCvd40554 IKEv2:Cisco I0OST A MTSPIA /N FOMINV_SPIE A — &Kk
INVALID_SYNTAX

- Cisco Bug ID CSCvp16730H FSPISIR T , E% T SPHELOXFFFF k9 AESPHES


https://www.cisco.com/c/zh_cn/support/docs/security-vpn/ipsec-negotiation-ike-protocols/116005-eem-scripts-technologies-tech-note-00.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/ipsec-negotiation-ike-protocols/116005-eem-scripts-technologies-tech-note-00.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/ipsec-negotiation-ike-protocols/116005-eem-scripts-technologies-tech-note-00.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/ipsec-negotiation-ike-protocols/116005-eem-scripts-technologies-tech-note-00.html
https://tools.cisco.com/bugsearch/bug/CSCvn31824
https://tools.cisco.com/bugsearch/bug/CSCvd40554
https://tools.cisco.com/bugsearch/bug/CSCvp16730
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BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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