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ASA-Local | I ASA-Remote

': SEEEE—
. Internet N .
192.168.0.10/24 172.16.10.20/24
192.168.0.1/24 10.10.10.10 10.20.20.20 172.16.10.1/24
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interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 10.10.10.10 255.255.255.0
1

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 192.168.0.1 255.255.255.0
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crypto ikev2 policy 10
encryption aes-256
integrity sha256

group 20

prf sha256

lifetime seconds 86400

crypto ikev2 policy E_HEFH ﬁ%ﬁ@ﬂlﬁﬁf&@%ﬁ 5‘5}gaftr"'z:;‘géadditionaJ-key-exchange':FI o BT LR E R ESE
exchange#sit, EAHIF , BE T SRR (E£HDHA21F31 )

additional-key-exchange 1
key-exchange-method 21
additional-key-exchange 2
key-exchange-method 31

BANIKEV2EREEM TR :

crypto ikev2 policy 10
encryption aes-256
integrity sha256

group 20

prf sha256

lifetime seconds 86400
additional-key-exchange 1
key-exchange-method 21
additional-key-exchange 2
key-exchange-method 31
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tunnel-group 10.20.20.20 type 1ipsec-121
tunnel-group 10.20.20.20 ipsec-attributes

ikev2 remote-authentication pre-shared-key cisco
ikev2 Tocal-authentication pre-shared-key cisco
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permit Application Control Engine(ACE)PEELHY H ik #E R , H R Spermit ACEILELHY A uh EE
BEBHRF,

object-group network local-network
network-object 192.168.0.0 255.255.255.0
object-group network remote-network
network-object 172.16.10.0 255.255.255.0

access-list asa-vpn extended permit ip object-group local-network object-group remote-network
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nat (inside,outside) source static local-network local -network destination static remote-network remote-network no-proxy-arp route-lookup
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crypto ipsec ikev2 ipsec-proposal IKEV2_TSET
protocol esp encryption aes-256
protocol esp integrity sha-256
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crypto map outside_map 1 match address asa-vpn
crypto map outside_map 1 set peer 10.20.20.20
crypto map outside_map 1 set ikev2 ipsec-proposal IKEV2_TSET
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interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 10.10.10.10 255.255.255.0
|

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 192.168.0.1 255.255.255.0
|

crypto ikev2 policy 10

encryption aes-256

integrity sha256



group 20

prf sha256

lifetime seconds 86400

additional-key-exchange 1
key-exchange-method 21

additional-key-exchange 2
key-exchange-method 31

|

crypto ikev2 enable outside
!
tunnel-group 10.20.20.20 type ipsec-12l
tunnel-group 10.20.20.20 i psec-attributes

ikev2 remote-authentication pre-shared-key cisco

ikev2 local-authentication pre-shared-key cisco

!
object-group network local-network

network-object 192.168.0.0 255.255.255.0

!

object-group network remote-network

network-object 172.16.10.0 255.255.255.0

!

access-list asa-vpn extended permit ip object-group local-network object-group remote-network
!

nat (inside,outside) source static local-network local-network destination static remote-network remote-network no-proxy-arp route-lookup
!

crypto ipsec ikev2 ipsec-proposal IKEV2_TSET

protocol esp encryption aes-256

protocol esp integrity sha-256

!

crypto map outside_map 1 match address asa-vpn

crypto map outside_map 1 set peer 10.20.20.20

crypto map outside_map 1 set ikev2 ipsec-proposal IKEV2_TSET
!

crypto map outside_map interface outside

IEFEASARAELE

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 10.20.20.20 255.255.255.0
1

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 172.16.10.1 255.255.255.0
|

crypto ikev2 policy 10

encryption aes-256

integrity sha256

group 20

prf sha256

lifetime seconds 86400

additional -key-exchange 1



key-exchange-method 21

additional -key-exchange 2

key-exchange-method 31

!

crypto ikev2 enable outside

!

tunnel-group 10.10.10.10 type ipsec-12|

tunnel-group 10.10.10.10 ipsec-attributes

ikev2 remote-authentication pre-shared-key cisco

ikev2 local-authentication pre-shared-key cisco

!

object-group network local-network

network-object 172.16.10.0 255.255.255.0

!

object-group network remote-network

network-object 192.168.0.0 255.255.255.0

!

access-list asa-vpn extended permit ip object-group local-network object-group remote-network
!

nat (inside,outside) source static local-network |ocal-network destination static remote-network remote-network no-proxy-arp route-lookup
!

crypto ipsec ikev2 ipsec-proposal IKEV2_TSET

protocol esp encryption aes-256

protocol esp integrity sha-256

!

crypto map outside_map 1 match address asa-vpn

crypto map outside_map 1 set peer 10.10.10.10

crypto map outside_map 1 set ikev2 ipsec-proposal IKEV2_TSET
!

crypto map outside_map interface outside
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Local-ASA# show crypto ikev2 sa
IKEv2 SAs:
Session-id:2, Status:UP-ACTIVE, IKE count:1, CHILD count:1
Tunnel-id Local Remote fvrflivrf  Status Role
246015 10.10.10.10/500 10.20.20.20/500 READY INITIATOR

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Additional Key Exchange Group:

AKEl: 21 AKE2: 31

Life/Active Time: 86400/7 sec
Child sa: local selector 192.168.0.0/0 - 192.168.0.255/65535
remote selector 172.16.10.0/0 - 172.16.10.255/65535
ESP spi in/out: 0xf41lca3b5/0xda0e693b
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debug crypto ikev2 protocol 127
debug crypto ikev2 platform 127
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