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- RN — /P REFSFNRFFENATED,

« {XCisco I0S XE Catalyst SD-WANRRZA17.3.2 X HNATEE T ¢,
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JER : IPv6 NAT DIARRERZR{REAAMZEONYEEZ AN 7O E 2R,

BLiE
P 4% B
MPLS
Branch- Edge
Guest VPN 12
BiE

DIABRERSR BB THEEBRMNFNTMERERF T M. HVPN ORREREND LS ANATH R
KERHFNEEREERRHIERMA , NAT DIARERIEEIFEER,

MREBRMFNBRNEFTH |, BHF[SBERFERSVPNHHNATHRERLRE, BRI
InternetfY RESMEF . AHILEEFERNAENRE , FHEID S HR LEEDIARERRS ARER
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zﬁ Monitor
Canfisanratinn
o"\ Configuration
Configuration Groups
re Templates
2 {  Tools Policy Groups
Service Insertion
2 Maintenance
Topology
4o Administration Cloud OnRamp for SaaS
Cloud OnRamp for Multicloud
*E' Workflows 3’
Devices
Reports Network Hierarchy — 1
Certificates
il Analytics . . 1237eal5 Device template of Site400-cE1 wit... F
Certificate Authority
@ Explore Templates V' | 72129563 Device template of Site200-cE1 wit... F
Policies
Security b1b238... Device template of Sie200-cE2 wit... |

Unified Communications . . .
248d5ce  Device template of Site500-cE1 wit...

Network Design

Cloud onRamp for |aaS J983cf18 Device 1emplate of Site500-cE2 wit... |

Application Catalog
718bba... Device template of Site100-cE1 wit... |

58129554-cale-4010-a787-71a5288785... Device template of Site100-cE2 wit... f

# FFeature Templates, £ R H K Cisco SystemIhgetdity , BH=/R(..) , RFE T
Edit# 1Ti& Ko

Configuration

Device Templates Feature Tem plates

I Q 800 %  symem ¥ Search I v
Add Template
Template Typs  Non-Default « Tatal Raws: 3 of 125 0 &
Hawa Deseripian Ty Daviea Medal Bavies Tewpintes DBavices Anachad Usdated By Last Upasted
mp_system_21-10-202119-3... Test Drive Tomplate: System ... Cisco NTR CSRI0O0Y ] 8 acemin 04 Apr 2024 FAXAT PMGM see
system_S4e400-cE1400.28.. Test Drive Template: System .. Cisco System Ca000v 1 1 acemin 04 Ape 2028 21N PM GM' v

| viaw

= ey i L] aomin Od Apr 2024 )‘:2?:5?_

Changa Davice Modals

system_ S42500-cE2.500_1e... Tast Drive Tamplate: System ... ©

Dalate

Copy



HRECWRERRP , BEHBRERRR,

Configuration

Device Templates Feature Templates

Feature Template » Cisco System » system_Site400-cE1_400_288e31bd-e59e-4af4-92f8-847b4237eal5_04-04-2024_16-21-17

Device Type CH000v

Template Name* |

Description* | Test Orive Template: System feature of Sited0C |

Easic Configuration GPS Tracker Advanced

‘ BASIC CONFIGURATION

& #FHNew Endpoint TrackerEi & iR ER23 S o

Tracker

TRACKERS TRACKER GROUPS

“ New Endpoint Tracker |

Optianal Mame Threshold Inierval

Multiplier Tracker Type

WARRRSH , AR KHAID,

% RESRNER. ENERZSATL21280FREFZH.

Mo data available

RS UEE/\ MRS,

B AE 75 AR i O 5K PR 2 BT S 1S IR MR B W R Y FF 42/ (B] . SEE : 100F11000Z# . FK1A:300%

¥

(6] Fr R A BRI AT TE 4% i 45 COIRAS Y SIR . SE R« 20516008, BRIN60% (158 ) o
L EFEBAAREOXA B A AEMRERNAIRE. SEE : 1310, BIAE: 3.

BREREE A « ik FRInterface AEL EDIAR ERE8,

KiwK A (End Point Type) : &R LAUEERIP#HE, DNSEFREHURL,

LIGDNSHE | LIRAIDNSE M. X ZEInternetPKIB R , BRHBR RN IR EEZ B #R , LA



EE R EORNIRE.
BHTHIIR , REEFESLRUEREMIRINE,

[ Tracker w

TRACKERS TRACKER CROUPS

Mew Endpoint Tracker

Hamn |[|r.\.-kn.—1 | ] -

Threshald I J
Interval _
]

O Device Specific »

Multiplisr & Default

Tracker Type l J

Endpoint Type O 1P Address | © ONS Name | O URL
Endpoint DNS Name I wwwLCiseo.com I ]

Cancel Add
BEEH
[ Tracker v
TRACKERS TRACKER GROUPS
| Mew Endpoint Tracker I
Optional Hame Tiwes hold Itarval Multipliar Tracker Type Action
B tracker] B 100 L 30 ; 3 interface s B

Mew Object Tracker

O mark as Optional Row ®

Tracker Type O imerface O 816 O Route
Object I [ & '] [ J
Interface | @ - I [ ]

Cancel I Update I

)
AR BRERERBRAZICEER M LLHBREE,

8 & Nexto



Device Template |

28B8ef1bd=-o59e-dafd-9278-B47bd2 370al5

Q Search

S~ Chassks Number

Systewn IP Hosthame Preflo(0.0.0.0/0)

Address(192.188.1.1) Interface Hame{GlgabitEthernet)

Total Rows: 1

1Py & Addres s preflx-k

& CBK-OBB43DFE-2350-FZB2-EBEZ-FBO...

Sied00-cE1 0.0.0.0/0

GigabiEthemnats

Cancel

B Fdevices , HBREEBIEH, ¥ 3 Config DiffflSide by Diff, REEEIRZ.

288e91b4-e59e-4af4-9... 1 : A
) system
Device list (Total: 1 devices) rtp-status fn=progress
[ Fier/Search ] device-model vedge-C820aV
) gps-location latitude 19.04674

gps-location longitude 72.85223

system-ip
CEK-08B43DFE-2350-F2B2-EBE2- overlay-id 1
F8OF3EDDBBET site-id 400
Site400-cE1]11.401 no transport-gateway enable
port-offset 2
Configure Devi... control-session-pps 309

333

34

345

admin-tech-on-failure
sp-organization-name viptela-POC-Tool

rrerosnd T at{ an anume Wintal a0 -Tanl

no crypto ikev2Z diagnose error
no crypto isakmp diagnose error
ne network-clock revertive
snmp=-gerver ifindex persist
fhrp version vrrp v2

line con 0
gpeed 115200
stopbits 1

!

line vty 0 4
transport input sch
1

line vtv 5 80
—_—

Configure Devices

A

endpoint-tracker trackerl

tracker-typs interface

e endpoint-dns-name www.cisco.com
ks threshold 100

R interval 30

338 !

339 no crypte ikevZ diagnose error
340 no crypte izakmp diagnose error
e ne network-clock revertive

e gnmp=-server ifindex persist

ok fhep versien vrrp v2

44 line con 0

= speed 115200

ik stopbits 1

347 I

E= line vty 0 4

49 transport input ssh

350 [l

¥ line vtv 5 80

Cancel



vManage E 5 F BR BR 25 Bt (& FX DO Bt B iR B 1R AR

Push Feature Template Configuration | @ Validation success

Total Task: 1| Success : 1

Device Group (1)

Q Search Table

Status Message Chassls Number

Templat

HIR2 FFIR ER 2R 4 E 2% fi i

View Logs

Host: Site400-cE1| )
Site 1D: 400

Device CBO00OV

Maodel:

[29-Ju1-2024 7:50:20 PDT) Confiqueing device with featune temeate
[29-Ju1-2024 7:50:21 PDT] Chiecking and creating deviee in Manager
[28-Jul-2024 7:50:22 PDT) Generating configuration from template
[29-Jul-2024 7:50:29 PDT) Device is online

[25-Ju1-2024 7:50:29 PDT) Updating device configuration in Manager
[29-Jul-2024 7:50:29 PDT] Sending configuration to device

[29-Jul-20248 7:50:36 PDT] Successfully notified device to pull configuration
[25-Jul-2024 7:50:36 PDT] Device has pulled the configuration
[29-Jul-2024 7:50:39 PDT] Device: Config applied successfully
[29=Jul-2024 7:50:39 PDT) Template successfully amached to device

#£Cisco SD-WAN Manager3 £/ | S E|Configuration > Templates,



:fa Monitor

.,‘\ Configuration
py { Tools

2 Maintenance
4o Administration

R IEENAT Transport InterfaceZhBERER , B =R

Workflows

Reports

Analytics

Explore

Configuration

Device Templates

Canficanratinn

Confhguration Groups

re Templates

Policy Groups

Service Insertion

Topology
Cloud OnRamp for SaaS

Cloud OnRamp for Multicloud

Description 1

Device template of Sited00-cE1 wit... |

Device template of Site200-cE1 wit... F

Device template of Site200-cE2 wit... F

Device template of Site500-cE1 wit... F

Device template of Site500-cE2 wit... |

Devices v
Network Hierarchy
Certificates
) . 1237ea15

Certificate Authority
Templates v 12fa9563
Policies
Security b1b238...
Unified Communications

248d5ce
Network Design
Cloud onRamp for |aaS 1983cf18
Application Catalog

18bba...

Device template of Site100-cE1 wit...

Feature Templates

58129554-cale-4010-a787-71a5288785...

Device template of Site100-cE2 wit... |

), R R HEAiH TSR,

Q 400 x

GlgabiEtharnet] x Search

Add Template

Tempiate Type  Non-Default -

HName

Description

Device Modal Devics Templates

Dewions Antached

Tonal Rows: 1.0f 125 (TR

Updated Dy Last Updated

interface_GigabitEih...

28 & Advanced &I,

Test Drive Template: Int... Glsco VPN Imerface Ethemet

CBOOOy 1 1

admin 04 Apr 2024 42201, ==

Change Device Models

Deleta

Copy

_




Configuration

Device Templates Feature Templates

Feature Template » Cisco VPN Interface Ethermet > interface_GigabitEthemet1.04-04-2024 16-21-18

Device Type CBo00V
Template Name* [ ]
Description® [ Test Drive Template: Interface GigabiiEthernetl e ]

Basic Configuration Tunnel MNAT VRRP ACL/Q0S ARP TrustSec Advanced

ERREREE ERMRERRRM , BM TR EPiEEGlobal

L= Jl J

= |

ICMP/ICMPVE Redirect Disable @ clobal off

M Device Specific >

GRE tunnel source IP © Default

MAERGERPEIZVREREN , R FEHUpdate,

Tracker @ ~ || tracker
ICMP/ICMPvE Redirect Disable @~ on Off
| —
GRE tunnel source IP ) - [ |
Xconnect © - [ I

EE Nexto



Device Template I 28B8ef1bd=-o59e-dafd-9278-B47bd2 370al5

Q search v
Total Rows: 1 T X
5= Chassks Number Systewn IP Hosthame Preflo(0.0.0.0/0) Address(192.988.1.0) Interface Name{GlgabitEthermetd) 1Py & Addres sf prefix-k
& CBK-OBB43DFE-2350-F2B2-EBE2-FBO... Shed0B-cE1 0.0.0.0/0 GigabliEthemais

m Cancel

# Fdevices , HBRELEIEH, #Config DiffflSide by Diff, REEEIRZ.

Device Template Total m Config DIt
288e91b4-e59e-4af4-9... 1

§ % i system
Device list (Total: 1 devices) o .
ztp-status in-progress
l Filter/Search J devxce-moc.lel - vedge-C5000v
gps-location latitude 19. 4674

gps-location leongitude 72.85223

system-ip
C8K-08B43DFE-2350-F2B2-EQE2- overlay-id 1
FSOF3EDDBBS? site-id 400
Site400-cE11.1.40.1 ne transport-gateway enable
port-offset 4]
Configure Devi... control-session-pps 300

admin-tech-on-failure
sp-organization-name Viptela-POC-Teol
organization-name viptela-POC-Teol
port-hop

track-transport

track-default -gateway
console-baud-rate 115200

no en-demand enable

on-demand idle-timeout 1@



interface GigabitEthernetl e interface GigabitEthernetl
no shutdown no shutdown

arp timeout 1200 arp timeout 1200

ip address 10.2.7.2 255.255.255.0 e ip address 10.2.7.2 255.255.255.0
no ip redirects e no ip redirects
ip mtu 1500 217 ip mtu 1500

ip nat outside ip nat outside
load=interval 30 e load=interval 30

mtu 1500 gep mtu 1500
endpoint-tracker trackerl

negotiation auto negotiation auto

exit e exit
interface GigabitEthernet2 &g interface GigabitEthernet2
noe shutdown no shutdown

arp timeout 1200 arp timeout 1200

m Configure Devices Cancel

vManage 2 B Zh Bl B 1R & AR

View Logs
Push Feature Template Configuration | ® Validation success
Total Tagk: 1| Success: 1 Haost: Sited00-cE1(
Site ID: 400
. Device CBO0OV
Device Group (1) Model:
Q Search Table [28-Jul=2024 802:13 PDT] Configuring device with feature template

[29-Jul-2024 8:02:13 PDT) Checking and creating device in Manager
[28-Jul-2024 £:02:14 PDT] Generating cenfiguration from temglate
[29-Jul-2024 802:20 PDT] Device is onling

[29-JuI-2024 £02:20 PDT] Updating device configuration in Manager
Status Mestage Chassis Newber [28-Jul-2024 802:21 PDT] Sending configuration te device

[29-Jul-2024 802:26 PDT] Successfully notified device to pull configuration
Templale successiully anac... : [29=Jul-2024 802:26 PDT] Device has pulled the configurat unl
[29-Jul-2024 £02:2% PDT) Device: Config applied succasefully
[29-Jul-2024 802:25 PDT] Template successtully anached to davice

SR3IETADIAKE B ANATEIR

Cisco I0S XE Catalyst SD-WANR % X #FiE BB M A (DIA)KINATER I AE, NATEIRINEE R
FEENATERAMN REEARABRR, IEENATEEFENE , XU AIBRISEERE,

E A Cisco SD-WAN Manager/g FANATER :

MCisco SD-WAN ManagerX % | S B/ f B >R,
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interface GigabitEthernetl

ip address 10.2.7.2 255.255.255.0
no ip redirects

ip nat outside

Toad-interval 30

negotiation auto

endpoi nt-tracker trackerl

arp timeout 1200
end

Site400-cEl#show sdwan running-config | sec endpoint
endpoint-tracker trackerl

tracker-type interface

endpoint-dns-name www.cisco.com

threshold 100

interval 30

#ar i B 7R a0 4a 5 A show endpoint-tracker#lshow endpoint-tracker GigabitEthernet1 &y 3 i 2R B= 85
RS

Site400-cEl#show endpoint-tracker

Interface Record Name  Status Address Family RTT in msecs Probe ID Next Hop
GigabitEthernetl trackerl Up IPv4 8 6 10.2.7.1
Site400-cEl#show endpoint-tracker interface GigabitEthernetl

Interface Record Name Status Address Family RTT 1in msecs Probe ID Next Hop
GigabitEthernetl trackerl Up IPv4 8 6 10.2.7.1

BHE REXRIRBFAITNF[AREE | UHBBRAXSRERRMEXNEE (WRE )

Site400-cEl#show endpoint-tracker records
Record Name Endpoint EndPoint Type Threshold(ms) Multiplier Interval(s) Tracker-Type
trackerl www.Ccisco.com DNS_NAME 100 3 30 interface

show ip sla summary @ & B9 % H o

Site400-cEl#show ip sla summary

IPSLAs Latest Operation Summary

Codes: * active, A inactive, ~ pending

A1l Stats are in milliseconds. Stats with u are in microseconds


http://www.cisco.com

ID Type Destination Stats Return Last

Code Run
*5 dns 8.8.8.8 RTT=16 OK 16 seconds ago
*6 http  X.X.x.Xx RTT=15 OK 3 seconds ago

{# Fshow sdwan policy from-vsmartés 5% iF& % £ N AR ERE B

<{froot>

Site400-cEl#show sdwan policy from-vsmart
from-vsmart data-policy _VPN12_VPN12_DIA
direction from-service

vpn-Tist VPN12

sequence 1

match

source-data-prefix-1ist Site400_ATTVPN_Prefixes
action accept

nat use-vpn 0

nat fall back

no nat bypass
default-action drop

R HE BR IR R BT

FiZigE LR AXERER |, S E R B Es a0 Z X RN SR E & 4 O RS,
EREERASOAREFRINHABELMZEONRS , B Adebug platform software sdwan

trackerip ® , WD E17.12XRAE 2B —EZ X,
« M1713xF R , BERBIEN B E |, BB AXLERR,

- set platform software trace ios RO sdwanrp-tracker debug

- set platform software trace ios RO sdwanrp-cfg debug

EREEIP SLAREHERMBEMXNBE , FRAXLEREH,

BRM
- debug ip sla trace
- debug ip sla error

1Z 1T L FshowHmonitoris S AR EBFX A& :

» show logging profile sdwan internal
o Y5¥% B R12FE & X fFsdwan internal

Site400-cEl#show logging profile sdwan internal

Logging display requested on 2024/08/13 08:10:45 (PDT) for Hostname:

X HEERIP SLARER

[Site400-cE1l], Model: [C8000V], Ve



Displaying logs from the Tast 0 days, 0 hours, 10 minutes, 0 seconds

executing cmd on chassis local
Unified Decoder Library Init ..
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408998337
409061529
409086404
409160541
409182208
409197024
409215496
409242243
409274690
409298157
409377223
409391034
409434969
409525831
426966448
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427161550
427177727
427188035
427199147
427208941
427219960
427238042
427301952
427316275
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427328425
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427565670
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599896668
599966240
599981173
600045761
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