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Feature Template > Cisco VPN Interface Ethernet > C8000v_T1_East

Basic Configuration Tunnel NAT VRRP ACL/QoS ARP TrustSec Advanced

~  NAT

NAT @~ O on Off

NAT Type @~ O Interface Paol Loopback
UDP Timeout @~

TCFP Timeout @ -

Mew Static NAT |

VPN#EONATHER

BEEENATE (BRARE ) 27T :

ip nat inside source list nat-dia-vpn-hop-access-1ist interface GigabitEthernet2 overload
ip nat translation tcp-timeout 3600
ip nat translation udp-timeout 60

interface GigabitEthernet?2
ip nat outside

KERSVPNHEZERE

XATLAEE M5 SR

o BANATERE : XTERSZVPN 18R T O 2B SNATRH,




Template » Cisco VPN > G8000V_VPN1

Basic Configuration DNS Advertise OMP IPv4 Route IPvE Route Service Service Route GRE Route IPSEC Route

NAT Global Route Leak

IPv4 ROUTE

Mew IPv4 Route

[C] Mark as Optional Row (3)

Prefix @ ¥ | 0.0.0.0/0
Gateway () NextHop (O Nullo | © VPN |(O) DHCP
Enable VPN ®- O on off

Add Cancel

VPN 1 IPV4EE B84k
HATE R BB R — 300 HEIX
ip nat route vrf 1 0.0.0.0 0.0.0.0 global
1. BIEBIEIRII&R , LMEREA - T LB DIAT ElInterneto

Sobect a list type on the left and start croating your groups of inenest

Community Name Entries. Internet Prodocal Reference Count Updated By Last Updated huction

DiA_Profic_Allow 10,1,122.106/32 Pk 1 aienin 18 Jui 2023 83026 aMcoT £ DO

App Probe Class
BLA Class
TLOG

VPN

SR BELBENRIIER




2.82VPNFIXR , LEREVPNAF ALK ERE.

3 Dafine Lists

Custom Oplions

Select a st type on the left and stant creating your groups of interest

Application Mew VPN List
Calor
Cammunity Name Entrigs Reference Count Updated By Last Updated Action

Data Prefiz Dis_WPH i i acimin 18 Jul 2023 9:58:27 AM CDT

Palicar

Profis

Site

App Prabe Class

SLA Class

3B RIIR ; XAVPRREENA TR EMRo

> Define Lists

Select a list type on the left and start creating your groups of interest

Apglication ¥} New Site List

Calar

Commundiy Mami Emries Referamee Coum Updated By Ladt Updated Action
Data Pradix DUA_Site_list 100004 1 adrmin 18 Jul 2023 10:03:59 AM COT

Policer

Profix

App Probe Class
SLA Class

TLOC

VBN

SR BENLMRTIER

4.8 BE N BFEREULERBENR. AE , FRERENEANATVPNO , IHEAWETE
ZIDIA,




y » DataFolicy > Edit Data Policy
Hame [0

Description [0

- Custom

(¥ Sequence Rule

@ Sequence Type

Drag and drop o re-arrange nies
T, Drag & drop to recrder

o e e

= . Protacol IPud - 4 List DNS Application List DNS DSCP Packet Length PLP Protocal Source Data Prefix Sowrce Port Desti [
23 Cussam : ; ]
Dufaus Action

Match Condditions

Sewrea Dt Prefu List

DAA_Prefs_Allow

Soume: 1P Profix

P BIE R R

Actions
= Accapt Enabled
’ NAT VPN VRN ID:
[ Famback
Gounter Name oA

Gancal

5. BER By 75 6] 42 AR 55 i o

alized Policy »  Edit Policy

Policy Application Topalogy

Add policies to sites and VPNs
Palicy Name DlA

Palicy Description DA

Topology  Application-Aware Routing Traffic Data Cflowd

DIA

(® Mew Site List and VPN List

Site List

VPN List

DIA_Site_list DIA_VPN

Direction

service

REBEMN

Traffic Rules

Action

78

6.1X B 5= B SR HE AV T

=

viptela-policy:policy
data-policy _DIA_VPN_DIA
vpn-Tist DIA_VPN
sequence 1
match

source-data-prefix-1ist DIA_Prefix_AlTow
!



action accept
nat use-vpn 0
count DIA_1164863292

default-action accept

!
Tists

data-prefix-Tist DIA_Prefix_Allow
ip-prefix 10.1.122.106/32

site-1ist DIA_Site_l1ist
site-id 100004

vpn-Tist DIA_VPN

vpn 1
!

!

1

apply-policy
site-Tist DIA_Site_Tl1ist
data-policy _DIA_VPN_DIA from-service

A

ZcDIA

T —Na H IR TE RS um R /S FINAT DIART ¢

cEdge_Sitel_East_Ol#show ip route vrf 1 nat-route

Routing Table: 1

Codes: L -
D_

local, C - connected, S - static, R - RIP, M - mobile, B - BGP
EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP

n_
i -

ia - IS-IS dinter area,

H -

2 + o O
I

Gateway of

NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA

IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

* - candidate default, U - per-user static route
NHRP, G - NHRP registered, g - NHRP registration summary

ODR, P - periodic downloaded static route, 1 - LISP

application route

replicated route, % - next hop override, p - overrides from PfR
replicated local route overrides by connected

last resort is not set



cEdge_Sitel _East_01#

RIAMERT , VPN 1 WA P L5 Internet:

C:\Users\Administrator>ping 8.8.8.8

Pinging 8.8.8.8
10.1.122.100:
10.1.122.100:
10.1.122.100:
10.1.122.100:

Reply from
Reply from
Reply from
Reply from

with 32

bytes of data:

Destination
Destination
Destination
Destination

host
host
host
host

unreachable.
unreachable.
unreachable.
unreachable.

Ping statistics

Packets:

for 8.8.8.8:

Sent = 4, Received = 4, Lost = 0 (0% loss),

C:\Users\Administrator>

fEADIA

FFASNATER BT — /Ml B IR E AR ST im /2 A KINAT DIA:

cEdge_Sitel_East_Ol#show ip route vrf 1 nat-route

Routing Table: 1

Codes: L
D

- local, C - connected, S - static, R - RIP, M - mobile, B - BGP
- EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP

n
i

- NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
- IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS Tevel-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

H - NHRP, G - NHRP registered, g - NHRP registration summary
o - ODR, P - periodic downloaded static route, 1 - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected
Gateway of Tast resort is 0.0.0.0 to network 0.0.0.0

n*Nd 0.0.0.0/0 [6/0], 01:41:46, Nul10

cEdge_Sitel_East_01#

VPN 1989 P A AT AT R BB



C:\Users\Administrator>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8.8: bytes=32 time=1lms TTL=52
Reply from 8.8.8.8: bytes=32 time=1lms TTL=52
Reply from 8.8.8.8: bytes=32 time=1lms TTL=52
Reply from 8.8.8.8: bytes=32 time=1lms TTL=52

Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = 0 (0% Toss),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = lms, Average = 1lms

C:\Users\Administrator>

JE R HIIRNAT##5 :

cEdge_Sitel_East_01l#sh ip nat translations
Pro Inside global Inside Tlocal Outside local Outside global
icmp 10.1.198.143:1 10.1.122.106:1 8.8.8.8:1 8.8.8.8:1

Total number of translations: 1

T T HRBIEISARANERE

cEdge_Sitel_East_0l#show sdwan policy service-path vpn 1 interface GigabitEthernet 4 source-ip 10.1.122
Next Hop: Remote
Remote IP: 10.1.198.129, Interface GigabitEthernet2 Index: 8

5 P B R R

FFERBIERIEHEILZIvSmart/F |, TRES M 418 % £ Ashow sdwan policy from-vsmart
data-policy s & iF 1% & 2 W Bl HHLE R B -

cEdge_Sitel_East_0l#show sdwan policy from-vsmart data-policy
from-vsmart data-policy _DIA_VPN_DIA
direction from-service
vpn-1ist DIA_VPN
sequence 1
match
source-data-prefix-Tist DIA_Prefix_AlTlow
action accept
count DIA_1164863292
hat use-vpn 0
no nat fallback
default-action accept



cEdge_Sitel _East_01#

VPN 1A A FIER LG R BB :

C:\Users\Administrator>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8.8: bytes=32 time=4ms TTL=52
Reply from 8.8.8.8: bytes=32 time=1lms TTL=52
Reply from 8.8.8.8: bytes=32 time=1lms TTL=52
Reply from 8.8.8.8: bytes=32 time=1lms TTL=52

Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = 0 (0% Tloss),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 4ms, Average = 1lms

C:\Users\Administrator>

T T HRBIEISARANERE

cEdge_Sitel_East_0l#show sdwan policy service-path vpn 1 interface GigabitEthernet 4 source-ip 10.1.122
Next Hop: Remote
Remote IP: 10.1.198.129, Interface GigabitEthernet2 Index: 8

J&h HBIRNATHR R

cEdge_Sitel_East_0l#sh ip nat translations
Pro Inside global Inside Tlocal Outside Tlocal Outside global
icmp 10.1.198.143:1 10.1.122.106:1 8.8.8.8:1 8.8.8.8:1

Total number of translations: 1

bt IR IT R B

cEdge_Sitel_East_0l#show sdwan policy data-policy-filter
data-policy-filter _DIA_VPN_DIA
data-policy-vpnlist DIA_VPN
data-policy-counter DIA_1164863292
packets 4
bytes 296



data-policy-counter default_action_count
packets 0
bytes 0

cEdge_Sitel _East_01#

b5 IR B TIRIPTE TRIERT RS R MR EARE

cEdge_Sitel_East_0l#show sdwan policy service-path vpn 1 interface GigabitEthernet 4 source-ip 10.1.122
Next Hop: Blackhole

cEdge_Sitel _East_01#
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