ESD-WAN XEiz &g a5 Bt EHSECTF Al ik
H %

il
HRES
B
EHETA
AR S E
BHERRERK
BE
FEL 5 FEF BBV ANE A
B 15 52 A 318 B B IA B RHE AT RO URL

BAFRUE R

B4 7 T BRI ANE A A
A PR A 3 AT IF{R B8
REUH L UDIER
[T CU=nk UDI
ERERBWTOIFRE
VAR E KR
AR e
FE(SLAC
FSLACE HlZ &R 2
ZHESLAC

‘_L\ i B R I

vManage T{ERIE 755

IR E|HSECKOF A

EERE TR
4 R B R
St

BE— REEEBEHMNY 2
ETF8500MF AL  REEEEH N FEEBIEFHSEC?

BUEHSEC/EC8000vE BEEEHMEL ?



HSECEUEECSR1000vEE 2

YAUER 16 UE

Wi

% L3
DNSH#HT T2 E
SD-WANPBZEPRH 1 DNS
ZHURLT IE
SD-WANPBZEH IFHTTPS

Cisco BB THELLT & :

- BRI E XM (SD-WAN)
« Cisco I0S® XE@ 1T R E(CLI)
- Baelrd

- BREMGHL

ERREHF



AXEHET AT HREMBEAFRA

- BRlAZRHBEERC1111-8PWERMRZA17.6.3
- BRL%EEHERc8000v 17.12.3

o BREFANEAR O

- B RlvManage 20.12.3.1

AXHEPNEEHRETREXREREFNREFEN, AXHFEANMERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRRETHAERSRBERE,

db

5=

I

=|

0N

il

i

B2

£ RIS B REVF W E A B MPFTBL S | a0

o WHUESRHESRE

« VFAIIERFEERT )

- B

- FEERTUEMNBSLACWEHERF — FESLACHIRERTA
- KEE

« WRAARNERSE (RUMIRE ) FREHIA

- FERDS

N EE AN BWHSECKOY T R E S RARER T UEAE LB ME, REBETE
At REIR,

BEHETH


https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_de5f3960-a2fd-4c7c-911d-69afc822bf79
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- MREHEBZEEST250 Mbps , NFFAISR1000% %], ISR4000% %I, C8200, C8300,
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« FTBASR1000R 5 #F FEEi# 1250 MbpsHIHSECK9,

PG C8500%8 B 7E & P ZHEHSECKOF At BN , AT LA F zh RHFEHSECKOF A,
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ST RBIFAIEESRMBATHBERIANE,


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://software.cisco.com/#
https://software.cisco.com/#

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Inventory Convert 1o Smart Licensing

Virtual Account: sdwan-lab =

Genera Licenses Product Instances Ewvent Log
By Name By Tag
Manage License Tags License Reservation... (b Show License Transactions Search by License o,
Advanced Search v
[0 License Billing Avallable to Use  InUse Substitution Balance puerts Actlons
@ Rouler US Export Lic. for DNA Prepaid i 0 - +1 Actions =

WMRRETANFITIERRANRA (L&) , FE BRI RAZER[F] R,

N B AEEEIE TS ERDNANHSECKOY i I M £ E O il , B oS
75 D) 22 B £ o B S SR LK P

R BRIRFE

ERAEF - TREKARESA TERHBREEERN,

<tfroot>

show pl at f orm sof t war e devi ce- nbde

show version | include node

-


https://mycase.cloudapps.cisco.com/case?swl

<ffroot>

EdgeRouter#

show pl at f orm sof t war e devi ce- node

Device Operating-mode: Controller-Managed
Device-mode bootup status:

8/03 00:44:16 System is green

Bootup Success

EdgeRouter#

show version | in node

Router operating mode: Controller-Managed

N s METAEKSHEAER  BUEMEBEEAGS

BB

T4 7 AR BRAFANEF O

i B & i R B R ERVA B BHF ATE RO URL

SR BEEBNERREEMURL,

<tfroot>

EdgeRouter#

config-transaction

EdgeRouter(config)#

%EE’J E“:%'Jcontroller-mode enable%%



license smart transport smart

EdgeRouter(config)#

license smart url default

EdgeRouter(config)#

comni t

Commit complete.

N B MEBMEMNTER - B ERAURLE E
BB, BXEMED | BSRECLIK MIAE

SR2RBEFARBEBRER,

<tfroot>

EdgeRouter#

show l'ic tech support | begin Snart

Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing is ENABLED

License Conversion:
Automatic Conversion Enabled: True
Status: Not started

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:
Sending Hostname: yes

Li censing Status

[e]

L DAL
Bemp T3 ,

A] LA A CLIB hnTh BE /& At 1T


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html

Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:

Type: Smart <<<<<K<K<KKKLKKKLKLKLKLKLKLKLKLKLKLLL<< Thi s nmust be Snart

URL: https://snartreceiver.cisco.comlicservice/license <<<<<<<<<<<<<<< URL must be pointed to smartrece

Proxy:

Address: <empty>

Port: <empty>

Username: <empty>

Password: <empty>

Server Identity Check: True

N B BRUURLLBTNE  REBX.

A AR mR SR B E A R

SRR

FEFANEFMENE — Bk~ |, SHEGeneralitli+ , AR5 ¥ HNew Token.

Virtual Account: sdwan-lab =

General Licenses Product Insiances

Virtual Account
Description

Default Virlual Accoun Mo

Product Instance Registration Tokens

gistration lokens below can be used to register new product instances to this virtual account

Mew Token.

Token Expiration Date Uses Export-Controlled Description Created By Actions
N Records Found

The token will be expired when either the expiration or the maximum uses is reached



SR2IEBHHTEER

Create Registration Token

5 will create a token that |s used to reglster product instances, so thal they can use licenses from this vinual account.Once it's
created. go lo the Smart Licensing canfiguration for your products and enter the token, to reqister them with this virt SeeOLInt
Virual Account sdwan-lab
Description hseckks Installation
* Expire After 30 Days
B

Max. Number of Uses:

& @Xpiration or [ne maximum UsSes IS reacned

The fokan will he gxnirgd whean either i

Allow expon-controlled functionality on the products registered with this token &
——

Create Token Cancel

R hE R R R,
FHetiE ;T REX T REME AR
RAEERRY  TRERERRE. ™k,

R % A Allow export-controlledit W, &N , FAMUEFEM AN , AR5 E T Create Token,

N B UARHISN AR AEREN | SETH,

N g BEEAEE  BEMEENLORS.

SIR3.EH TR

RNERNTREFHZIEWER  SMIRE-EH  IETHFFEZLN/NECERRFIAEA.


https://www.cisco.com/c/en/us/about/legal/global-trade-legal-compliance.html

Virtual Account: sdwan-lab «

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virual Account No

@ X

ODRIMjgOYWOIMDi MWIHLTgzYmYtODM

Uses Export-Controlled Description Created By Aclions
ODRIMjgOYWQIMDk... I8 2022-Sep-18 06:47:45 (in 30 days) Allowed hseckk$ instaliation encgar Aclions -
The token will be expired when either the expiration or the maximum uses is reached m
Downiload
89 1 Rec
Revoke..

FiEHEBES BRI RO REREEEL

ATREERAHEOSEHFAIENRN | L& HERHMSCisco License CentralZZ T {EF., X TF1#E
F  USEEHASIEA LS ERNFALER O EERBNSE,

<ttroot>

license smart trust idtoken TOKEN | ocal force

-

<ttroot>

EdgeRouter#

license smart trust idtoken ZThj OTl mvRUt M @ZC00Yj | ILTgwWN ct ZA xZj | zY] Zi YnWnLTE2N) MONj | 19%9AM gy NTh8YWAVe

BUEMER , BRKEREERFAIERONER,


https://software.cisco.com/clc
https://software.cisco.com/clc

<tfroot>

EdgeRouter#

show | oggi ng | ast 50

<snip>

*Aug 18 21:03:44.730: %CRYPTO_ENGINE-5-KEY_DELETED: A key named SLA-KeyPair2 has been removed from key

*Aug 18 21:03:46.146: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named SLA-KeyPair2 has been generated or imp
*Aug 18 21:03:53.221: %SYS-6-PRIVCFG_ENCRYPT_SUCCESS: Successfully encrypted private config file

*Aug 18 21:03:56.107: %SMART_LIC-5-COMM_RESTORED: Communications with Cisco Smart Software Manager (CSS
*Aug 18 21:03:56.347: %SMART_LIC-6-TRUST_INSTALL_SUCCESS: A new Ticensing trust code was successfully i

BiFfEEEM It RS

BIMEEEVKIDITHEBRRTE M, XEWEVF A CE A LA R BRHFAER O

<ffroot>

EdgeRouter#

show l'ic tech support | begin Communication Statistics

Communication Statistics:

Communication Level Allowed: DIRECT

Overall State: <empty>

Trust Establishment:

Attempts: Total=1l, Success=1, Fail=0 Ongoing Failure: Overall=0 Communication=0 <<<<<<<<<<
Last Response: OK on Aug 18 21:03:56 2022 UTC

Failure Reason: <none>

Last Success Time: Aug 18 21:03:56 2022 UTC

Last Failure Time: Aug 18 21:00:43 2022 UTC

<snip>

N MBREITRERN , BSRBA T REERES.

HREN

Lt , EECEN , BEHSECKOW HIEE A EAH, KEXMER RN EE LA B RHF OTUE P O



VFAERBEHBR R HIER . EIREVFANE , HZTRNER.

<tfroot>

EdgeRouter#

Iicense smart authorization request add hseck9 | oca

<{froot>

EdgeRouter#

show | oggi ng

i ncl ude SVART

*Aug 18 21:11:41.553: %SMART_LIC-6-AUTHORIZATION_INSTALL_SUCCESS: A new licensing authorization code wa
*Aug 18 21:11:41.641: %SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is allowed fo

EERFTSHATS , REFTIERRES  UEBENEA.

<tfroot>

EdgeRouter#

show l'ic eventlog O

RS

Event
2022-08-18
2022-08-18
2022-08-18
2022-08-18
2022-08-18
2022-08-18
2022-08-18

LOg TR KR
21:11:41

21:11:41

.538
21:11:41.
21:11:41.

552
576

.576
21:11:41.
21:11:41.
21:12:06.

641
641
119

uTC
uTC
uTC
uTC
uTC
uTC
uTC

SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati
SAEVT_TAG_EXPORT exportAllowed="False" count="0" entitlementTag="regid.2019
SAEVT_TAG_EXPORT exportAllowed="True" count="0" entitlementTag="regid.2019-
SAEVT_STATE_RESERVE_AUTHORIZED

SAEVT_TAG_AUTHORIZED count="1" entitlementTag="regid.2019-03.com.cisco.DNA_
SAEVT_TAG_EXPORT exportAllowed="True" count="1" entitlementTag="regid.2019-
SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati



WIFRER BRI

BEGSHTRILFMENERS AR EBRBIE,

<#root>

show |i cense tech support | begin License Usage

show | i cense aut hori zati on

show |i cense sumary

show | i cense usage

-

<ffroot>

EdgeRouter#

show |i cense tech support | begin License Usage

License Usage

Handle: 1

License: hseck9

Entitlement Tag: regid.2019-03.com.cisco.DNA_HSEC,1.0_509c41ab-05a8-431f-95fe-ec28086e8844
Description: hseck9

Count: 1

Version: 1.0

Status: | N USE(15) <<LLLLKLKLKLKLKLKLKLKLKLLLLLL LKL

Status time: Aug 18 21:11:41 2022 UTC



Request Time: Aug 18 21:11:41 2022 UTC
Export status: RESTRICTED - ALLOWED
Feature Name: hseck9

Feature Description: hseck9
Enforcement type: EXPORT RESTRICTED
License type: Perpetual

Measurements:

ENTITLEMENT:

Interval: 00:15:00

Current Value: 1

EdgeRouter#

show | i cense aut hori zati on

Overall status:
Active: PID:C1111-8PWE,SN:FGL2149XXXX

Status: SMART AUTHORI ZATI ON | NSTALLED on Aug 18 21:11:41 2022 UTC  <<<<<<<<<KLK<K<LKL<LL

Last Confirmation code: Ocde51c5

Authorizations:

Router US Export Lic. for DNA (DNA_HSEQ):

Description: U.S. Export Restriction Compliance license for DNA based Routers
Total available count: 1

Enforcement type: EXPORT RESTRICTED

Term information:

Active: PID:C1111-8PWE,SN:FGL2149XXXX

Aut hori zation type: SMART AUTHORI ZATI ON | NSTALLED <<<<<<<<<<<<<

License type: PERPETUAL
Term Count: 1

Purchased Licenses:
No Purchase Information Available

Edge#

show |i cense sumary

License Usage:
License Entitlement Tag Count Status

hseck9 (DNA_HSEC) 1 IN USE <<<<<<<<L<LKL



B4 5 513 BRNF Al IE A

MNFARAFHRERMASKBEME |, 7] LUBEE £ BRHEF Al /O A #h 71 88 SLACSKR 1T i O 42 5§l i
CIRNE-$N

N g kEEREEAERRR , B FEBEA RN ERSE —RIREMR(URL),
A B 3t VF AT UE AR B

HEVFAEFTERE — K A, ARSI mSE >R ATESSHERY T Ee.

3l = Smart Software Licensing

Smart Software Licensing

Inventory

Virtual Account: sdwan-lab = /

Praduct Instances

Authorize License-Enforced Fealures... [']' Search by Device or by Product Type Q,
MName Product Type Last Contact Alers Actions
No Re F |
No F
s =
REUL 5% ERUDIE B

show license udi $i&1¢le1%%ﬁ¥m£%%m%§mHE_.LX%*T-LF\H(UDD , BT IRET" R
ID(PID)#1 7315 (SN)

<tfroot>

EdgeRouter#

show | i cense udi



UDI: PID:C1111-8PWE,SN:FGL2149XXXX

R EPIEED & MAZRUDI

1%£3#%ESingle Device H1EEI LK HI/HSNFPID, #FH Nexto

Authorize License-Enforced Features

ster q 2 STEP 3

Enter Request Code

device to enable the features. Learn More

Gen.::ra'.m_q an authorization code here is only required for devices that do not connect to the Smar Software Manager directly. or through the Cisco Licens! ng Manager. to report the f‘!ifllr&i'.ne)' need

Single Device w
Enter the identifiers for the device 1o be licensed

Display Name;

Uuip

Serial Number FGL21490000]

C1111-8PWE

Host ID

MAC Address
Virtual ID{SUVI)

You can use the "show license udi command 1o see the identifiers for a device

ERERENTFAEHE

HTEREMRE , RAENTFIIER

, BEETRART. BREFZTELTREF.



Authorize License-Enforced Features

STEP | y STEP 2 STEP 3 STEP 4

Enter Reguest Code Select Licenses Review and Confirm Authorization Code

UDI Serial Number FGL214991A9

Select the Licenses to Enabled the Features

Select the set of licenses that will enable the desired features. The licenses will be reserved on the devices

License Purchased Available Reserve
Router US Export Lic. for DNA 1 1 E
WS Export Restriction Compliance Mcense for DNA based Routers

R AR RE

1’ & F A ] LL £ Digital Network Architecture(Cisco DNA)On-Prem=DNA Cloud, XEURF Fri3E
B9 R TR A,



Select a Device Type

Some devices could not be identified based on the identifiers provided

Please select a device type

Device Type: DNA On Prem

Unidentified Devices:

Selected:

f you want to enable features on different types of devices, you must perform this operation separately

A& RIR D

EEGE , A5 ¥ F5Generate Authorization Code.

Continue Cancel



Authorize License-Enforced Features

sTeEr | STEP Q

Enter Request Code Select Licenses

Product Instance Details

UDI PID: CHN-8PWE
UDI Serial Number: FGL214991A9
Device Type: DiNA On Prem

Licenses to Reserve
License

Router US Export Lic. for DNA

LS. Export Restriction Gompliance Ncense for DNA based Routers

TESLAC

SLACH T8 XX #r e & B EI B AR o

FSLACE #1210 Z B8 2R

<~-3 \":'—‘4

Review and Confirm Authorization Code

Total Quantity to Reserve

1

Cancel

B=MAERBURSLAC X E I BL & ER B 2R,

® USBE'X@J%%O

<#root>

EdgeRouter#

show file systens | include usb|Size
Size(b) Free(b) Type Flags Prefixes

15598043136 15596658688 disk rw

usbO:

Back Generate Authorization Code



EdgeRouter#

dir usbO:

Directory of usb0O:/

5 -rwx 1557 Aug 19 2022 00:43:30 +00:00

Aut hori zat i onCode_SN_FGL2149XXXX. t xt

15598043136 bytes total (15596658688 bytes free)

EdgeRouter#

copy usbO: Aut hori zati onCode_SN_FGL2149XXXX. t xt boot fl ash

Destination filename [AuthorizationCode_SN_FGL2149XXXX.txt]?
Copy in progress...C
1557 bytes copied in 0.020 secs (77850 bytes/sec)

- f£MAvManageZControl Connections , 5% 1 488 H 25 FlvManage 2 [8] B 4% 5 3L LA T 7
HHER.
R IwMISCP/FTP/TFTP,

FERAERES AfEbootflashP RESLACK 4,

<ffroot>

EdgeRouter#

license smart inport bootflash: Aut hori zati onCode_ SN FGL2149XXXX. t xt

Import Data Successful
Last Confirmation code UDI: PID:C1111-8PWE,SN:FGL2149XXXX
Confirmation code: aaa6bb57e


https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html

|
¢
°

<tfroot>

EdgeRouter#

show | oggi ng | include SMART

*Aug 19 05:42:45.309: %SMART_LIC-6-AUTHORIZATION_INSTALL_SUCCESS: A new Tlicensing authorization code wa
*Aug 19 05:42:45.362: %SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is allowed fo

EdgeRouter#

show |i cense eventlog O

ESR R Tedek

Event Log *

2022-08-19 05:42:45.
2022-08-19 05:42:45.
2022-08-19 05:42:45.
2022-08-19 05:42:45.
2022-08-19 05:42:45.
2022-08-19 05:42:45.

WiIFRRR BRI

293
308
333
334
362
362

uTC
uTC
uTC
uTC
uTC
uTC

SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati
SAEVT_TAG_EXPORT exportAllowed="False" count="0" entitlementTag="regid.2019
SAEVT_TAG_EXPORT exportAllowed="True" count="0" entitlementTag="regid.2019-
SAEVT_STATE_RESERVE_AUTHORIZED

SAEVT_TAG_AUTHORIZED count="1" entitlementTag="regid.2019-03.com.cisco.DNA_
SAEVT_TAG_EXPORT exportAllowed="True" count="1" entitlementTag="regid.2019-

EREELFETHBEN G TURIETFERE EBEE,

<#froot>

show | i cense aut hori zati on

show | i cense sumary

show | i cense tech support

begi n Li cense Usage



MRZFIEH |, ERUKS ey VF R B 3% 8 A P it Ekes | FE R AT A BUE A T 38R,

Virtual Account: sdwan-lab ~

senera Licenses Product Instances nt Lo
By Name By Tag
Manage License Tags License Reservation... G—' Show License Transactions 5 o,
Advanced Search v
O License Billing Available to Use  In Use Substitution Balance Alerts Actions
© Router US Export Lic. for DNA Prepaid 0 Aclions -
Manual Entry
MNIA CBO00-HSEC= 1
DNA On Prem - never -

Showing 1 Record

SN | EProduct InstancesitM+H , £ B RO EEHEMNWUDUEE ., B HEXE UIREAEXIFA
IERITINEZER,

-sco Software Central > Smart Software Licensing

il Cisco Systems, TAC
Smart Software Licensing
Inventory Convert 1o Smart Licensing R Preferences -Prem Accounts
Virtual Account: sdwan-lab «
Product Instances Event Log
Authorize License-Enforced Features... ] e [ e or by duct Type Q,
Name Product Type Last Contact Alerts Actions
LDI_PID:C1111-8PWE. UDI_SN :-\i..:"-'-- DMNA On Prem 2022-Aug-1905:43:12 (Reserved Licenses) Aglion 5
Showing 1 Record

vManage T{EFRTE 3%

M20.9.2FF 88 , vManage /2 {8 B THERIE L HEHSECKOF [ o



~ EE A EGER TRouter US Export Lico 3REDNAFANIE ; R &4 EMHSECIF AT IE (40
ISR4300_HSECE;ISR4400_HSEC)THBE M., AX UM% &5 EHSECHF Ak ## 7 Cisco
DNA HSECHI ¥ 4l{E &, , &1/ [8]Restrictions for Managing HSEC Licenses&f % .

E&ITERRE

G WE 5 BRI AR O E S

1. — #EvManagement GUIF , S EIEE £ >TER>E DS ML EHSECHF 1k,

Cisco Catalyst SD-WAN

Maonitor

11T Configuration

Devices

-\ Configuration

2. — EERHE AP ATIERMNNITIRERE,

Poor Perfoarming Sites »

Monitor - Querview

Tunnels Applications Securlty VPN Logs
CERTIFICATE STATUS LICENSING
5 2
Warning Assigned
5 Unassigned

Tunnel Health ©

Multicloud

REBOOT

1

Last 24 hrs



https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html

Welcome to Sync and Install HSEC Licenses

You can sync and install licenses on devices in online or offline mode.

|

() Don't show this to me again

3. — #%&#Sync LicensesfES , RF# EHNext,

Assign HSEC License

1 of 7 steps

Select License Task

To start, select one of the options:

0O Sync Licenses

Sync licenses from C35M for all devices.

() Install Licenses
Install licensas on devices.

Mote: In order to install, you should have already synced your licenses from CSSM.

4. — %R OnlinetE =, , ARG ¥ EHNext,



Assign HSEC License

2 of 7 steps

Sync Licenses

Select Mode

To start, select the mode for syncing licenses

© Online
() Offline

5 — WAL ERFAIEPLEIE , RERET—F,

Assign HSEC License

I of 7 steps

Enter Smart Account Credentials

Mow enter your Smart Account credentials
Username*

ericgar &

Passward®

6. — WIFHSECH MiEEZ#IR , AREHFT—%,



Assign HSEC License

dof T steps

HSEC License Sync Overview

This process will sync licensas from CSSM for the selected devices and virtual account

Select Virtual Account
Select HSEC-Compatible Devices

Summary

7.-vManageE B ZHEWME R ANERIKS, ETHIRPERESEREETTHHSECHFA
UERYEE LK o

N EE - ges i AN RMEFREHSECH WHEM B ALK S MBIk h B EER A
==

Assign HSEC License

5ol 7 steps

Select Virtual Account

sdwan-lab - Cisco Systems, TAC

8. — R ERKHSECH AT IEAYIRE

N B NS RSHSECHRAMEE.



Assign HSEC License

Onling Mode - Sync Licenses Task

Select Devices
All Devices (5/47)

* reschable

cEdge_Sitel_Wesi_01 CHE-HZ3B269B-CAZEATIE-CFFF-2DMDBIEIZTAD reachable

9. —EFHARIUEBERMBE , RIFEESync,

Aszsign HSEC License

T ol 7 nseps
Summary - Sync Licenses | Online

~ Selected Virtual Account

wirlual Account Hame  Sdwian-lab

~ Selected Devices

AE-CATESTOE-CEEF-201 DBAEIIGAD reachable

10. — B & Check HSEC Assignment Status A SERF I IESLACIR B,

Assign HSEC License

Done! We're now syncing licenses from CSSM

What's Next?

Check HSEC Assignmant Status




1. — NEBHFAIE R ORI AJE H 7 EvManageF /5 , REE R A K.

= Cisco Catalyst SO-WAN  Select Resource Groups Monitor - Overview @

HSEC License Fatch | @ Valdation succoss

View Logs

Totsd Taghc 1 | Succoss : 1

wmanage_1(1.1.1.7)

Device Group (1)

[11-5ep-2024 5:27:08 UTC] fetching license

[11-Sep-2024 5 uTe) go got liconso from CS5M for COK-B23B8668-CA3E-870E-CFFF-201D83E 33040
[11-Sep-2024 5:20:11 UTC] Liconse fetched for all selected dovices

[11-Sep-2024 5:29:11 UTC] fotched

Succoss Done - HSEC License Feich

£
%

L FIRELAY I AT iE

1. — #EvManagement GUIF , S EIEFE £ >TER>E L ML EKHSECHF i,

Monitor + Overview

Devicaz Tunnels Applications Security VEN Logs Multicloud
CERTIFICATE STATUS LICENSING REBOOT
b 2 1
Warning Assigned Last 24 hrs

5 Unassigned

I

Poor Performing Sites Tunnel Health ©




2. — R REFAUIEES.

Assign HSEC License

1 of 3 steps

Select License Task
[__) S-"-.-'I'III.'- Licenses |

Sune - wae frnm CSChkd far ail o
Syne licenses from CS5M for all devices

© Install Licenses
Install licensas on devices.

Mote: In order to install, you should have already synced your licenses from CSSM.

3. — &N HIRIHSECH A[ER IR &

Assign HSEC License

2ol 3 svees
Install Licensas Task

Select Devices
Al Devices (1/4)

CEXHTABBSNE-CATESTOE-CFFF-201 DBIEZIAD

m cEdge_Sitel_West_01 fetched CEX-B2IBE69B-CAIE-970E-CFFF-2D1DBIEIZTAD reschable CHOO0 D 1.1.1.20

4, — RUFZ R EH B FHinstall,



Assign HSEC License

Tod 3 vtope
Summary - Install Licenses
~ Selected Devices

cEdge_Sel _Wes letehed CBK-E2ARASSE

HCASE-97DE-CFFF-201 DBIEIIRAD

5. — B #Check HSEC Assignment Status AR B B Z IR

Assign HSEC License

Done! We're now currently activating HSEC Devices

What's Next?

Check HSEC Assignment Status

+ | Back to Workflow Library

6.- vManage 5 i§ HZRIB(E , MHERIASLACHHRITE R,

= Cisco Gatalyst SD-WAN (7} Select Resource Groupw

HSEC License Install | @ Vaidation success

Total Task: 1 | Success : 1

Device Group (1)

S search Table

chassishNumber

@ Success CBK-B23IBBEUB-CAZE-OTOE-CFFF-2D1DBIEIZ0AD

Configuration - Devices

HSEC Installation complete

S

'~

RASBA LI

Sep10,2024,1

1:50:25 PM

Initiated By: ericgar

Asof: Sep 10, 2024 11:50 PM £

Systemlp

11122

<]



7. — BEActionE R A E RHSECRENEF 4 B &,

Configuration - Devices O = @8
. X
View Logs
Host: cEdge_Site1_West_01(1.1.1.221)
Site ID: 100003

Device Model:  CB000v

[11-Sep-2024 5:50:25 UTC] Installing HSEC license

[11-Sep-2024 5:50:26 UTC] RPC call to device for initializing HSEC install is successful.

[11-5ep-2024 5:50:28 UTC] Last Confirmation code UDI: PID:C8000V,SN:C8K-B23B869B-CA3E-970E-CFFF-2D1DB3E339AD
Confirmation code: e293d6a0lmport Data CompletedLast Confirmation code UDI: PID:C8000V,SN:C8K-B23B869B-CA3E-
970E-CFFF-2D1DB3E339AD Confirmation code: e293d6&a0

[11-Sep-2024 5:50:28 UTC] HSEC Installation complete

e

HSH

B A THERR

F AL S BRHF A[EH O E

1. — fEvManagement GUIF , SMEIEFE £ >TER>E LS ML EHSECHF [,



Cisco Catalyst SD-WAN Monitor - Overview

Devices Tunnels Applications Securlty VPN Logs Multicloud
CERTIFICATE STATUS LICENSING REBOOT
5 2 1
Warning Assigned Last 24 hrs

5 Unassigned

Poor Performing Sites Tunnel Health ©

iration

2. — EHRHE O EHIERMNITIRERE,



Welcome to Sync and Install HSEC Licenses

You can sync and install licenses on devices in online or offline mode.

|

() Don't show this to me again

3. — #%&#Sync LicensesfES , RF# EHNext,

Assign HSEC License

1 of 7 steps

Select License Task

To start, select one of the options:

0O Sync Licenses

Sync licenses from C35M for all devices.

() Install Licenses
Install licensas on devices.

Mote: In order to install, you should have already synced your licenses from CSSM.

4. — EROfflinetE =, , ARG E EHNext,



Assign HSEC License

2 of B steps

Sync Licenses

Select Mode

To start, select the mode for syncing licenses

) Online
D Offline

5, — ffRAERREMR , RERTT—F,

Assign HSEC Licensa

3 ol 6 stepas

HSEC License Sync Overview

sad Authorization Code File

. Select HSEC-Campatible Devices . Upload HSEC Davice Lt File to CSSM and Dow
‘ Downlaad HSEC Davica List File -‘ Upload Authodization Code File

® Summary @ Summary

6. — 1%EEDownload Processi&Il , R /58 dNexto

Asgsign HSEC License

4 of B slapa

Select Task

Bofore preceeding, select the task yvou would like 1o perform

© Download Process
Select and download HSEC Device list file

This task allows you to select HSEC-compatible devices 1o be added to HSEC device list file. You will be then given a device list file to be uploaded 1o CS5M,

() Upload Process
Upload Authorization Code File

I8 this tBsk once you've downloaded the reguired authonization code fike from CS5M



7. — EERER | FRERRFANENRSE.

Assign HSEC License

5 of 6 wiops
Offling Mode - Sync Licenses Task

Select Devices

All Devices (1/46)

R0 D D06 TOR TATS DOSOET I CAaT

laatnams Statur srut humbs Reachabdity

cEdge Sit1_Easi.i CEN-19ELDGE0-DECC-L709-FATI- DOS0ERI 1 CanT reachable C2000w 11123

8. —BEESHEH ST FTHHSECIRE X #4(.SUDI)

Assgign HSEC License

G ool & steps

Summary - Sync Licenses | Offline | Download

~ Selected Devices

cEdge Sitl_Eas 01 - CEK-19E2066D-D5CC-6709-TAT3-DOSDEZ IV 407 reschable CHODI 1.1.0.23

~ Download HSEC Device List

Download HEEC Devica Fike [SUDI)

9. — R B3 FEF AEEAER.



UD_SA_2024_9_11_12_54_56.tar.gz
866 B - Done

10. — B & Open Cisco License Central i S E : ERHFIHEF O,

Assign HSEC License

Done! You've generated and downloaded your HSEC
Device list file

[ ] B
What's Next? v
Open Cisco Smart Softavare Manager ﬁ

M. —ERENEEKS R, SMEBNRGPO>ERUMHETFT , RERERE>ERBREXH
>EEERBEE......

: et
Cisco Software Central '
CISCO O‘

Cisen Soltware Ceniral > Smart Software Licensing i Cisco Systams, TAC w
Smart Software Licensing SL Product Detalls Support Helg

Alars nventory Comvedt o Smar Licensing Reports Praferances On-Pram Accounts Activity Commearcial Consumption

A 2 ™~ 1

eports /
Report Usage Data Flles R ting F 5 D Cont

15 can b configured 1o report the features that they are wsing

s nidad, in order 1o bi compliant

Upload Usage Data., — 3


https://software.cisco.com/clc
https://software.cisco.com/software/smart-licensing/inventory

12. — fEUpload Usage Datad# HH&E O , £ dBrowse , AEEEZENIF THEHOXMH , RABE S
Upload Data,

Upload Usage Data

Please select the Usage File you wish to upload.

* Usage Data File: UD_SA_2024 9 11_12_54 56.tar.gz

A

1

2 — Upload Data Cancel

13. — REF LB, KOFESENM0D #F 8T M. AJEFE TDownload,

N BERACKYH |, ARSI N TR  MIRFEHIR | BRERTTERUIRIMA
RERNESEE, MRFE , FHFTENTACESH.

Craco Software Central > Smart Software Licensing i Cisco Systams, TAC
Smar‘t Sﬂﬂwa re Licensing SL Product Datails  Support  Halp
Algrts Inventory Converl to Sman Licensing Raports Praferences On-Pram Accoums Activity Commercial Consumplicn
Reports
Report Usage Data Files Raporting Policy Synch File fof Device Conlrollars
Davices can be confiqured bo report the features thal thay are uting.
This usage than delermines which ficenses are needed. in ordar to ba compliant
Upload Usage Data. Search by Fie Name, Virual Account o,
(¥) Usage Data File Raparted Virtual Account Reparting Status Devices Acknowleggemant
= UD_SA_2024 8 _11_12_54_St.targz 2024-Sep-11 sdwan-lab D No Errors 1 Download
UD_va__ 2024_08_11_18_54_33.targe sdwan-lab B Ko Errors 1

14, — REERACKXHEH BB TH.



O + ¢ * oo

Recent Download History

n ACK_UD_SA_2024 9 1M1 3 [

ar.gz
2,030 B - Done

15. — f£vManagement GUIHF | BIXSMBIEX £ >TER>E P MZERHSECHF Al iE>[E 2 iF ik
>EAL>T — %> EEEE,

Assign HSEC License

4 of 6 steps

Select Task

Before proceeding t sk you would like to perform

) Download
Select and downlaad HSEC Device list file

o select HSEC-compatible devices to be added to HSEC device list file. You will be then given a device list file to be uploaded to CSSM

© Upload Process
Upload Authorization Code File

Use this task once you've downloaded the required authorization code file from CSSM.

16. — B HiChoose a File , &N FEHHUXHIEREIEH , RFEHUpload.



Assign HSEC License

5 of 6 steps

Upload Smart License Authorization Code File

Upload the Authonzation Code (SLACH hile generated by CS3M

Choose a file or drag and drop to

upload

ACK_LD_SA_2024_9_11_12.. gz ﬁ

17. — RIEESHEHA RT L&,

Summary - Sync Licenses | Offline | Upload

~ Device Entries

Assign HSEC License

Done! We're now currently syncing smart account
authorization code (SLAC) file for the devices



L FIRELAYVF AT iE

1. — BEIFEREEFERLS MR

FWHILE , RREHRRTFAIL,

1 of 3 steps

Select License Task

To start, select one of the options:;

() Sync Licenses

Sync licenses from CSSM for all devices.

© Install Licenses

Install licenses on devices.

MNote: In order to install, you should have already synced your licenses from CSSM.

2. — NBIRFPEFEHEBITHFAMERNNE —1RE , AL ENext,

Assign HSEC License

Assign HSEC License

Zod 3 mepa
Install Licenses Task

Select Devices
All Devices (1/5)

* CER-V9EIDSED-D5CC-6TO- TATS DOS0ETI1 C407

3. —ERASHREAEGRR.

CBK-19E2DG6D0-DSCC-6709-TATI-DOSDEZFICA0T

reachable

CE000w



Assign HSEC Licens

Foal 3 sreps

Summary - Install Licenses

~ Selected Devices
Hostname Siatus Chassis Number Reachabslity Device Model P Address Tags

cEdge_Si1_East_1 fetched CHE-19EZDE&0-0500-6 0% TATI-DOS0EX21 C40T reachable CEO00 1103

4 —E/FABEXR , RERBLHN K.

= Cisco Catadymt SD-WAN

C]

Monitor « Owerview = &

H5EC Liconsa bnstall | ) Valdation succoss Witiated By erkgar

Total Task: § | Sucoeds :

Device Group (1)

& Success CER-19E20860-D5CC-6705-TATS DOSIERZ 10807 HEEC Installation compiete Sep 11, 2024, 10413 FM

5. — BiAction®R A E RHSECZ XN EFM B F,



Monitor - Querview ~NO= @

=,
View Logs
Hast cEdge_Sit1_East_01(1.1.1.231)
Site 1D: 100004

Device Model: CB000w

[11-Sep-2024 19:04:13 UTC] Installing HSEC license

[11-Sep-2024 19:04:17 UTC] RPC call to device for initializing HSEC install is successful.

[11-Sep-2024 19:04:19 UTC] Last Confirmation code UDI: PID:C8000V, SN:CEBK-19E2D66D-D5CC-6709-7A73-DOS0E231C407
Confirmation code: abB88674delmport Data CompletedLast Confirmation code UDI: PID:CBODO0V, 5M:CBK-19E2DG6D-D5CC-
G709-7A73-DOS0EZZ1CA0T  Confirmation code: aS99674e

[11-Sep-2024 19:04:19 UTC] HSEC Installation complete

o
2]
]
o
=
a
o
[

IREIHSECKO¥F A iE

REMTETH

LAESH B R RMEE B SR AURRRVF AE | SRR EAEN B SRE R BRHF AMHER O]
HSECKO¥F AJ it ,

B E IR EMCHE A R 1781t %)
A4 BOR B ES BARUH T AT E 5 B

4% =R B Ag E \
i R 2RAEN HEN LR, BIBT 55,
B AL Bl XE T A AR B ABUE U AT IE S 8%

HERRxEK. RERT %7,

N E  nREERBEREK , BT FT TACER B LAF 3 MBS B 25 F 2 RVF ATE AR /0T 7 I BR
Ak,

£ IR B S



RIFHE HSRA AN RN, WIEBRVFANER O P AREFNF AN EERENES , 2EEFERER.

<#root>
EdgeRouter# |icense smart authorization return | ocal online

Authorization already returned with this code:
UDI: PID:C1111-8PWE,SN:FGL2149XXXX
Return code:

CCKUTQ- Qy2Yt w ZhSLg5- bDFw7e- WWf 2- QwvBed- 3MaRcT- f Ff Gecn- X6e

<<<< Copy the string

~ S : license smart authorization return local onlinefs S EA T EL I ELFAHREH E.
$*license smart authorization return local offline’fE 2 #|23 EIEE 5 ( SD-WANE ) TFi
ER., XERATYEMELIEHSS.

) B 750

FERRVFAHEFR O, SE mLF>RE>MER. HUERIMNERBAREHNEENE , A5 EHHER
RE,



Remove Reservation

emove a Product Instance that has reserved licenses and make those licenses once again
available to other Product Instances, enter in the Reservation Retumn Code generated by the
Product Instance. If you cannot generate a Reservation Return Code, contact Cisco Support
= Reservation Return Code: CCKUTg-Qg2Ytw-ZhSLg5-bDFwTe-VvWWgf2-

QwwBed-IMaRcT-FfGen-X6e

/

Remove Reservation Cancel

License reservation removed successfully(2 BTl BREY i AT IE R B ) B A E 2 F A EE R, X&
TRFANE A B ATE R ; i ATE T B AN,

. The product instance was successfully removed

AR — RAEEERME ?

EETB500W A L , RAEEEEHMMEB T EEREHSEC?

= , 8500 F & RIIFEHXE B ETEHIREX T EH MK

BUEHSEC/EC8000vEBEEEM M ?

T, FEE, RIE\EC8000vEMWIRIT , FAHERF REAMRS , BIRBEELZRKhsec/FUBRELR
FHE,

HSECE EfECSR1000vE R EF INEL 2



&, BUEhsecfs , CSR1000v A FEEEZ#H N,

SD-WANFIIESD-WANEX W EFH MFZIT N E2EMEE ?

AA[LL, SD-WANHIESD-WANE X EHSECK K HEB AT E.

ESD-WANRR T , EEFHINEFEF L5 A/ESEHSEC |, M7EIESD-WANRE T |, CLI license
feature hsecin S A EIRE LB A/ Ehsec, ESD-WANER FTHICSR1000vFIC8000VE A LA E
EEWMNE.

{ERAHSEC TiFREREREER ?

AT LATEIESD-WANE R ( B8 ) TEIEHSECF AL |, B2 , A 1ZIheert T LA B EHHSECH w1t
o AFPEEMMCLI no license feature hsecin T2 A/{EAHSECHFAIIE , HEMME RS , £iFT
ELL Fnot-in-use™RA , RERHHE W T, TXIHFESD-WANEX T EIEHSECFAIE , AR
EERLLIIEE, B2, AR TGERHFABETEXHEE |, EHNXNENRFE RN S HB R RS
E. FITHATACES , S HXMAESD-WANER T iR EEERNFANEFONES,

N EE O AXEMES | EHE:SD-WANKHSECH FAE R 0 (55,

VF AT UE AT A B E

oAl

ERALR S AT EIAER BRER ERIZIT.

BRNS®T


https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/217939-hsec-license-faqs-for-sdwan.html
https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/217939-hsec-license-faqs-for-sdwan.html
https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/217939-hsec-license-faqs-for-sdwan.html
https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/217939-hsec-license-faqs-for-sdwan.html

ELRBELBTEZNBNTRIPER T RIESE,

<tfroot>

show |i cense tech support

show | i cense status

show | i cense aut hori zation

show | i cense summary

show |i cense history nessage

show |i cense eventl og

license smart clear event |og

license smart sync | ocal

license smart factory reset

B HERR



B RENEETATHEERTHREDRR.

EARBNERITIRELEEHRSERFANEFOZEHBEIERMHNZENEERE , AR
FOE M AV AR AU A B T

BEELGRFAFERE ZHEBTIES

= LA &

DNS# & /ER

Eijalsmartreceiver.com , &K HERSMEEB BT B, BN , URLFLEBR AN TREANIP |, &
ENLK, LEREEEZHEBIEEFEE R

*Aug 18 20:45:10.345: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart License Uti

BRBIPEZZEInternet,

<tfroot>

ping 8.8.8.8

FTURLATpingIRELARUEDNS R BB X , W RIEPi% % £ Atelnetif BURLPE LE T InternetiZ &l5E
B (ICMP),

<tfroot>

pi ng ci sco.com



tel net cisco.com 80

WRNH KLY , EEEDNSHRS 2% H 5 FADNSH##AT,

<ffroot>

i p domai n | ookup

ip nane-server 8.8.8.8

WMRFTEEESNADNSARSS 28 , BB AR P ECE A DNSAE AT,

<tfroot>

EdgeRouter#

config-transaction

EdgeRouter(config)#

ip host snmartreceiver.comA B.C.D

EdgeRouter(config)#

comnmi t

~ EE . REEEHERRLEIPIE B smartreceiver.com , & MWindowsnsiookup
HLinuxitEVEZEITHE S



N B FRWEAAMDNSEN | BNMASIPT AN EGEBTHER | 3 HCiscoRa
B S,

BT AISLEHBESHHIAELERER

<#root>

EdgeRouter#

show |i cense eventlog O

Fedede e

EVent Log ek

2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"

<tfroot>

EdgeRouter#

show | oggi ng | include SMART

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

SD-WANB&&FE 1IEDNS

IR SD-WANREE #F HY R VACLPE LE 2 ADNSIERL , th& &k &KLY FIRE,

<#froot>

EdgeRouter#

show |i cense eventlog O

Tede e B

3 EVent LOg vk
2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"



<{froot>

EdgeRouter#

show | oggi ng | include SMART

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

R IEM AT 7L FDNSBRSS o

<tfroot>

EdgeRouter#

show sdwan runni ng-config sdwan

sdwan

interface GigabitEthernet0/0/0
tunnel-interface

encapsulation gre
encapsulation ipsec weight 1
no border

color public-internet

no last-resort-circuit

no low-bandwidth-Tink

no vbond-as-stun-server
vmanage-connection-preference 5
port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000

no allow-service all

no allow-service bgp
alTlow-service dhcp

al l ow service dns <<<<<<<<<<<<<<<<<< MJIST be al | oned

alTlow-service icmp
allow-service sshd
allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
no allow-service https
no allow-service snmp
no allow-service bfd
exit



R HURLA E

NTFEMEE (FEE) , BRAMERREN BRERIFAIXARZRF(CSLU),

<ffroot>

EdgeRouter#

show |i cense tech support | include Snart Licensing Status

Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing is ENABLED

License Conversion:
Automatic Conversion Enabled: True
Status: Not started

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:

Type: cslu <<LLLLLLLLLLLLLLLKL

Cslu address: <empty>

Proxy:

Address: <empty>

Port: <empty>

Username: <empty>

Password: <empty>

Server Identity Check: False



<tfroot>

EdgeRouter#

show |i cense eventlog O

*%%% Eyvent Log dedefk
2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"

<ffroot>

EdgeRouter#

show | oggi ng | include SMART

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

N oaE B RISD-WAN(Cisco vManage) T X ##CSLU , BFXZEFEACSLURE B Cisco
vManageEE KB~ mEFINITFRAIEFEAER. BXEFHAEFER , HFMMECisco Smart
License Utility(CSLU),

FHEESRAENRIAURLAG@RE  AERZHAEATHEYNEE.

<tfroot>

EdgeRouter#

configure term na

EdgeRouter(config)#

license smart transport smart


https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47
https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47

EdgeRouter(config)#

license smart url default

EdgeRouter(config)#

comm t

SD-WANB&&EPE LEHTTPS

BB EETEN AR IMNELHTTPS)iw 0443 , Ht , 2R SD-WANRZERE (E1&2 A
HTTPSIERL , Eff, BAERMRUMIR &8 HHF K M

/U\$u$1q: H /Ll\q:l Eﬁ O

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

WRIEEMETESD-WANBEE F R FHTTPSIRSS . BN , FATZTEABRZRAERATHELRE
.

<ffroot>

EdgeRouter#

show sdwan runnni ng-confi g sdwan

sdwan

interface GigabitEthernet0/0/0
tunnel-interface

encapsulation gre
encapsulation ipsec weight 1
no border

color public-internet

no last-resort-circuit

no low-bandwidth-Tink

no vbond-as-stun-server



vmanage-connection-preference 5
port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000

no allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
allow-service sshd
allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun

all owservice https <<<<<<<<<<<<<<<<<< MJST be al | oned

no allow-service snmp
no allow-service bfd
exit

SNEBBA A 3 PE L BRI ATUE O URL, IPERi% 0443

RS2 FEAM NSRS RE | FR i 0443%smartreceiver.cisco.com K I, FEHH
By X 3% H BA S Internet AR 55 1R L 7 (ISP) BX R LAt — H Wik,
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<tfroot>

EdgeRouter#

tel net smartrecei ver.com 443

Trying smartreceiver.com (X.X.X.X, 443)...

Open

MBRSSVRFE,



<ffroot>

ericgar@cisco$

tel net smartreceiver.cisco.com 443

Trying X.X.X.X...

Connected to smartrecei ver.ci sco.com

Escape character is 'A]'.
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<#froot>

EdgeRouter#

config-transaction

EdgeRouter(config)#

ip http client source-interface | NTERFACE

EdgeRouter(config)#

comm t
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https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/deploying-smart-licensing-using-policy-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/deploying-smart-licensing-using-policy-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/deploying-smart-licensing-using-policy-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
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