HE

£ Catalyst SD-WAN 3 ¥ 4B BE

EBEIET
FIEEENBERASE
Zi SD-WANZ2 & =$:] & 1F 2l
Bz Cisco Manager{i 5
B2 g (vSmart) T 8
FIE#EEIEE CLIFLE
44 &1:34 37 vManage +ZDR
TR RE
FIR 2 : FiEvManage Ul, iF 47 &l
Z PR 3 : Config-db. LR
SR A PRHIEREHOUr 2 i By
FSB]5 . Ak E

A &2:3 37 vManage +# 5 DR
T]RA: =
FIR 2 . FiiEvManage Ul, i MRS
IR 3 : Config-doZ B/ E
Z 4: SDRigE
S5 . FRHIER B MIUr 7 & 3
FTE]6 Ak E

44 & 3:vManage Cluster +7tDR

TE1.ORE
FIR 2 . FiEvManage Ul, i 47
R3S vManage
IR 4 - Config-doZ /1K E
Z 5 & VAl 22
FTB®6  AkRE

{4 &4:vManage Cluster +F31//5 % 3DR
TE1.HRE
S 2 . FiBvManage Ul, iE 2
R3S vManage

bk i) DR iRiE

2 5 : Config-db N



48 & 5:vManage Cluster + DRES A

T o &
SR 2 . FiEvManage Ul, i 472

/ﬁﬁ 6 E“:ﬁ' %%ﬂ E\_Lf iIEEl] Efﬁ:fﬁ'%igz
Sk
s A\
S

AT A MM ERECisco SD-WANRHAERE |, ERZFHNRE S HEHENRHREE,

TR

=R
Cisco BWEBTHLUTEE :

o BREMHE KT HM(SD-WAN)
« BRIEEHL
. Msoftware.cisco.com T £ 12 422 sk ¢

EARVA L

AXHEPNEEHRRETREXRENEFNRZEEN, AXEFEANARERZRNERAR
(BN ) BBE. MREHMBLTENRS , FERRETRAERSHIBERE,

ERIRERF 2 IR L& R

o AR FRFIBEHYHT IR AEMERL E — HFTH R Gips, WD

- WRFHAFEANRY , S ARFISRELEZBNER

- JEEneodj(configuration-db) i F B MEH ( EEFHPWFTEVManage™ K/ L XAHHEE )
- EFEGLG EZAROKS


https://software.cisco.com/download/home

« FEREBITAIEFEMEITEK

- IREEREIHATEFHNER

- FERITEEHE (BR. BH. RRAUEEE ) BEX , RIESEREEFLAITEES
7\ ZBARS5 28 ( ZAvAnalytics )

- WREE T Cloud OnRamp , BEBRRIBIEARL S FF 18 2 BIRER 15 9] £ = ZFE #Yc8000v

- MREIBRBRIEE LB TSDAVC , FRARHRIREMEEAT (NTERH , cREEEN
TREEH)

- REERBRIREMERIRAST ZEFConfiguration-doiX &

- BINATEGENAR®, BIIXIECOMPUTE_DATATIDATAR® ( B2 THIEMEESR )

« XFWCA , EEFHADILCAMEANRILES (A TNEERE ) , EBFEALLCARSS
ZTEABIUINFIERFIZRRER

EPE LI

vManageZB&

« MY (IPMTR)
- BB (3TRIETR)

DRi& I

« DR
« BYTRDR
- ZFADREE (F/EEMK )

~
AR ARTEMERBENESFMAER , BSRLbEEE
HE
# vManagei® & DRI% I
1 MY (11N TR) FZDR
2 I (IMNTR) B ¥ RDR

3 &N (3THRIETKR) FDR

4 & (STRIETR) HHADREE

ERATARELENEASR


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/ha-scaling/ios-xe-17/high-availability-book-xe/m-high-availability-and-scaling.html#:~:text=Cisco%20Catalyst%20SD%2DWAN%20Manager%20Disaster%20Recovery&text=Note%20that%20the%20failure%20of,Recovery%20chapter%20for%20more%20information.

XESRNMERBLSEHEA, EIEERHVMEHINNAERCLIEEN IR, BN A2
HEEREEREBSONIIURETHNEMT R,

RS FASD-WANZHIZ: ( B8R, WiEsR, #2Hl8F)

AE  BRECERFELARIENME  REXERFERAME#R, Cisco vManage = Cisco
Catalyst Manager, Cisco vBond = Cisco Catalyst Validator, Cisco vSmart = Cisco
Catalyst Controller

MCiscoi 4 T £k T E T~ £k SD-WANIZR &858 OVAS A b AL :

« 1&BVEDGE Cloud# FE P E M4 RAHvBond OVA,
. E#EvManage i H T E AT FE H iR A #)vManage OVA,
o EFEvSmartE H T EFTE R MR AR vSmart OVA,

S

EE : EESXIEF A LEFAOVAXHEIvSmart, vBondflvManageiZ#i2s, ES FI4E#EE
XH, AERBRESD-WANSBRENMERFHSRIHIEBHCPU, RAMA#E. SMEl
L BREREAME R, FHRASHBHEE P EiAvManageT & , EEEN T E ISR F#
KA H|RRTR,

B3 Cisco Manager¥i &

- EBECisco ManagerzgivManage VM E A LA [AIManagerfV 2 #l &5 , EEFBEHTH. — Nk
K2, RNBIEHERGCHEERE , ARRTAARFRENESE,
o WARIANAFPEIEAF BadminflZBadmin, £HRTNAFEREB , RESHNERZER
FadminFr Y &8,

- RERRAPERAG, RITEFEAvManagefE# , XREXAEBLS R, BREBHLFIRNG
RIERAG .

For a standalone vManage, choose the persona as COMPUTE_AND_DATA.
For a 3 node cluster, on 3 vManage nodes, the persona is set to COMPUTE_AND_DATA.
For a 6 node cluster, on 3 vManage nodes the persona is COMPUTE_AND_DATA and on rest 3 vManage nodes pe


https://software.cisco.com/download/home/286320995/type
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/release/notes/compatibility-and-server-recommendations/ch-server-recs-20-15-combined.html

=~ : HICOMPUTE_AND DATA%F1

hooted via startup_32()
hysical RASLR using RDRAND RDTSC. ..
irtual KASLR using RDRAND RDTSC. ..

flecompressing Linux. .. Parsing ELF... Performing relocations... done.
the kermel.

28.12.5.1

login:
28.12.5.1

login: admin

fPassword :

elcome to Viptela CLI

adMin connected from 127.8.8.1 using console on vmManage

ouw HMust set an initial admin passuword different from default password.
Password :

e—enter passWord:

1) COMPUTE_AND_DATA

3) COMPUTE
Select persona for vManage [1,2 or 31: 1
ou chose persomna COMPUTE_AND_DATA (1)

re you sure? [ysnl

IERHBHE TR

1

Select storage device to use: 1
puld you like to format sdb? (y/nd): y
mount: sdevs/sdb: not mounted.
ke2fs 1.45.7 (28-Jan-2821)
Discarding device blocks: done
reating filesystem with 26214488 4k blocks and B5536HB inodes
Filesystem UUID: 5a94db1f-71c4-4e?5-abd1-8efZ4935c1de?
Superblock backups stored on blocks:
32768, 94384, 163848, 229376, 294912, 819288, 884736, 1685632, 2654248,
48966868, 7962624, 11239424, 208488668, 23887872

Allocating group tables: done

riting inode tables: done

reating jourmal (131872 blocks): done

riting superblocks and filesystem accounting information: domne




- EFRFHBEAHBAYIHTHEIA
- E#F MK Cisco Manager, Baif5 , FAFRENFTZE M AR B NEB,

rarly console in extract_kernel
input_data: BxPBAAABABAA21753b4d
input_len: BxBABBBBABA121c7f3

output: HxBBBBBBBBB16BBBAAH
putput_len: BxHBAHHBHABBAZ237eabc
kernel_total_size: BxHBBBBBBAA1fbAAAA
ooted via startup_320)

Physical RASLR using RDRAND RDTSC. ..
Uirtual RASLR using RDRAND RDTSC. ..

Decompressing Linux... Parsing ELF... Performing relocations... done.
Booting the kermel.

viptela 28.12.5.1

Manage login:
viptela 28.12.5.1

vManage login: admin

assword :

ast login: Hed Feb 18 18:52:47 UTC 2826 on ttyH

elcome to Viptela CLI

adMin connected from 127.8.8.1 using console on vManage

vManage#

« BT LAELEVPN 512 management interface A /8 XY 2 &I 28 I A E B IH A,
R, ATREZEO YRS VPN,

- fEA S show interface

- MHNEEREO,

Bl



SPEED M3S Rx TX

PN INTERFACE IP ADDRESS 3TATUS STATUS STATUS TYPE TYPE
MTU HUWADDR DUPLEX UPTIME PACKETS PACRETS

192.168.45.218-24 null servi
BA:58:56: :36:6b 1868 full : : : 281

ethl ipwd -
HB:58:56: :7a:cb 1888 full

eth?2
A8 :56:56: - :98 1688 full

dockerf
B2:42:6d:57:e5: 1866 full

cbr-vmanage

1488 full

AEE B LAE A 5| BBl BvManage Y B B H ELE AR MY IPH i 5 R

SEIEZO(VPN 512)8 &

« MBEEFFOMVPN OBFHEIVPN 512 |, BEEAU TS , RAEEZED LR EIPHI

Conf t
vpn 0

no interface eth0
vpn 512

interface eth0

ip address

no shutdown
|

ip route 0.0.0.0/0



=R b AN

- EEBNEERRERF L, AvBond T REEFFENITHE (CPU. RAMMEE ) , RIGHTIFEIR

o

- —BEFIATLIGN , BERFvBondEL B3, FFHI“System Ready ( REimLE ) "R,

« RE , RERTAARFBNZEDL, mARNBFRERAFBadminflZBadmin, EltZE

, REFRTAAFPERZRB , HBREENIERFIZERAFadminfTENHE,
« BAILAEEVPN 5128 80 LUS Ax 4SS A E=EiF R,
- fEAMHshow interface (&M , A TR EZEO L H RS VPN,
- MMHEEREO,

Bl

dMin connected from 127.8.8.1 using console on vbond-81
bond-B1# sh int : tab

IF IF IF
TCP
AF ADMIN OPER TRACKER ENCAP
SPEED [y Rx
PN INTERFACE TYPE 1IP ADDRESS STATUS STATUS STATUS TYPE
HTU HWADDR MBP3 DUPLEX ADJUST UPTIMHE PACRETS

ipvd 18.186.51.184-24 Up mull

:58:56:bd:be:68 1864 full H:84:39:15 1838

ipvd - Dowmn - -
:58:56:bd:84:8e 1880 full -
ipvd - Dowmn
:58:56:bd:f1:d5 1088H full -
system ipvd 1.1.1.4-32 Up - null
- 1888 full H:84:40:46
loopbackl ipv4d 192.168.51.15732 U Up -
- 1888 full H:84:39:18
ethd ipvd 18.186.51.169-24 U Up - null
:58:56:bd:3c:9b 188H full B:84:39:18 1839

null

AR BUNSEDNAVBondHWEE , HEHLEEARNEE.

SEEO(VPN 512)E &

T=
PORT TYP
PACRETS

transpor
1843

loopback
B

loopback
B

mgmt
1839




- MRFEFEZEOMVPN OB EIVPN 512 , BEALUTHS , AREEEO LMNIPHbiL,

Conf t
vpn 0

no interface eth0
vpn 512

interface eth0

ip address

no shutdown
|

ip route 0.0.0.0/0

|
commit

B hEH S (vSmart) T |

s MITERIEERFMERNSRIE3IvSmartT Ko
- —BEMAESD-WANZEHI28 EELE TVPN 512 IPH#dt | &R Al LAE VPN 512 IP#bst /Y
SSHiFEIE ],

FRrEfRHER LNERCLIEE
—BERMENARHBRNSSHERARE , FES MR LREXECLERE,

REBRE

config t
system
host-name



system-ip

site-id

organization-name

vbond

commit

~
SERMRRAEAURLA I vBondititl , BIRIEVPN OF B B BDNSHE S 35 IPit it 5

B8 4R T LAURR AT X e b 41t

EREO(VPN 0)EL &

FEREHRLATEXLERE , TR AERED  ZEOATSRAR[MERIZRRELIZFE
%,

config t
vpn 0
dns

primary
dns



secondary
interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https

|

no shutdown

|

ip route 0.0.0.0/0

commit

%
 BANSEYNEEFRNEE  WREERFE , WA LUK LE B 7R 102 #6255

NEEERHEEFEATLSSvManageT RN T FIEER |, FFEHIMYEERNTLS. BRiAE
MTE , FTERFISE MK HESEEADTLSE L BFiERE, REBEWER | i ERNIEvSmartH
vManage¥ R E X EMN LR E,

Conf t
security
control
protocol tils
Commit



{4 5 1:3h 37 vManage +%&DR

FREEA

+ 1/vManage(COMPUTE_AND_DATA)
« 11MNE %/ vBond
o 1N Z /N vSmart

SR

1. ERBRALSREB 3 FTE =6

2. KE

3. BLiEvManage Ul, iFP FiRE 5185
4. Config-db& /1R &

5. k&

B, RE

- BREZHICisco SD-WAN Managers: 5l # 5 #1 & % kY Cisco SD-WAN Manager3E 512148 E

o

« WRFTETES IR A Cisco SD-WAN ManagersE 5 #8i= 17 #8 [F §9 B4 AR A o

- WBRFTEES A FE B Cisco SD-WAN Manager3E 4l 8E# ZliX Cisco SD-WAN Validatorfy
B IPH

- BRIEPSRELEHTEZEMCisco SD-WAN Managers=Hil L,

 W{RFTACisco Catalyst SD-WANi% % ( SIEF L&A Cisco SD-WAN Manager ) L HI BT £9#ED
Gk 78

- BREFZEHCisco SD-WAN Manager3=fil LB E —HFNRZIPFM KD , ANEESE
HEHERNEREE,
$ 2 : Bt EvManage Ul, i Mg 25125

E#vManage Ul LR ELE

- —BRSRIPNEERMEIFFEREFIZBBACLIG , BAIFATLAERA MR HZPHURL
https://<vmanage-ip>if[BlvManage#IWebUl, A& vManage¥ KHIVPN 512 IPi#ztt, &



AUERAEEAARENBEESR,
- SMEIEE>REHTHUATSER,
- BLEALRZHMIIEET/vBond URL/IPHELL, BB SvManage™ S BICLISFMHEHE.
« fE£vManage 20.15/20.18% , iX LF & £ SystemZp 7o T 21,

Settings

Settings sy

D The network is out of compliance due 1o licensing, please click here for more actions,

Settings

Settings | system

,. .
Cisco DNA Portal Validator

Managed Cellular Activation - eSIM
Identity Provider Settings Validator and th umber 1o u nect o i

Validator DNS/ IP Address Port

Workic
! " Cloud Credentials
10,400,251 12346 @
i\ '||'|l'|u'u=ﬂd["|'9ﬁ User APl Tokens
Toals

Organization Name

Walidator
o
e Banner
Maintenance Window Cancel
2o
Adrainistraticn Interactive Help

Cross Platform Navigator

Proxy

« RIFEBENCANEE , CARERTIEBZRMNIEBMARI, HATATLLE B3 IED

1. BAWANILZAE BRI — FEEHSD-WANIL B8 2RI CA,



o FFFEIEPH ( TPM/SUDBES ) — EALLIED |, BRASR[ESF LML RWIEPA TEIES
E$E ( TLS/DTLSIESR )

o AIEP (HBWCALE ) — FRAMEIAR |, BRASEABRALN AR ENG
ZBWUEH, EBUETRT | KMELLEFH U CAMIRIES,

0 The netwark is aut of compliance due to licansing, please click here for mora actions.

Settings

Se!lings | Trust and Privacy
Tanancy Mode Hardware WAN Edge Certificate Authorization
Enforce Software Version (ZTP)
Hardware WAN Edge Certificate Authorization involves the process of ensuring that thi
Sofverars Install Thmeout certificates used by the WAN Edge devices are authorized and valid

Security

(®) On Box Certificate{ TPM/SUDI Certificate) Enterprise Certificate (signed by Enterprise CA)
4 Hardware WAN Edge Certificate Authorizatien

Controller Certificate Authorization
WAN Edge Clowd Certificate Authorization
Certificate Revocation List
Wab Sarver Cerfificate
Enterprise Feature Certificate Authorization | Cancal |
Admiinisbraticn User Sessions
DUD MFA Configuration

Password Policy

2. EHIFREREN — RESD-WANIZFIZZHICA.
- BR(#E) — 2EHBEEARRPKIEEWIEF, vManagefE FivManage LB EH & 8E
ik P EIEE B BRRPNPIF |, HIREUEPE B H REERHE L,
- F3) — ZHIBREAHCisco PKIEZMIER, ERAEMPNPIIFFFHEECSR, TiER
SR AE RISD-WANE & 1Y & e fk /= MR Uik 7=
o AARIEH — B %R , BABEARALANSLIERRENBEZNIER, ERI
IR, AT GRS H# il CARARIE S



P The network is out of compdiance due to kcensing, please click here for mare actions

Settings
N, -
ot i settl NgS | Trust and Privacy
orfiguratio
Tenancy Mode Controller Certificate Authorization
il
Analytics Enforce Software Version (ZTP)
authenticated, devices car
Softwars Install Timeout erated from the Clsco
M Control Components | Catalyst
Warkfow + and Pr sco Catalyst SD-WAN Controlier)
an generation for all SD-WAN Control Componants w
a Hardware WAN Edge Certificate Authorization generati o ' Sl !
Touil
Controller Certificate Authorization wcified anly once and is automatically used each
WAN Edge Cloud Certificate Authorization
Certificate Signing by
Cartifionta mesoation it Cisco (Recommended) Maral 'l Enterprise Rool Certificate
o
e Web Server Certificate
alnienance Enterprise Aoat Cartficate Salect a File

Enterprise Feature Certificate Authorization

do I EMADEL
Administration Usar Sessions Bnwl k \l.< MROw
YiAeFwly
_ DUD MFA Configuration
Expic

Password Policy | Cancel |

3. MBS SIS R — BEEMSD — [ E M HEEE ( CSR1000v. C8000v.
vEdgez ) KICA
- Bzh (vManageX# ) — vManageBzi MBI S EHREBCSRATERKHESRF LLZR
EH,
- Fz (DWCA—#FEF ) — EUBRHASEARALND LR ANEEEZNIER, 1%
FBUCIETRT |, AMIE LA B CARRIES,

fFlan |, MRBFAVEABSHCA ( DAERMENN ) |, iHiEFREnterprises



cisco

Catalyst SD-WAN

o Tha network is cut of compliance due to licensing, please click hera for more actions.

Settings
& 5
Seﬂlngs | Trust and Privacy
iguratio
Tonancy Mode WARN Edge Cloud Certificate Authorization
ancy .
|
Aniivion Enforce Software Version (ZTP)
WAMN Edge Cloud Certificate Authorization involves the process of ensuring that the certificates
Software Install Timeout sed by the cloud WAN Edge ces are authorized and valid
Warkfiows it dnd wEdge Clowd
I\I\ Automated (Manager signed) Manual [Enterprise CA - recommended)

4 Hardware WAN Edge Certificate Authorization

To
Controller Certificate Authorization
WAN Edge Cloud Certificate Authorization

A

Certificate Revocation List

=}
Wab Sarver Certificate

Maintenan
’ 5

Enterprise Feature Certificate Authorization Cancal

1. \ J

Admiinisbraticn User Sessions
DUD MFA Configuration
Ewplore

Password Policy

- 1R 220.15/20.18 vManageT R , HESMEIEE>UEB>RFIE M. XFTF20.9/20.12R 4
, Configuration > Devices > Controllers
« JManager/vManage R if...... , AJ5 K Generate CSR.

Ql'_ age ) 8 admin

a Certificates

Configuration
WAMN Edge List Control Components Applications CA Cert

Devices [(3) View Certificate
Ganera R
Warkflows
Sand to Validator Install Cartificate As of: Feb ' Reset RSA
- Opsration Status Cantrolisr Typs Hastname System IP Site I Cartificate Sarial Expiratian Date
aits I
T E
era
L]
Waintenan
E574
o
Administra
Expls
1112 Add Device Generate CSR Upload Certificate Update Validatar

w

« £XCSRE , B LA THCSRABEN RHRRIARNIEB MR ERITER, ETUE

EESRES>RERIPENPRIIESE, MRERER (#E) , MlvManage2 B3
CSREZZIPNPIIF , HEEREEE , 2HIIFHZREE|IvManage L.

- MFEFFI , FELSMEENSD-WANEE Bk~ MELIK, , £AENPNPIIF



FHEBCSR, IEBMPNPIIFAARE , RifivManageR —#B2 W ZEIEH , R LEIEH
HREIEH, MREA6EADigicertMEnterprise Root Certificate , W& AR H R,

FfvBond/iE 8§ MvSmart/#2 #1185 £ M ElvManage

R 220.15/20.18 vManageT & , BESMEIEE> R ZF > A M. X F20.9/20. 12/ |, FiEEF
Configuration > Devices > Controllers

B ¥ AvBond/% iE TR F

« 1£20.12 vManage™ R #Add vBond , £20.15/20.18 vManage = #5Add Validator, R&HF
ITF—1HED |, i AvBondBIVPN O£ %P ( AT MvManageisid) ) o

- MR AW , HMvManageICLIEvBond IPX Hping®i & , WEEEM,

« % AvBond® A &Il

N
AERNEEFAvBondWEE R I Hnetadmind@ I A E 9, &0 L EvBondiICLIH
BifiX—R. MMREENVBondLZEHILEPH , HBEERCSR'H THHIRPERE",

EE  INRvBond N FNATIR R /B Ri&E2 /G , 5K EvBond VPN O AIPREBE R AL
H#IP, MR FEMvManageis[AVPN 0 0O1IP , B LS EFAFERAVPN 02 0K 2 AP it

o



@ = @ QED | A admin

0 The network is out of compliance due to licansing, phease click here for more actions.

Add Validator

A, Devices Validator Management IP Address
WAM Edge List Control Components Unclaimed WAN Edges

Usarmame

Password

Add Validator Add Controller

,
H
i

Conlrolier Type Site Marma Canfig Lockes! Managed By Device S1alus Sy

Generate C5R

No

« £MCSRE , UL THCSRHABRFENEHEERNIEPMENEINEF TR, BAUE
EE>RE>BHSRIEPENPRIFLEE. MRERER (#HE ) , MlvManage2 B3 E
CSREAZIPNPIIF , HRIEBZEE , 2B ELZES|vBond L,

- MREERFI  BFESSMIEMSD-WANESH E Rk = ME LK | /8 ERIPNP &
FFHZECSR, I PMPNPIIFATARE , RiivManageE —Sf 0L EIEH |, RE LEIER
HLREUH, MREAEADigicertFEnterprise Root Certificate , NI5& FAAEREH S5

- MBEHZ/vBonds , BEESEHBENL .

B SEAvSmart/i2 4 88

+ 1£20.12 vManage™ R #FAdd vSmart , £20.15/20.18 vManage™ R iAdd Controller,

s RETF—PEEED , W AvSmartBIVPN O£ 5P , A M\vManagei/ i),

« R RAiFMvManage®ICLIZIvSmart IP |, i&E# A pingt & A&

« W AvSmart NotetI P& , RINFEFEAvSmarttV B B EEHnetadmin B A F 2
o BRI LATEVSmarty CLIFRIEX — K,

« MRITEXNEHBFEATLSKE L SvSmarttViZFiER: , BRFMURENTLS, HEELEE
fEvSmartsFlvManage ¥ SBICLI EH#1TELE

s MRFERNVSmantZHEIIEP , FEERCSR'W TR KA EE Y Yes,



AE  MBRvVvSmartf TNATIRZ/PFXIEZ G , B EvSmart VPN 0ZOIPREEEHEBR AL
HIP , R T EMvManageiFRIVPN 02 01P |, LS BRFAFEAVPN 082 01PN 1Py
ik,

o The network is out of compliance due to licensing, please click hera for more actions

Add Controller

Controller Management |P Address

a Devices
.
Canfiguratan
WAM Edge List Control Components Unclaimed WAN Edges
- Usarname
Control Components (3
e Password
Warkfiows a h Tabla
ay Add Valldator Add Controller
Protocol
Tools Comtrolisr Type Site Hame Hostname Config Locked Managed By Device Status Sy
DTLE
Port

Generate CSR

No

- £ CSRE , BRI LA T FHCSRARIFBE N EHI B EFMIEPMANEN EBHTZE, BAIE
EE>RE>BAFITEPRENPRIFGEE, MRERER (#EF ) , MlvManage2 B34
CSREAEZIPNPIIF , HREIEBZXREFE , 2B EZEEVSmart L,

- MRERFI , FELSMBANSD-WANESH Z5emk S FMELKF, | FHERPNPIFA
FFHZECSR, MEEADigicert MW ARIES |, NEAHBLS R,

« IEBMPNPIIF ARG , RiivManageE —&8 20 ZEIEH , RfF LEUERHLRRIES,

« MREZ/NvSmarts , FEEHBENLE,

1IN

SSERFTELSEG , £ Monitor > Dashboard A A 12 448 419 7] i [



@ Tre retwork s cunt of compiiance dug ta icersing, piease elick hare far mane actians.

Wi
Monitor | & ansites
&
- ' Overview Devices  Applications  Security  Multicloud  Tunnels  Logs olml= @
]
Anaktics Control Components WAN Edges Certificate Status Licensing Rebaot
1 4 L] 3 o o 10 o
Manager Ruachable & Lnreachasie £ Werneg @ rranied Anmignad @ Ursasaigned @ Last 24 hrs
Workdiows
4 Actions ]
Teals
Vi Datails Tunnel Health@ |1 Vi Datails
Reparts Site name Usage (GB] ‘ Tunnel Latency (ms)
L SITE 4 Hub-CBky-2:biz-nternet
[re— - 16
SITE_3 Hub-CBkv-1:puldic-inter.
o
b i Site_2
n |
£ WFa ]
P
] ]
u | ] ||
2 _ — —

- BEMANNESIES  BINENEAT B,

- SMEBBESRE , BARREEAFERTER,

W The retwerk s cut of compilance due ta lcensing, please ek hane for mane actians.

Monitor | & ansites

Overview Devices Applications Security Multiclowd Tunnels Logs | ==t @
ul
Dwvices Ce
Anatytics
Device Group am
Workliows . —
Devices {7} & Export {00
Q
Taa
Ag of: Feb 18, Z02611:28 AW "
Howname Device Madal 5w Mama Sywiem P taaann T Amschsta iy Camaral T oro noc Up Since CPULDsd Memarg utiiy sticn At
- wBamd -] 14 .
Maintananc
viranage L] b [ —
vsmart L] -

£I® 3 : Config-db&2/1XRE

£ % —vManage¥ = £ Yt EEvManage configuration-db& 13 F ik &



W ££ Configuration-DB& 14 :

- EYFEREFEANSD-WANIREREH |, &7 L7 ZvManageflvManage &S #1R B 4 A
BEBIEERD.
« X¥FIhZvManage , ZvManage® 8§ REBEHREENS E.

#iiAconfiguration-db IE EvManage ¥ R L1517,

& 7] LAfEvManage CLI_Ef Frequest nms configuration-db status@ S {TRIE. % HW TR

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

£ A Ltk a5 5 M B #8 ZE BY configuration-db % S vManage 17 S it & configuration-db & 13

request nms configuration-db backup path /opt/data/backup/

TR A T PR

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47¢c383569ec883080f5d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

- MR B FEFHconfiguration-dbEiLE |, iHid T iZ&ZEik.
- NMREFMERBHEEEEIL , #HRTACAIBvManageT S8 ZE ERITFEEFZIL.



« EikMconfiguration-dbEIERFAF & : neodj M : #ig

fFConfiguration-db & 141X & F 5 — NvManage ¥ &

f#£ F SCP*fconfiguration-db# 3 & %l ElvManage#I/home/admin/ B 5.

scpap T i =Bl

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

E k& configuration-db& 7 , B £ EEE B configuration-db X #F. MR BB BEHIBEEZIERERIA
EiE (neodj/password) , EATRIABES b5 B,

E i Econfiguration-db&iiE , i A @5 S request nms configuration-db update-admin-user, £/

RN AP A NMED,

BEE , vManagefI M A BRFESEEFZ 3. B TFtvManage UITE BB RNZEBF A5,

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

Kifa , AT ASE R E configuration-db& 17 :

AT LA A &5 S request nms configuration-db restore path /home/admin/< > & & B 3E E K S F
##IvManage:


mailto:admin@10.66.62.27:/home/admin/

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on Tocalhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on localhost

Loading NMS configuration database on localhost

Starting NMS configuration database on localhost

Waiting for 180s or the instance to start...

NMS configuration database on Tocalhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on Tocalhost

Waiting for 180s for the instance to start...

Successfully restored database

W% & configuration-dbJ& , iE¥4RvManage UITJi5E], #4504 , RAE=EBE UL

BRINEFRUIE , BRRLEEHEFIIR, Bk, BRIUARZGHIABvManage Ul EIFEMMERR
Fit (& B ) R 7E ¥ vManage Ul L,

~
BE . & RWconfiguration-db A @& MFIRENEZ B HISD-WANEESS, EEE>IUEFH>ZEF

éHFF(ZO 9/20.12:Configuration > Certificates > Controllers) , 18 F ZAdministration >
Cluster Managementfy X . BEE|ESFR4P T EMIBR :

F 1\ Send to Validatorfk & Failed to find Vmanage Cluster node for uuid <uuid> , 7
B
o MUIBITHBNMNEFISFIEREZEHSRMHER,

Tj_:bFE%M?EEJiZEﬁ , 1A 77.!7(£Jt|:vManageJ:?‘»*L?TT?EFH"“%'J%%EE:F'B?ifﬁﬁiﬁiiﬂgﬁiﬁﬁﬁo mE
1IE:FJFHA:|:9EM ﬁ ZJ)‘ACL' |_.| _'LIE:E H*%\lu\ﬂTACO

SR 4 BEIRERBIENIHRFIRRN

% & configuration-db/& , FA1HE EE#T K UE R EEBE 1 1Y T B #1125l 88 (vmanage/vsmart/vbond)

~
o EERRETH  MRATEFSARIINEOIPRRBEZOIP, NEEHBRE



vManage, vSmartflvBond#YRgiE#z O AR B8R IR By X 3% £ R FNETCONF RS . BT
FFHIBA X S i O R MDREE & 2T A vBonds AvSmarts B9 XX [&) 31 | B TCP% 0830,

fEvmanage Ul £ , RiConfiguration > Devices > Controllers

- REEMERIRMIN =R , RF K EEdit

« fFip-address ( ##IZHNREip ) B & Hvpn 0 ( BRERED ) ipitiit, WARFBHNHD
, RJa Rifisave
o NRIRIEFEPWFTEFIEFIZRRTHRERE

[E 25 ARE +5 4%

FRIEEFHSEANE , FERA TSR



EFES E B P EICisco SD-WAN ManagerfR$588 £ |, 4T T #84E

WAL TS FRIEP EFHENER FHFTECisco Catalyst SD-WANIZZ R :

https://vmanage-url/dataservice/system/device/sync/rootcertchain

W AL T 5B ¥ Cisco SD-WAN Manager UUID5S Cisco SD-WAN Validator[@ 25 :

https://vmanage-url/dataservice/certificate/syncvbond

i B 2 BT B SD-WAN Managersk B

ERIEPERDZE, FAERREPREFIRIEZRIEERF 2 BMTIRE,

1. T FF Configuration > Certificates > Control Components(20.9/20.12:Configuration >
Certificates > Controllers) #lAdministration > Cluster Management, 7 &LltvManagefy &4
vManage$k B # 2 2 51 #9SD-WAN Managersk B , 270 E MR,

2. FEfE{ATSend to ValidatorgkInvalidateifE 25l , BRERBHFEARNFIISIER, FRKE
https://<vmanage-url>/dataservice/certificate/vsmart/list, £ E BB HFIEETH
B & F 55 MoldSerialNumber, ltiERRIEN, MRFEWREEZE , BFELEHAKRER
TAC:AE{@Send to ValidatorgiInvalidate#B & KX R HIBEHIFK |, ZIEHIBRF R EHBEFIEE,

3. EMEISE>TS , ABITARIENHEVSmant?| RIS, REINEESER  BOKTH
L #9Send to Validator, MR AR HEMFRKIEES , BERF T —MNRNBFAHNSIREE, 2
BIAYSD-WAN Managersk B 247018 7RFailed to find Vmanage Cluster node for uuid <uuid>,
mRvManage uuid 2 B I |, M ERXAfvManage: T EFEH KMo

4. B#HE—SD-WAN Manager B A=/ , REE TInvalidate, FFEF TR TH
#£ 8 7 Success with warning , SEZIHIT :

Invalidating Root Certificate Autority of vManage-

Sending serial number of vManage-

as invalid to all controllers
Failed to push serial 1ist to vManage-

- retry in 30 seconds; Failed to find Vmanage Cluster node for uuid


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

(x3)

Updated serial 1list will be sent to vManage-

when it is reachable
Clearing certificate on vManage-

Successfully invalidated vManage-

ZEMES RAZEIULR, ZBHISD-WAN Manager/5 55 FHECAS M 25 o il B

5. R HE—% BN =R , REB ¥ Hinvalidate, B EITER , SR EES , BB BB,

6. Xt/ ELEIHISD-WAN Managersk B E8 S ER4H15,

7. 2§ Send to Validator, FHI%E R 2 E/LH AN N AR Success , & EFailed to find
Vmanage Cluster node,

152 |F 422 1l 8% SR 3K

—BXXHAEREIRE |, HBEXRHRIERERFEE SN ENIEFMBFDAEEE/Z3) , MMUIGEIRH
vBond/ValidatorflvSmart/Controllersk B k¥ :

« fEvManage Ul L | S BIE & >UF 5 >32 $I4H 4 (20.9/20.12:Configuration > Certificates >
Controllers),

- REIAvBondVSmart MM =N R, Afa K thinvalidate,

¥ #Send to Validator ( £20.9/20.12F X% Z|lvBond ) «» AT MM AE RN,

- SHEIE E>i% %> $40 4 (20.9/20.12:Configuration > Devices > Controllers),

- RE|HvBond/vSmart MM =N R , RAfe KdhDelete.

HI5: SkwE
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44234 37 vManage +# 17 DR

FREEA

. 1/\Manage ( . COMPUTE_AND_DATA )

« 1/ vManage ( DR% A. COMPUTE_AND_DATA)
- 1Mz Z/vBond

o 1M EHZ M vSmart

SR

. FERABRLSRE N FTE=H

K E

. BiivManage Ul, i35 MR Ek 1% 25
. B RDRIEE

. Config-db &3 /1X &

Tk E

o b WON -

FE|1 TRE

- HREZIHICisco SD-WAN Managersk 5l 8 5 %1 &L % kY Cisco SD-WAN ManagersE 5I% 48 E

o

- WBRFTEESN B FE A Cisco SD-WAN ManagersE 45l &8z 17 48 B B9 3R 4 AR A o

- BRFIEESZHIFIFHI Cisco SD-WAN Managers= il #E# Bl3E Cisco SD-WAN Validator#y
EEIPH#L,

- BRIEP B REEH L&KM Cisco SD-WAN Manager3:4l £,

- #4RFTHE Cisco Catalyst SD-WAN1IZ % ( ‘DIEFLEM Cisco SD-WAN Manager ) Lt It £pE8
E’ o

- BWREHLZEMCisco SD-WAN Managerskfl LB E — AW REIPHE KD , ANEESE
HEBHHERNELREE,

H0% 2 : BiEvManage Ul, iEP MR IEHIES



E¥vManage Ul L ELE

—BESBIPNEERMEIFTEREZRHCLIA |, BATB AT USRI R PAURL
https://<vmanage-ip>ii[FlvManagefyWebUl, /A& NvManage¥ S BJVPN 512 IPtbit, &
AUERAEERAFRBNEBRER,

« SMEEE>REATHAUAT SR,

- BEALRZHMRLIEET/vBond URL/IPH#EiL, Bt & SvManageT RHICLIFHEEMNE,
 fE£vManage 20.15/20.18% , iX L Fl &£ System#Fp 7 T 1.

Settings

Settings | syu

rgani zation Name

B The network is cut of compliance

du 1o icensing, please click here for more actions,

Settings
i 4\. - Settings jsysiem
Cisco DNA Pertal Validator
Ana .-: cy Managed Cellular Activation - eSIM

r the DMS name that points to the Validator or the IP address of the Cisco Catalyst SD-WAN

WValidator and the p number to use to connact to it
Identity Provider Settings or and th I

Warkflaws Walidator DMS/ IP Address Port
o Cloud Credentials
10.00.251 12346 e
A ThousamnddEyes User APl Tokens

Organization Name

Rupors

Validator
o
Wairil e ar Banner
Maintenance Window Cancel
o L J
Adrninistraticn Interactive Help
Cross Platform Navigator
Expl

Proxy



« BIFEFRN(CANWEE , CARER TIEBEBMNIEB AN, AT AEB3MEM

1. BHEWANID AP R — B EE 4 SD-WANIL 3% HEF I CA,
o FFFEUEH ( TPM/SUDKREH ) — FERALLED , BREFEHA LMZENITEBATEILES
PE#E ( TLS/DTLSERE )
o DAEP (ADWCALE ) — FRLIKIA |, BAREARALNDLIERME NG
ZBHIEP, EBUIGETRT | MRIE AL FH 0 CARRIES,

@ DL-E‘J D_ admin W

0 Tha netwark is out of compliance due to licansing, please click hare for more actions

Settings

Seﬁings [ Trust and Privacy
Tenancy Mode Hardware WAN Edge Certificate Authaorization
ancy ]
Enforce Software Version [ZTP)
Hardware WAN Edge Certificate Authorization involves the process of ensuring that the
Softwars Instsll Thmeout certificates used by the WAN Edge devices are authorized and val

Security

(®) On Box Certificate TPM/SUDI Certificate) Enterprizse Certificate (signed by Enterprise CA}

- Hardwars WAN Edge Certificate Authorlzathen

Controller Certificate Authorization
WAN Edge Clowd Certificate Authorization
Certificate Revocation List
Web Server Certificate
Enterprise Feature Certificate Authorization | Cancel |
Admiinistration User Sessions
DUD MFA Configuration

Password Policy

2. FRHIBRUE BTN — RESD-WANIZHIBFHICA.
- BR(#E) — BRESFEARRPKIZEMWIEH, vManageff FlvManage £ Fi & #Y & &8
ik P EIE BB BRRPNPITIF |, HIREUEBX B H ZRERHSE L,
- Fzj — #2HIBEEAHCIsco PKIZEMWIER, FABRRPNPIFFZHZEECSR, FiER
S EIME R SD-WANE B & sEfk & R E £k 7
o AMARIEP — BT , BASEARALANDUERRENBEZWIER, TR
TR |, ST LA EHF W CARRIES



P The network is out of compdiance due to kcensing, please click here for mare actions

Settings
N, -
ot i settl NgS | Trust and Privacy
orfiguratio
Tenancy Mode Controller Certificate Authorization
il
Analytics Enforce Software Version (ZTP)
authenticated, devices car
Softwars Install Timeout erated from the Clsco
M Control Components | Catalyst
Warkfow + and Pr sco Catalyst SD-WAN Controlier)
an generation for all SD-WAN Control Componants w
a Hardware WAN Edge Certificate Authorization generati o ' Sl !
Touil
Controller Certificate Authorization wcified anly once and is automatically used each
WAN Edge Cloud Certificate Authorization
Certificate Signing by
Cartifionta mesoation it Cisco (Recommended) Maral 'l Enterprise Rool Certificate
o
e Web Server Certificate
alnienance Enterprise Aoat Cartficate Salect a File

Enterprise Feature Certificate Authorization

do I EMADEL
Administration Usar Sessions Bnwl k \l.< MROw
YiAeFwly
_ DUD MFA Configuration
Expic

Password Policy | Cancel |

3. MBS SIS R — BEEMSD — [ E M HEEE ( CSR1000v. C8000v.
vEdgez ) KICA
- Bzh (vManageX# ) — vManageBzi MBI S EHREBCSRATERKHESRF LLZR
EH,
- Fz (DWCA—#FEF ) — EUBRHASEARALND LR ANEEEZNIER, 1%
FBUCIETRT |, AMIE LA B CARRIES,

fFlan |, MRBFAVEABSHCA ( DAERMENN ) |, iHiEFREnterprises



cisco

Catalyst SD-WAN

o Tha network is cut of compliance due to licensing, please click hera for more actions.

Settings
& 5
Seﬂlngs | Trust and Privacy
iguratio
Tonancy Mode WARN Edge Cloud Certificate Authorization
ancy .
|
Aniivion Enforce Software Version (ZTP)
WAMN Edge Cloud Certificate Authorization involves the process of ensuring that the certificates
Software Install Timeout sed by the cloud WAN Edge ces are authorized and valid
Warkfiows it dnd wEdge Clowd
I\I\ Automated (Manager signed) Manual [Enterprise CA - recommended)

4 Hardware WAN Edge Certificate Authorization

To
Controller Certificate Authorization
WAN Edge Cloud Certificate Authorization

A

Certificate Revocation List

=}
Wab Sarver Certificate

Maintenan
’ 5

Enterprise Feature Certificate Authorization Cancal

1. \ J

Admiinisbraticn User Sessions
DUD MFA Configuration
Ewplore

Password Policy

- 1R 220.15/20.18 vManageT R , HESMEIEE>UEB>RFIE M. XFTF20.9/20.12R 4
, Configuration > Devices > Controllers
« JManager/vManage R if...... , AJ5 K Generate CSR.

Ql'_ age ) 8 admin

a Certificates

Configuration
WAMN Edge List Control Components Applications CA Cert

Devices [(3) View Certificate
Ganera R
Warkflows
Sand to Validator Install Cartificate As of: Feb ' Reset RSA
- Opsration Status Cantrolisr Typs Hastname System IP Site I Cartificate Sarial Expiratian Date
aits I
T E
era
L]
Waintenan
E574
o
Administra
Expls
1112 Add Device Generate CSR Upload Certificate Update Validatar

w

« £XCSRE , B LA THCSRABEN RHRRIARNIEB MR ERITER, ETUE

EESRES>RERIPENPRIIESE, MRERER (#E) , MlvManage2 B3
CSREZZIPNPIIF , HEEREEE , 2HIIFHZREE|IvManage L.

- MFEFFI , FELSMEENSD-WANEE Bk~ MELIK, , £AENPNPIIF



FHEBCSR, IEBMPNPIIFAARE , RifivManageR —#B2 W ZEIEH , R LEIEH
HREIEH, MREA6EADigicertMEnterprise Root Certificate , W& AR H R,

FfvBond/iE 8§ MvSmart/#2 #1185 £ M ElvManage

R 220.15/20.18 vManageT K , BSMEIEE> R Z > HIA M4, XF20.9/20.125x 74
, Configuration > Devices > Controllers

B ¥ AvBond/% iE TR F

S

1£20.12 vManage™ R iiAdd vBond , £20.15/20.18 vManage® R iiAdd Validator, R &4
ITF—1HED |, i AvBondBIVPN O£ %P ( AT MvManageisid) ) o

MR AW , HMvManageBICLIEIVBond IP& Hpingtn & , BEEB M.

# AvBondfy A P 4EIE

AERNEEFAvBondWEE R I Hnetadmind@ I A E 9, &0 L EvBondiICLIH
BifiX—R. MREENVBoNdLZEHILEP , HBEERCSR'HW THIIRFIEER

EE  INRvBond N FNATIR R /B Ri&E2 /G , 5K EvBond VPN O AIPREBE R AL
H#IP, MR FEMvManageis[AVPN 0 0O1IP , B LS EFAFERAVPN 02 0K 2 AP it



@ = @ QED | A admin

0 The network is out of compliance due to licansing, phease click here for more actions.

Add Validator

A, Devices Validator Management IP Address
WAM Edge List Control Components Unclaimed WAN Edges

Usarmame

Password

Add Validator Add Controller

,
H
i

Conlrolier Type Site Marma Canfig Lockes! Managed By Device S1alus Sy

Generate C5R

No

« £MCSRE , UL THCSRHABRFENEHEERNIEPMENEINEF TR, BAUE
EE>RE>BHSRIEPENPRIFLEE. MRERER (#HE ) , MlvManage2 B3 E
CSREAZIPNPIIF , HRIEBZEE , 2B ELZES|vBond L,

- MREERFI  BFESSMIEMSD-WANESH E Rk = ME LK | /8 ERIPNP &
FFHZECSR, I PMPNPIIFATARE , RiivManageE —Sf 0L EIEH |, RE LEIER
HLREUH, MREAEADigicertFEnterprise Root Certificate , NI5& FAAEREH S5

- MBEHZ/vBonds , BEESEHBENL .

B SEAvSmart/i2 4 88

+ 1£20.12 vManage™ R #FAdd vSmart , £20.15/20.18 vManage™ R iAdd Controller,

s RETF—PEEED , W AvSmartBIVPN O£ 5P , A M\vManagei/ i),

« R RAiFMvManage®ICLIZIvSmart IP |, i&E# A pingt & A&

« W AvSmart NotetI P& , RINFEFEAvSmarttV B B EEHnetadmin B A F 2
o BRI LATEVSmarty CLIFRIEX — K,

« MRITEXNEHBFEATLSKE L SvSmarttViZFiER: , BRFMURENTLS, HEELEE
fEvSmartsFlvManage ¥ SBICLI EH#1TELE

s MRFERNVSmantZHEIIEP , FEERCSR'W TR KA EE Y Yes,



AE  MBRvVvSmartf TNATIRZ/PFXIEZ G , B EvSmart VPN 0ZOIPREEEHEBR AL
HIP , R T EMvManageiFRIVPN 02 01P |, LS BRFAFEAVPN 082 01PN 1Py
ik,

o The network is out of compliance due to licensing, please click hera for more actions

Add Controller

Controller Management |P Address

a Devices
.
Canfiguratan
WAM Edge List Control Components Unclaimed WAN Edges
- Usarname
Control Components (3
e Password
Warkfiows a h Tabla
ay Add Valldator Add Controller
Protocol
Tools Comtrolisr Type Site Hame Hostname Config Locked Managed By Device Status Sy
DTLE
Port

Generate CSR

No

- £ CSRE , BRI LA T FHCSRARIFBE N EHI B EFMIEPMANEN EBHTZE, BAIE
EE>RE>BAFITEPRENPRIFGEE, MRERER (#EF ) , MlvManage2 B34
CSREAEZIPNPIIF , HREIEBZXREFE , 2B EZEEVSmart L,

- MRERFI , FELSMBANSD-WANESH Z5emk S FMELKF, | FHERPNPIFA
FFHZECSR, MEEADigicert MW ARIES |, NEAHBLS R,

« IEBMPNPIIF ARG , RiivManageE —&8 20 ZEIEH , RfF LEUERHLRRIES,

« MREZ/NvSmarts , FEEHBENLE,

1IN

SSERFTELSEG , £ Monitor > Dashboard A A 12 448 419 7] i [



@ Tre retwork s cunt of compiiance dug ta icersing, piease elick hare far mane actians.

Wi
Monitor | & ansites
&
- ' Overview Devices  Applications  Security  Multicloud  Tunnels  Logs olml= @
]
Anaktics Control Components WAN Edges Certificate Status Licensing Rebaot
1 4 L] 3 o o 10 o
Manager Ruachable & Lnreachasie £ Werneg @ rranied Anmignad @ Ursasaigned @ Last 24 hrs
Workdiows
4 Actions ]
Teals
Vi Datails Tunnel Health@ |1 Vi Datails
Reparts Site name Usage (GB] ‘ Tunnel Latency (ms)
L SITE 4 Hub-CBky-2:biz-nternet
[re— - 16
SITE_3 Hub-CBkv-1:puldic-inter.
o
b i Site_2
n |
£ WFa ]
P
] ]
u | ] ||
2 _ — —

- BEMANNESIES  BINENEAT B,

- SMEBBESRE , BARREEAFERTER,

W The retwerk s cut of compilance due ta lcensing, please ek hane for mane actians.

Monitor | & ansites

Overview Devices Applications Security Multiclowd Tunnels Logs | ==t @
ul
Dwvices Ce
Anatytics
Device Group am
Workliows . —
Devices {7} & Export {00
Q
Taa
Ag of: Feb 18, Z02611:28 AW "
Howname Device Madal 5w Mama Sywiem P taaann T Amschsta iy Camaral T oro noc Up Since CPULDsd Memarg utiiy sticn At
- wBamd -] 14 .
Maintananc
viranage L] b [ —
vsmart L] -

£I® 3 : Config-db&2/1XRE
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~
AE NEBAREMENIBvManageT R REREREEZGON , FRAREZT RN
RERE L EFMP R R ERBLIBEERD

HWINSBEEHITHRERES S, SMEIFE>TOEREM BWHRIRS I Success B AR Fimport
Pending. Export PendingsiDownload PendingZ & FPIRAS . MBRRAFRKIN , EB K Cisco
TACHBEEREFIRY , ARSAEEFENERE.,

BRAEEREREHBRESTTH. REMERIEREHBIAESETK.

Cisco A . At ra Dhsaster Recovery

Primary Cluster Status [
. Details

BRAENTACUBARKRINBFERERE.

W £ Configuration-DB& 17 :

o FEHFIEEFANSD-WANKIRIERER | B0 LAfEIR L vManageflvManage £ 811X B E £ K
BREHEERD.
« X¥FIhZvManage , iZvManaged 8§ RE BEHRIFEENS E.

#5iAconfiguration-dbIE fEvManage ¥ & LiE1T,

#& T LAfEvManage CLI L frequest nms configuration-db status@ £ # {TIRIEF, #HM TR

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true



Status: running PID:32632 for 1066085s

Native metrics status: ENABLED

Server-load metrics status: ENABLED
vmanage#

{5 A b @5 & M B #8 ZE B configuration-db &S vManage 17 S U & configuration-db & 3

request nms configuration-db backup path /opt/data/backup/

TR H A TR -

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47¢c383569ec88308015d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

- MR B EHconfiguration-dbZiE , Fid FiZEi.
- NMREFMERBHEEEXIL , HHRRATACMIAvManageT SR ZE ERITFEEFZIL.
ERiAB configuration-dbZIER A A : neodjMZS : Z15

fFConfiguration-db & 141X & F 5 — NvManage ¥ &

f#£ F SCP*fconfiguration-db & 3 & %l ElvManage#I/home/admin/ B 5.

scpap i =Bl

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz


mailto:admin@10.66.62.27:/home/admin/

E k& configuration-db& 17 , B % EEE & configuration-db&EE, M RIEH B HIEEFEZIERRIA
ZiE(neodj/password) , FATAI ABKE LS8R,

E g Econfiguration-db&#E , 15 F @5 S request nms configuration-db update-admin-user,
BERENAFBNEB,

BEE , vManagef M A IRFESEEFH 3N, BT LtvManage UITE R EINZEBF iR,

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

KmfE , BATATAHKENRE configuration-db& 3

FAT AT LA A @5 S request nms configuration-db restore path /home/admin/< > Bl EHIEERE
BFrHvManage:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.Tlog file

Successfully saved database to /opt/data/backup/configdb-Tocal-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-Tocal-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on Tocalhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on Tocalhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on Tocalhost

Waiting for 180s for the instance to start...

Successfully restored database



W% & configuration-dbJ& , ¥ 4RvManage UITJi5E], #4504 , RAE=ABE UL,

BRINEFRUIE , BRRLEEHEFIIR, Bk, BRIUARZGHIABvManage Ul LIFEMMERR
Fit & B ) R 7E ¥ vManage Ul L,

~
BE . & RMconfiguration-db A @& MFIRENEZ B HISD-WANEESS, EEE>IEFH>EF

£H 14(20.9/20.12:Configuration > Certificates > Controllers) , {8 R 2Administration >
Cluster Managementfy X 5. B E|ES RSP T EMIBR :

« §\Send to Validatorfk & Failed to find Vmanage Cluster node for uuid <uuid> , 7

B
« MUIETH SN 2HERRIERREBXRUHER.

HLBMETHR B , B tbvManage EHATEMIEFISRIEBRERREZRIEEF, MR
EPRERM , FAMCLIZER —IES ; BBREBTAC,

\|

BFZRSR2AG2FHTRE : M ZKvManage +ETTRDR , HERBINELTHAEER , R
RS A REIRE

BT RDR

FREM

« BREABEVPN(VPN 0) L@ IHTTPS A LAV B £ S MBI T =,
- #{RCisco vManage X7 R M3 By 17 Riz21THHEHI Cisco vManagehR 2%,
VPN OBy AN EE B4 O

1. W FEHFHNEMvManageEHl , BRATVPN O (&% ) MIVPN 512 ( B8 ) QN |, &F
BEE=EO (EBEER).

2. WEOATFERANNVManage RSB 2 AN EESMES.

3. WEOMMED N Gbps , HEIERER4ZWREE, BiUFEAH10 GbpsiEO,

4. M MvManageT S A MEEB B IZEOMEERE . TieRF2ENBUERBET E3IEKH.



- WREMNCisco vManageT" R LB AFMERS ( MAKRFEE. BEREE. HERSSE. 0

HWRFSB|NEUBEE ) .

EXENHBBER LD AKFIEEFE , SEERvBondHiAZ, BRDHEXLEHEFEH O
I # Cisco vManage 7 S Al LATA [A]iX Le 2 HBF . #2585 iE# F E Cisco vManage T Ko
WRER (XE ) MBA (4B ) Cisco vManageT R & B EiREEE#HRTT, Fl0 , AR
RERFB|EEAR , FEZEERETFERMMNEREZ,

- WRE/3 ACisco vManage HTTP/HTTPSRER K25 , BNEZH, IR ZHARERS S

, Cisco vManage2 =B EIPH#but 2 37 R¥E S B(E , BIfECisco vManaget A £ 8+
\Pih it ATE$E A B, AT BATE R MR & E M 52 54 /5 E#7 /8 A Cisco vManage HTTP/HTTPS
BRR%ES.

- EFHRRMEREEMIE 2 , FHEZEECisco vManageT = LB Tools -~ Rediscover

BE

Network®E O , HE# &I Cisco vBond Orchestrator,

BEE N RMEME T LM FTAEvManage T SIICLIELE

EREMEFM 2 BT , vManage RIRELE W T PR

config t
system
host-name

system-ip

site-id

organization-name

vbond



commit

ERWMRBEANERURLER N vBonditb it |, i#ERFEVPN OFL & # Ee B DNS AR S5 25 Pt 41k 5
T8 4R T LAURR AT X e 3 41t

o

EfAXERERSEAGEED , ZEORATSRHFNZHBENERI D B IRGERE

config t
vpn 0
dns
primary
dns
secondary

interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https

!

no shutdown

|

ip route 0.0.0.0/0



commit

ZEEEEVPN 512 management interface LA /8 FA XS #2485 0t SN B 17 18],

Conf t

vpn 512
interface eth0
ip address

no shutdown
|

ip route 0.0.0.0/0

|
commit

#£DR vManage F Bl BRSSO

fEvManageT R LB ERFEO, EOATFDREE ,

conf t
interface eth2
ip address



no shutdown
commit

¥4 EvManage DR vManage LRI BRSO AERRIIPF X

E#HvManage Ul LI ELE

s EFFERFIZEFMCLIEARMEESSE , B0 LA A K25 FAYURL hitps://<vmanage-ip>ii 7]
vManagefIWebUl, & vManageT SBIVPN 512 IPiutit, BRI IEREERAF B M
BRIEEF,

- SMEEE>EBHTRATESR,

- BEALREM, B ESvManageT RICLIFHEMNE,

 f£vManage 20.15/20.18% , iX Ll E £ System#F 7 T =1

#£DR vManage £ ZE&iE $

#4240 9T Combination 285 T 4R VP BR : ML vManage +# 7 RDR#2% : B EvManage Ul,
WEHMAREZERE , WERMEREvManage L ZRIEH.

AN D0 R BB

- At , B EFvManage.

- RifivManageZx B AN =ARHATEAFBENEBRE , M EIAdministration — Cluster
ManagementH {5 R IME ORI IPHE, B EEVNE — NI ARBAS | fltn , =
FDR vmanage £ #dradmin,



Edit Manager

VManageE L ER G EFH B3
f£Primary vManage/@ 315 , $#iZlAdministration — Disaster Recovery, R ifi“EERMENRE

EREHEOF | EEEXEMHEBIvManage i 415 ..
EiERWIPH#iE B AN EF O (eth2) B IPH i,

FEE XA Znetadmin A F (dradmin)WEIE , F BEEREDREFBSEIXLEIE, TTAFEH M
AT RERE B vManage At A P ERE. FBAIEEFERvManageA it i F Enetadmind #Y
—o. HATRFEAEERERE,

- EERER, BH T —F

EEEvBond#ZHIZR1F HE R

vBond#2 I 88 240 1E 35 7E #Y 1P 1t 31t 7 3BT NetconfEIik,

EAUE A B~ netadmin A F (dradmin)WEE , H# HEEEDREFAESEIUX LI,

At , BivBond EAME Ebdadmin B , REE T LAERAERE G AP % vBond,



Manage Disaster Recovery

. Connec thity . vBond
info info

o - user

s ik
_ i - R—

m l J :

- EERERE , BHT-F%
- EMRERAT , EEFI, BH T

Manage Disaster Recovery

@ Connectivity @ vBono o Recovery
Info Info Mode

arv M

Manual Automanon




EEFITRF , REEFER . SXEFRREE , ZHIEH 2N EvManageE HIE B
vManage. &/ AEEEN 155 .

Manage Disaster Recovery

. C- A 'lut' . vBong . R e . nlq;l e
info nfo Mooe Schedule
t Time 3.00 - AM .
Replcaton In 15 mins =

wEE , AL L “Save’,
DRIFMIMEF 1. KifirefreshiZEFHRIFTRESMNEE AR, I ETEEEE20-307 %,

- C A Notsecure | g femanage- 1/% app/de tatus Tactivity mclisasten re ory_regeiraboni 3CSC 15 10-BE75-4909- 2340 0ol TBCT 1154 = o
= CiscovM
(esaster Recovery Hagistration Initiated By: admin Fromz 10.61.76.160

- #H3EE |, vManage GUITE L B RBHREF B3

g , HME BISuccessihAo

di



= Cisco 1

Kk

SMBEE-TERE , AEFRERERS AR EIRE FIBIENEEL

SR 5 EFIER BRI UEM B2 HI85 R

W% & configuration-db/g , 155 E E #7% UE 3R KB & A §Y T A #T#2 #1288 (vmanage/vsmart/vbond)

~
EEXREST  MRATEFSHRINEOPEREZOP, IEEBRE

vManage. vSmartflvBond#RZi&E#E O AR B 270 RV BL A 3% E SR FNETCONFRRSS . E4T
FF 89 BR At O 2 MDRE# £ 2 Fr & vBonds AlvSmarts £ XX [ # B TCP % M 830,



f£vmanage Ul L , KConfiguration > Devices > Controllers

« REBNMEFRMIN=AR , RE K/ EEdt

« Ffip-address ( #Z#|2FH R Sip ) B# Ntransport vpn 0 ( BREIED ) iptbit, WMABRFBNER
B, Riedsave
o NIRRT IEFISFRITHEERE

CEZ L

FRBEEIRANG , BERATSR

EF R EB PR EMICisco SD-WAN ManagerfR$525 £ |, HUITLLTIRE -

WAL TS FRIEP EHIENERFHFTECisco Catalyst SD-WANIZZ R :

https://vmanage-url/dataservice/system/device/sync/rootcertchain

# A LL T @ ¥FCisco SD-WAN Manager UUID&Cisco SD-WAN Validator[E 2 :

https://vmanage-url/dataservice/certificate/syncvbond

il B =z BT B9 SD-WAN Managersk B

ERIEPERDZE, EAEHRLELREFIRIEZRIEERF 2 BMTIRE,


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

1. T FF Configuration > Certificates > Control Components(20.9/20.12:Configuration >
Certificates > Controllers) #lAdministration > Cluster Management, 7 =ZltvManagefy &4
vManage#k B 82 2 BIRISD-WAN Managersc B , LU EM R, B2EEE>REMRERE
TR E vManage i Mo  thAL X il x5k B configuration-db#& 3 /R KYvManage% H .

2. E{EfAISend to Validator=kInvalidatel® fE 2 5l , BFRERBFEEA RN FISiER., K E
https://<vmanage-url>/dataservice/certificate/vsmart/list, £ BB FEEHEFYBEETH
B & F 55 /oldSerialNumber, It ER RiEMN, MREELERE | EELEHBERER
TAC:{EfiISend to ValidatorsiInvalidate#f & KA R FIZFFI R |, ZIEHIF TR EZHEHIERE,

3. EMBIEIES>ES AR ARIENHEIEVSmantFIRES, XRENEEFSLER  BORTL
4-#Send to Validator, MR RIHEAFKIAES , BEF T —MRNEFEINIIREE, 2
BIAYSD-WAN Managersk B #4J1E 7RFailed to find Vmanage Cluster node for uuid <uuid>,
nRvManage uuid 2 B h i |, M ERXAfvManage: T EFEH K.

4. BEHHE—NSD-WAN Managerk B AN =12 , REE Tinvalidate, EFES TR, T
£ R Success with warning , EZT :

Invalidating Root Certificate Autority of vManage-

Sending serial number of vManage-

as invalid to all controllers
Failed to push serial 1list to vManage-

- retry in 30 seconds; Failed to find Vmanage Cluster node for uuid

(x3)

Updated serial 1list will be sent to vManage-

when it 1is reachable
Clearing certificate on vManage-

Successfully invalidated vManage-



ZEMES RAZEIULR, ZBHISD-WAN Manager/5 55 FHECAS M 25 o il B

5. BRI —%BN=41R , REBXEEInvalidate, EXEITR , REESE , 5B HHIER,
6. Xt/ ELEIHISD-WAN Managersk B E8 S ER4H15,

7. B #Send to Validator, FiHi%E R 2E /L AN T NKE A R Success , & BFailed to find
Vmanage Cluster node,

152 |5 422 1l 85 SR 3K

—BXXHAEREIRE |, HBAXRHRIERERFELGMNIEFHENIEFMBFDAEE /3 , MMUIEEIHE
vBond/ValidatorflvSmart/Controllersk B k¥ :

« fEvManage Ul L | S BIE & >iF 5 >32 $I40 4 (20.9/20.12:Configuration > Certificates >
Controllers),

« RifIHvBond/vSmartGMIMI =1 R, ARF R iEInvalidate,

¥ #Send to Validator ( #£20.9/20.12F X% Z|lvBond ) « AR MM AE RN,
o SEIE E>i% %> 5404 (20.9/20.12:Configuration > Devices > Controllers),
- RE|HvBond/vSmart MM =N R , RAfe KdhDelete.

S 6 ke

o
AR SRR ERE RS , CERTHAREAS.

¢H 4 3:vManage Cluster +%&DR
FrEEsEf

« 3/\vManage ( 37T 2 %8 , FTECOMPUTE_AND_DATA ) s6-/vManage ( 3%
COMPUTE_AND_DATA + 31MN#E )

« 1MN= % vBond

s 1N Z A vSmart



SIR:

1. ERBRLSREHPIE LA
2. RE

3.

EliEvManage Ul, iE$MARE % 25

4. 9B vManage5£ &

5.

Config-db& 3/ &

6. Ik E

HIR

1: fiReE

#4RE B HI Cisco SD-WAN Managers: 5l 3 53 & & Cisco SD-WAN Manager3< I £ 48 [F

o

« WRFTAEESSSHIME B Cisco SD-WAN ManagerS: 45l #83= 17 48 B B9 B4 AR A o

- WBRFTEESSSHIFE B Cisco SD-WAN Managers: 4l 8E# 23k Cisco SD-WAN Validatorfy

EEIPHb it

- BRIEP EREEFHLEMCisco SD-WAN Managers=4l £,

- ¥#4RFTHE Cisco Catalyst SD-WANIR % ( ‘DIEFLEM Cisco SD-WAN Manager ) Lt It £pEB

|E.|’o

HRTEFT L E M Cisco SD-WAN Managers= 65l EEliE —AFHHREIPRIE KD , FANEESE
HEFHERNELRRE.,

H% 2 : fiEvManage Ul, iEPMREIEHIES

E#HvManage Ul LI ELE

—BERSRIPNEEFNBFAEREIZIROCLIF , R AIERX KR PHURL
https://<vmanage-ip>if [AlvManage®WebUl, {£H&\vManageT [lIVPN 512 IPibiit, &
AUERAEERAFENEBER,

- SMEIEE>REHATHUAT SR,
- BLEALBHMEILET/vBond URL/IPHEiL, ElESvManage¥ S BICLIFMHEHE.
 fE£vManage 20.15/20.18% , iX LFl &£ System#F 7 T 1.



Settings

Settings | sy

0 The network is out of compliance due 1o licensing, please click here for more actions,

Settings
Settings  system
Claco DMA Poral Validator
Managed Cellular Activation - eSIM

tor and the Bort ALMber 1o Lsa 1o conhact 1o it
Identity Provider Settings ar and th el . d d

Validator DNS/! IP Address Port

Enter the Cisco Catalyst SD-WAR
Warkflaws o
Cloud Credentials
100,251 12346 =
d\ ThousandEyes User APl Tokens
Todls

Rupors

« BIFEBRN(CAWEE , CAREA TIERERMNIEBRARIL, RAATAEB3MLD

1. BHWANIL G B 2 — #EE 4 SD-WANIL 3 HBEH CA,.
o JFFEIEPH ( TPM/SUDNES ) — FERALLED |, BRAR[ESF LML RWIES A TEMZES
HEHE ( TLS/DTLSERE )
« DAEP ( ADWCAKE ) — FALLIETA |, BEASFEARALNDWIEBME NG
ZBWIEH, EBIETAT | HRIE AT H W CARIES,



P The network is out of compliance due to licansing, phease elick hers for more actions

Mesnitar

Settings

a

Tenancy Mode

i
Amadyties Enfores Software Version (ZTP)

Software Install T

a4 Hardware WAN Edge Certificate Authorization
Controller Cartificate Authorization

WAN Edge Cloud Certificate Authorization

Certificate Revocation List

Wab Sarver Cartificate

Enterprise Feature Certificate Authorization

&o

Administration

User Sessions

DUD MFA Configuration

Explore
Password Policy

Settings j

Hardware WAN Edge Certificate Authorization

» Autharization involve:

re WAN Edge Ce

certifi are authorized and valid

es used by the WAP

Security

(®) On Box Certificate|TPM/SUDI Certificate) Enterprise Certificate (signed by Enterprise CA)

2. FRHIBRUE BN — RESD-WANIZHIZZHICA,
- BR(#HE) — BASFEAERRPKIZEWIEH,. vManageff lvManage £ Fi & #Y & &8

ik = EUE BB BRRPNPITF |, HIREUEPEREH ZREEHIEE L,

- Fzj — BHEEEAHCIsco PKIZEWIER, FARRPNPIIFFZHZEECSR, AiER

S EIMEBSD-WANE &) B 8etk = FE UK,

o DAARUES — B UKD |, AR EAHARNDAWIEPMRANLEZRVIEH, ERIL

IRTURT | SAFE AL BT ol CARYARAEH,

€isca

0@

0 The network is out of compliance due to icensing, please click here for maore actions

Menila

Settings

Tenancy Mode
Enforce Soltware Version (ZTF)

Software Install Timeout

a Hardware WAN Edge Certificate Authorization
Conftroller Certificate Autharization

WAN Edge Cloud Certificate Authorization
Reporis
Certificate Revocation List

[+

Web Server Certificate
Mairtenance

Enterprise Feature Certificate Authorization
4o
Addministraticn User Sessions

= DUD MFA Configuration

Explore
Password Policy

Sel‘tings | Trust and

=y

Controller Certificate Authorization

Certificate Signing by

{Recamm

Manyal ‘g_- Enterprise Rool Certificate

Enterprise Aoat Cortificate Select a File

HAQEL
wOTIXMROw

F
a
-

3

i
P

4




3. BN ESIE B EN — BERLISD — I HMa &K HEE ( CSR1000v, C8000v,
vEdgez ) BICA
- B3 (vManageZ¥® ) — vManage B3l N EIL Z K HBLBECSRAERHSHT LRE
UEFo
o Fo (DU CA—#FEF ) — ELRAREARALNELIERMENHER WIS, &
BURTAT | AT B FEH# A CARWARIE S,

Bign , MRBENEABSHICA ( DAEBMRAN ) |, HEFEEnterprise.

@ The netwark is cut of compliance due to licensing, phease click here for more actions.

Settings
J\ '
. . Seﬂlngs | Trust and Privacy
. Tenancy Mode WAMN Edge Cloud Certificate Authorization
|
Analytics Enforce Software Version (ZTP)

Software Install Timeout

Warkfiaws R vEdge Cloud
II Automated (Manager signed) Manual [Enterprise CA - recommended)
3 Hardware WAN Edge Certificate Authorization

Controdler Certificate Authorization
WAN Edge Cloud Certificate Authorization

Certificate Revocation List

=}
. Wab Sarver Certificate
“tenar
Enterprise Feature Certificate Authorization Cancal
da -
Adminigheation User Sessions
DUD MFA Configuratian
Expls

Password Policy

- W 2E20.15/20.18 vManageT R , BS MBI E>IE B> HIA M4, X3TF20.9/20.120k 4
, Configuration > Devices > Controllers
« FAManager/vManage R ifi...... , RJ5 R ifiGenerate CSR,



v = ® Q@D 8 admin W

Certificates
A
Configurat
'WAMN Edge List Control Components Applications CA Cert
= Jigw CSH
Arualytics
Jevices (3) View Certilicate
¥ ek T Gengrate CSE
Warkfiows
Sand to Validator Install Certificate As of: Feb ' Reset BSA
‘\.
. Oparation Status Cantrolier Type Hastnams System I Site IO Ceortificats Serial Expiration Date
00 iy
Validal : ; ] E F BOSE # ! . o
2o
o
ot
(-]
nistradi
Exp
11.1.2 Add Device Generate CSR Uplcad Certificate Update Validatar

« £CSRE , B THCSRABRFENIEHEERMIERMEANEINEFH TR, BAIUE
EESGESEFSRIEPRNARIFNEE, MRIEFER (#HE) |, MlvManage2 B3
CSREZZIPNPIIF , HEBIEREEE , 2HIITFHEZEE|IvManage L.

« MBREEFI , FEISMBEMSSD-WANEB W FaEtk A MERLK /S | FHERIPNPIIF
FHEECSR, IEBMPNPIIF A A , RiivManageE —ZB0 RIS |, RF L&
HLZEIEH, WMREAEEADigicertFMEnterprise Root Certificate , W& AHERHN S TR,

FfvBond/H ik 85 FMvSmart/#2 #855F At ElvManage

MR =220.15/20.18 vManageT K , HSMEIEE>RE>1EHA M4, XTF20.9/20.12hR 4
, Configuration > Devices > Controllers

B EMvBond/% IR

 7£20.12 vManage™ R #7Add vBond , £20.15/20.18 vManage® = #7Add Validator, R&fF
T —1MHEED |, # AvBondBIVPN O£ % IP ( AT MvManageisid) ) o

- MEAW , HMvManagefICLIEIVBond IP% Hipingfi© , REEE .

. % AvBond® i P&l

N
AERNEEFAvBondWWEE R EIEFHnetadmindB I A 29, &0 EvBondiICLIH
BilIX—R, MREZRHVBoNdZEHILEP , FEEFCSR"W THIIRFEIFRERE



EE  INRvBond L FNATIRZ /B Ri&E2 /G , 5K EvBond VPN O AIPREBE R AL
HIP, MR FEMvManageis[AVPN 0 0OIP , B S EFFERAVPN 02 O FIPi it

0 The network is out of compliance due to licensing, pease click here for more actions.

Add Validator

a Devices Validator Management IP Address

WAM Edge List Control Components Unclaimed WAN Edges

Usermame

Password

Add Validator Add Controller

,
-
3

Controfier Type Fite Hama Config Lockes Maraged By Davice S1atus Sy

Generate CSR

No

« £BCSRE , BRI LT HCSRHBENEHI SR EFRMWIEPMANENHFIITZR, BUUE
EE>RE>EHSFIEPENPRIFLEE. MRERER (#EE ) , MlvManage2 B E
CSREAZFIPNPIIF , ARBUBZXEF , 2EIFHLESIVBond £,

- MRERFI  BESSMEEMSD-WANESB K EREMK F MELKF | FHBERPNPIIA
FHEECSR, IEBMPNPIIF A A , RiivManageE —ZB0 RIS |, RF L&
HEZHRKIEP, WMRFEA6EHDigicertFEnterprise Root Certificate , N5& A BRI Z T

- MREZ/MvBonds , BEEHENSEK.

B EMvSmart/#5 4128

« 7£20.12 vManage™ R iiAdd vSmart , £20.15/20.18 vManaged = diAdd Controller,

s REITHA—PNEED , i AvSmartfyVPN O£ P , AT M\vManageif i8],

« MR AR iFMvManageBICLIZIvSmart IP |, i&E A ping# & A&

i AvSmart NoteHW A FER , RIFEFEAvSmart EE A SR Snetadmin A A P2

o BA[LAFEVSmartfICLIF I IE X — Ko



- MRITEXNEHBEATLSKEY SvSmartty 12 HERE |, HFMIORENTLS, HEELEE
fEvSmartsflvManage ¥ RUYCLI LB 1TELE

« MRFENVSMantZEFIES , HELEMCSR"W FHFIRFEREYes,

S

AR MRBvSmarti TNATIRZ/PhAIEZ G , BREVSmart VPN OZOIPREEHEBR AL
HIP , MR FTEMvManageiFRIVPN 032 01P , FELSEAFEFAVPN 0 OIPH A HIPH
ko

o The network is cut of compliance due to licansing, pease click hare for more actons

Add Controller

Controller Management IP Address

Devices
2,
i
WAM Edge List Control Components Unclaimed WAN Edges
Username
HTPO t
Passwor d
A
Ay
Protocol
Tools Controlier Ty) =] SiteHame ~ Hostname Config Lock el Managed By Device 51 L
s

Generate CSR

M

« £MCSRE , B THCSRABRFENEHEERNIERMEANEINEFH TR, BAUE
EE>EE>EFFIPRNPRIILEE. NRERIR (#E) |, NMlvManage2 B30 fF
CSRLZEZEIPNPIIF , HEIEBZERE , 2EINHZEEvSmart £,

- MBREEFD | FEISMBMEAESD-WANEB R FaEtk A MERLNK S | FHERIPNPIIF
FFHEECSR,

- IEBMPNPIIF A AR , RifivManageR —H 7MW ZRIEH , AR LERIERBHEZRIESR,

- WMERZATEEADigicertMEnterprise Root Certificate , W& A BN LR,

« MREZ/NvSmarts , BESHBNS R,

1IN



SERAMELS IS , /£Monitor > Dashboard & IA AT A 12 $I4R 415 B 15 8]

) Tre retwork s out of compiiance due ta icensing, please elick here for mane actians.

LEE T
Monitor | & ansies
a4
CETEIEY overview D Applications  Security  Multicloud  Tur Logs ol@l= u o
] P
Anshtics Contred Components WAMN Edges Certificate Status Licensing Rebaot
1 1 1 4 ] 3 o o 10 o
=" validatar Cantialiar Manager Huacrabls @ Unreachasis © Warnes et ) Ansmignad § Urasaigned @1 Last 234 hrs
Workdlows |
\ 24 Hours Actions - ]
Teals
Site Health @ View Dutails Tunnel Health@ |1 View Dataits
Reparts Site name Usage (GB] ‘ Tunnel Latency jms)
L SITE_4 Hub-Clky-Zbiz-internet...
4 16
SITE_3 Hub-CBky-1:pulic-inter
o
Adminise Site_2
n |
£ WFa ]
Exphire
] ]
u | n |
¢ _ e T T | S ——— 4
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RESD-WANR#ERE , ESD-WANEE P BvManage £ ##

S

EE :vManagef ## ] LABL B3 \vManage T [ @6 N\vManage¥ & , E4BUR TEMEISD-
WANRHRERE U S E, ESZEMENVvManage£d , HIRBEZEFIEERT R

BERE TEEMNATAvManageT S KICLIE B

FErfBvManageT R LEIE RSB E

» BEEvManageTRNERTT R, WTFINMNTREEH , BARNRN2NERENTR ; TN
REH , BRNERENT Ko
- BERSEE , TR :

config t
system
host-name

system-ip

site-id

organization-name

vbond

commit



ERMRBEANERURLERN vBondith it , iHERFEVPN OFL & # Ee B DNS AR S5 25 Pt 41 5
T8 4R T LAURR AT X e 3 41t

FErfBvManageT R LEl B £ O

FECRAXEREXREAAEED  ZEORTESRASZSNERERREREESE,

config t
vpn 0
dns
primary
dns
secondary

interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https

I

no shutdown

I

ip route 0.0.0.0/0

commit



FEFiBvManageT |/ LB EEEEO

X Ef EVPN 512 management interface LA /8 A X 2 &85 Y AN E IR 15 1) o

Conf t

vpn 512
interface eth0
ip address

no shutdown
|

ip route 0.0.0.0/0

!
Commit

ALAECE -

- BULSENEEHBRNERE , WRELFIHABREFTE , SO IR E R NS =8
s NYBRBABRFEFATLSSVManageT B ZEEHERER | I EFMEERTLS, &R
INERT , FTERFISNERBEEEMERADTLSEL A HIERE, BREANER , KEERNE

vSmartflvManage ™ |/ L X FEH AL &,

Conf t
security
control
protocol tls
commit



FEFTBvManage™ R LB B RS EOD

EfiAvManageT = ( 2B B EMHvManage-1 ) LERERSED, EORATERES , IE
F#YvManageT R Z BRI EE.

conf t
interface eth2
ip address

no shutdown
commit

HRvManageEHPHAMET S LN RS EOERAHEBNIPFN,

BLESHFEIL

BAT AT LA SvManage ™ S AERIH BB EIEREL EvManagef e, BN , RAITUAEEESR
netadmindd —BAOMHFAFER. BEFAFPEENEEN TR

conf t
system
aaa

user

password

group netadmin
commit
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o0 in
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Exp
1112 And Device Generate CSR Upload Certificate Update Validatar
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BERE TEENAMEvManageT BRI S,

HERHEvManagefE &



« FEvManage-189WebUI L , §fnE|Administration > Cluster Management , £vManage-
18 Actions TRE...... , EFEdit,
- RESBRBEEVMEFNERENACEIERTRAG,

~
AR XN TEMMTRER , FIE31MvManage T RELITE+BIEENAE,

« NF6TREE , 3N vManageTT S XATHE+RIBEBENAE , 3 vManageT SR ATEER
ﬂ@lo
« MManager IP#tisit T 5z S |, FREFEVvManageI RFEOIP,

Edit Manager

Hode Personal®

Compute + Data

Manages 1P Addreis 00000
[ 010252

1066.70.30

10.10.25.2

- MARTEAvManage£® ( MNEREIL ) IENAF B NZEE,
o WMBIATR , BAEFTBVManageT R LB EMHRBMEIE , H BEXTIEFAET ORMEEE
B ERA,

)
A ESANEERTOUREBUEASDAVC — R4 BEANELRH — 1

vManageT R ELFRER , TREEH,

R iUpdate,

« ZJG , vManage NMSIRZEF A EFH B3 , UEXRASE100 Lo HATRTTH, fEItH



|8 , vManage#ICLIA 8 & A,

« A LA ElvManage-1 Uljg , S ElAdministration > Cluster Management , #{fRvManagefy
RSFEOIPRBIEIPH#EHE T |, Configure Status is ReadyH EHR T S A,

« YREF-—TNEHPHRS TEERS , HERAERSIAAEME,

o The network is oul of complance due o icensing, please click here for mone sctions

Cluster Management
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faEvManage £ &

« fEvManage-189WebUI £ , §finZlAdministration > Cluster Management , 1£Service
ConfigurationZf 4" ,
« B #HAdd Manager , FFHIM—NEEBEED -



0 The network is out of compliance due 1o licensing, phease elick here for more actions.

Cluster Management

Cenfigurtien Service Configuration  Service Reachability

Hustname B Addres Configure Status

Mode Persana

Ag of: Feb 22, 2026 10:15 AM O

o Astions

vmanage 10667030 Anady

Add Manager

MNode Personady
(®) Compute + Data
e 1o § nodes esch)

Marager IP Adidness

COMPUTE_AND_DATA

ecficab2-027e-4cab-bSal-53T8d2e56911

Nems per pags: 5 - =181 < €

Data

{Up to 105 of nodes)

[ Mansger P Address

Username

[ Usarnami

Password

[ & Password

[ Erabie sD-avc

- BIEEvManage - 2T KEEN RN ACEEERETRAG,

« fEManager IP address T #i AvManage-2f9 R 5##Z 0 1P

- MARFPENED , ZELISRINESRePERANEIEER,

- BASDAVC — RERIEFIRES , BN BRAIAFLAEVManage-1 LERAE

« KEAdd,

- 25 , vManage 1127 K f9vManage NMSIRFEE A E#FH B 3. X FvManage 1#12,UIFE K
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- TELtLHAE , vManage 1F1289CLIA R A A,



- T LA EvManage-1 UG , $fiE|Administration > Cluster Management , B{RH A
vManagef BR$51Z 0 IPES R BRFEIP# 4t T |, Configure Status is Ready , H BT S AR EHEK
AR,

PR BIE — P RS T EEN B2 , HEARFM AN vManageT RINFTE RS HE A 15 E,
MBERMNEKIMEMRS HARENE |, BHER. BEFEST102 4,

& LA fEvManage UG L AT ANES I RPREEF R INHEN RS,

Cluster Management

Service Conliguration Service Reachability

o BEBERENESIIER , MRZESHIEBIESIIRT , WRBZESERTERK.

« BURTHESREEMEESHRE, NRZESRIETFTIESFEXRT , HUHRIEER
B, FBERES R E K,

- RAERIEXERE , TREET -5,

ERFT M RAMBERE 2z , FEERUTILR:

FRIER B a1k ERMEIEEHNvManage T RFTBUILHE TR ¢

« SfnEIMonitor > Overview of vManage Ul , B8R [E¥§ R B T vManageT SV E , ERTFER
MBEEFNT SBETUEE,

« S EAdministration > Cluster Management , F R NvManagef RS2 A IPH R B1E
IP#3it T , Configure Status is Ready B ¥ = & & [E# K Bk,
o YIREIE—TTHA RS TEENED , HBARME MvManageT R FIE RS HE R HE .

. EREERARIT A | ERAHAT ANNVSES BLEHEY , RILE —REER
IR R M UIE B R A,



- REFETHNTLBE , TREFSERKNNE T R HAUIMNFEFIE RS

« A LAfEvManage UIE £ A Task-list T % 12ESH

. EARNMBEFENENT RMWVvManage UL | BRITEEEEMEKMHEE. BiRANERE (RE
fl1fEvManage-1#a A ) .

o MRXLREFFE TvManage-1.L , NFMNE|vManage-14 #vBondsFlvSmarts SA K LA 47
— &, vBond, iEHEZFNAIAdministration > SettingsH B AT BRIE R INEIE B H b
vManage® =2 £,

« WHRvManageTT REEHEZF B,

FRBEREISRANG , BEAA TSR

%P8 4 : Config-db& /1% &

£ % — /N vManage i R L W& vManage configuration-db#& 3 M1k &

)
AR NEBRIEMREN I BvManageH KR ERBEREFRZ O , TRAEZTREL

By R HENR S T T R B SR B E BB & 4D

WINEBEEHTHIERESH, SMBITE>REREN BHRIRSH Success B KA FImport
Pending. Export PendinggiDownload PendingZ & i IRAS . MBIRDS KK , FB R Cisco
TACHBREFIKI) , ARREEEEMS.

BRAEEREREHBRESTK. REMERIEREHBIAES ETEK.

BRARZBTACUBRRNBEERERE.



W ££ Configuration-DB& 14 :

- EHFEREFHASD-WANRIREREF , A A MvManage & & 4 F configuration-db#& 3
- BEEE, BilAEEvManageBFENHEF - 1 ( Blconfiguration-db¥i S % ) L4
configuration-db backup.

« XFIZIvManage , EvManageZX B REBEBIEENS &,

« fEvManage& & |, f Fdr S request nms configuration-db diagnostics# XE configuration-
db ST . ALAE3T RvManage EBNAMET R LETH® R,

. HEOTRERT | FWHRER A T configuration-dbAivManage ¥ | LiZ Tl a5 S LSRR S
TR, SMEEE-EHEEURIEHEASR

- MRBEEFTR , B& T persona COMPUTE_AND_DATAK 5 & IE#£i& 1T configuration-db,

& T LAfEvManage CLI L A& $request nms configuration-db RARIFAEREEE. W H M TR

vmanage# request nms configuration-db status
NMS configuration database
EnabTled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

o EXLT R EHITa Brequest nms configuration-db diagnosticsfg , I T AR
« Bi‘IsLeaderVREETHNFR, RREN , WRAVTRIRAST R, BRITATUMNFK
£ configuration-db& 75

vManage-3# request nms configuration-db diagnostics

NMS configuration database

Checking cluster connectivity for ports 7687,7474 ...

Pinging vManage node 0 on 169.254.1.5:7687,7474...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC

SENT (0.0013s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (0.0022s) Handshake with 169.254.1.5:7474 completed
SENT (1.0024s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (1.0028s) Handshake with 169.254.1.5:7687 completed
SENT (2.0044s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (2.0050s) Handshake with 169.254.1.5:7474 completed
SENT (3.0064s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (3.0072s) Handshake with 169.254.1.5:7687 completed
SENT (4.0083s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (4.0091s) Handshake with 169.254.1.5:7474 completed
SENT (5.0106s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (5.0115s) Handshake with 169.254.1.5:7687 completed
Max rtt: 0.906ms | Min rtt: 0.392ms | Avg rtt: 0.724ms

TCP connection attempts: 6 | Successful connections: 6 | Failed: 0 (0.00%)



Nping done: 1 IP address pinged in 5.01 seconds
Pinging vManage node 1 on 169.254.2.5:7687,7474...

========== SNIP ==========

Connecting to 10.10.10.3...

e i +
| type | row | attributes[row]["value"] |
e i +
| "StoreSizes" | "TotalStoreSize" | 85828934 |
| "PageCache" | "FTush" | 4268666 [
| "PageCache" | "EvictionExceptions" | O [
| "PageCache" | "UsageRatio" | 0.09724264705882353 |
| "PageCache" | "Eviction" | 2068 [
| "PageCache" | "HitRatio" | 1.0 [
| "ID Allocations" | "NumberOfRelationshipIdsInUse" | 2068 [
| "ID Allocations" | "NumberOfPropertyIdsInUse" | 56151 |
| "ID Allocations"” | "NumberOfNodeIdsInUse" | 7561 [
| "ID Allocations" | "NumberOfRelationshipTypeIldsInUse" | 31 |
| "Transactions" | "LastCommittedTxId" | 214273 [
| "Transactions" | "NumberOfOpenTransactions" | 1 [
| "Transactions" | "NumberOfOpenedTransactions" | 441742

| "Transactions" | "PeakNumberOfConcurrentTransactions" | 11 [
| "Transactions" | "NumberOfCommittedTransactions" | 414568 [
| "Causal Cluster" | "IsLeader" | 1 >S>>>>>>>>

| "Causal Cluster" | "MsgProcessDelay" | 0 |
| "Causal Cluster" | "InFlightCacheTotalBytes" | 0 |
e i +

18 rows

ready to start consuming query after 388 ms, results consumed after another 13 ms
Completed

Connecting to 10.10.10.3...

Displaying the Neo4j Cluster Status

o ol
| name | aliases | access | address | role | requestedStatus | currentStatus
o o
| "neo4j" | [] | "read-write" | "169.254.3.5:7687" | "leader" | "onTine" | "onTine"

| "neo4j" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "onTine"

| "neo4j" | [] | "read-write" | "169.254.1.5:7687" | "follower" | "online" | "onTine"

| "system" | [] | "read-write" | "169.254.3.5:7687" | "follower" | "online" | "onTine"

| "system" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "onTine"

| "system" | [] | "read-write" | "169.254.1.5:7687" | "leader" | "onTine" | "onTine"

m o e
6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms
Completed

Total disk space used by configuration-db:

60M

{5 A th @5 5 M B #8 ZE B configuration-db &S vManage 17 U & configuration-db & 3

request nms configuration-db backup path /opt/data/backup/



T A% A PR

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47c383569ec883080f5d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

- MR B EHconfiguration-dbZiE |, 12 FZ&Ei.
o WMPEFMEE EHAIEEFEZIL ,uaH?E%\TACMfﬂﬁvManageﬂﬁ,“\*Aé’"éﬁﬂ BIREEEIL,

«  ERiABconfiguration-dbFIER A B : neodjFZF13 : Fi3

FFConfiguration-db& 13X & £ 5 —>vManage ¥ &

{§£ A SCPFconfiguration-db# 1 & %l ZlvManage#I/home/admin/ B .

scpin & i R Bl

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

E R & configuration-db& 17 , B % EEH Econfiguration-dbE#E. WMNREHE B EIEEZI 2 IA
EiE (neodj/password) , FATAT AR LS8R,

EfiEconfiguration-dbE#E |, {5 A Srequest nms configuration-db update-admin-user, £

IERN AP A NMED,

=3

BEE , vManageWW R RSB/ EEFH B3. BT tbvManage UIFEER BIAZESRAAE,


mailto:admin@10.66.62.27:/home/admin/

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

Rinfa , AT LAGE R & configuration-do& 17 :

A AT LAGE A 85 Srequest nms configuration-db restore path /home/admin/< > B EHFEEIRE
E|FrHIvManage:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on Tocalhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tlocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on Tocalhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on Tocalhost

Waiting for 180s for the instance to start...

Successfully restored database

Y% & configuration-dbJjg , F#RvManage UITT AR, HFA4504% , RE=iRBEUL

RINEFUIE , BERLEKARESIR. Bk, REAKRZaIHIEvManage UI EFENFIERER
B iE B I BR7E #T A vManage Ul L,



% . & FMconfiguration-db A8 & MHIRENZ 3 HISD-WANE 2R, EHE>IE >4
£H 14(20.9/20.12:Configuration > Certificates > Controllers) , 1B @Administration >
Cluster Managementf B 5 . EEITE SRS T HMIRR :

« §\Send to Validatorfk & Failed to find Vmanage Cluster node for uuid <uuid> , 7
B
o« MUBEITHEMEFIRHEPRZEREBSEAMHEB R,

HELSRETTER B , B2 tvManage EATEEHISRE B IREF RSB RIERF, MR
EPRERM , FOMCLIZER —IES ; BRREBTAC,

HUR 5 EFIER BRI UEM B2 HI85 R

\|

% & configuration-db/g , 155 B E #%UE 3R KB A B9 T A 7 #2 #1288 (vmanage/vsmart/vbond)

S
X EXRESY  MRATEFSORIENEOIPERERZOIP , NEERRE

vManage. vSmartflvBond#)k2i& % O A K BERIRIERIBF A& £ RAFNETCONFRRS . E4T
FF 89 BA At i O 2 MDRE# £ 2| Fr & vBonds AlvSmarts B9 XX [ #1 B TCP% M 830,

fEvmanage Ul £ , | fiConfiguration > Devices > Controllers

- RESMEFRMEN=1 R , RF < EEdit




« fHip-address ( 2 #IBFH R Zip ) B Ntransport vpn 0 ( BEEREND ) iptbit, WMABFBMNEHR
B, RERdsave
o NRIREMEPHWAIBEFIEHSR[HITHERERE

[B 25 ARUE P 8

FRERERANE , BTRATIR

EFESEBE P IE{ICisco SD-WAN ManagerfR$85 £ , T TIRME -

WAL T FRIEBSFIENER P HIFTE Cisco Catalyst SD-WANIRZ R

https://vmanage-url/dataservice/system/device/sync/rootcertchain

W ALL T 855 ¥¥ Cisco SD-WAN Manager UUID5&Cisco SD-WAN Validator[E25 :

https://vmanage-url/dataservice/certificate/syncvbond

il B 2 BT 89 SD-WAN Managersk B

ERIEPERD /G, EAESERERREIRIEZEIERERF 2 BT IRE,

1. T FF Configuration > Certificates > Control Components(20.9/20.12:Configuration >
Certificates > Controllers)¥Administration > Cluster Management, BIE>&EHEE h K5I H
& MvManagesk B #82 2 BIRISD-WANE SR H |, LTUFEMIBR.

2. EfE{TSend to ValidatorgfInvalidateifF 25l , BREREFEAHARNFIISTiEFK, KK
https://<vmanage-url>/dataservice/certificate/vsmart/list. {FAIsBETFEEHFISETH
B & F 515 #oldSerialNumber, tRERRIEN ., WREELEXRXE , HELEAKRREN
TAC:{EfiISend to ValidatorsiInvalidateEf & KA R FIBF PR , ZIEHISF R EZHIEEHIERE,

3. SMEBIGESES , AT AREMNHEAVSmantdI RIS, IRENEEFER ; BORT
4 #ISend to Validator, MR KRINHEMRKIEES , BEFT —NERBFHTREEE, =2
BIAYSD-WAN Managersk B 2441 E 7RFailed to find Vmanage Cluster node for uuid <uuid>,
wBRvManage uuidE R II#IE |, N ECRUBEFEMNERNKE | TEFEE LN,

4. BHE—SD-WAN Managerk B AN == , REE TInvalidate, FEFEFTR.
#£ 85 Success with warning , SEFIITF :

Invalidating Root Certificate Autority of vManage-


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

Sending serial number of vManage-

as invalid to all controllers
Failed to push serial 1ist to vManage-

- retry in 30 seconds; Failed to find Vmanage Cluster node for uuid

(x3)

Updated serial 1ist will be sent to vManage-

when it 1is reachable
Clearing certificate on vManage-

Successfully invalidated vManage-

ZEMES RAZEIULR, ZBHISD-WAN Manager/5 55 FHECAS M 25 o il B

5. RHE—% BN =R , REB ¥ Hinvalidate, B EITER , SREES , BB BEMIER,

6. Xt/ ELEIHISD-WAN Managersk B E8 S ER4H15,

7. 2 #Send to Validator, FiHi% R 2 E/LHHAXN N AR Success , & EFailed to find
Vmanage Cluster node,

152 |5 422 1l 85 SR 3K

—BXXHAEREIRE |, HBAXRHRIEREFFEEGMNIEFHENIEFMBFDAEEE/Z 3 , MMUIEEIRE
vBond/ValidatorflvSmart/Controllersk B k¥ :



« fEvManage Ul L , S EIE &> B> #4045 (20.9/20.12:Configuration > Certificates >
Controllers),

- REIHvBondNVSmart MM =R , A K thinvalidate,

« ¥ #Send to Validator ( #£20.9/20.12FF &% F|vBond ) o EXAMABMNMEAE RHKIN,

. SEIE E>1% %> %4 4 (20.9/20.12:Configuration > Devices > Controllers),

- RElHvBond/VSmartEMIN =4 R , A5 K EDelete,

AR B IR ERE RS  CERATHRERELS.

¢H4&4:vManage Cluster +F 31/ % DR

ftARF A BEMWDR — & SD-WAN Managerfk %85 SD-WAN ManagerBfEE S ZF MRS T
R¥FXH,

WA BAEVPN 0 S A XA RHRIFE R, TIREBHER , FARBBLAESMEFRFRE
A, BRBUERN L ; HEERAvManage/ fRBA4TER A& A RZFNARED ZIRITRE,

FHESBIEEHRITERZ M , R ESD-WAN Managers SD-WAN ManagerSE 8 X £ & |, N F3h
/B 3h%& FSD-WAN ManagersSD-WAN Manager&8 , # EH D iRE ZDHIEE.
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3. BN ESIE B EN — BERLISD — I HMa &K HEE ( CSR1000v, C8000v,
vEdgez ) BICA
- B3 (vManageZ¥® ) — vManage B3l N EIL Z K HBLBECSRAERHSHT LRE
UEFo
o Fo (DU CA—#FEF ) — ELRAREARALNELIERMENHER WIS, &
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@ The netwark is cut of compliance due to licensing, phease click here for more actions.
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« FAManager/vManage R ifi...... , RJ5 R ifiGenerate CSR,



v = ® Q@D 8 admin W

Certificates
A
Configurat
'WAMN Edge List Control Components Applications CA Cert
= Jigw CSH
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Jevices (3) View Certilicate
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11.1.2 Add Device Generate CSR Uplcad Certificate Update Validatar

« £CSRE , B THCSRABRFENIEHEERMIERMEANEINEFH TR, BAIUE
EESGESEFSRIEPRNARIFNEE, MRIEFER (#HE) |, MlvManage2 B3
CSREZZIPNPIIF , HEBIEREEE , 2HIITFHEZEE|IvManage L.

« MBREEFI , FEISMBEMSSD-WANEB W FaEtk A MERLK /S | FHERIPNPIIF
FHEECSR, IEBMPNPIIF A A , RiivManageE —ZB0 RIS |, RF L&
HLZEIEH, WMREAEEADigicertFMEnterprise Root Certificate , W& AHERHN S TR,

FfvBond/H ik 85 FMvSmart/#2 #855F At ElvManage

MR =220.15/20.18 vManageT K , HSMEIEE>RE>1EHA M4, XTF20.9/20.12hR 4
, Configuration > Devices > Controllers

B EMvBond/% IR

 7£20.12 vManage™ R #7Add vBond , £20.15/20.18 vManage® = #7Add Validator, R&fF
T —1MHEED |, # AvBondBIVPN O£ % IP ( AT MvManageisid) ) o
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EE  INRvBond L FNATIRZ /B Ri&E2 /G , 5K EvBond VPN O AIPREBE R AL
HIP, MR FEMvManageis[AVPN 0 0OIP , B S EFFERAVPN 02 O FIPi it

0 The network is out of compliance due to licensing, pease click here for more actions.
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o The network is cut of compliance due to licansing, pease click hare for more actons
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RESD-WANR#ERE , ESD-WANEE P BvManage £ ##

S

EE :vManagef ## ] LABL B3 \vManage T [ @6 N\vManage¥ & , E4BUR TEMEISD-
WANZZHRAERE Y I8 R E

B 84 vManage T’ = 1A FT B SD-WAN12 # 85

HEIMITESD-WANEEFH £ 17 SvManage I REFHSD-WANERFIZF P HEN SR , aEB AT
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config t
system
host-name

system-ip

site-id
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vbond



commit

ERWMRBEANERURLER N vBonditb it |, i#ERFEVPN OFL & # Ee B DNS AR S5 25 Pt 41k 5
T8 4R T LAURR AT X e 3 41t

FECAXEREXREAAEED  ZEORTSRASMNERERREREESE,

config t
vpn 0
dns
primary
dns
secondary

interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https

!

no shutdown

|

ip route 0.0.0.0/0



commit

ZEEEEVPN 512 management interface LA /8 FA XS #2485 0t SN B 17 18],

Conf t

vpn 512
interface eth0
ip address

no shutdown
|

ip route 0.0.0.0/0

|
Commit
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Conf t
security
control
protocol tls
commit
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FEYvManage ¥ K2 [ HVE{E.

conf t
interface eth2
ip address

no shutdown
commit
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conf t
system
aaa

user

password

group netadmin
commit
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10 Actions TRiE...... , EFEEdit,
- RESBBEEVMEINERNACGEIERETRAR,
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AR NTFEMMNMTRNER , FiE3 1M vManage T RELITE+BIEENAE,
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- MManager IP#tisit T 5z A |, FREFVvManageIRFEOIP,

- WMAFATEAvManagef® (MNEREIL ) IENAFPBENEB,
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ALEECIE -

FZANEEFPHILEELS AASDAVC — RYFEBREEFH —MvManageT R L FERY
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R iiUpdate,

« 25 , vManage NMSIRFSEFAEH B3 , UEKRASE100 Lo HATA A, EItH
|8 , vManage®ICLI5 R 7] A

« T LA EvManage-1 UIfE , $MiZEAdministration > Cluster Management , #§fRvManagefy
BREZENOIPRBRIEIPH#ENE, Configure Status is ReadyMEERMRT S A€, YIHREF—RE
R ARSS AR S D , HARERAAE RS SRR,

« MRBMNEANEMIRS EAREE , FHEE. BEFEE20F305 &,

f3EvManage £ &

« fEvManage-189WebUI £ , §finZlAdministration > Cluster Management , 1£Service
ConfigurationZf 4" ,
- B FHAdd Manager , FHA—MNREEA :



) The network i out of compliance dud ta Bcensing, please click hare for mare actions.
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| Lisainams

Password

[ S passworg

) enabie SD-avc

« RIFEEVvManage - 2T RiEH N TN ACREBRRT RAR,

« fEManager IP address T #ii AvManage-2Y RS5O 1P

- MARPENER  ZEIEISRNESRoPEANEIEMERE.

- BASDAVC — RERIEFIRES , RN BRMAALAEVManage-1 LEAE
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« A LLiFRlvManage-1 UlJg , $#iZlAdministration > Cluster Management , B8R HE
vManagef BR$51Z 0 IPES R BRFEIP# 4t T |, Configure Status is Ready , H BT S AR EHEK
AR,

PHRER—TEHPHN RS IEL S , FAERFNMvManage T SRNFTE RS A 1A E,
MRBNEXIAFEARS EREE |, FFER. BEFESE1024,

& LA fEvManage UG L AT ANES I RPREEF R INHEN RS,

Service Configuration Service Reachability

o BEBERENESIIR , MRZESHIETBIESIIRT , WRBZESERTERK.

« BURGHESREEMEESHRE, NRZESRIETFTIESFERT , FUHRIEER
B, RS R TE K.

- RAERIEXERE , TREET -5,

BTN T RQMMBIERFH 2 , FEEZERUATILA:

BFRIER B sin k ERMEIERENvManage T SRFTBUILHE TR

- SfnEIMonitor > Overview of vManage Ul , B8R IE¥§ R B T vManageT™ SV E , BRTFE R
MBEEFNT SRBETUEE,

« SHiEAdministration > Cluster Management , F#{RFH NvManagef RS2 A IPH R B1E
IP#s3it T , Configure Status is Ready B ¥ = & & [E# K iR,
s IREIE—TTHHA RS TEEN S , HBERME MvManageT R FIE RS HE A HE .

. EREERSRNT AN | ERBFET SWNVSHESBAERDD | Bkt —BNER
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- REFETHNTLBE , TREFSERKNNE T R HAUIMNFEFIE RS

« A LAfEvManage UIE £ A Task-list T % 12ESH

. EARNMBEFENENT RMWVvManage UL | BRITEEEEMEKMHEE. BiRANERE (RE
fl1fEvManage-1#a A ) .

- MRXEREFFETvManage-1L£ , MiFNEvManage-1# B vBondsFvSmarts LA K& 4H 41
— &, vBond, iEHEZFNAIAdministration > SettingsH B AT BRIE R INEIE B H b
vManage® =2 £,

« WHRvManageTT REEHEZF B,

S 4 mZADRERRE

AEZFADRERIZE

B LAEREIS PN ENSBEREBE Z N vManageE£E | #3BvManageE &, TRSBSHATRH
SEIUFFHLER : Config-db Backup/Restore , 1k & % F & & F M config-db& 175

HI8 5 : Config-db& 3/1IRE

£ % — /M vManage i R L W& vManage configuration-db#& 3 M1k &

W £ Configuration-DB& 14 :

EHHIEEEARSD-WANR#AEREF | AT LA MvManagefE 8 4 B configuration-db & 17 -
- BEEE, BilAEEvManageFENHEF - 1 ( Blconfiguration-db¥i S & ) L4
configuration-db backup.

¥ FIRZvManage , EvManageX & REBHREENS E.

fEvManage&E & s |, A Srequest nms configuration-db diagnostics# iE configuration-

dbM ST R TALAE3T SvManageEHNAMET R LIETHG T

6T S ER T | FWMRER A T configuration-db#yvManage ¥ | LiZ T @ B LRI S
TR, SMETE-EREEURIEERNEA

MREEBRFR , B& T persona COMPUTE_AND_DATAR ¥ & IE £3& {Tconfiguration-db.

&\ LAfEvManage CLI_E A @55 request nms configuration-db RSB E B, #H I TR

vmanage# request nms configuration-db status
NMS configuration database
EnabTled: true



Status: running PID:32632 for 1066085s

Native metrics status: ENABLED

Server-load metrics status: ENABLED
vmanage#

« EXEH S EMITH S request nms configuration-db diagnosticsfg , #HH I TIATR :
- & IsLeader WREERNFER, MRZENT, URATIEAST R , BATTAMF UK
£ configuration-db& 13-

vManage-3# request nms configuration-db diagnostics

NMS configuration database

Checking cluster connectivity for ports 7687,7474 ...

Pinging vManage node 0 on 169.254.1.5:7687,7474...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC

SENT (0.0013s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (0.0022s) Handshake with 169.254.1.5:7474 completed
SENT (1.0024s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (1.0028s) Handshake with 169.254.1.5:7687 completed
SENT (2.0044s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (2.0050s) Handshake with 169.254.1.5:7474 completed
SENT (3.0064s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (3.0072s) Handshake with 169.254.1.5:7687 completed
SENT (4.0083s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (4.0091s) Handshake with 169.254.1.5:7474 completed
SENT (5.0106s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (5.0115s) Handshake with 169.254.1.5:7687 completed
Max rtt: 0.906ms | Min rtt: 0.392ms | Avg rtt: 0.724ms

TCP connection attempts: 6 | Successful connections: 6 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 5.01 seconds
Pinging vManage node 1 on 169.254.2.5:7687,7474...

========== SNIP ==========

Connecting to 10.10.10.3...

o - +
| type | row | attributes[row] ["value"] |
o - +
| "StoreSizes" | "TotalStoreSize" | 85828934 |
| "PageCache" | "Flush" | 4268666 |
| "PageCache" | "EvictionExceptions" | O |
| "PageCache" | "UsageRatio" | 0.09724264705882353 |
| "PageCache" | "Eviction" | 2068 |
| "PageCache" | "HitRatio" | 1.0 |
| "ID Allocations”™ | "NumberOfRelationshipIdsInUse" | 2068 |
| "ID Allocations” | "NumberOfPropertyIdsInUse" | 56151 |
| "ID Allocations" | "NumberOfNodeIdsInUse" | 7561 |
| "ID Allocations” | "NumberOfRelationshipTypeIdsInUse" | 31 |
| "Transactions" | "LastCommittedTxId" | 214273 |
| "Transactions" | "NumberOfOpenTransactions" | 1 |
| "Transactions" | "NumberOfOpenedTransactions" | 441742 |
| "Transactions" | "PeakNumberOfConcurrentTransactions" | 11 |
| "Transactions" | "NumberOfCommittedTransactions" | 414568 |
| "Causal Cluster" | "IslLeader" | 1 S>>>>>>>>

| "Causal Cluster" | "MsgProcessDelay" | O |
| "Causal Cluster" | "InFlightCacheTotalBytes" | O |
o - +

18 rows
ready to start consuming query after 388 ms, results consumed after another 13 ms
Completed



Connecting to 10.10.10.3...
Displaying the Neo4j Cluster Status

o ol
| name | aliases | access | address | role | requestedStatus | currentStatus
o o
| "neo4j" | [] | "read-write" | "169.254.3.5:7687" | "leader" | "onTine" | "online"

| "neo4j" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "neo4j" | [] | "read-write" | "169.254.1.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.3.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.1.5:7687" | "leader" | "onTine" | "online"

m o e
6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms
Completed

Total disk space used by configuration-db:

60M

{5 A th @5 5 M B #8 ZE B configuration-db &S vManage 17 S U & configuration-db & 3

request nms configuration-db backup path /opt/data/backup/

TR H A TR -

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47¢c383569ec88308015d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

« R EFEH#configuration-dbZiE |, Fi2 FZ&EE,

- MEEBTFAMEERBHBBERIL , BHRRTACAIBEvManageT S8 REERFEESIL.

« EikMconfiguration-dbEIERFAF & : neodjMIZHHE : #ig
FfConfiguration-db#& 31k & 2| % — N vManage ¥ &

f#£ F SCP*fconfiguration-db & 3 & %l ElvManage#I/home/admin/ B 5.



scpan 4 R 51

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

E R & configuration-do& 17 , & 5t FE E Bt Econfiguration-dbE#E. MR EHNEERIEEEIL
2 BIAZIE (neodj/password) , FATATLABES L2538,

Efig Econfiguration-do&#E , & A s S request nms configuration-db update-admin-user,

FERTERNAFENEB,
BEE , vManageWI R RSB/ EEFH B3. BT tbvManage UIFEER BIAZE SR AE,

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same of
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

Rinfa , A1 ALK & configuration-db& 17 :

A AT LAE A 85 S request nms configuration-db restore path /home/admin/< > S E B IR E
% & 2 F ¥ vManage:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"


mailto:admin@10.66.62.27:/home/admin/

Stopping NMS application server on Tocalhost
Stopping NMS configuration database on Tocalhost
Reseting NMS configuration database on localhost
Loading NMS configuration database on localhost
Starting NMS configuration database on localhost
Waiting for 180s or the instance to start...

NMS configuration database on Tocalhost has started.
Updating DB with the saved cluster configuration data
Successfully reinserted cluster meta information
Successfully reinserted vmanage root ca information
Starting NMS application server on Tocalhost
Waiting for 180s for the instance to start...
Successfully restored database

% & configuration-dbfg , E#fRvManage UITT A, EFA50% , RE=ERGRUL,

BB FRUIGE , BRALERAHREIIR, Bk, REURZEHIBvManage UILFENMERR
fit & B )z BR7E T vManage Ul L,

~
BE . RBconfiguration-db A B & MNP IRENZ T HSD-WANE SR, A E>IE B>

0 4(20.9/20.12:Configuration > Certificates > Controllers) , {8 R 2Administration >
Cluster Management# 5 R . B EITE5BR6FFELMIBR

« §/ Send to Validatorf & Failed to find Vmanage Cluster node for uuid <uuid> , 3
H
o MUIBITH B MEFIRRIE P RZEH2KWHEBR.

ELSBWOTTHZ B , B vManage L ATEMRSISE PRIESILEERIERF, MR
ERRELW , BOMCLIZER —IEPH ; BREBTAC,

HUR 6 : FRFIER BRI UL B2 HI25 R

\|

% & configuration-db/g , 15 B E #%UE 3R KB A #Y T A ##2 #1288 (vmanage/vsmart/vbond)

S
i ERFEFT , NRATEFSHRINENPEBEROP , NBERRE

vManage. vSmartFlvBond#B%i&E 2 O LA K BR 250 IR K By A 3% £ R IFNETCONFARS . E4T
FF 9B A tE % O = MDREE £ 2| Fr B vBonds AvSmarts 9 XX & #1 1| B9 TC P A 830,

fEvmanage Ul £ , KConfiguration > Devices > Controllers



- RESNMERIRMIN =1 R , RF K EEdit

« Ffip-address ( #Z#|2FH R Sip ) B Ntransport vpn 0 ( BREIED ) iptbit, WARFBHNER
B, Riedsave
o XIRIRERERWFTE T IEFISERITHEERE

[E 25 ARE + 4%

FRBEEIRANG , BERATIR

EFES E B P EICisco SD-WAN ManagerfR$588 £ |, T T R4E

WAL TS FRIEP EFIENERFHFTECisco Catalyst SD-WANIZZF 2 :

https://vmanage-url/dataservice/system/device/sync/rootcertchain

W AL T 5B ¥ Cisco SD-WAN Manager UUID5S Cisco SD-WAN Validator[@ 25 :

https://vmanage-url/dataservice/certificate/syncvbond

il B =z BT B9 SD-WAN Managersk B

ERIEPERD 2, FAERREPREFIRIEFRIEERF 2 BMTIRE,

1. $TFF Configuration > Certificates > Control Components(20.9/20.12:Configuration >


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

Certificates > Controllers)#Administration > Cluster Management, BE>£BEE k5| H
& MvManagesk B #82 2 BIRISD-WANE & H |, LTUFEMIBR.

2. EfE{ASend to ValidatorskInvalidateif{E 25l , BRERSFEARNFIISTIER. FKE
https://<vmanage-url>/dataservice/certificate/vsmart/list. Ik E BB HFIESETH
B & F 55 MoldSerialNumber, ltiERRIEN, MRFEWHEEZE , FELAKRIER
TAC:{EfAISend to ValidatorsiInvalidate#f & KA R FIZFFI R |, ZIEHISBF TR EZHBEHIERE,

3. SMBIL TS |, RARHARENHEVSMantFIRAES, RRENEESER  BORTH
2 #Send to Validator, SR RINHEMRKIEES , BFESF T —NERBIFAIHN I R#EE, 2
BIAYSD-WAN Managersk B 21 &E 7RFailed to find Vmanage Cluster node for uuid <uuid>,
R vManage uuid B II#EE , NI TRUFHENERNAR | TEFEHE XK,

4. 8§ % —SD-WAN Managerk B A=/ R , AEE HInvalidate, EFESTR. Tl
£ R 79 Success with warning , &SI :

Invalidating Root Certificate Autority of vManage-

Sending serial number of vManage-

as invalid to all controllers
Failed to push serial 1list to vManage-

- retry in 30 seconds; Failed to find Vmanage Cluster node for uuid

(x3)

Updated serial 1list will be sent to vManage-

when it 1is reachable
Clearing certificate on vManage-

Successfully invalidated vManage-



ZEMES RAZEIULR, ZBHISD-WAN Manager/5 55 FHECAS M 25 o il B

5. R HE—% BN =R , REB X ¥ Hinvalidate, B EITER , SR EES , BB BB,

6. XI BN ELEIHISD-WAN Managersk B E8 S ER4H15,

7. 2§ Send to Validator, FHI%E R 2 E/LH XN N AR Success , & EFailed to find
Vmanage Cluster node,

152 |5 422 1l 85 SR 3K

—BXXHAEREIRE |, HBEXRHRIERERFEEGMNIEFHENIEFMBFDAEEE/Z3) , MMUIEEIRH
vBond/ValidatorflvSmart/Controllersk B k¥ :

« fEvManage Ul L | S BIE & >iF 5 >32 $I40 4 (20.9/20.12:Configuration > Certificates >
Controllers),

- REIAvBondVSmart MM =N R, Afe K thinvalidate,

¥ #Send to Validator ( #£20.9/20.12F X% Z|lvBond ) « AR MM AE RN,

« SEIE E>i% %> 5404 (20.9/20.12:Configuration > Devices > Controllers),

- REIAvBondNSmart MM =R , RAfe KdhDelete.

SRWTBEEM (HEY)
BREARETHEARSH , BERUSR , HEXERENBERTHERF .

1. #E5E3vManage/BE & L Tconfiguration-db & 4 , FHEFZZFABAHERZH , WE
54 AT : request nms configuration-db restore path /home/admin/<file>.tar.gz. &R IhiE
REIEE.

2. lRE EREZ vManage/5& 8 ( XAHEVPN OO RKXAHEBIR ) ,

3. EEAIRE LS AVPN OO,

4. % show control connectionsFshow control connections-history, R iF 25 A
CRTREJSERFHIE K NMEFHBFABMN TR L ( £ 281HSD-WAN Managersk B
S —inERBRETHaSHIXER ) . EEFHAIA

s EERAREL , SMIBE>R|Z>EHEAH , SEEEPvBondvSmart LR =AM, RS
KREHE. WALRVPNO IPibit, AFENEN , AfeEHESave. F6LZHH
NETCONF/TCPii% H830E R & M.

- ZERSend to ValidatorZ 8] , BRERBFEARNVFIISTIEFK. FKEF
https://<vmanage-url>/dataservice/certificate/vsmart/list ( ERZFAERT ) . FAKEH
THEEEFYISETHB B F5SMoldSerialNumber, Lt ER RN, MREFELLE
%8 , BELHBKRRERTAC,

« ¥ #Send to Validator, KiFEFFIttvManagefR & Success , MBEAREERA— 28R



ENA i hiERE., A ZEEZ I vManage k¥ |, Failed to find Vmanage Cluster node
for uuid <uuid>; X 2FHLE R,
5. TR I B UE B R Ve 2 5T, M BR AT SE B B vManage % B :

o 1EBLE>IE > H14H 4(20.9/20.12:Configuration > Certificates >
Controllers),Administration > Cluster Management® 5 %l tH 89 5 vManage %k B #8 2 LA
HIHISD-WAN Managersk B .

- HIAEN1ESend to Validator{E$ # & /RHFailed to find Vmanage Cluster node for uuid
<uuid>, #RvManage uuidE2 R II#EE , MERBENINKA | FTEFH KRN,

. EENZHEHISD-WAN Managerk B £ , 8= , RiFE HEInvalidate , AEEE
Success with warning. X% dinvalidate; 5k B ¥4 i BR

« B #HSend to Validator, FIHAGRRE/LH #H AN BN A E K Success,

6. HEHPHRE,

Nil

R8Tk E

S
AR MSHAFRRN ERE RS  CEATHEHE4AE.

¢H & 5:vManage Cluster + DRE /G

P& -

« 3856/ \vManage ( T&E& )

« 3561 vManage ( DREZ %% )

« 17MERZ /N vBond ( 2/ F EHER OHMDREFTFEF L )
o INHZANvSmart ( B T EHRTFEH OFDREIEF L )

. FERABRLSRE N FTE =

 fawE

. Bt EvManage Ul, iFP FRE 55125
. ¥§EvManage £ &

 AZ FDRERIRE

. Config-db &3 /1X &

kR E

~No b WON -

FE|1 TRE



- BREZHICisco SD-WAN Managers: 5l # 5 #1 & % kY Cisco SD-WAN Manager3E 512448 E

o

« WRFIAETESSSHIFIF A Cisco SD-WAN ManagersE 5 #8117 #8 [E 89 B AR A o

- WBRFTEESEHIFE B Cisco SD-WAN ManagersE 4l 8E# ZliX Cisco SD-WAN Validatorfy
EEIPH#L,

- BRIEP S REEFLEMCisco SD-WAN Managers=4l k.,

- #4RFTAE Cisco Catalyst SD-WAN1IZ % ( ‘DIEF LM Cisco SD-WAN Manager ) Lt IS £pE8
IE-I’ o

- BREFHREMCisco SD-WAN Managerskfl LELE — AW REIPHLEKID , ANEESE
HEHHEENELREE,

FI 2 : BliEvManage Ul, iE$ FRE 15 525
E#vManage Ul LR ELE

- —BESBIPHNEERMEIFTEERGZRACLIA |, AT AT SRR EEEFAURL
https://<vmanage-ip>if[BlvManagefyWebUl, #H & vManage¥ REIVPN 512 IPi#isit, &
AUERAEEAARENEEESR,

« SMEIEE>REHTHUATSER,

- BLEALRZHMIIEET/vBond URL/IPHEiL, BB SvManage® S BCLISFMHEHE.

* 1EvManage 20.15/20.18H , iX &7 & 7 SystemFB 0 T 21

0

Settings

Settings |



ﬁE} .l:l (g ) 8 admin v

o The network is out of compliance due o licensing, please click here for more actions,

M R
Settings
& .
Settings | system
nliguratio
Validator
Cisco DNA Portal
ul
e Managed Cellular Activation - eSIM
LY paints ta th P i t -ataly L
Identity Provider Settings Idato number to u
e — Walidator DNS/ IP Address Port
Cloud Credentials
100,251 12346 e
a ThousandEyes User APl Tokens
Todils
Organization Name
WValidator
.
Mainienance Banner
Maintenance Window Cancel
1o . J
Adrainigtration Interactive Help
g Cross Platform Navigator
Expic:

Proxy

« RIFEBERN(CANEE , CARER TIEBZRBMNIEBMARN, FATATLAEF B3 ED

1. BAWANIZZAE BRI — FEEHSD-WANIL 38 H2FHICA,
o FFFEUEH ( TPM/SUDREH ) — FEAIED , BREFEF LMZENIERATEILES
SEHE ( TLS/DTLSEHE )
o AIEP (AW CALE ) — FRALETR |, BRESFEABRARN AR EING
ZBWUEH, ERUETRT | HMELLEF U CAMIRIES,

@ The network is out of compliance due to licensing, phease click hers for more actions.

My )
Settings
L ;
Settings | Trust and Privacy
gt
Tenancy Mode Hardware WAN Edge Certificate Authorization
|
Analytics Enforce Software Version (ZTP)
Hardware WAN Edge Ceruficate authorization involves the process of ensuring that the
Softerars install Thmeout certificates used by the WAN Edge devices are authorized and valid
Warkhaws st and Bocuriy
(@) On Box Certificate| TPM/SUDI Cerntificate) Enterprise Certificate (signed by Enterprise CA)
a4 Hardware WAN Edge Certificate Authorization
To
Controdler Certificate Authorization
WAN Edge Cloud Certificate Authorization
B
Certificate Revocation List
Q
Wab Server Certificate
Wainten an
Enterprise Feature Certificate Authorization | Cancal |
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DUD MFA Configuration
Ewplore

Password Policy



2. PRI UE BN — RESD-WANIZHIBZHICA.
- BR(#E) — BB FEHAERRPKIZEMWIEH, vManageff FlvManage £ i & #Y & &8
ik P AEME BB RPNPITF |, HIREUEPEEH ZREREHIZE L.
- Fz) — 2FIREAACisco PKIXARIEH, EAENPNPIIFFHEECSR, FiER
S EIME R SD-WANE B & &Efk & R E £k 7
o AMARIEP — BT , BASFEARALNSLERRENBEZWIER, ER
TR |, ST LA EHFH W CARRIES

n The network is out of compliance due 1o icensing, please click here for more actions

Settings
o .
Settings  Trust and Privacy
igurat
Fanancy Mods Controller Certificate Authorization
Anatytics Enforee Software Version (ZTP)
Signed certificates are used to authenticate devices in the fabric. Once authenticated, devices car
Software Install Timeout establish n S0
Ly = | Cata SD-WAN Manag ed on the S atalyst
Warkflaws Trust and Br SD- Validator, Cisce Manager, al
These se ttings establish how the certification generation for all SD-WAN Control Companents w
J\ Hardware WAN Edge Certificate Authorization y
b done and do not generate the certincates
Towals
Coniroller Ceriificate Authorization The certificate generation method needs to be specified only once and is automatically used sach
i de f
WAN Edge Cloud Certificate Authorization
Certificate Signing by
2 g al C -
A Cisco (Recommianded) Manual ®) Emterprise Rool Certificate
Q
" Web Server Certificate
Bierenan Enterprise Root Cortificate
Enterprise Feature Certificate Authorization
as AIEL
A Buwrw DT MOMROwW
Iministration User Sessions g
DUD MF& Configuration
Exp - "
Password Policy | Cance |

3. M G =IEP TN — BEESD — S Mis &g Hmes ( CSR1000v, C8000v,
vEdgez ) KICA
- B3 (vManage¥® ) —vManage B3I N EIMNL E R HAFLFECSRAERAESRZ LTE
EH,
« F3 (2 UCA—#EF ) — ENRHARCEARALANELIFBMANELEZULS, 1%
RUIEDET , S EH A CARARIEF

Bl , MRHERANEAESHCA (BWIEBTMENM ) |, BiEFEEnterprise,



o Tha network is cut of compliance due to licensing, please click hera for more actions.

Mositar

Settings
2, "
531“"95 | Trust and Privacy
Configuration
Tenancy Mode WAMN Edge Cloud Certificate Authorization
nl
Aniivion Enforce Software Version (ZTP)
Software Install Timeout
-
Warkfiows I wEdge Clowd
#) Auvtomated (Manager signed)
4 Hardware WAN Edge Certificate Authorization
Tools
Controller Certificate Authorization
WAN Edge Cloud Certificate Authorization
Reporis
Certificate Revocation List
=}

Web Server Certificate

Wairtenance

Enterprise Feature Certificate Authorization Cancal

Admiinisbraticn User Sessions

DUD MF& Configuration

Explors
Password Policy

Manual [Enterprise CA

rization involves the p)

-es are authorized and valid

uring that the

certificates

Rcrpsoft Wioed

- MR E20.15/20.18 vManage i & , &S M E BE>IF B>12 A4, 3IF20.9/20.12kF 4

, Configuration > Devices > Controllers

« JManager/vManage R if...... , AJ5 K Generate CSR.

n The network is out of compliance due to licensing, please click here for maore actions.

Menitor

A Certificates

Configuration
WAMN Edge List Control Components Applications CA Cert
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e
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Cartificate Serial

Expiration Date

Sand to Validator Install Certificate
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« £XCSRE , B LA THCSRABIEN R HIBIEFRVERPMRIHNERITER, &
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BE>RE>BHBRIEPRENPRIFLEE. MRERIR (#HE ) |, MlvManage2 B3 E
CSREAZIPNPIIF , HEEBZER , 2ENFHEHRTEE|vManage £,

- MRERFI  BESSMBEMSD-WANEBK EREMK S ME LK S | FHERPNPIIA
FHEEBCSR, IEBMPNPIIF A ARG , RiivManageE —&#870 LIS |, R LEIEP
HLZEUEH, MREEADigicertMEnterprise Root Certificate , N5& AR SR,

FfvBond/RE 25 FvSmart/i2 #I85 E M ElvManage

R 220.15/20.18 vManageT1 R , BSMEIG E>RF>EH A4, 31F20.9/20.12k A
, Configuration > Devices > Controllers

B EMvBond/ 3R F

 7£20.12 vManage™ R #7Add vBond , £20.15/20.18 vManage = diAdd Validator, R&FF
HAF—/1#HED , % AvBond®VPN 0&%IP ( Bf AvManageif[dl ) o

« MR AW , EMvManagelICLIEVBond IPX Hping@i 5 , R EEE M,

« i AvBond® F &I,

AERNEEFAVvBondWEE R ZIEHnetadmind@ I A %9, &AL EvBondiICLIE
BRifX—R. MREENVBoNdZEHILEPE , BEERCSR"H THIIRPIEERR

AE  RvBondL FNATIRZ/BFRIEZ G , B EVvBond VPN 0ZAIPREEHBIR AL
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@ = @ QED | A admin

0 The network is out of compliance due to licansing, phease click here for more actions.

Add Validator

A, Devices Validator Management IP Address
WAM Edge List Control Components Unclaimed WAN Edges

Usarmame

Password

Add Validator Add Controller

,
H
i
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Generate C5R

No

« £MCSRE , UL THCSRHABRFENEHEERNIEPMENEINEF TR, BAUE
EE>RE>BHSRIEPENPRIFLEE. MRERER (#HE ) , MlvManage2 B3 E
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AE  MBRvVvSmartf TNATIRZ/PFXIEZ G , B EvSmart VPN 0ZOIPREEEHEBR AL
HIP , R T EMvManageiFRIVPN 02 01P |, LS BRFAFEAVPN 082 01PN 1Py
ik,

o The network is out of compliance due to licensing, please click hera for more actions
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S

A E vManage5 8t A] LA B3 vManage T KR 6/ vManage™ K , EABUR T EMFISD-
WANZHRAEFE Y U5 S &

B B vManage T K0 AP B SD-WAN#2 %l 25

HEEIMITESD-WANEE 7 £ 17 SvManage I REHSD-WANEZRFIZF P HEN TSR , aEB AT
—AvManage 7 S HISD-WANRIRAERE , AREMREFTE T ER KIS (vBond) FIZ HI8F(vSmart),

B EE T &£ BB vManage T RKICLIELE

s BiEvManageTTRMWERT R, M FINMNTREH , FERRA2NMNERENTR ; T
REH  SEMNEBRENT <o
. EE%%\JLEEE WTRAAR :

config t
system
host-name

system-ip

site-id

organization-name

vbond

commit



ERMRBEANERURLERN vBondith it |, iHERFEVPN OFL & # Ee B DNS AR S5 25 Pt 41k 3¢
T8 4R T LAURR AT X e 3 41t

FECAXEREXREAAEED  ZEORTESRASNERERRERHESE,

config t
vpn 0
dns
primary
dns
secondary

interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https

I

no shutdown

|

ip route 0.0.0.0/0

commit



ZEEEEVPN 512 management interface LA /8 FA XS #2485 0t SN B 1718

Conf t

vpn 512
interface eth0
ip address

no shutdown
|

ip route 0.0.0.0/0

|
Commit

ALEECIE :

- BWAINSZENERFBAEE , MREAFIENBEEFE , BT LONHEERMEFIZRHIZE.
« RYUBAHFEEFEATLSEVManageT REBN TSR HIEZEN |, I HEHMUEBNTLS, 2K
INBERT , FTEEEISSNER RS HFERADTLSE B HIERE, REBEEHNER | MRERNE
vSmartflvManage¥ R E X FER AIIEEE,

Conf t
security
control
protocol tls
commit



ErFrBvManage T R LELB RSSO

EFiBvManage™ & ( BEEEM#vManage-1 ) LEBRSED, WEORATEREE , ANEH
FEvManage K2 B HVE{E

conf t
interface eth2
ip address

no shutdown
commit

H{RvManage S B FHNAAET R LN RS EOEAMEBRNIPFN.

BB SRR

B0 LAE A SvManage T SR EEE U RE EvManagefi s, &N , AT ABE/ER
netadmindd —BLoMFHAFERE, BREFTAFPEENEREELN TR

conf t
system
aaa

user

password

group netadmin
commit



BHRAEE THENFIBvManage TR LEEHBNAFER. NRRIMRAEFRAEELERE N
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FEMBvManageT R L RERZIUEH
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« MManager Pt TR 5IRA |, B{RiEFEvManage® lRF#EOIP,

Edit Manager

Nodi Persona D

Compute + Data

Manager IP Address (11
I 1010.25.2

WLES O30

WA025.2

Password

| & Pagpword

Enable SD-AMC
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« A BAAElvManage-1 Uljg , S E|Administration > Cluster Management , #ffRvManagefy
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faEvManage &£ &
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« B#HAdd Manager , FHII—REEND :
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Add Manager

(@) Compute + Data
{Up 1o 5 nodes each)

Manager [P Address

[ eansger e address

Usermame

) Enabie SD-avc

BIEEvManage - 2T REFHRNERNABEREERETRAR,
fEManager IP address T i AvManage-2fI fR & 0IP
RMARAFENER  ZEUESENESRePEANZEIEMERE.

» FASDAVC — REFREFRES , BABENA T NUEvManage-1 LEAE

« KRiiAdd.
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o BULERENESIIR , MRZESDHIETBIESIERT , WRFZESHREKo
« BUNURTESREEMEESHREE, NRZEFARIETFTIESFRT , FURIER
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- RAERIEXERE , TRESET -5,
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« S EMonitor > Overview of vManage Ul , TR EF R BR T vManageT RV & , BEREFEF
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, FTAXLET SPUIFEBT A,

BREFETHNTRIHRE  TEFEERKWN AT EZAUIFERIAMERS.

&1 LAfEvManage UIG £ BB Task-list T 2 ES

s EARAMBEHNENTRWVvManage UlL | RINEEEEMERKHEE. BIRAXE (WRE
f1fEvManage-1#Ha A ) -
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%I, 4 : Config-db& /K&

£ 5 — M vManageT’ = L EEvManage configuration-db % 13 1k &

A
AR NERARERENINBvManageFHFERERERBEEZ O , FRREZTRL
By R WK S T T I R B SR B B BB EE & 4D

BINEBEEHTHREREE S, SMBEE>THEMEMN BHRIRE I Success B AR Fimport
Pending. Export PendinggDownload PendingZ & iR A, MBIRS KK , FBRKCisco
TACHBREFIKI) , ARREREEREMS.

BAEFREREHBARESTH. REMERIEREHEINMESE TR

E— °
BRAZBTACUBR R NBERERE .

W £ Configuration-DB& 14 :

« EYB]EEMFEANSD-WANRK R AERESF | BT LLMvManage £ & 4 B configuration-db#& 2o
- BEEE, BilAEEvManageFENHEP - 2 ( Blconfiguration-db¥i S & ) L4
configuration-db backup.

« XFIIZvManage , EvManageX B REBHIEENS E.



« fEvManagef & |, £ Hdv S request nms configuration-db diagnostics# XE configuration-
doBS T =, ALAE3T AvManage EBNFIET R LETH® .

. 6T RERT | FWHMARER A T configuration-db#ivManage ¥ |/ LiZ T @ B UAARIRSA S
TR, SMEEES-EHEEURIUEHEEASR :

- MRBEBEFTR , BE T persona COMPUTE_AND_DATA/ 7 R IE f£1& 1T configuration-db,

&\ LAfEvManage CLI_E @5 request nms configuration-db RS IR E B, I TR

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

o TEIXLET I LT Srequest nms configuration-db diagnosticsfg , i HH I AR :
« B IsLeaderWRHETHFHR, MRREAN , UKRATIRAST R , BIATTUMNF UK
£ configuration-db & 15

vManage-3# request nms configuration-db diagnostics

NMS configuration database

Checking cluster connectivity for ports 7687,7474 ...

Pinging vManage node 0 on 169.254.1.5:7687,7474...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC

SENT (0.0013s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (0.0022s) Handshake with 169.254.1.5:7474 completed
SENT (1.0024s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (1.0028s) Handshake with 169.254.1.5:7687 completed
SENT (2.0044s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (2.0050s) Handshake with 169.254.1.5:7474 completed
SENT (3.0064s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (3.0072s) Handshake with 169.254.1.5:7687 completed
SENT (4.0083s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (4.0091s) Handshake with 169.254.1.5:7474 completed
SENT (5.0106s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (5.0115s) Handshake with 169.254.1.5:7687 completed
Max rtt: 0.906ms | Min rtt: 0.392ms | Avg rtt: 0.724ms

TCP connection attempts: 6 | Successful connections: 6 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 5.01 seconds
node 1 on 169.254.2.5:7687,7474...

Pinging vManage

========== SNIP ==========

Connecting to 10.10.10.3...

o - +
| type | row | attributes[row] ["value"] |
o - +
| "StoreSizes" | "TotalStoreSize" | 85828934 |
| "PageCache" | "Flush" | 4268666 |
| "PageCache" | "EvictionExceptions" | 0 |
I I I

"PageCache" "UsageRatio" | 0.09724264705882353



| "PageCache" | "Eviction" | 2068 [
| "PageCache" | "HitRatio" | 1.0 [
| "ID Allocations" | "NumberOfRelationshipIdsInUse" | 2068 [
| "ID Allocations" | "NumberOfPropertyIdsInUse" | 56151 |
| "ID Allocations"” | "NumberOfNodeIdsInUse" | 7561 [
| "ID Allocations" | "NumberOfRelationshipTypeldsInUse" | 31 |
| "Transactions" | "LastCommittedTxId" | 214273 [
| "Transactions" | "NumberOfOpenTransactions" | 1 [
| "Transactions" | "NumberOfOpenedTransactions" | 441742

| "Transactions" | "PeakNumberOfConcurrentTransactions" | 11 [
| "Transactions" | "NumberOfCommittedTransactions" | 414568 [
| "Causal Cluster" | "IsLeader" | 1 >S>>>>>>>>

| "Causal Cluster" | "MsgProcessDelay" | 0 |
| "Causal Cluster" | "InFlightCacheTotalBytes" | 0 |
o +

18 rows

ready to start consuming query after 388 ms, results consumed after another 13 ms
Completed

Connecting to 10.10.10.3...

Displaying the Neo4j Cluster Status

o ol
| name | aliases | access | address | role | requestedStatus | currentStatus
o o
| "neo4j" | [] | "read-write" | "169.254.3.5:7687" | "leader" | "onTine" | "online"

| "neo4j" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "neo4j" | [] | "read-write" | "169.254.1.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.3.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.1.5:7687" | "leader" | "onTine" | "online"

o ol
6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms
Completed

Total disk space used by configuration-db:

60M

{5 A b @5 5 M B #8 ZE B configuration-db &S vManage 17 U & configuration-db & 3

request nms configuration-db backup path /opt/data/backup/

TR A TR -

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db
config-db backup logs are available in /var/log/nms/neo4j-backup.log file



Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47c383569ec883080f5d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

- MR B FEFHconfiguration-dbZiE |, iF1E T iZ&ZEiE.
- MRETMERERFEEEIL , BHRATACMI BvManageT s R ERITFEEZIL.

« BRiABconfiguration-dbFIER A B : neodjFF13 : i3

F#Configuration-db & 13X & | 5 — > vManage T |

{8 A1 SCP*¥¥configuration-db# 3 & #l ElvManage#¥/home/admin/ B &,

scpap = i R Bl

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

E k& configuration-db& 17 , B % EEA & configuration-db&E#E, M RIEH B HIEEFEZIERRIA
EiE (neodj/password) , FAT AT LABES L5 IR,

E g iEconfiguration-dbE#E |, 5 A @ Srequest nms configuration-db update-admin-user. &

ERNAFANMED,

7% , vManagefV R A RS EREEFE3). BT tbvManage UITEE R BIRNEB R A5,

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector


mailto:admin@10.66.62.27:/home/admin/

Successfully restarted NMS application server
Successfully restarted NMS data collection agent
vmanage#

Rinfa , A1 AL R & configuration-db& 17 :

A AT LAGE A 85 Srequest nms configuration-db restore path /home/admin/< > fFE EHIEEFIRE
E|Fr#IvManage:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on Tocalhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on localhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on Tocalhost

Waiting for 180s for the instance to start...

Successfully restored database

¥% & configuration-dbJjg , F#RvManage UITT5E, HEFA4504% , RE=iRBEUL

RINEFRUIE , BRRLEEHREFIIR, Bk, RBIUARZGHIABvManage Ul EIFEMMERR
Fid & B ) R 7E #T A vManage Ul L,

~
% . & FMconfiguration-db A8 & MHIRENEZ 3 ISD-WANE 2R, EHE>IE >4

£H 14(20.9/20.12:Configuration > Certificates > Controllers) , 1B &Administration >
Cluster Managementf B 5 . EEITE S ER6 T HMIRR :

« §1\Send to Validatorfk & Failed to find Vmanage Cluster node for uuid <uuid> , 7
B



« MUIRTHEMEHIEBREP R RIS KM ER.

ELSBWOTTHZ B , B vManage EATEMRSISE P RIESLEERIERF. MR
IERRELW , BOMCLIZER —IEH ; RREBTAC,

HPR 5 FEvManageFFE LS AREME

EEWRE

AN B vManage 3T R B EXNMEBERZITIEE | TEMEHITRERE, EEIBHEL &
FOEMEIE R ANIREIES, MREHEDRIE S EERIFESFIEAIES | NiX itk th HATE EFNEIE L
MAREDR vManage® &£ £ AN,

CiscoB W FM I EMRE Z A BAHEATEK :
« BWREABVPN(VPN 0) LBIHTTPSAIBAiA 8] =47 S MBI T Ko
- BRBEIRE PN BB vSmartiZ #1285 M B BlvBond M ARREEII EIRE.
« #{RCisco vManage X 17 K M % B35 RiZ 1T E A Cisco vManagehR 4%,
- VPN Oy /N EER O ( BRSSO ) o

« WFEFEHTNENvManage=fl , BRATFVPNO (&% ) MIVPN 512 (B8 ) WEOQHN |, & F
BEE=EO (EBEER).

- EOATEHEANNVManage RE B2 BNBEMRES,
o EOMMED N1 Gbps , HAERNAERRER, EiUFEMA10 GbpsiEO,
« W NvManageT S A M BN ENHEEERE . TRERF2EMEBERBETEIEKA,

- E8MvManaged , XMEGUIFFEOEE N EFFED ( Administration > Cluster
Management — /R B S WHAETFZEOIPHbIE, ARMEB ),

- EAWCisco vManage T SEHIER O ZREEREFE , BEKEHR OB XELBRATCPIRO



8443H1830,

- WREMNCisco vManageT" R LB RAMBRS ( MARS . BRERERE. HERSEE.

RS BRMEITHIERE ) .

EXENHBEED O XA REIEE , SFEERvBondthiAE., BRD HEXLEREHOF
HICisco vManage¥7 R Al BAiG [AlX 42 528, #2123 {NE 8 E| F Cisco vManage i K.

BRER (EXE ) MLH (#Bh) Cisco vManage T R & B HtiREEE#H 1T, B0 | BR
B RS IEEARERGERM IR EZ,

- MR B ACisco vManage HTTP/HTTPSKR RS2 , B NEEZR, BESEHITPHTITPSK

BAR 2 | LK Cisco vManage SA SRS 2R HBEE, MEFRZANREIRS S |, Cisco
vManage2Z iR BE R EIPH U E 7 REREEE , BIECisco vManageT 7\ SEEf P 41t 7] (&
BEiF R, &R AT R MR E EM TR /5 E /S A Cisco vManage HTTP/HTTPSHK AR $88

s EFHRREMREEMIEEZH , SMEIECisco vManageT1 & EHTools > Rediscover

BB

Network®E O , HE# &I Cisco vBond Orchestrator,

BxvManage R ERENFME S , FSHLLEE.

RIZRENSD-WANEE R EAREEEH TAIALERS , NEGIEZA N RIMNIT REE,

EHANEE LS M B Administration > Cluster Management , #RIFFFE T R 2BL T RERS.

DC vManage



https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b
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Manage Disaster Recovery

@ Connectivity @ \validator @ Recovery @ Replication
Info Info Mode Schedule

' | 10.105.60.104 o1 Namy adman Fassword | o [+]

EHE  BET—5,

- EMEEXT , EEFY. BHLEAEHFM. £& Next,



Manage Disaster Recovery

©  Connectivity @  validator ®  Recovery
Info Info Mode

Select Recovery Mode

O Meanual () Automation

Rephcation
Schedule



Manage Disaster Recovery

8  Connectivity @ Vakdator 8  Recovery [ ] Replication

Info Info Mode Schodule
12:00 . | AM

15 mins

REE , RFHEEHSave,

« DRIEMIIAETT 8, [RERIFRAUAFIHRIFRSNEE AT, IR TRFE20-307 .



Admnistration - Diasier Recowery

Ehnt aar Mus arwwry Bamgtr atsn

View Logs

A

SMBEE>TERE , AEFRERERS AR LIRE S BBV EE,

Drwsaster Fecovery

a




S
EE  EHTRBEMN , BARRTHREEAD. kI, CTREE/LN AR
R EH.

HUR 6 : FRFIERER I UL (B2 HI25 R

\|

% & configuration-db/g , 155 E E #%UE 3R 4B M A #Y T B ##2 #1288 (vmanage/vsmart/vbond)

S
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vManage. vSmartFlvBond#B%i&E 2 O LA K BR 250 IR R B A 3% £ R IFNETCONFARS . E4T
FF 9B A tE i O = MDREE £ 2| Fr & vBonds AvSmarts 9 XX @ #1 1| B9 TC P A 830,

fEvmanage Ul £ , KConfiguration > Devices > Controllers

- RESNMERFRMIN=AR , RE K/ ETEdt

« fFip-address ( 2=#IZFH R Sip ) B Ntransport vpn 0 ( BEEREND ) iptbiit, WMABFBMNEHR
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FRBEEIRANG , BERATIR

EF RS EB P EMICisco SD-WAN ManagerfRE5 25 £ |, HUITLLTIRME -

BMAU TS FRIEPEFIENERFHFTECisco Catalyst SD-WANIZZ R :

https://vmanage-url/dataservice/system/device/sync/rootcertchain

W AL T 5B ¥ Cisco SD-WAN Manager UUID5 Cisco SD-WAN Validator[@ 25 :

https://vmanage-url/dataservice/certificate/syncvbond

il B =z BT B9 SD-WAN Managersk B

ERIEPERDZE, FAEHRLELREFIRIEZRIEERF 2 BIMITIRE,

1. T FF Configuration > Certificates > Control Components(20.9/20.12:Configuration >
Certificates > Controllers)flAdministration > Cluster Management, BEIE>EHEE R K5IH
&S MvManagesk B 82 2 BIISD-WANE & EH , KT EMBR, BHOEEE
”(Administration)>*R #14k & "(Disaster Recovery) P E RV K MRS ( 5#HBh ) BHEMN
vManage¥ R KM, LA BRK B configuration-db & 13 /R Y vManage %k B .

2. E{EfASend to Validator=kInvalidatelR E 2 8l , FREREBFEARNFISiEFR. XK E
https://<vmanage-url>/dataservice/certificate/vsmart/list. 5B & TEEHFISETH
B & F 55 /oldSerialNumber, Lt ERZRiEMN, MREFELEZE |, EELEHKRER
TAC:{EfiISend to ValidatorsiInvalidate#f & KA R FIZF IR , ZIEHISF TR EHEHIERE,

3. SMEBEESES AT ARENHEREVSMand RIS, IRENEEZER ; HORTH
28 Send to Validator, SR RINHEMRKIEES , BFES T —NENBIFAIHN I R#EE, 2
BIAYSD-WAN Managersk B #1&E 7RFailed to find Vmanage Cluster node for uuid <uuid>,
wBRvManage uuid B II#EE |, NERUHBFEMNINRE | TEFEE LN,

4. BHHE—NSD-WAN Managerk B AW =12 , REE Tinvalidate, EFES TR, T
45 B F Success with warning , JEZII0T :

Invalidating Root Certificate Autority of vManage-

Sending serial number of vManage-

as invalid to all controllers
Failed to push serial 1list to vManage-


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

- retry in 30 seconds; Failed to find Vmanage Cluster node for uuid

(x3)

Updated serial 1ist will be sent to vManage-

when it is reachable
Clearing certificate on vManage-

Successfully invalidated vManage-

ZEMES RAZEIULR, ZBBISD-WAN Manager/5 515 FHECAS M 25 o il B

5. R HE—%BN=ANR , REB X $EHinvalidate, B EITER , SREES , BB BB,

6. Xt/ ELEIHISD-WAN Managersk B E8 S ER4H15,

7. 2§ Send to Validator, FHI% R R E/LHHAXN N AR Success , & EFailed to find
Vmanage Cluster node,
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—BXXHAEREIRE |, HBEXRHRIERERFEEGMNIEFHENIEFMBFDAEEE/Z3) , MMUIEEIRH
vBond/ValidatorflvSmart/Controllersk B k¥ :

« fEvManage Ul L | S BIE & >iF $ >32 HI40 4 (20.9/20.12:Configuration > Certificates >
Controllers),

- REIAvBondNVSmart BN =N R, Afa K thinvalidate,

¥ #Send to Validator ( £20.9/20.12F K% Z|lvBond ) «» AT MM AE RN,

- SEIE E>i% %> %44 (20.9/20.12:Configuration > Devices > Controllers),



« HiF|HvBond/VSmartGMIM =1 R , ARF R EDelete,
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« A FvManageT = :
Configuration-DB(Neo4j)K & :

EFFAvManage ¥ R L T8 $ “request nms configuration-db diagnostics” :
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‘Neodj" MMELERINMT R , INAFEM2NERE, ‘systemEXLHMERINMELT R, 11
51§ T RM2NREEE , BRTXAREMAKERE , RtEINRE Nfalse. MR F N neodjd T34
%B , WRERTHRMNEBFPBHEE. HBKRCisco TACH THEHEER,

2RERBREEMATRINEE

AT QB TRERE.

3. R UE AT

ating contiguration—db admin names",

cessfully wvalidated configuration-db schema®,

4 f A d T “request nms configuration-db diagnostics” W & configuration-db& 3 , R K Ih,

MREZEMF —BFEE R , BB RCisco TACHITHIEHERR.



WE , BITTLLETXEAPIEAANUAIAES ( A TRECOMPUTE+DATAT & ) BivmanageT R
R — NE20. 12 R EERA LET

go to vshell of the vmanage node ( to be done on all vmanages)

curl -u

-H "Content-Type: application/json" -d '"{"statements":[{"statement":"call dbms.cluster.overvi

:7474/db/neo4j/tx/commit | jq -r

curl -u

-H "Content-Type: application/json" -d "{"statements":[{"statement":"show databases"}]}'

:7474/db/neo4dj/tx/commit | jq -r

BRE-INEHPRE-—TnedMIRENAST , HRANREE, BRAAET REEL. NRES
IMTRER (2 =1HR2COMPUTE+DATA ) , neodj RGN NG EHLIRE -1, EAR
= | BYHERRTAC

5.1 /varlloglkern.logF R EFFER#E. NE. I0fEiR,. XEEEFAvManageT R ERE,

6. RNEFNT A ZBZECCHvmanage L AT EE R | BREZS R
MNT AR EHAT SERipiiTvmanage-adminfEfissh , RZFAR , UREZERR T LNHBERSE
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A% WEssh [t FBREEREZSHE]

DR-vManage-1:~# ssh -i /etc/viptela/.ssh/id_dsa -p 830 vmanage-admin@

The authenticity of host '[192.168.50.5]:830 ([192.168.50.5]:830)' can't be established.
ECDSA key fingerprint is SHA256:rSpscoYCVC+yifUMHVTIxtjgmyrZSFg93msFdoSUieQ.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '[192.168.50.5]:830' (ECDSA) to the Tist of known hosts.
viptela 20.9.3.0.31

Password:

WMREHERBWAZD , BTEHRRTAC
ERRTIERRE !

& F F P SD-WAN#Z#|88(vBond, vManage. vSmart):

HEBFHNMAERHESR LTSRS , HFBIAFEEHvManage UUIDHF 353 2 5 IR FEFE B

EUHERS

show orchestrator valid-vsmarts
show orchestrator valid-vmanage-id
vManage/vSmart& % :
show control valid-vsmarts

show control valid-vmanage-id

BEE , show control valid-vsmartsky #i i ‘B #EvSmarts flvManage T Kl Y 7515,



BF¥HEESvManage UIF EEIMN#H TR, SMEIEE>IER>2H8RE 5.

BEBIA :

« Configuration > Certificates > Control Components%l it , f£vManageskBE# , RE
Administration > Cluster Management® fJvManage¥i R, FAHtivManages B 2
configuration-db restore4k &) LA BISD-WAN Managersk B , #471#Z B Reauthentication of
Controllers and invalidation of old controllers5 % /2 B9 i5 BA I BRIX LE 5% B

« https://<vmanage-url>/dataservice/certificate/vsmart/list}% & HoldSerialNumberF 5| 5 & T H
serialNumberfy%BH. SREE , IHFE L TESend to ValidatorZ BIBAR BRI TAC,

 Send to ValidatorE® N ZK , 8 MNKH AR , 3 A& BFailed to find Vmanage Cluster

node,
« ET—MRINTAHFIFRE , Monitor > TasksH BIPush vSmart LisHES R EMNKREAE T
Success,

WRRIAHFAEMBIRRERFENUVID/FSISEEAEMEKE , FERRABNTAC,
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