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Catalyst SD-WANZ Ml EBMEBE EEMABTERR. NANKRSRKE, HPEM—ipERm L
VUF=, BIEPVELSESIEZED ZHE, SD-WANERHFEARTUAAT RN AR EEEBNELE
TEOXERSHEH, AXRBNANBSAEREREEETABHNERT , MEZEHEE L
MEBRNXEEHHARAFREBEEMIESENRE , WP LETHEENRERR. N TR
Y IEXLERBAMEHRIE |, Catalyst SD-WANZR & E K 5E R ERER RS ARRERS S TIRR |, F
RIERE SR

IREREE R — MRS FE AR MUANS , EABEXIRAEFNHED , HOBXNBHERBAL
I Y AR MRS AL (FTTF KA ) . REREFIRITH A #Cisco I0S XE® IP SLATHEER AT H B 54
HR , TR EMIENEE (BFEHTTP, ICMPHIDNS ) , HRESH[BAEFIRESOIRASE et

, ZAER A AR EUE HIRERBIERERE , flNZESEEKBAREHEE. REEFESD-WANF]
SD-Routing@RARFHHFNASEETRET : BEZEBEMIZADIA)RERSE. T2HEBEMMNX

(SIG)IREREE. MRFIRIREE. HANMHAREREE, RIRSFHE,

THRTRERSWENSTAMME  XRLE T AN EASHEDNRERRE/ME, £
®EWRRBESRREENEANEBASR, XPNAT EHRES S REEN T EEARA
AREASIMRASROBARE TAHE , BEHENET Cisco I0S XEQHREREN —HoE
EET,

ANXD T ARinRERRR (45 E T SD-WANHMSD-Routing ) MX RIRERBRAFIRTT R ( A#I0S
XE) , XFHERIRTT RAETE M GE ARG,

HRERRRHYRE
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Tracker Types

! |
I Tracker I
I Trackers Tracker Groups .. l
! Association !
_____ r—-——— - - - ———— e e e e A e - =
o s s s Emmmm=————— o Rl BN, F========= F=—=====-==-= I=-===- :
I
: Gateway Service . ! Endpoint Tracker
]
1 Tracker OS Endpoint Tracker Tracking Insertion/Fabric Object Tracker : Groups
___________'\ ______________________ Sy gy gy ey ———. !
I,’ 1 I ‘I
Tracker Static- 1 :
: Interface Route(only far 1 — Interface Db;(esii;:ra:ker
| Placement service VPN | 1 P
. e ,ttodorotron L t,e—YTm/™ ™™ Ym0 /
e i ielalel knkindeliadainkinkodode shelahele
: Tracker - !
! DiA/Service SIGTunnels | ! [~ IPAddress — sSIG
] & # Fabric
1 Application ! :
______________________________
IP Address URL — DNSName — SIGTunnels
DNS Name SLA Profile — URL — Route
—  TCP/UDP

MEESF , RIS NENXE : BRERSEREK, RERFRFERS, RIERSHENRIREZNA.

F—BINAB %

1. BREREERER | WO RIWRRIRBRENRERIIERRIERZTA, Cisco Catalyst SD-WANXZFHE
—NAFFEASNRES (LENBARNZZ2Y ) |, RERSHN SARSHM/REANDS,
ORIZEHRE, RUIEEKIRBRIREFARI RRERTA,

2. BERESIRERS : o KBMIRTHRERZIMCisco I0S XERRIER S HER . Cisco Catalyst
|IOS-XER B X Ism IR EER -

- BEER
- REERERN

P 44 b R R 28 N P < BR ERTh RE #P A T 12 I BR 4 =X (SD-WAN)E ARSI , MY RIBFREA T EEE
3 (SD-Routing)fE B R 41,

IREREBEME : o RWREBEREFESEMME. Bal, Cisco Catalyst SD-WANZFEE O, BSK
RS L R A IR ER 2]

A GRIRBINI A : RN LBCisco Catalyst SD-WANZIFH S RERARHIMIhae, RARBIERIFONA
FEAZ , BEHPELEEE  BEEEBEMEADIA)., Z£EBRMMK(SIG). LR B%(SSE).
RS HVPNIREREE

BAR & Cisco Catalyst SD-WAN Edge ( 8 AI AFR I cEdgesivEdge ) £ Z/NMEF R BIHB RS /&5



B

VPNHY IR 2R
RERESERNRER EXLE
i



——— —_——
f.-r —-— - — e ———

-
’ k4 Bem——
.f"‘-‘ \-,..
f

>~ Internet/Cloud SaaS
1
/!

Interface-based

Endpoint Tracker g~ L
for SIG/SSE i \
w - \ ;___..-
. === N..\' _'.r{i-___' __.,.f
‘-.______.___..-" ==
n

Cisco : Cisco

Umkrella - Umbrella

Tun28000101

Route-based Object
Tracker for SSNAT

tatic-Route-
ikt ia (static/dynamic)

Endpaint Trackar
for SIG/SSE

LIl




EREREAR , RIFKRIRRIERFZ EERN R, EESEEF , HEMIBRIE , MBTEHA DR
B Ro

P 5% R R

M < BR BR 2 Cisco Catalyst SD-WANF F £ #ii%VPNHISD-WAN EdgeF & LB &8 E{T/FrE BRiA

BAERBENBRABRIERSZ. RIMERT , XfECatalyst SD-WAN Manager F W E AR RS B B S4B
B (RERBMIAMX ) TEA. XEMTEHEEGEZREHRVPNFENRIABRSEATEEN T — Bkt
, ABRET —B ( BRRRIMX , FFRNMKIRER ) B9 AR M & 4 R A 3 17 55 8%/ B8 i PR % B
s ETHAXMNKIXBENESZELR , HHRRECLIGSSEEE,

L AL {58 FB B9 R M 3 B B ARP-request unknown-unicastiZ 2B a2, FEHMNERER :

« Hello:10 #
« Holdtime :100 ¥
o BURI/ARMSER : ARP

EMXBRE— , & A FSD-WANiL & EERIRE , R EAR i % SCisco Catalyst SD-

WANRIERS < B B IR, XEN LA EHERE3sFERICMPIR{TRTERK. XESD-WANRSEE

#E X T “track-transport’ X BF#H TEE. XEBIFMNEBHWANZ G EH %12 F|Cisco

Catalyst SD-WANRIFESHIDTLSERE, ETHRAEXEHBENEMAEE , BHEEECLIGSSE
LB,

IEESY

xR ERIAE R TESD-WANLE A E FEHVPNH £ BB AR GRT)NAMASHARIAKBRES
BEMINEE, FERAMEHTEEMManagerBREENAEH X , BEFHAEEETH#3. #815EMW
DHCPRRSE 21BN T |, fE A ThAEIE vl LAM BN/ RENRY BRI B S BE BE I


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/iosxe/qualified-cli-command-reference-guide/m-system-commands.html#r_track_transport_3061.xml
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/iosxe/qualified-cli-command-reference-guide/m-system-commands.html#r_track_transport_3061.xml
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/iosxe/qualified-cli-command-reference-guide/m-system-commands.html#r_track_transport_3061.xml
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/iosxe/qualified-cli-command-reference-guide/m-system-commands.html#r_track_transport_3061.xml

BLE

2RI\ R FCisco Catalyst SD-WAN:

|
system

track-transport
track-default-gateway

7z AIN




BT RZRIBREEMEEARIENT X

- BtiE4H:Configuration > Configuration Groups > System profile > Basic sub-profile > Track
Settings section > Track Default Gateway(default:ON)

« |HEL & :Configuration > Templates > Feature Templates > System template > Advanced
section > Gateway Tracking(default:ON)

ARS5 A 1.0 M BR S5 ST HRAEFF 2. OBR BR

RSB A1.0IRERRTE20.3/17.3RAHR S| AN , B— T 5 EEHEERKRF U ( HFE AU ) AHEHAA
MIIhEE, LS R WA B S ARMBMIBEH/BIEREEPBOE T —BES ., B EEService
Insertion 1.0 , BRAIAER T EI RS bt 5 ARERSY ( REBERbUE ) o ETF L, H AR MRS b
WE1.0P 2R, BIERSRERESBIEE 7RSS , LA BUEAno track-enableds 2 AiX L iR
BREy , A ERER/ BREEFEAREREG S, BTXERERSRZAEA1.0THIRS<E
WIRERERNENARE (BR/ZR) , AkTRBRAREMSEH (WRE. EA5. BE ). Lt
A0 ARV IR MK B 2 ICMPE R R B &

ETHRBEXBRESAAMOBRERNFAFE , BHREEEEERE, REHAA1.0BRERHERERIAR
A -

« FENERE : B60R5IFEM
o I : 5K
o BIEAARNEE  ICMPRZE/INE

Service Fabric 2.08RER2 B20.13/17. 13k LG # H B9 Cisco Catalyst SD-WANH B Service Insertion
200EEN — D, EXTFHRSBEALEH , BEEREXHNEREAVRIAG EZNARZILRER
RERESIE B Mrx/txiZ O Wservice-HA-pair A EX B MNRSHaE ( Rk xtu ) . B2, FH
Service Fabric 2.0 , B E AT AR ER b3 P70 Fe & ik, X A LUBE E X 570 1Y 45 i BR BR B8 K
BRERTRETRS it AR 5L mt S REI, AEFB/ET—THH ST E,

15 P Z= 451

RSREFENEEZEEARIIZN RS TR ERTAY BAVKEER , AHERS#E. RSETUAREE
BEZNVPNHIMEH | HPpZSNVPNRRTERNIERALR , UHERVPNZ B A REE By A &
o BN, EABRRXMEF , BIEREFVABIHAE , MEBITASREIUERRH, £E55
ALIURREMENERT | SN AFTLBIER 2R E(PCI DSS),PCIRBAIREEH X
& O XA /DAY B K ER R, AT AR BIARST %


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/17-x/systems-interfaces/systems-interfaces-guide-17-x.html

BESHESD-WAN L IRERZBEA1.ONEAT/EREMBE. BIABERT , FIERS it E5FE B
Service Insertion 1.08R B588,

- E¢E4H:Configuration > Configuration Groups > Service Profile > Service VPN > ServiceZf %

1.8 EHAdd ServiceiZHl,
2.1 BRSREL,

BiCRS it (&Z4N , RESSR) -
ARERBERRABREES (M) . WRFE, TURZA IR

- |BELE:Configuration > Templates > Feature Templates > Cisco VPN(service)> ServiceZB %

1.8 FHNew Service(FTEERS )1z
21EBRIRSERA,
IEFIERSZ it (JZZ44, BEESHR) -

ARIMRECEARE S (BIN) . MREE, TUEALIIEE,



~
AR EERESSHN (MNEELATEZSEERE ) , RERFEIEHEZHEE LRSI
it

MCLINBEXRE , RSB ONEEW TR :

1
sdwan
service firewall vrf 1

ipv4 address 10.10.1.4
!

AN
RIS R REREE D HAFETEONLIRRESRN —BoHRUS R,
B R LR R IR A W NI

« 7£SD-WAN Manager_t : Monitor > Devices > {select Device-Name} > Applications >
Tracker:

#Individual Tracker Fi£H , HIRIFEENVRR[EAMETRIRENRITELS (RERSFERE, RS
. &I, KiREB, VPNES|, A, FREE )

« fESD-WAN Manager Lt : ¥#2(Monitor)>i% % (Devices)> {select Device-Name} >E#
(Events):

MRERERSR ERMNBHZ , NANNESFELBSPERFAER , SIHENE, EERERN
. RERBRBIN, FRES. it RF HMvpn ido

EiB&MCLIE -

Router#show endpoint-tracker
Interface Record Name Status Address Family RTT in msecs
1:1:9:10.10.1.4 1:10.10.1.4 Up IPv4 1

Router#show endpoint-tracker records
Record Name Endpoint EndPoint Type Threshold(ms) Mult
1:10.10.1.4 10.10.1.4 IP 300 3



Router#show ip sla summary

IPSLAs Latest Operation Summary

Codes: * active, A inactive, ~ pending

ATl Stats are in milliseconds. Stats with u are in microseconds

ID Type Destination Stats Return Last
Code Run
*5 icmp-echo 10.10.1.4 RTT=1 OK 51 seconds ago

B FDIARY#2 0 L im iR IREs
NAT DIAK IR IR EREs = EF Ti@Id SD-WANL & F & ERINAT DIARE O U5 R A Al 14,

FNFEZEEBRMZEADIA)FERARES , NAT DIARRSRETEATREARFRED , HALE 5 —41
AREHREORBESD-WANEERSE ( £AKRERE ) WKEDR, BLIhaEM20.3/17.3RAFF
al A, MNATENRIDEEIETIM20.4/17 ARRAFF R AT A, MRIBEREFHEE AR it B BN EBIINAT
DIAEZOMEA , NEBEBFBSMNRSVPNEENATIERE , HFREAKHEEENKHARE, RIERSH
SETFTHREIZONRFRS. HEEB[ONEZEERBREEZTHN , 2ERLZRBER
InternetfINATES . ETHRAEXDIARERESFHNFHAFEE , BHiHRISD-WANALEEFE,

RIS ENH | BAILUERRABEINAT DIAZE O A E WA RN IPHLE (BEERNLIRKIP ) RO
KRIFIRMHT LR EH A (FQDN) ( BEE N LK HWDNSEHR ) o

LA E AR RETRBELRHTTPIE R EIEE , IEERLUTHTTP APIFERPDUMER, ERRIEIRED

« BRMEIFRE : 60 B
« R : 180%)(H T#retries A3 = 3 x 60%)
- BIEIRMEE  HTTP

EIEES

DIABEENRILEBED MMM R , LB RREMREERMHN D REOE I HEF L. R

Elk , HED XA [P EADIAR , JENAT DIAR BB EA 7 AR 2400 BHR B % A BB &

, A BRMAERS . N THREELRMDIAD R EM R ErE£AEREDC ( BISD-WANESE
EFANATELR ) BV R, 9 XMBSZFEDIANED ERIAXEE TEONKIRRERLQNHE

, LB EIZB/DCHRENHETHR. BIXMARX , TER L FKXAEERMIRSH & A AM

, BN RRRE DM E T, Bt MR EADIARILERMRE


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#nat-dia-tracker
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#nat-dia-tracker
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BE

PAFHEEXLERETEANKRRERRTEERALIIES, ATREERE , BEABRTAFE
BB S ERE,

« Hgi&4H:Configuration > Configuration Groups > Transport & Management Profile > Ethernet
Interface > Add Feature > Tracker:

1.7E X L um R ERER B Fho

AR A IRIRERERRE (EHTTPRUIAMICMPZIH ) o

~
IR B20.1317.130RAF BB A T ICMPA R IR ERES KA,

JERKiIn (ELRIPRRIANLIRDNSEMHZE ) -

S
EE  MBEBLMONSE R , BWREAERVPNEBER B XA E#RVPNVRFTEY

BMADNSHRST 2R 2 & AR ST 25

4.5 AR A B R K R ERBF IR ThRE AV i it SRDNS B #R(FQDN) ( BXEBUR T LE—FR, )

5. ( ik ) AT LLE R E RN B B8 (Probe Interval) ( BRIAE= 608 ) M“EiX )X ¥ ( BRINE= 3K
) LA bmAsR i BE A M BF (8] o

- |HELE:



SE1ETEONLKIFRBRIREMNE X : Configuration > Templates > Feature Templates > System
template > TrackerZB %

1.7 Trackers F#4a T , ##ZENew Endpoint TrackeriZ 4,

2.7 M 28 0 BR R 2R B o

3.1%& ¥ Tracker Type ( fEinterface-defaultfstatic-routeZ 8] ) #EREEO |, B AL S R DIAREFHR=HI

o

4. 3%$FEndpoint Type ( #£IP Address-defaultF;lDNS NameZ €] )

5.5 AEndpoint IP AddressEEndpoint DNS Name , BRERESIRN ThRE AT E IE B ({XEBUR
HZJ:—Z/F%% ) o

6. ( A% ) &R LLERE K Probe Threshold ( #RMERE ) ( BRIAE=300ms ) . Interval ( BRIAE=
60% ) FMMultipler ( BRIAE=3X )

SE2NETEONKIRIRIERSENAREHVPNEANED  Templates > Feature Templates >
Cisco VPN Interface Ethernet > AdvancedZf 4" :

1.7 Tracker ( RERER ) FEAMA L — P E WL IRRERSEZN B .

MCLINAEXRE , REBMTAR :

(i) IP Address Endpoint :

I
endpoint-tracker t22
tracker-type interface

endpoint-ip 8.8.8.8
!

interface GigabitEthernetl

endpoint-tracker t22

end
!

(ii) DNS Name Endpoint :

!
endpoint-tracker t44



tracker-type interface

endpoint-dns-name www.cisco.com
1

interface GigabitEthernetl

endpoint-tracker t44

end
!

1A
EXEENLiRRIERFEW N IEIED,
- 7ESD-WANEHE 25 £ : Monitor > Devices > {select Device-Name} > Applications > Tracker:

#Individual Tracker FitH , A RBEEENREFBNEFTREFNEITER (RERSRERE., K
. Ruw, AiwmRE, VPNRS|, EHA. FIRETE )

« fESD-WAN Manager t : ¥#2(Monitor)>i% % (Devices)> {select Device-Name} >E#
(Events):

MRERERSR ERMNBBZ , MANNESFELBPERFAER , SIHENE, EEIEN
. BRERSRAN, FRA. #akR 5 Mvpn ido

HEiB&MCLIE -

Router#show endpoint-tracker interface GigabitEthernetl
Interface Record Name Status Address Family RTT in msecs
GigabitEthernetl t22 Up IPv4 2 2

Router#sh ip sla sum

IPSLAs Latest Operation Summary

Codes: * active, A inactive, ~ pending

A1l Stats are in milliseconds. Stats with u are in microseconds

ID Type Destination Stats Return Last
Code Run

*2 http 8.8.8.8 RTT=4 OK 56 seconds ag



Router#show endpoint-tracker records

Record Name Endpoint EndPoint Type Threshold(ms) Mult
t22 8.8.8.8 IP 300 3
t44 www.Ccisco.com DNS_NAME 300 3

F T SIGR21&/SSERY # O & i IR ER =%

YR IRIRIREE A TSIGRSE/SSEFARSIN , eXEXRPAL W EEIRET N LMK ™m , N
EUBESREEBRMMKR(SIG)RNEZ LIRS DE(SSE)IRMHAE ( HlInBRL, Cloudflare, Netskope,
ZScalar¥ ) (WEE) , BARMIXLF R, SIGRREMSSEMENLZLIBERN—BY , HbH
SHHEARREEMENSERELBRSG R, SIG TunnelsfE A Rl 2 Cisco Catalyst SD-
WANSIXESIGRREEER ( M20.4/17 ARAETF IR ) WHE~ @ , ERBEESRFLLeFmnN AR
, BIXTSSEEARAI ( M20.13/17.13MRAF 18 ) , ATEERR (BEIERZLIGR )
ZScalarE R MR H £ A =61,

ITEEUFBERENSERAFEZURER I, NE , A EBRAIRHEZTR=NA (W0
Microsoft 365HSalesforce ) WEN G EZRRETNANZ M, BERIE., SENE. WEKN
(IoT)IRBREFENMLZHE , NERARNENZLMNERERBEE K, sk, RENZLI
BEERIFERMENEE , BF NN Cisco SASER RS #E R, Cisco SASER=RTHIMEMEZ
SIEEMLE S | FRRERPRRZ UMM EZEhIFENA, RE£RSBESSE)R —FFME
Zeh%E , UTRBALAUHETIERENZSRS , ANBERLAFNITHINE R, ETH
BKRSIGPRE/SSERFENEZER , 1HIHRISDWANEL EIEF,

- IEESY

BB T BN ARRESEATXMSICRE/SSELARS , R amERIRE MISaaSm
URLAIR S SCEM B EURL A i, M5 | SSER B SASERHIS I SSER L A RISD-WANZIBE S
REEAONFR, BF , BEEEMIESHRNIPSechiE (EAPIHADC ) NHESNEARE
ZEBTRE. AP AARES GNBEED TERRESR.

X FSSERMR , HlMEMZE2UR (HEARREHR ) — EAMNEENBERNL KRR, B2, A
PSRl BLUE R 62 B E L AR RERSR 2 REREREESIPSech8EE O, SSEFEARIRIN/EE
ARIHRERBNSHUT -

%t F Cisco SSE:

IRERBEZ 1 : DefaultTracker


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/17-x/systems-interfaces/systems-interfaces-guide-17-x.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/17-x/systems-interfaces/systems-interfaces-guide-17-x.html

EEREMNLER - UnbrellafR s

im R K E:API_URL

i {8:300 ms

%3

8] B&:60 sec

3t FZScaler SSE:

IRERBEZ 1 : DefaultTracker

[EEREMNL YR ; ezscaler® %

KimRE : API_URL

i {8:300 ms

T3

|81 BF:60 sec

XNTFSIGEEE , REXRINBRLIRERER. Hit , MRAFAERREREGSIGRHUE =N IPSechE
BEEO , NARFHEEETEONKIRRERES


https://service.sig.umbrella.com
https://service.sig.umbrella.com
https://gateway.zscalerthree.net/vpnte
https://gateway.zscalerthree.net/vpnte
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BLE

XN TSSERME , AFLTHFRABE LEMLIRERERS (FRFEFE ), BER, TEREREEXREM
Fo

ERBIREMY |, BHUIE L SIG/SSEE I EE>RE> NSRS > EIL:
1.7£Cloud Provider Credentials T , $]#tUmbrellasfCisco SSE ( F & ) KL,
2. BN S, MALID, APIZR4A. F4).

Set configuration group Configuration > Policy Groups > Secure Internet Gateway/Secure Service
Edge:

1.8 #HAdd Secure Internet Gateway=ZAdd Secure Service Edge,

2 EXBMMBEHA.



3.1%&#¥SIG/SSE Provider ( SIG/SSE#R#7 ) (Umbrellagi Cisco SSE) TR £ %Iz 2 —.
4 ETrackerZBa T , XA TF K HitrackerFRM 22 AV IRIPi# it

5 MREBRENERN/BENARBIRES , FETHAID Tracker , RFEBLIRIREREZN S (Name,
£9mAPI URL, BIfE. RN ERBMEYK).

6.#£ConfigurationZf 4 T , SlZEE3E A , TUEEPE XS (Minterface Name, Description,
Tracker, Tunnel Source Interface. Datacenter Primary/Secondary),

S
R EEEST , AF MLETE LWL HRIREBIE SR B HIPSechiE, XRTKT
B

THESARAMEST , Q2EOX , AREDEONMBINEORESAENNE, RE , F2ak
I Y SR B 4B B A MBSkl %o

] B 1 S BB B B (Configuration) > #x (Templates)>Ih sE#E #x (Feature Templates)> 2B &l & £ B Bk
M X >< (Cisco Secure Internet Gateway)ZAERE R :

1.1£ % SIG Provider ( SIGIR#R ) TR EEZM 2 —(Umbrella, ZScalarstGeneric),
2.7 Tracker(BETA)EBD T , &N AT R RERSFHM R ALIRAVIRIP 1t

S5MBMEBENERN/BENLKRIHRBRIRES |, B8 T New Tracker , AREELKIKRIREINS (B,
LIsMIAPI url, FE. BEFEFMER).

6.7EConfigurationZB# T , 8I2F%iE# O (BT £ HAdd Tunnel) , BRI SEH AP E XS EH(HIL0
Interface Name., Description, Tracker, Tunnel Source Interface, Datacenter
Primary/Secondary),

S
AR EHOST , S TILEEE L AR RIREE ST B HIPSechiiE, XRTHLF
B

TESATRAERS T  EESEANZOEOREZENNE,

MCLINAEXRE , BN TAR



(i) For the default interface-based endpoint tracker applied with SSE
|

endpoint-tracker DefaultTracker
tracker-type interface

endpoint-api-url http://service.sig.umbrella.com
|

interface Tunnel16000101
description auto primary-dc

ip unnumbered GigabitEthernetl
ip mtu 1400

endpoint-tracker DefaultTracker

end

(ii) For the custom interface-based endpoint tracker (can be applied in SIG & SSE use-cases)
!

endpoint-tracker cisco-tracker
tracker-type interface

endpoint-api-url http://www.cisco.com
|

interface Tunnel16000612

ip unnumbered GigabitEthernetl
ip mtu 1400

endpoint-tracker cisco-tracker

end

izAUN
FEENE BN AL IRRERESNEIEIE,
- FESD-WANEHES £ : Monitor > Devices > {select Device-Name} > Applications > Tracker:

fEIndividual Tracker FiEH , HIREEHENRIRFZEMNEETRERSFZNAITEERE ( BERSFEEE, RE
Kim, LimEB, VPNE5|, EHA. FREE ),

« 7ESD-WANEE 25 L : 1532 (Monitor)>1& % (Devices)> {select Device-Name} >ZE#(Events):



MRERERR ERMNBHZ , MANNESFELBSPERFAES , SIHENE, EEREN
. RERBRBIN, FRES. it R 5 HMvpn ido

EiB&MCLIE -

Router#show endpoint-tracker interface Tunnel116000612
Record Name Status Address Family RTT in msecs

Interface
t Hop
Tunne116000612

cisco-tracker Up IPv4 26

Router#show endpoint-tracker interface Tunnel116000101
Record Name Status Address Family RTT in msecs

Interface
t Hop
Tunne116000101

DefaultTracker Up IPv4 1

Router#show endpoint-tracker records

Record Name

s) Tracker-Type

DefaultTracker
interface

cisco-tracker
interface

31

10

Endpoint EndPoint Type Threshold(ms) Mult
http://gateway.zscalerthree.net/vpnte API_URL 300 3
http://www.cisco.com API_URL 300 3

T BRSS Rk AERF2.009 338 O 44 I R BR 2R

Service Fabric 2.0BRER220.13/17.13MRAF 5| AN , BIRFSHEA1.0RERIERBETEK  HAPpAF

AIUE TR BE LIRS, RATHREE L —RANERZEAN.0), BRIAMBERT , 2831R
ErER , B rx/tx@service-HA-pairh E LB/ MNRS bk ( Sk Kbt ) . {EREHService Insertion
2.0, BERhit ( IRERMIP/AIR ) AT SRt ( BERRS U ) 27, X@EIVPNEB £
EMMWBEENARIRRREERTR. B T A KService Fabric 2.0IREREEMFME S |, B iH[RSD-

WANTL E 55,

WMRAFEEERRANRERSS , MRERF[FEMOATER -

« Hello:&3081 XM
o T : 3R

o BIBA/AENER  ICMPRZE/INE

WMRAFEREREE RIS , NRER[FEMUNIATH

« Hello:&60% 1 )X #HMN
o T : 3K

o BERS/ERMARE : ICMPE N ER/BIE


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/service-chaining.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/service-chaining.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/service-chaining.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/service-chaining.html

15 FH Z= 451

BEBSPRINBESEAONEARFEEXEER.

BE

¥ #Service Insertion 2.0 E T ITERNEE , XR—fES5|5MWE% , BB TEUCAR KR
, B EEREREEA TERELS R,

1EERE>RSEA>BRSHELS D TELRSHE — BEA :

a.® HAdd Service Chain Definition3®4H ..

b IEERSHBEMULA,

c.EEBFRER (BIMNTHFIZRFIERE ) Service Typeo

2 EBRE>RFAA>RSERER D TELRSHESRH — EBEEAR

a. RERMARS EEE.

b.#£Service Chain Definition2F & , 1EIZF5 B H Select Existingfy £ 1E %4 , ABERZBIENXH
AR5 o

c.IRMB T RS I BRI B MU,

d.E FHERNRSNRSHEE DRSD |, EFRSEVPN-ID,

e RE , HTFBSEZOIPENNEMNES (AFEAEET ) , ERSFMEL FRENEXR
(IPv4, IPV6ERBRIEESRE ) .

fitFAdvanced i E, MR BEE B Factive-backup/HASE F R 5 (B8t /5 FAAdD parameters for
Backup@ ) , NEEIEEREEE W B E L% R R85 (E A3 A Custom Trackerdn &)

g MREHOMREBET —MEOH ARS , MEKBRSHREREET S —MEOH A (X)RIIE
W, 1BF F Traffic from service is received on a different interface knop.



h./g FiAdvanced fCustom TrackerfiE/g , X Service IPv4 Address ( ¥ &ithsit ) . SD-WAN
Router Interface ( BREEZ M EAES ) MTracker Endpoint ( BRER#EE ) o BEALUMEHBEN
IRERZRSE , BlRIFEAEE (B SheditiRé ) o

I NEBNEREXNBRSEELSRE). (). (9F(h).

3.f¥Service Chain Instancepff il ¥ Configuration > Configuration Groups > Service Profile >
Service VPN > Add Feature > Service Chain Attachment Gateway T~ BEdge - Configuration4i &Y &
EEREXHH :

a. 18 9 L AR S5 R B4 P R 2 IR AL B AR B o

b.i&#F SERIE LM RSEENL (HESHI1FTH ),

CEMARM/RBIESER2FHPTHFAEE. N TRERSFENL , BRI —THH—XINETEEINKE
EREREEMN , HERBERESEERE ( Mservice-icmpElipv6-service-icmp ) o

MCLINAEXRE , BN TAR

|
endpoint-tracker tracker-service
tracker-type service-icmp
endpoint-ip 10.10.1.4
|
service-chain SC1
service-chain-description FW-Insertion-Service-1
service-chain-vrf 1
service firewall

sequence 1

service-transport-ha-pair 1

active

tx ipv4 10.10.1.4 GigabitEthernet3 endpoint-tracker tracker-service

AN

« 1E£SD-WAN Manager Monitor > Devices > {select Device-Name} > Applications > Tracker_L:

#Individual Tracker Fi&H , FIREEENREFFBNEZTRIERB[ORITES ( BRERRRE, RE
. Kiuw, AiwRE, VPNRS|, EHH&. FIRETE )



« F£SD-WAN Manager Monitor > Devices > {select Device-Name} > Events Lt :

MRERERSFERMERS , WANKEEFELER,PERFMAES , SINENE, EESEH
. RERESBM. FRA. kX FFvpn ido

HEiB&HICLIE -

Router#show endpoint-tracker
Interface Record Name Status Address Family RTT in msecs
1:101:9:tracker-service tracker-service Up IPv4 10

Router#show endpoint-tracker records
Record Name Endpoint EndPoint Type Threshold(ms) Mult
tracker-service 10.10.1.4 IpP 300 3

Router#show ip sla summary

IPSLAs Latest Operation Summary

Codes: * active, A inactive, ~ pending

A1l Stats are in milliseconds. Stats with u are in microseconds

ID Type Destination Stats Return Last
Code Run
*6 icmp-echo 10.10.1.4 RTT=1 OK 53 seconds ago

Router#show platform software sdwan service-chain database

Service Chain: SC1

vrf: 1
Tabel: 1005
state: up

description: FW-Insertion-Service-1

service: FW
sequence: 1
track-enable: true

state: up
ha_pair: 1
type: 1ipvé

posture: trusted
active: [current]
tx: GigabitEthernet3, 10.10.1.4
endpoint-tracker: tracker-service
state: up
rx: GigabitEthernet3, 10.10.1.4
endpoint-tracker: tracker-service
state: up

AT #SRERENFSRBLRRERSR (kSR )



EMRENKIRRIFEFHNNETESHEENLIRRERSR, EWEMRESR , XERENRESR
FTEATRERSWVPNT EXLAVEMERSIAMN T -t BINERT |, FIEERAMERSR
HRBEFLEEFIOMPIHYF , OMPHHCBES ZEMMARS VPN AZEER , HFIRAMZE
AR ( R T —BEMHRRIERNTLOC ) . MRMKARMNERERERSEHNER.

BE A6 NRHAEAFHT Bt TEIE , ZBRHT2EFLEESEIOMP, XASHREHBE
BEIERRESNRE. SREEFRESEEIHAKAH , LBRREH T — Bkitut 77 Fikad
, T HEBRSKABESTIOMP, LthIhEETE20.3/17.3MAH 5| A , ATFERIPHu XA ETHAKHN
KIRIRERET. M20.717.7hRANEE | 3840 7X@ T —BEIPb ik (9 4F ETCPZR UDPIR% A & 3% IR ER 27 M
ThEe T (EFE R X IB{UTHF R LR O#TRENERT). ET7THEXBEAEHRERENIEH
8 , BB SD-WANEL E1EFE.

LA ERR R KB R — MR MICMPRI N ERBIE D, EANEIRNR

« Hello:60 #
« Holdtime :180% (i F#retries 13 = 3 x 60%)
o BIRERNER - ICMPRZ/NE

- IEESY

XMETHSRANARRERATRS HRRESSEEAPHT — B, HF—FEILFRZR
BRE X E /& R XEX BB LANGG T —Bkitb it | XL AR ZE T IAERIP# it 89 S\ EBIP b 1
 AREORIETABRENAC, SPXEANCTFIEETE , ANETEARMNENITFE
i OBt , #2588 M ERERER 7 A T IRER4GETCP/UDPH O EI/E T LANGR A X S S OB T — Bk
|Pth 3k,

Outside !
Address :

- e


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/track-static-route-ios-xe.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/track-static-route-ios-xe.html

ERAFHRERLEETHEBANLRRESS LB ANIDEE. UTLRESE , LEBATH
PERNEESERE,

» Configuration group Configuration > Configuration Groups > Service Profile > Service VPN >
Add Feature > Tracker:

1 AERENHF (Lin ) RERZFIRAName, Descriptionf Tracker Name.

2.3%#endpoint XE  BHEATZEREFENRIERT —BEIPHuE (£FAddress ik 1%4) , B E
Z 4 ETCP/UDP% A (% ##Protocol £ iE &4

3. APt 4% X i AAddress, TIRTE £ —FHiEFEProtocolfE A & imRE | MIEER A
protocol ( TCPZUDP ) Fport5,

AMRFE |, BULESRN AR, EiRXHRMER RFIAIRIAE,

- Configuration > Configuration Groups > Service Profile > Service VPN > RouteZB% :

1.3%#Add IPv4/IPv6 Static Routei& 4l

2IEERAES , MWK, FMEHD, T—Bk. #uk. AD.

3.8 #5Add Next Hop With TrackeriZ4l,

4 BFWMAT —Bbbit, AD , RENTHRIIRFERLECIEN (Kix ) REHFEW.

- £ 4B & Configuration > Templates > Feature Templates > System Template > TrackerZf %

1.1%3#New Endpoint Trackeriz .

2N IEREE N (KRiw ) RERIFREHEName,

3 fF“BRERES A (Tracker Type)&# ik 324l B & v static-route,

4 EBRARIFERER T —BhIPuE GERIPH 4t 8 5% 32 4)o

5.50IP# 1t #& X 4 A Endpoint 1P



6.UMRFE , BUUERRNEFR, EilRHBMEER BRH I KINE,

+ Configuration > Templates > Feature Templates > Cisco VPN(Service-side ONLY)>
IPv4/IPv6 Route® % :

1.1%#New IPv4/IPv6 RouteZ 4,

2IEEBHFHMER , HlnPrefix, Gateway,

3.5 HAdd Next Hop With TrackeriZ4,

AEFWMAT—Bitut, AD (BEE ) , AFIWALHEIEN (L ) BRERJ[EN.

MCLINAEXRE K EEM TR

(i) For the static-route-based endpoint tracker being used with IP address :
!

endpoint-tracker nh10.10.1.4-s10.20.1.0

tracker-type static-route

endpoint-ip 10.10.1.4

|

track nh10.10.1.4-s10.20.1.0 endpoint-tracker

!

ip route vrf 1 10.20.1.0 255.255.255.0 10.10.1.4 track name nh10.10.1.4-s10.20.1.0
|

(ii) For the static-route-based endpoint tracker being used with IP address along with TCP/UDP port :

!
endpoint-tracker nh10.10.1.4-s10.20.1.0-tcp-8484
tracker-type static-route

endpoint-ip 10.10.1.4 tcp 8484
1

track nh10.10.1.4-s10.20.1.0-tcp-8484 endpoint-tracker
!

ip route vrf 1 10.20.1.0 255.255.255.0 10.10.1.4 track name nh10.10.1.4-s10.20.1.0-tcp-8484
!

AN
BRI L BV L iR IR BRER A NRIE X 8,

« F£SD-WAN Manager Monitor > Devices > {select Device-Name} > Real Time:



1.7£Device Options T , & AEndpoint Tracker Info,

2.f£Individual Tracker(Attach Point Name) T8 & , H R EE B Tracker NameZE & RSN IT
& B (Tracker State , Associated Tracker Record Name , Latency in mx from device to the
endpoint , Last Updated timestamp).

« 7£SD-WAN Manager Monitor > Devices > {select Device-Name} > Events:

MRERERSF LRNEE S , WHNHNBEFEETsPEZEMAEE , IOENE, EELER
. IREREBEER, FORA. #akR5Fvpn ide

EiB%HCLIE -

Router#sh endpoint-tracker static-route
Tracker Name Status RTT in msec Probe ID
nh10.10.1.4-s10.20.1.0 upP 1 3

Router#show track endpoint-tracker
Track nh10.10.1.4-s10.20.1.0
Ep_tracker-object
State 1is Up
2 changes, last change 00:01:54, by Undefined
Tracked by:
Static IP Routing O

Router#sh endpoint-tracker records
Record Name Endpoint EndPoint Type Threshold(ms) Mult
nh10.10.1.4-s10.20.1.0 10.10.1.4 IP 300 3

Router#sh ip sla summ

IPSLAs Latest Operation Summary

Codes: * active, A inactive, ~ pending

ATl Stats are in milliseconds. Stats with u are in microseconds

ID Type Destination Stats Return Last
Code Run
*3 icmp-echo 10.10.1.4 RTT=1 OK 58 seconds ago

EFT-BR-11#sh 1ip static route vrf 1
Codes: M - Manual static, A - AAA download, N - IP NAT, D - DHCP,
G - GPRS, V - Crypto VPN, C - CASA, P - Channel interface processor,
B - BootP, S - Service selection gateway
DN - Default Network, T - Tracking object
L - TL1, E - OER, I - iEdge
D1 - Dotlx Vlan Network, K - MWAM Route
PP - PPP default route, MR - MRIPv6, SS - SSLVPN
H - IPe Host, ID - IPe Domain Broadcast
U - User GPRS, TE - MPLS Traffic-eng, LI - LIIN
IR - ICMP Redirect, Vx - VXLAN static route
LT - Cellular LTE, Ev - L2EVPN static route
Codes in []: A - active, N - non-active, B - BFD-tracked, D - Not Tracked, P - permanent, -T Default Tr



Codes in (O: UP - up, DN - Down, AD-DN - Admin-Down, DL - Deleted
Static local RIB for 1

M 10.20.1.0/24 [1/0] via 10.10.1. A]
T [1/0] via 10.10.1. A]

A TVRRPIR BRI £ O X RIRERET

NRRERREN BERERE (ERARM ) RITWRER, XERERFNEARFIMNETVRRPH
B O/MRERRERS VPN NATRERTFF,

3 FVRRPRER{E A Rl VRRPIRS IR IEFZE R SHE. MR FVRRP LHPRE RO XA

, RENERZHEIVRRP, LANMERFHHEBVRRPEHEK N EEVRRP , NIRZHHREREEN
Ko UtfEARBIER Tservice-VPN , A EBITESD-WANEE t & 4t fErT FELANIR X VRRP A
BHITHER#E (ESSELNFEONMRBE ) . EFRIRSEREEIVRRPA , RecfAX RIRERES

( MIELIRIRIRES ) o LLITHBERM20.7/17.7HxA 5| A® , 3&F FCisco Catalyst SD-WAN Edge.

IRERER LA REREAMFRNEE. HR , EEAKBED RS R RER SRS (TF/xA ). EF
BEOLEMUHRESFISERMNER — HEO/BELBEDUKAN , RERSHBRTR
DOWNIRZ, ARG , BIEXAHIERFIRE , VRRPEAGHN b EH KNS, ETHEXVRRPIEOR
FRERHVIFHE R , 1B IHRISD-WANEL B 5,

152 F 2= 451

BEXHEETVRRPHIZORFMENGE , FESMNMEARA. Bal , IFENAMEXR()ED
(#EEAXRHBTLOCHEWFEMPEERD ) H(i)SIGED ( 5SIGRREZAMEX ). EEMERT , #
R ER A D 0 ER = 18 O L BRI N

W E MR B ER - RN RKRESERVRRPE, MRRERBAXIR ( EARHLIHHSIGREERED
) REWE , XREHMVRRPERHASRARIMNERN R MRS ESR , FAEHZ AR HERNN KA
2o IWRBEXAUBERPRENREL WAL -

1.3/ - B, EREXNSRSMUPEREIDOWNNER T , ATHEHE ELEEVRRP VIPHY#E
ABVRRPE £ RBR D SR D FEAME

2. kA XR—MITE , ERENFRRESMUPHREDOWNEY , VRRP#HZEMAED X
Mo ERIEXNMERKFINERARP , FRWER LTS %,

TLOCEREILT : 1 7B %EKEAHMSDWANYE RQBVF N #RER AERS VPN EZETVRRPH IS


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/m-vrrp-tracking.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/m-vrrp-tracking.html

A, MECEE , WVRRPERHBMWTLOCEETUEA1, CEZTTUEEEL TSR E, X
ATEARMWANEILANHY R E#HVRRPERR HBEE AR FATH 5. MLANEIWANH FREHVRRPET K /Y
VRRPHLFIFFH 5|, BLIhEEiRI FVRRPEZEOREREE. MCLIBEXRE , X2 —MNiE®m S (toc-
change-pref),

___________________

|
1
1
17
1
1
i
1

)

VRRP Primary". _

- -

BE

MRRERFNVEEEL BREEPHREERTR , REFE/EEservice-VPNLUAM#E O ThEEER T
X RREREEEFMENAVRRPA, EEEAT , BT EEIREUR XY RIRERE1 7500248 B2 AR 55 &
BXAFAARMZEOREENFRNIET , SRL TIYHE, TEARKEEN A, EABRTRAS B
HYEC B 75 0A3R AL,

» Configuration group Configuration > Configuration Groups > Service Profile > Ethernet
Interface > Add Feature > Object Tracker:

1. AE X FX R IR EREF IR ftName M Description,
2. i%&$FE Tracker Type(TEInterface MISIGZ []),

3. P EX RERERERID,

4. BHEOZRR ( EABRA TS ET2FIERIED ) .

- Configuration > Configuration Groups > Service Profile > Ethernet Interface > VRRPZ} % :



1. 7£IPv4 Settings T , #HAdd VRRP IPv4,

. E X VRRPAIDH 7y it AR 55 b LA AR W 52 O Rt A st 4 SE R o

REVRRPERUIP(VIP)#e it

. B ATLOC Preference Change@n & H2#TLOC Preference Change Value ( i TALEIEXS R
B ) o

. BHERIVRRPR R K.

. #EAssociate Object Tracker T , MZ BI 8| Z#YObject Tracker(E FName) F 5l &K HikF

. 1% Tracker Action(Shutdown=Decrement)s

. % ADecrement Value ( EFBUR T ELSR7FEFERED ) .

W N

oo N O O

« {24 Bl & Configuration > Templates > Feature Templates > System > TrackerZB %

. B FENew Object Trackeriz 4l

. & F Tracker Type(fEInterface MSIGZ [E]),

D EXRID,

REHEOEN ( EFBURA TS R2PIERAED ) o

rw N

« Configuration > Templates > Ethernet Interface ( & T RS ) > VRRPE % :

. B2 #HNew VRRPZ4.,

. EXVRRPAIDH N I RE ImA KM E O RE AL LR ( 7Tk , BRIAMER100) -

2 EVRRPEELP(VIP) ik,

. B ATLOC Preference Change@n# H#2#TLOC Preference Change Value ( A T4 2 IEIFR
BEHE ) o

XN RIRERES"(Object Tracker) &, B EH AR ER R,

CRAANRBERSRID (EREERTENL )
. 1 ZF Tracker Action(ShutdownziDecrement),

8. #i ADecrement Value ( E4BURTHELSR7PEFED ) ,

A WODN -

~N O O

MCLINAEXRE , REBMTAR :

(i) Using interface (Tunnel) Object Tracking :
!
track 10 interface Tunnell Tine-protocol

!

interface GigabitEthernet3

description  SERVICE VPN 1

no shutdown

vrrp 10 address-family 1ipv4
vrrpv2
address 10.10.1.1
priority 120



timers advertise 1000
track 10 decrement 40
tloc-change increase-preference 120
exit
exit
!
(i1) Using SIG interface Object Tracking :
!
track 20 service global
!
interface GigabitEthernet4
description SERVICE VPN 1
no shutdown

vrrp 10 address-family 1ipv4
vrrpv2
address 10.10.2.1
priority 120
timers advertise 1000
track 20 decrement 40
tloc-change increase-preference 120
exit
exit
|

1A
BRMNMED A A TR A VRRPE A RAE X E EHX RIRERER.

« F£SD-WAN Manager Monitor > Devices > {select Device-Name} > Real Time:
1.7£Device Options T , #AVRRP 8

2.%£Individual VRRP Group(Group ID) T , RIEEBEEN N RIRFEBIDEFRRENRITER
(Track Prefix Name, Track State, Discontinuity Time#lLast State Change Time).

« FESD-WAN Manager Monitor > Devices > {select Device-Name} > Events:

MREXNRRERR ERNBPRSE R , WEEZNENVRRPASEREIRS, HRAATRFER
ERED ( BHERHVRRPEARSER ) , HERFMER , SIENSE., RS, grpid.

addr3k &, ifE#5. vrrp group-state, state change-reason®lvpn ids



EiB&MCLIE -

Router#show vrrp 10 GigabitEthernet 3
GigabitEthernet3 - Group 10 - Address-Family IPv4

State is MASTER

State duration 59 mins 56.703 secs

Virtual IP address is 10.10.1.1

Virtual MAC address is 0000.5E00.010A

Advertisement interval is 1000 msec

Preemption enabled

Priority is 120

State change reason is VRRP_TRACK_UP

Tloc preference configured, value 120

Track object 10 state UP decrement 40

Master Router is 10.10.1.3 (local), priority is 120

Master Advertisement interval is 1000 msec (expires in 393 msec)

Master Down interval is unknown

FLAGS: 1/1

Router#show track 10
Track 10
Interface Tunnell Tline-protocol
Line protocol 1is Up
7 changes, last change 01:00:47
Tracked by:
VRRPv3 GigabitEthernet3 IPv4 group 10

Router#show track 10 brief
Track Type Instance Parameter State Last Change
10 interface Tunnell Tine-protocol Up 01:01:02

Router#show interface Tunnell
Tunnell is up, line protocol is up
Hardware is Tunnel
Interface 1is unnumbered. Using address of GigabitEthernetl (172.25.12.1)
MTU 9980 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 1/255, rxload 2/255
Encapsulation TUNNEL, Toopback not set
Keepalive not set
Tunnel Tinestate evaluation up
Tunnel source 172.25.12.1 (GigabitEthernetl)

TR VPN NATER BREV 12 O /B8 A X R ER BR a5

BRFIHNATR RIREREF 220.8/17.8ARAH 5| ARV —INIhEE , HHPRFZIHEVPN NATHERNWRN I LB
ik ( WEPERASNATHI A ZBZISNAT ) NS TE (i) LI AP tb it 11k 7 75 8] 2R (i) LAN/ AR 5 i 482 O B9 4%
BB EEENN RRESZHUPHESEZIOMP, Eilt , ATEANN RBERSIXHI()EHAR
(IO, RIEELAN au@i:ﬁLAN#&DE’JW& BiITOMPRINTM BRNATER BB &, & A LLFECisco
SD-WAN Managerd&EFEM4AE , SR MMIER 7T HLENATE BB S



HRERER AL REREMARN R, MR, EEA()BERPEERBERE |, F(i)EBDPVCRDKEE
RERBRIRAS (FTFF/RH ) . FHEBBEFZERETEOLBENHUNRERSRN  TEERNER — B
% B REALBRIDUCKAR |, REFRSELZENDOWNRE, EXNRIRERZFKREAINATEDHE
RABAERE Rkt AR F LB EEIOMPH ., BT #AXRSVPN NATRERZERNIFAREE |, B

7] SD-WANFEL E 15 o

IEESY

MRLANEEOSHLANBIR XA |, BRFHNATH RIBERSR S B 3IXH, &R B Cisco SD-WAN
Managerf EEEH A& , LUIEEERMTBMBR T HENATEAHES, E T —MNMEARGD , BEFE
FERRAESZHHRSEE. BER , SRR ZB% ( EHAF ) LIRSS 2589 B& I 45 R BR

, ELAN-side ( RFi ) OERESXHPWE— L& , 2EIBEE, EXTERLT

, HIRFEANRIBEREENARSHNATE , FHRK — BIEHRILBHibuES# AOMP |, #{R
RKEEFFHHALRERKZERNTAE> PP ERDL, MREHAOMPHEEHBS LR
RS | MREKRLBHTLENZENIEEEXRE S ZHHRSEEMHABE,

ip nat inside source static 192.168.22.1 12.0.0.1 vrf 1 match-in-vrf track 1

e

-

I Not Advertised to OMP
: 12.0.0.1 (x]
I

Client

I
192.168.11.1
1
[}

1, [ e

I
L] I : !
! 1
I — 1
I 192.168.22.1/24 : b

1

I

N Small Branch /,:

e

Advertised to OMP
12.0.0.1

BB

M RIRERERAVE BB IBAREC B PRI RGERTAR , ARG RS RN RIRERRS M 02 BRSS VPN Ih REHE
IRPRMERNATER ( AHBRSHARID ) . EEEAT , BYEEIRICEX RRERERAINEIHE
RIARSS EC B XA LAAME OB E X AR , BELT HlH. TEREBEEMNSE , BEERT
AP ERnE BT ERE,

+ Configuration group Configuration > Configuration Groups > Service Profile > Add Feature >
Object Tracker:


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#service-side-nat-object-tracker
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#service-side-nat-object-tracker

1. AE R FX R IR EREF IR ftNameFDescription,

2. & Tracker Type(1£Interface Mroute Z [8])o

3. DB KIRERERID,

4. BEFEOZFHHIRMRoute IP, Route IP MaskFIVPN ( EAEURFEZ B2 EF AT ) o

« Configuration > Configuration Groups > Service Profile > NATZ} % :
1.5 HAdd NAT PooliZ4l , AIZENAT (XY T At ZSSNATE L FEHN).

2 RENAT A EMEE , HlaNatPool Name, Prefix Length, Range Start, Range End#
Direction,

3.7 — B0 B Static NAT , AR5 HE EHAdd New Static NATHR . (& A BLE RN R IR ERER
BEEEI NI MENAT ) o

ARMEMEE , HIILRIP, HRFHRIPRERSNATAE,
5.7t Associate Object TrackerF BT , N THFIRPIERFE 25 6|23 RIRERSR
« & SiBLE Configuration > Templates > Feature Templates > System > TrackerZB% :

1. B #HNew Object TrackeriZ4l,

2. % FE Tracker Type(fEInterface Mroute 2 [H])o

3. ZEIRID,

4. £ #tInterface name={Route IP, Route IP MaskHMVPN(E/KEUR F £ 2 kR HIIEIN),

« Configuration > Templates > Cisco VPN ( B T RS % ) > NATE S :
1.8 &New NAT Pool ( #TZENATH ) IR QI ENAT (AL A SNATHAE),

2 RMNATHAEEER |, Bl20Nat Pool Name, NAT Pool Prefix Length, NAT Pool Range
Start, NAT Pool Range End#INAT Direction,

IBER D PHIESNAT , Ai5H¥ ENew Static NATIRH., (& AT BUE RN RIRERRREEE
REBBIAHNAT ) o

ARMFEMAER , WRIPHHUE, HRFHRIPHLE, FBASNATHE,

5.1 nxt RERERES"(Add Object Tracker) FEH , B A Z 8 81BN RIREREFH B o



MCLINAEXRE , REBMTAR

(i) Using route-based object tracking on SSNAT (inside static or inside dynamic) :
!

track 20 ip route 192.168.10.4 255.255.255.255 reachability

ip vrf 1

!

ip nat pool natpool1l0 14.14.14.1 14.14.14.5 prefix-length 24

ip nat inside source Tlist global-1list pool natpooll0 vrf 1 match-in-vrf overload

ip nat inside source static 10.10.1.4 15.15.15.1 vrf 1 match-in-vrf track 20
!

(i1) Using interface-based object tracking on SSNAT (inside static or inside dynamic) :
!

track 20 interface GigabitEthernet3 Tine-protocol

!

ip nat pool natpool1l0 14.14.14.1 14.14.14.5 prefix-length 24

ip nat inside source Tlist global-1list pool natpooll0 vrf 1 match-in-vrf overload

ip nat inside source static 10.10.1.4 15.15.15.1 vrf 1 match-in-vrf track 20
!

SSNATEARHINRIRE , AP NABEREREENATRPHEA — > HNEHRE,

AN

X FNATEARS , WEXEENNRRERR[E M NRIEXE,

« 1£SD-WAN Manager_Lt : Monitor > Devices > {select Device-Name} > Real Time:

1.7Device OptionsT , # AIP NAT Translation.

2.fEIndividual NAT Translation TR ZE , HIRERENTN RBRIR[IDEFEZENRITER ( AZPARM
Wit/ig O, AEEFibatimO, AESARit/iwO, AL F/ibiut/is O, VRF ID, VRFEFRF
W),

« 7£SD-WAN Manager L : ¥##(Monitor)>i% % (Devices)> {select Device-Name} >4
(Events):

MBEESNATEEAXN NN RBERF ERNBRSER , HFEEHBIOMPH |, N4 EREANAT
Route ChangefVE# , HhISHEWMENAR. NRIBIRET, thut, BB, BEXBNEHRFEAE
B, HiXE | it MBSt BB ANATIEG TE BN A EE Bt

HEiB%BCLIE -



Router#show ip nat translations vrf 1

Pro Inside global Inside Tlocal Outside Tlocal Outside global
--- 15.15.15.1 10.10.1.4 -—- -—-
icmp 15.15.15.1:4 10.10.1.4:4 20.20.1.1:4 20.20.1.1:4

Total number of translations: 2

Router#show track 20
Track 20
IP route 192.168.10.4 255.255.255.255 reachability
Reachability is Up (OSPF)
4 changes, last change 00:02:56
VPN Routing/Forwarding table "1"
First-hop interface is GigabitEthernet3
Tracked by:
NAT O

Router#show track 20 brief
Track Type Instance Parameter State Last Change
20 ip route 192.168.10.4/32 reachability Up 00:03:04

Remote-Router#show ip route vrf 1 15.15.15.1

Routing Table: 1
Routing entry for 15.15.15.1/32
Known via "omp", distance 251, metric 0, type omp
Redistributing via ospf 1
Advertised by ospf 1 subnets
Last update from 10.10.10.12 on Sdwan-system-intf, 00:03:52 ago
Routing Descriptor Blocks:
* 10.10.10.12 (default), from 10.10.10.12, 00:03:52 ago, via Sdwan-system-intf
Route metric is 0, traffic share count 1is 1

Remote-Router#show sdwan omp routes 15.15.15.1/32

PATH ATTRIBUTE
TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP
0 1 15.15.15.1/32 1.1.1.3 1 1003 C,I,R installed 10.10.10.12
1.1.1.3 2 1003 Inv,U installed 10.10.10.12
1.1.1.3 3 1003 C,I,R installed 10.10.10.12
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