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6.RESREBEEME L2 BEBRMMKX(SIG)#ER, tb#EMRAVFEERZscalerf ESD-WAN IPsec
SIGFIEIIE .

EERNE -7 , BREBHAGA, RIARESSB3BH , HEHZscaler Layer 7 Health
CheckHJAPI URL,

7.7£Cisco |I0S XEH , 4N IR ERERIZ B IPH#itt, /32CE AR MFARIPE R A2 M. Loopback
6530 O A A EAZREN P |, ZEOR B EN , ATFRITZscalerZTRIARE,

8.7£ConfigurationZ8 0 , AT LA FAdd TunnelBlZZIPsech8iE, EFHBEHEOSF , BEERH#T
®E,

9.EARRHIH , EFEAWANEOGigabitEthernet1{E N BRIEIRAIZE T # OIPsecl, ©5EZcalerfiiE
OB ERE, BiCFfAdvanced OptionsfBR B R BIAES

“ Configuration

| Add Tunnel |
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Tracker =) -
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Data-Center O Primary | (O Secondary
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~  Advanced Settings

Primary Data-Center

Secondary Data-Center

@~

@~

Zscaler Location Name

Authentication Required

XFF Forwarding

B R FHHEH L

2.5TRJE , £Save,

JEHSIGEMRBEER , XAERZERTHATH]. X¥ , ER WKL
AREDSR , SMBBRE>ER>EZER , E= M2 L2 HEREE,
5.7£Transport & Management VPNF , 7 lSecure Internet Gateway#& 4.

6.7ECisco Secure Internet Gateway £ , M\ T HI K & LR F A SIGTIBEEMR,

@~

@~

@~

On

On

off

Off

Mh g HRR o

Transport & Management VPN 1

Cigco VPND *

Cisco Secura ntermet Gatowsy

Clsco VPN Interface Ethernot

Glsco VPN Interface Ethernat

cEdge_Base_Fscaler_SIG_Transport V.. =

Fi -
i cEdge_Base_Zscaler_SiG_IPsec wi

cEdge,_Base_Zscaler_SiG_Psec_TLOC _Ex
cEdge_Base_Tacaler_SIG_faec_lac

cEdge_Zscaler_SIG_IPsec

TERBER LR MSIGENR

Additional Cisco VPN 0 Templates

Cisco BGP
Cisco OSPF
Cisco OSPFv3

Cimco VPN Intér!
Ciseo VPN

Cizco VPN Inter!
VPN Interface Cellular

VPN Interface Multilink Controller
VPN Interface Ethernet PPPoE
VPN Interface DSL IPoE

VPN Interface DSL PPPo&

7.7ECisco SIGEIUEHFM EMERT , N THXEFREFIFHECisco SIGEIEER :



Tenant Choose... -

Security Policy Choose..

Cisco SIG Credentials * o

cEdge_Zscaler_Credentials_v1 °

Cisco-Zscaler-Global-Credentials

FUESIGE R

8RAHERN (MBLEMNRERRDIHENR , EEATESREZDER L HREE )
56 UF

|ERREYR  TAERBMLBAZRRE , ELFEEATER :

secure-internet-gateway
zscaler organization <removed>
zscaler partner-base-uri <removed>
zscaler partner-key <removed>
zscaler username <removed>
zscaler password <removed>

2ERPIF | BULFIRITRER/ZAMN

<#root>

ha-pairs
interface-pair

Tunnel 100001 active
-interface-weight 1
Tunnel 100002 backup

-interface-weight 1
interface-pair

Tunnel 100011 active

-interface-weight 1



Tunnel 100012 backup

-interface-weight 1

3AMEAMEE , Hlflcrypto ikev2 pofiles and policies , Z-ME M B Tunnel1xxxxx, vrf definition
65530Fip sdwan route vrf 1 0.0.0.0/0 service sigFFk, FIEIXLE XNE 2 A Zscalerf¥IPsec
SIGFBEEI‘J_%B%\O

It R BB R REE O RV ES B SN

interface Tunnel1100001
no shutdown

ip unnumbered GigabitEthernetl
no ip clear-dont-fragment
ip mtu 1400

tunnel source GigabitEthernetl

tunnel destination dynamic

tunnel mode ipsec ipv4d

tunnel protection ipsec profile if-ipsecl-ipsec-profile
tunnel vrf multiplexing

AR ERIHEERBRGEZEHEERE , BUlEToa S RRIEBERETA :

<#root>

Router#show sdwan secure-internet-gateway zscaler tunnels

HTTP

TUNNEL IF TUNNEL

RESP

NAME TUNNEL NAME ID FQDN TUNNEL FSM STATE

CODE

Tunne1100001 site<removed>Tunnel100001 <removed>  <removed> add-vpn-credential-info
200

Tunne1100002 site<removed>Tunnel100002 <removed> <removed> add-vpn-credential-info
200

5. MR KR E FhttpM R AF5200 , N EHEEHEIGERBRESEREZRAN RE,



6.EWIEEMRE ,

<#root>
Router#

show ip interface brief

Interface
GigabitEthernetl
GigabitEthernet2
GigabitEthernet3
GigabitEthernet4
Sdwan-system-intf
Loopback65528

Loopback65530

NVIO
Tunnel?2
Tunnel3

Tunnel 100001

Tunnel 100002

BEAUTHS :

IP-Address
10.2.234.146
10.2.58.221
10.2.20.77
10.2.248.43
10.10.10.221
192.168.1.1

192.168.0. 2

unassigned
10.2.58.221
10.2.20.77

10. 2. 58. 221

10. 2. 58. 221

OK?
YES
YES
YES
YES
YES
YES

YES

YES
YES
YES

YES

YES

Method
DHCP
other
other
other
unset
other

ot her

unset
TFTP
TFTP

TFTP

TFTP

Status

up
up
up
up
up
up

up

up
up
up

up

Protocol

up
up
up
up
up
up

up

up
up
up

up

up

<<< This is the IP that you used or

7. ERIFRERERHVIRA , & Tshow endpoint-trackerFlshow endpoint-tracker records&i . iXH

BY T 48 ¥ 1A BR BR 2R IE T SE A BNURL:

Router#show endpoint-tracker

Interface Record Name Status RTT in msecs Probe ID Next Hop
Tunne1100001 #SIGL7#AUTO#TRACKER Up 194 44 None
Tunne1100002 #SIGL7#AUTO#TRACKER Up 80 48 None
Router#show endpoint-tracker records
Record Name Endpoint EndPoint Type Threshold(ms) Multiplier
#SIGL7#AUTO#TRACKER http://gateway.

.net/vpnt API_URL 1000 2 30 interface



8.5 T LAE A Y b 10 AE B 4%

- BWRVRF LW AIEMIPsech B HZTU TS ¢

I

show ip route vrf 1
Gateway of last resort is 0.0.0.0 to network 0.0.0.0

S* 0.0.0.0/0 [2/65535] , F%i&100002
[2/65535] , F&i&100001
10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

9.EH —SFRIE , BRI L @Internet X Hpingdr T , H A IR EREE B R IERERIBEEK

<tfroot>

Router#

ping vrf 1 cisco.com

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to <removed>, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 406/411/417 ms

<#froot>

Routerl#

traceroute vrf 1 cisco.com

Type escape sequence to abort.

Tracing the route to redirect-ns.cisco.com (<removed>)
VRF info: (vrf in name/id, vrf out name/id)

1 EE S

2

195 msec 193 msec 199 msec
3



200 msec

199 msec *

10.38d S EIMonitor > DeviceZMonitor > Network ( B F A #20.6 X R HRA ) , ATEAM
vManage GUIK iEIPsec# O,

« EREHBEBHSMIINA>EZEO,
« 1EETunnel10001MTunnel10002 A E & LA RE R IZFTERT B M B E X EAHRE -

HUEHEER

WMRSIGREEREIT , FEEU TSR THEIRR :

] 1 B =T B show sdwan secure-internet-gateway zscaler tunnelst E45i%. M HH
, MRESIEFIHTTP RESPREB401 , NR\HFEFHRIULE B, S UKIESIGEIERPHIE
, UEEEBSEEUHBARSTER,

<tfroot>

Router#

show sdwan secure-internet-gateway zscal er tunnels



HTTP

TUNNEL IF

RESP

NAME TUNNEL NAME

LAST HTTP REQ

TUNNEL

ID

FQDN

TUNNEL FSM STATE

LOCATION

ID

LOCATION F

Tunne1100001 site<removed>Tunnel1100001

reqg- aut h- sessi on 401

Tunne1100002 site<removed>Tunne1100002

reqg- aut h- sessi on 401

Tunnel1100011 site<removed>Tunnel1100011

reqg- aut h- sessi on 401

Tunne1100012 site<removed>Tunne1100012

reqg- aut h- sessi on 401

SE2.EH -SSR, FEAXEGSHERSSIG, HTTPRIRERSFMEXMWALTHE

debug platform software sdwan sig
@1 F & B sdwan iR BR 25
it F & B sdwan ftm rtm-events

debug platform software sdwan ftm sig

tunnel-st-invalid

tunnel-st-invalid

tunnel-st-invalid

tunnel-st-invalid

<removed>

<removed>

<removed>

<removed>

BN .

location-1ini

location-1ini

location-1ini

location-1ini



MCisco IOS®RRANIOS-XE 17.11+,<debug platform> & 1E# Bl<set
platform trace>

set platform software trace ftmd RO ftmd-sig [debug | verbose]
set platform software trace ios RO sdwanrp-sig debug
set platform software trace ios RO sdwanrp-tracker debug

set platform software trace ftmd RO ftmd-rtm [debug | verbose]
1.5A T Rdebugan = # % H =B

<#froot>

Router#

show logging | inc SIG

Jan 31 19:39:38.666: ENDPOINT TRACKER: endpoint tracker SLA already unconfigured: #SIGL7#AUTO#TRACKER
Jan 31 19:39:38.669: ENDPOINT TRACKER: endpoint tracker SLA already unconfigured: #SIGL7#AUTO#TRACKER
Jan 31 19:59:18.240: SDWAN INFO:

Tracker entry Tunnel 100001/ #SI GL7#AUTOYTRACKER st ate => DOWN

Jan 31 19:59:18.263: SDWAN INFO: Tracker entry Tunne1100002/#SIGL7#AUTO#TRACKER state => DOWN
Jan 31 19:59:18.274: SDWAN INFO: Tracker entry Tunnell00011/#SIGL7#AUTO#TRACKER state => DOWN
Jan 31 19:59:18.291: SDWAN INFO: Tracker entry Tunnel1100012/#SIGL7#AUTO#TRACKER state => DOWN

21217 & show ip interface brief , ® &ERZi&E# OProtocol , HR EXLRBERETE RSHKH,

<tfroot>

Router#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 10.2.234.146 YES DHCP  up up
GigabitEthernet2 10.2.58.221 YES other wup up



Tunnel 100001 10. 2. 58. 221 YES TFTP  up down

Tunnel 100002 10. 2. 58. 221 YES TFTP  up down

3.HiNZscalerFIEAFHERA G , NRZBERTMBERSIGEOFHHMEIATIRMR, HETHE
, NASIGEMRAFEHERRAR. b5 EREMNEITRERCIRRE.
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