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My Apps & Keys
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5.1 FHello APIE %4,
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https://apiconsole.cisco.com/apps/myapps/%C2%A0
https://apiconsole.cisco.com/apps/myapps/%C2%A0

My Apps & Keys

Applications M Register a New App

SDWAN_SDAVC_Test
Registered: 8/10/22 5:21 pm Grant Type: Client Credentials

API KEY CLIENT SECRET STATUS

Hello API ttg aUw active

Edit This App Delete This App Add APIs

f£vManage £ /8 FISD-AVC

1.EMBEE-EREE-RSEE. £E(.. ) ESRE , REEREREE,

= Cisco vManage elect Resource Groups Administration + Cluster Manageament
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Node Persona ()

Nl alall
Compute + Data Compute Data
(Up to 5 nodes each) (Up to 5 nodes) (Up to 10s of nodes)

vManage IP Address

172.12.1.4

Username

admin

Password

Enable SD-AVC

Cancel

SHINEN/E , EHOKUEMBRE , LRGP R,

/., Inorder to apply these changes the device will need to be
reboated.

Do you want to make these changes?

“ l:-\. e

4.7EvManageE# Bz /5 , S EIAdministration > Cluster Management > Service Reachability.

SD-AVCE ;R JReachable,

= Cisco vManage 2 - Administration - Cluster Management
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JERASD-AVCTIE#ERR |, 20.10:2 BT HY R A

1.4#EvManage GUIZBZ H , SMEIEE>EE> SD-AVCEiERES , AR T HEE,
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SD-AVC Cloud Connector Enabled

- L A P . k' & ' N # ¥
SD-AVC Cloud Connector i) @) Enabled () Disabled

Client ID(3) g

Client Secret aUw

Organization Name SDWAN_SDAVC_Test

Affinity USA v

Telemetry (] Disabled
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Cisco vM - Administration - Settings
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1.7#£vManage GUIZB 2 H , SMEIEE>RE> SD-AVC , RAERHHE.

2.3 FCloud Connector , 2 #Enabled £ 1R, B A =IEER B ERNIXEFZER P AR
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{85 F https://datamanagement-us-01.sdwan.cisco.com/validate sdavc/



https://ssp.sdwan.cisco.com/
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1.5 fnElvManage GUI , REi%$ZEConfiguration > Policies > Localized Policy > Add Policy,
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v ¥ Add Pebicy

@ Create Groups of Interast @ Configure Forwarding Classes/ QoS @ Configure Access Control Lists @ Configure Route Policy @ Folicy Overview
Enter name and description for your localized mastor policy

Policy Narme policy_test

policy_test
Policy Sottings
) wethow [ notfiow 1ove | B Application | ] Application Pv6 [ Clowd Qo5 [ Cloud QoS Service side [ Implicit ACL Logging
. ~
LogF O]

Py Max C

P
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Back Proview Save Policy
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Configuration - Templates . & o

D

Total Rows: 5 g
Name Descriptica Type Device Model Device foote Rescuree Group Featwe Tempiates Deafe Miode Dewices Ansched Updated By Last Updated Tampiste Seates
cu vSmanrt ghobal o Disabled 1 09 Aug 2002 7:24. In Sync: \"
T
Delete
SOVWAN Eage glolal 13 Disablod 1 22 Jun 2022 %27, In Syme
Cogry
Enabde Dralt Mode
Feature vEdge Clowd SOWAN Edge gobal 1 Disabled 0 29 7032 F0% In Sync
Attach Devices
ISR 1100 4GLTE" .., SOWAN Edge gl 10 Disablod 0 01 Aug 2022 755, In Sy IS Fesowias Geoep)
Expont CSV
5R4321 _Template ESRAI21_Termplate Featore SR SN Edge geobal n Dusabied acmin 18 Aug 2002 804, in Sync e

4. M EHINENR" MPolicy FRIFIZRAF | IEF LRI 0IZR AL KB



Additional Templates

Applok Choose. .. -
Global Template * Factory_Default_Global_CISCO_Templ... =
Cisco Bannar Choose... -
Cilsco SHMP Choose. -
TrustSec Choose =
CLI Add-0n Template Chaose -
Palicy policy_test -
Probes Choose =
Security Policy Chooss -
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50 IF

ERARED THARERE ERET.

1.#£Cisco Edgei® & F , #i ALt @S LARIECisco Edgei® & 5SD-AVCE #I88 A By IE 2,

<{froot>

ISR4321#

show avc sd-service info sunmary

Status : CONNECTED <<<<<<<<<<<<<<<< The device 1is connected with SD-AVC
Device ID: ISR4321

Device segment name: <organization name>

Device address:<device ip address>

Device OS version:17.03.05

Device Type: ISR4321/K9

Active controller:

Type : Primary

IP :  <system-ip>
Status: Connected

Version :4.0.0

Last connection: 21:20:28.000 UTC Thu Jul 31 2022

Active SDAVC 1import files



Protocol pack: Not Toaded
Secondaru protocol pack PPDK_af575ccaebf99b0c4740dfc7a611d6.pack

2. & FvManage CLIHBIEREFIRS.

<{froot>

vManage#

request nms cont ai ner - nanager st at us

Container Manager is running<<<<<<<<<<<<<<<<<<

<tfroot>

vManage#

request nns-contai ner sdavc status

b'Container: sdavc\nCreated: 7 weeks ago ago\nStatus: Up 7 weeks\n' <<<<<<<<<<<<

<tfroot>

vManage#

request nns contai ner-manager di agnostics

NMS container manager
Checking container-manager status
Listing all images

REPOSITORY TAG IMAGE ID CREATED

sdwan/cluster-oracle 1.0.1 aa5d2a4523a4 5 months ago
cloudagent-v2 fb3fc5c0841 fa24f9ef3la7z 6 months ago
sdwan/host-agent 1.0.1 038ad845f080 7 months ago
sdwan/statistics-db 6.8.10 08fc31a50152 8 months ago
sdwan/coordination-server 3.6.2 54497812153 13 months ago
sdwan/configuration-db 4.1.7 ad351b31f7b9 13 months ago
sdwan/messaging-server 0.20.0 a46dc94d4993 13 months ago
sdavc 4.1.0 721c572475F9 14 months ago
sdwan/support-tools Tlatest 0c3a995f455c 15 months ago
sdwan/service-proxy 1.17.0 4e3c155026d8 15 months ago

sdwan/ratelimit master £2193702ef35 16 months ago

SIZE
357MB
590MB
152MB
877MB
260MB
736MB
71.2MB
1.17GB
16.9MB
205MB
47.6MB



Listing all containers

CONTAINER ID
270601fc94ec
53bba5216b24
59bf900edf14
62defa38c798
3fbf32dd8d73
c2e7b672774c
f42ac9b8ab37
112f3d9b578b
06b09f3b030c
3484957576ee
Docker info

IMAGE

cloudagent-v2:fb3fc5c0841
sdwan/ratelimit:master
sdwan/service-proxy:1.17.0
sdwan/messaging-server:0.20.0
sdwan/coordination-server:3.6.2
sdwan/configuration-db:4.1.7
sdwan/statistics-db:6.8.10

sdavc:4.1.0

sdwan/host-agent:1.0.1
sdwan/cluster-oracle:1.0.1

Client:

Debug Mode: false

Server:

Containers:
Running: 10
Paused: 0
Stopped: 0
Images: 11

Server Version:

10

19.03.12

Storage Driver: aufs

Root Dir: /var/Tib/nms/docker/aufs

Backing Filesystem: extfs

Dirs: 149

Dirperml Supported: true
Logging Driver: json-file
Cgroup Driver: cgroupfs

Plugins:
Volume: Tloc

Network: bridge host ipvlan macvlan null overlay

al

COMMAND
"python ./main.py"

"/usr/local/bin/rate..
"/entrypoint.sh /run..
"/entrypoint.sh /mes..
"/docker-entrypoint...
"/sbin/tini -g -- /d..
"/bin/tini -- Jusr/1..
"/usr/local/bin/scri..
"python ./main.py --..
"/entrypoint.sh java.

CREATED
weeks
weeks
weeks
weeks
weeks
weeks
weeks
weeks
weeks
weeks

N N~NOOOOoOOOoO OO

Log: awslogs fluentd gcplogs gelf journald json-file Tocal Togentries splunk syslog

Swarm: inactive

Runtimes: ru

Default Runtime:

nc

runc

Init Binary: docker-init

containerd version:

fd103cb716352c7e19768e4fed057f71d68902a0.m

runc version: 425e105d5a03fabd737al26ad93d62a9eeede87f-dirty

init version: fec3683-dirty (expected: fec3683b971d9)
Kernel Version:

4.9.57-1tsi

Operating System: Linux

OSType: Tinu
Architecture
CPUs: 16

X

x86_64

Total Memory: 30.46GiB

Name: vManag

ID: XXXX: XXXX 2 XXXX 2 XXXX 2 XXXX 2 XXXX 2 XXXX 2 XXXXX
Docker Root Dir: /var/Tib/nms/docker

Debug Mode: false

Registry: https://index.docker.io/vl/

Labels:

e

Experimental: false
Insecure Registries:

127.0.0.0/8

Live Restore Enabled: false

WARNING: No cpu cfs quota support
WARNING: No cpu cfs period support

ago
ago
ago
ago
ago
ago
ago
ago
ago
ago

STAT
Up
Up
Up
Up
Up
Up
Up
Up
Up
Up

(o))

NNNPEFEOOOO OO



WARNING: bridge-nf-call-iptables is disabled
WARNING: bridge-nf-call-ip6tables is disabled
WARNING: the aufs storage-driver is deprecated, and will be removed in a future release.

#£20.109 , “request nms all status’8y % RIFEITHEX :

{8 Fi Cisco Catalyst SD-WAN Control Components Release 20.10. x5 E S kx4t , £ Cisco
Catalyst SD-WANK ERHEE R F | SD-AVCABMNETHRERHMRATRE, Eit , #Cisco
Catalyst SD-WAN3E#I L iZ1Trequest nms all status@z R BA“NMS SDAVC server A RE A, X
RWHITH , FRRSD-AVCHEEEMEE, HEE , ‘NMS SDAVCHX"AHERNER A,

NMS SDAVC server
Enabled: false
Status: not running
NMS SDAVC gateway
Enabled: true
Status: running PID:23722 for 125s.
vManage Device Data Collector
Enabled: true

vmanage_20_12 1# request nms sdavc-gw status
NMS SDAVC gateway

Enabled: true

Status: running PID:23722 for 130s

HUEHEER

REBoRENEET AT EERTHREDRR.

fEvManage BEH |, WUFLA TR -

/var/log/nms/vmanage-server.log
/var/log/nms/containers/sdavc/avc/sdavc_application.log

BMALBT

<{froot>

request nms cont ai ner - manager



st at us

di agnosti cs

#£Cisco Edge Cisco IOS® XEH | AL T @5

<{froot>

Router#

show avc sd-service info connectivity

show avc sd-service info

export

i mport

MXER

Cisco Catalyst SD-WANA[1i5F — @4 BRH L=



https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/hardware-and-software-installation.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/hardware-and-software-installation.html
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