NS SD-WANERE RV E B AR H L& B TACE
Bl
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ERES
EREBERA

% 51.MvManage for Device Online

% 52. \vManage ® 7 7 Bk JCLI

% =3.MCisco Edge ACLI

KESRK FETHE
FERASCMER S
TEBERF#ESR
B = Bl

F)

AR ST R AEI R R TE LTI M (SD-WAN)IRE R B s BB R AR

TR

=R
CiscoZ W IR T f#Cisco SD-WAN,

ERREHF



AR #4 A Y E B & T Cisco vManage,

AN EESEETRESREREHNREHEN . A ERNFERERDEIRAR
(BN ) BB, MELNRELTEHRES  ERRETRFEHSNEEYN.

U

il

=|

0N

:Ib/\{

!

LBEHHE LT M (SD-WAN)FREFR I EER AN , HEWE2HBHEREARLZIFH(TAC)H
S5, URBHBREB, CETRRL TRBRSHEEF R, ©EE T vManage GUIH
CLI, B&ERCLINFERAER , UARFEATEINBFERERERE LZFICisco TACEH,

EREEREAR

1% 81.MvManage for Device Online
F 1.8 FKvManage,
S22 SMB T ESRESGS,

N 5% Admin-Techfy EAnetadmintURE FS AR | REHESTEEAFIRBRGEESL
P A R P AR



Cisco vManage

Dashboard
Monitor
Configuration
Tools

SSH Terminal

Rediscover Network

Operational Commands

Cisco vManage

SSH Terminal

L1 Monitor

Rediscover Network
Configuration

Operational Commands

Template Migration

Maintenance Network Wide Path Insight

P On Demand Troubleshooting
'o  Administration

Tags Management
vAnalytics

Norkflows

vManage 20.7 x % & & k4



‘dudhe Catalyst SD-WAN

CIsCo

Monitor | @ ausites ~

53

Monitor
Overview Devices Tur

og,

Configuration

Cal
# Tools
S5H Terminal Click Here
,5’_, Maintenance Rediscover Network G
Eﬂperatinnal Commands j
‘Q Administration
TAC Cases
3  Workflows Network Wide Path Insight

On Demand Troubleshooting
2| Reports
Tag Management

IIII All‘alytICs R IR R r

| S

vManage 20.14 x} & 5 R4

F3% A .EPMR)FEERHEERadmin-techVig R ( TEA) -

F 4.8 55 Admin Tech ( SB]B ) , BT

Hostname Device Model Site 1D Site Name System P Chassis Number/ID Reachability State Action
Step A

=) vmanage_2014.1 Manager 10 SITEJOQ 10.10.10. 745a123d-90b5-4cal-a37e-db46dal49437 N ] G

&) vsmart1_204.1 Controller 10 SITEJO 10.30.30. 2d02e234-f5b6-4d41-81b0-6cf98d704909

Retrieve Admin Tech from Device
% vbond_20.14_1 vEdge Cloud (Validator) 10 SITEJQ 10.20.20.0 Ocb7976e-898e-4619-ab30-addfc929794a - N -

Operational Actions

FSREIEPHEXERE , WBAMTR. BEFTZEFRFAMNTech Features(MMRTFHE , FikE
All)o

N orE NERSOER  EEECorel T | MTAR. MONEETSEERKES BT
MRS R, MBFLHER | U HSHERSEREEE AR E RO R/ ME.

HIR6. B HEK.

Nosrw o xkmEEED , BN ERERRARFEZ-RITHE, FEANEABRRTERREFNBEERD



~

o

Generate admin-tech File
vmanage 2004100000, Site 100 Device Medel Mansgor
Generabe adiman-tech fike for Manager

This process may Lake several manules. AT you Chck Generate, you CAnnot inlefrapl the proceds
@aan it you close [his window,

For gach device, you can ganerate only one admin-1ech file a1 a time

Mate: After sdmin tech is generated on the device, the admin tech will B copitd bo Manager and
delatad from the device. Admin Tech List on Manager can be accessed from “Show Admin Tech

List™
e — T
Include: H Logs u Core Tech hebih B
ach Fealures
epl
[ ke ® - ] Hadart Tach Features

g

S B7 8 FHShow Admin Tech List , 2B IR

Device Group All ~

Device Group (3)

l Q Search Table

Generate Admin Tech for Manager Ehow Admin Tech Lisﬂ @ CIiCk Here

Hostname Device Model Site ID Site Mame System IP




Admin Tech List .

List of admin tech from Manager:-

10.10.10.1 admin-tech
In Progress

$H1%8. 8 FHDownload B %o

Admin Tech List X

List of admin tech from Manager:- CIICk Here for

Download |:>
10.10.10.1-vmanage_20_14_1-20240828-095238-admin-tech.tar.gz || T

Created at: Aug 28, 2024, 9:52:32 AM
File size: 177.42MB

MR REFH T HH LEFIRFER(SR).
22 MvManage oA B IR 1Z ZHICLI
FSHR1.BEE RL T (SSH)E FVEdge.

<#root>

ssh -1



~ JEE : Admin-techE E&netadmintXFREVAF £ K. ECLIF % Ashow usersfi S AERAF
FTER A,

HR2 i Arequest admin-tech@® , I TEARo

vEdge# show users

SESSION USER  CONTEXT FROM PROTO AUTH GROUP LOGIN TIME
99466 admin cli HHX L KNKL XXX, 184 ssh netadmin log 2821-83-15T21:56:00+00:00
vEdge#

vEdge# request admin-tech
Requested admin-tech initiated.
Created admin-tech file '/home/admin/vEdge-28210315-295709%-admin-tech.tar.gz'

vEdge#

£ 3. \/home/admin/<dated-time-admin-tech.tar.gz> B % & #lladmin-tech,

Flan | R A A F 2johndoe , Madmin-tech# & 7£/home/johndoe/ B X/, MRIBHE
RADIUSE, TACACSH R & 5 iiF IR 87 X netadmin A F# T H B RIE , MEINBERTE
strong>/home/basic/ B & # % Fladmin-tech,

N B Windows B B EWINSCP L &2 5 LU & #1525 K45,

~ EE  LinukAPERscpin T HEBRRAREFBTIHRIRSE, wH1EZENRN © scp /home/admin/
@

1% 5= 3. MCisco Edge&H25HICLI
S E1.BIFSSHE FCisco Edge Router,

<tfroot>

ssh -1



;2 i Arequest platform software sdwan admin-tech&i 55

cEdge#request platform software sdwan admin-tech

Requested admin-tech initiated.

Created admin-tech file '/home/vmanage-admin/cEdge-20210315-041941-admin-tech.tar.gz'
105 filename:: 'bootflash:vmanage-admin/cEdge-28210315-041941-admin-tech.tar.gz’

cEdges#

HER3 fFadmin-techEHIZITFTP, FTP, SCPEIAIARS 2R,

ARG SCPRAII T AR o

MAC@M-L38D ~ % scp <user>@<IP-Address>:bootflash:vmanage-admin/cEdge-20210315-041941-admin-tech.tar.gz .
cEdge-202108315-041941-admin-tech. tar.gz

100% 31MB 91.@KB/s @5:53
Connection to 10.202.195.118 closed by remote host.
MAC@M-L30D ~ %

R4 N=EBREASE LERNEERAR L ElvManage

HIRFEF/ABFAAE , vManageE — M EANREBRREBER AR (BRAFHETERRZART
K)o XETUEGHEHFTLATANT EESvManageMEBFEARSIR , MEEAREBERIIN
HESRFEERR L& FIIRSFER(SR).

UTREMMBESHSER,

S 1 : M EITools > Operational Commands , AF@EE Rd..... EMR)ERBERE., £BS&
FE—NEFHEIView Admin Tech Listo

Generate Admin Tech for Manager Show Admin Tech List As of: Sep 089, 2024 03116 PM 13

Hostname Device Model Site ID Site Name System [P Chassis Number/iD Reachability State Action
x
o
]

=) vimanage_2014_1 Manager 0 SITEJID 10.10.10.7 745a123d-90b6-4¢cal-a37e-dbA6da149437 [ -] =
@
2

smart1 20141 Controller 0 SITE2D 10.20.301 2d02e234-15b6-4d441-81b0-6cf98d4704909 [ -] b

&3 vbond_ 20141 vEdge Cloud (Validatar) 10 SITEJIO 10.20.202 Och7976e-898e-4619-ab30-a4dfc029794a T ]

' TestEdge CBOOOw 202 SITE_202 10.5.5.2 CBK-137F2F57-4A98-FO1B-DBE5-36BGFAZ33E24 T [ -]

oy N Tl T ¥ ¥ S - e I TG A AEETE A AEE L EamE .~ ArEaE~a s SENerate Admin Tech

(%) cedgel 1714 1a CBOOOv 20 SITE_ZO 0.5.5. CBK-174824AE-ETF4-1FEC-F3D5-CDACFEECZABL

Retrieve Admin Tech from Device "

Operational Actions



FR2 . AT , AELLEFITAT LELFIvManageN EEHEARFI&,

Admin Tech List from Device

TestEdge | 10.5.5.2 e 102202  Dovice Modalvedge-CE000V

&

TestEdge-PH240909-194620- admin-toch. 1ar.g2

EERITFF X4 EFEEVvManage £

BREIEHER, BT,

FI 3 FEHERFXHFEHFIvManage 7.

\

HR] 4 OE , BUNREAEGERR KRR —#F TRt

o O @

1 Search PISCES &% MaderQuen [Downloads 0 & - 2 Oeher farvorites
PO.5.5 2. TesiEdne- 240009 10462 rieechla
| admin v

Admin Tech Lis.

s - O

TestEdge|10.5.5.2 Sie D202 Device Modelkvedge-CEOOOV

TestEdge-20240008-194520-admin-techtar.gz

&

t

FEZRRITFF X4 I EF#EEvManage £

S5 EEREBRE , BB HAMED, XA FEREKbootflash EHIZEE 1 MUIKE,



Warning
Are you sure you want to delete admin tech?

File Name ; /home/vmanage-
admin/TestEdge-20240909-194620-

o admin-tech.tar.gz
Device IP: 10.5.5.2
@ Manager

O Both device and manager

AP T MvManage., %% 5@/ MvManage F/2%1% & A il BR SC 4

EH b 15 BF
N EE  ERA201XREERAS | T MCLIT Madmin-techrh BEBR A & 34 1T T A

vEdge:

vEdge# request admin-tech 7
Possible completions:
delete-file-name Delete admin-tech file

exclude-cores Include only /var/crash/info.corex and exclude the /var/crash/corex files
exclude-logs Collect only vdebug logs
exclude-tech Ignore /var/tech files
| Output modifiers
=L
vEdge#

cEdge#request platform software sdwan admin-tech 7?7
delete-file-name request sdwan admin-tech delete-file-name

exclude-cores request sdwan admin-tech exclude-cores
exclude-logs request sdwan admin-tech exclude-logs
exclude-tech request sdwan admin-tech exclude-tech
install request sdwan admin-tech install

<CIr=> <CIr>

cEdge#



REERREZEEBTEMNMSR

EXFSD-WANAE K @) Bt 1T PEHERR |, 15 admin-techiE##MvManage L% EICisco SR, HIRITE
BHgEN , FaRNBEFBEANGTHRIEZECHIEY, THESE , BEEN X4 LEF
SR, XEA¥RE—NMRENERE, LIBNFBNMETvManage EBIGUIFICLISEI LT 2,

FRFH

E L& , vManageZEEEEE A Hinternete. BRI EvManageZHlsR EFILEKTIEE, AR HE

Efnetadminf RT e EREB AR, —RREF—NEBEFEREBESR, ELHFISR , £F

EFASRESHNLETE. EXTRLEAFXNESZER , FEASER XS LEAZBREARATEF
o 5l EF T Customer Experience Drive(CXD)iX &,

KFRSRH L& THE

fEASCMIRER S h&

fTFFSREt , CXDLBFER— N LETHE , HESRFBA—NEE , b8 TEARMMAER
ZRFH —LEFAER,

ERREETHE , TERATESR
HER1. B FEISCM,

SE2 ITFF P E M case AR B E4& S hE
HIR3.E dHAttachmentsIE I+ o

SRABHFENTE. ERTHE , ZTEFEREER T (Generate Token)IZH AN,

~ xEE
AP BRARREZBERES, RiBpasswordFltoken2ig EETHE , TECXDIRRET BERDB
— L HAESENEREMMEISR, MRKFERZE , AR TUBRRERSERFABEERF
MER B


https://www.cisco.com/c/zh_cn/support/web/tac/tac-customer-file-uploads.html?dtid=osscdc000283#cxduploadtoken
https://www.cisco.com/c/zh_cn/support/web/tac/tac-customer-file-uploads.html?dtid=osscdc000283#cxduploadtoken
https://mycase.cloudapps.cisco.com/

o Click the "Generate Token" button to create a Customer eXperience Drive (CXD) upload token.

Generated Token: 4pl TFSIIJ

MEEFREEBSR
vManage GUI

X FvManage 20.7 xR ESRA , BHRITHE1RH T ER1-7, MvManage for Device Online=% &
AL ER1-3, FoERHR EERNEERAR L& FIvManage

ERBRE—NEBHEXEEEARE , NEBHEARY|EXRH R TFicloudB®#tr , EHEEE (SR
Number, TokenFIVPN 05512 ) , AfF K EHUpload.



Admin Tech List .

List of admin tech from Manager:-

10.5.5.2-TestEdge-20240909-194027-admin-tech.tar.gz N |0 7~
Created at: Sep 9, 2024, 3:40:24 PM
File size: 48.46MB

Upload admin-tech file to CXD (cxd.cisco.com) for 10.0.0.12.

This process may take several minutes. After upload, you cannot interrupt the
process even if you close this window

For each device, you can upload only one admin-tech file at a time.

&
(5]
(1]

0

=l

@
1) ]

L

<

SR Number*

Token* <:| Generate one token per
admin-tech

[ Select VPN N ]

Cancel

RiiUploadfg , & /RUpload successfulEE , ABHEEEHRE K II LEFISR,

ERA20.6 xEESMAAR |, t1RvManagesh FTEE#E X |, N AL M Tools > Operational
Commands T #YGenerate Admin Tech for vManageif B £ Fi§vManage T RBIEREER R,

Generate Admin Tech for vManage



AR, BALER L RS RFEERRERE LA FTACESM,

vManage CLI

N4 E FvManage , — BB CLIE A & Radmin-tech4E B 3 5E K admin-tech , Bl A% Arequest
uploadii . EUREIPEAIEE, RTIEABEG , IAZIRENTHE,

vManage# request upload vpn 512 scp://69094XXXX@cxd.cisco.com:/test.file test.file
69094XXXX¥@cxd. cisco.com's password:

test.file 100% 21 0.3KB/s 00:00

vManage#

U0 SR

ERASCMBIEEERARE S LA IR,

Expand All | Preview All 1-100f 10 Notes per page: 25 | 50 | All

From Title Date ~

~  TACHIGHWAY CXD Attached a File 03/19/2021 at 18:08:31



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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