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4 RE% Avshell , #EHechom B EBCSRIWE HFXAA MM ElvManage LI XX,

vmanage#

vmanage# vshell

vmanage:~$ mkdir web

vmanage:~$ cd web

vmanage:~/web$ echo "----- BEGIN NEW CERTIFICATE REQUEST-----
MIICsjCCAZoCAQAWbTELMAKGALIUEBhMCVVMxCzAJBgNVBAgTAKNBMREWDwWYDVQQH
EwhTYW4gSm9zZTEWMBQGALUEChMNQ21zY28gU31zdGVtczEUMBIGAIUECXMLQ21Zz
Y28gUORXQU4xEDAOBgNVBAMTB3ZtYW5hZ2UwggEiMAOGCSqGSIb3DQEBAQUAA4IB
DwAwggEKA0IBAQCRDAIKGUYuDwobn60PeDgfq96d+r5z66VQ8NBTBBhgwZgG5717
YIY9yNF50Sb+b1xUEXb61Wntq7qSHSzJhFDX0BalL4/c9110Qped3yDETCEOTy30H
y88yg7TIZjnmz+j8I092cRXnZLZ9YIwfsIPWEF0Z/4Gw5QIkukdAmLmkeKjOWD2A

V V V V VYV



4pG2sV80g+hnhUw8tJ11rKzQKsj2JImD+1ikeZbXu361ZvdKIB34iM2AsmsRbIJhUFf
ujUU705E0z1nF2SBCI+fpf7ze75dQRrBTOPA23QRobQEEg5wSMc+G//jD26zBCNg
IEyUAX0/0NQfOqtMmcBm7QIDESse0Sufv4b9AgMBAAGGADANBgkghkiGI9wOBAQsF
AAOCAQEAK2BenHnfYuWlagdcYrZID6+uGC6fNfI6qgmvvIXEPFFWOQfPhu8rESYY
K3qgf/ED+iCXEk/hudnf09vZ6gygM+P8a/zN3+J3VM5zCh6tn7vM0/cytcIJONPtu
mnZGpDO+XjZDDLYmS63j1B+h05gXeYyQ1lt4Qv/s2H8 jPhIWTravV376E+S90318cva
7D7yp3W+ce5ItHs90bKWOaexVsypAV4USrDaVsfSbyU97G2 rCXgmMgRLIdBwZofg
04qgsgrC8qG28auelQ88XPa/HQtpOWB/Pxg70e91s59Je/ETsMkR3vt7aglemyXA]
nal67+T/QWgLSIB2pQuPHO51MbAS S5w==

> ————- END NEW CERTIFICATE REQUEST----- " > web_cert.csr

VVV VYV VYVVYV

5.1 R A catis 5 EFRFCSR,

vmanage:~/web$ cat web_cert.csr

MIICsjCCAZoCAQAWbTELMAKGAIUEBhMCVVMxCzAJBgNVBAgTAKNBMREwWDwWYDVQQH
EwhTYW4gSm9zZTEWMBQGALUEChMNQ21zY28gU31zdGVtczEUMBIGALUECXMLQ21z
Y28gUORXQU4xEDAOBgNVBAMTB3ZtYW5hZ2UwggEiMAOGCSqGSIb3DQEBAQUAA4IB
DwAwggEKA0IBAQCRDAIKGUYuDwobn60PeDqfq96d+r5z66VQ8NBTBBhgwZgG5717
YIY9yNF50Sb+b1xUEXb61Wntq7qSHSzIhFDXOBaLl4,/c9110Qped3yDETCEOTy30H
y88yg7TIZjnmz+j8I092cRXnZLZ9YIwfs9PwEF0Z/4Gw5QIkukdAmLmkeKjOWD2A
4pG2sV80g+hnhUw8t]1rKzQKsj2JImD+ikeZbXu361ZvdKIB34iM2AsmsRbIhUFf
ujUU705E0z1nF2SBCI+fpf7ze75dQRrBTOPA23QRObQEEG5WSMc+G//jD262BCNg
IEyUAX0/0NQfOqtMmcBm7QIDESse0Sufv4b9AgMBAAGgADANBgkghkiGIwOBAQsF
AAOCAQEAK2BenHnfYuWlagdcYrZJD6+uGC6fNFfI6qqmvvIXEPFFWOQfPhu8rESyY
K3qgf/ED+iCXEk/hudnf09vZ6gygM+P8a/zN3+13VM5zCh6tn7vM0/cytcIONPtu
mnZGpDO+XjZDDLYmS6j1B+h05gXeYyQ1t4Qv/s2H8jPhIWTraV376E+S90318cva
7D7yp3W+ce5ItHs90bKWOaexVsypAV4USrDaVsfSbyU97G2 rCXgmMgRLIdBwZofg
04qsgrC8qG28auelQ88XPa/HQtpOWB/Pxg70e91s59]e/ETsMkR3vt7aglemyXA]
nal67+T/QWgLSIB2pQuPHO51MbAS S5w==

————— END NEW CERTIFICATE REQUEST-----

vmanage:~/web$

6.7EopenssIBVEEBI T |, 79 & Frootca.key My 1RIE 4 B 2 4A

vmanage:~/web$ openss1 genrsa -out rootca.key 2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)
vmanage:~/web$ Ts
rootca.key web_cert.csr
vmanage:~/web$

7.4 B & Arootca.pemIRCAIEH , HEMA L —F 4K Mrootca.keySt H#ITEE,

vmanage:~/web$ openss1 req -x509 -new -nodes -key rootca.key -sha256 -days 4000 -out rootca.pem
You are about to be asked to enter information that will be incorporated



into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be Teft blank.

Country Name (2 Tetter code) [AU]:US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []:San Jose

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems
Organizational Unit Name (eg, section) []:Cisco SDWAN

Common Name (e.g. server FQDN or YOUR name) []:vmanage

Email Address []:

vmanage:~/web$ Ts

rootca.key rootca.pem web_cert.csr

vmanage:~/web$

8.fE HARCAIE LM Z AL FECSR,

vmanage:~/web$ openss1 x509 -req -in web_cert.csr -CA rootca.pem -CAkey rootca.key -CAcreateserial -out
Signature ok

subject=/C=US/ST=CA/L=San Jose/0=Cisco Systems/OU=Cisco SDWAN/CN=vmanage

Getting CA Private Key

vmanage:~/web$ Ts

rootca.key rootca.pem rootca.srl web_cert.crt web_cert.csr

vmanage:~/web$

OFHMERIUEREHINEFRWEEFX, EAUERcaAERTERIEH,

vmanage:~/web$ cat web_cert.crt

MIIDVjCCAj4CCQDXH8GTDhvL4DANBgkghkiG9wOBAQsFADBtMQswCQYDVQQGEwIV
UzELMAKGA1UECAWCQOEXETAPBgNVBACMCFNhbiBKb3NTMRYwFAYDVQQKDA1DaXNj
byBTeXNOZW1zMRQWEgYDVQQLDAtDaXNjbyBTRFABTjEQMA4GA1IUEAwwHdm1hbmFn
ZTAeFwOxOTEwMj IwODUOMzdaFw0zMDEwMDQwWODUOMzdaMGOxCzAJBgNVBAYTATVT]hWypDsqm3oh86GXmgoxIF1D/UmcOXHKVeK/MZrhz,/P9
USAANPGyqOha/TqQvPbSMKALHj9cGc9389102AAeDQqneEcDgie5u0sOMOvVBth3V
DXpq8mYgTjhqIUyab4txWZwXvQmZj+Hu2h2S4wj//us92KgE+Xc1jNeaky/GEZgqZ
jWNowDgWeJdsm8hx2QteHHbDTahuArVIflp45eLIcIJR1kOTRL8TTrowWaST1bZClz
20aYK4S0KOnTkpscuVIrXHkwNN6Ka4q9/rVxnLzAf1J4E9DXojpD3gNH

————— END CERTIFICATE-----
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