HEBRSD-WANZ & B H E
B &

B #i =
DTLSIE#HFE(DCONFAIL)
TLOCZEA(DISTLOC)
Board-ID not Initialized(BIDNTPR)
BDSGVERFL — FRIDEH KK
SRS - BhES
EEFTHIR(LISFD)
X & A [ (VM TMO)
F 55T 1F7E(CRTREJSER, BIDNTVRFD)
LAT CTORGNMIS
vEdge/vSmartiif 5 & #85/FE M (VSCRTREV/CRTVERFL)
vManage # K i fivEdgetE iR
BALZMH(DISCVBD, SYSIPCHNG)
DNS# &

[l
i}

i
=

ANHENES BRI EEHARENRELETRER |, LR NAHEERIX L RENSE,

b B /=
B 515 /%\

N EE  ATHBENBHAZ RS SR EREVEdge k., 8L | E{TCisco I0S® XE SD-
WAN’;M‘FE’JE%EE%%;KFE MR . A Ksiwan 8F | LUETECisco I0S XE SD-WANE: 4 £
33_( *EHEIJ?H:II ﬁ“ﬁushow sdwan control connections , A A show control connections.

R ITHEDERR 28 , FBABRFWWAN Edget IEAR B

AR Rk

- BRENFHES.



« XERBEHREER FystenR :
« RRIP
- ¥RID
o HLOARM
* vBond address
« EATunneli& APt B AIVPN OfE 50,
- EVEdge L F BB BN RE N MUK EHMIR R /12 HSS BN REAT 6

1Z A show clock T T TA 24 Il 1R B AV B[],

i A ficlock st B AFE IR % LR E EFRYRT A,

MNFIERENEER , FHRAREZAEMER(TLOC)ERE A, RS E I show control local-
properti&sIJﬁo

BRAHARHIM TR

<#froot>

branch-vEl#
show control |ocal-properties

personality vedge
organization-name vIPtela Inc Regression

certificate-status Installed
root-ca-chain-status Installed
certificate-validity Valid

certificate-not-valid-before Sep 06 22:39:01 2018 GMT
certificate-not-valid-after Sep 06 22:39:01 2019 GMT

dns-name vbond-dns-name.cisco.com
site-id 10

domain-id 1

protocol dtls

tls-port 0

system-ip 10.1.10.1
chassis-num/unique-id 66cb2a8b-2eeb-479b-83d0-0682b64d8190
serial-num 12345718
vsmart-Tist-version 0

keygen-interval 1:00:00:00
retry-interval 0:00:00:17
no-activity-exp-interval 0:00:00:12

dns-cache-tt] 0:00:02:00

port-hopped TRUE
time-since-last-port-hop 20:16:24:43
number-vbond-peers 2

INDEX IP PORT



0 10.3.25.25 12346
1 10.4.30.30 12346

number-active-wan-interfaces 2

PUBLIC PUBLIC PRIVATE PRIVATE RESTRICT/ LAST MAX
INTERFACE 1IPv4 PORT IPv4 PORT VS/VM COLOR CARRIER STATE CONTROL CONNEC
ge0/1 10.1.7.11 12346 10.1.7.11 12346 2/1 gold default up no/yes 0:00
ge0/2 10.2.9.11 12366 10.2.9.11 12366 2/0 silver default up no/yes 0:00

HVEdgeBRHFMRA16 3R EFRAS , BHERJLNMINFER

number-vbond-peers 1
number-active-wan-interfaces 1

NAT TYPE: E -- indicates End-point independent mapping
A -- indicates Address-port dependent mapping
N -- indicates Not learned
Note: Requires minimum two vbonds to learn the NAT type

PUBLIC PUBLIC PRIVATE PRIVATE PRIVATE MAX
INTERFACE TIPv4 PORT  IPv4 IPv6 PORT  VS/VM COLOR STATE CN
STUN

ge0/4 172.16.0.20 12386 192.168.0.20 2601:647:4380:ca75::c2 12386 2/1 public-internet up 2

A&7 =

DTLSE % & (DCONFAIL)
XEBHERNER B2 —  BREEN. TN ERSER N E R W,
BTRERERFARESERMBRESRLE, XRAETRAEER T E Blicpdump .

« T —BE(NH)ER 2R TTE TR
- BEAFEERIB)FRLZERINMK,
- RERPNEEREREZS(DTLS)mA R,

A LAEA L Fshowdn & :

<ttroot>



#Check that Next hop

show ip route vpn O

#Check ARP table for Default GW

show arp

#Ping default GW

ping <...>

#Ping Google DNS

ping 8.8.8.8

#Ping vBond if ICMP is allowed on vBond
ping <vBond IP>

#Traceroute to vBond DNS

traceroute <...>

MEAEDTLSEREHEER |, &0 LATE a5 i H A7 & show control connections-history B o

PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
INSTANCE TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP
0 vsmart  tls 10.0.1.5 160000000 1 10.0.2.73 23456 10.0.2.73

5 #8212 SD-WAN(vSmart)iwm £ Fl K HE BT A EikvEdgetcpdump B , 2 HILXMER -

tcpdump vpn 0 interface ethl options "host 198.51.100.162 -n"

13:51:35.312109 IP 198.51.100.162.9536
13:51:35.312382 IP 172.18.10.130.12546
13:51:35.318654 IP 172.18.10.130.12546
13:51:35.318726 IP 172.18.10.130.12546
13:51:36.318087 IP 198.51.100.162.9536
13:51:36.318185 IP 172.18.10.130.12546
13:51:36.318233 IP 172.18.10.130.12546
13:51:36.318241 IP 172.18.10.130.12546
13:51:36.318257 IP 172.18.10.130.12546
13:51:36.318266 IP 172.18.10.130.12546
13:51:36.318279 IP 172.18.10.130.12546

172.18.10.130.12546: UDP, length 140 <<<< 1 (packet number)
198.51.100.162.9536: UDP, length 1024 <<< not reached vEdege
198.51.100.162.9536: UDP, length 1024 <<< not reached vEdege
198.51.100.162.9536: UDP, length 853 <<< not reached vEdege
172.18.10.130.12546: UDP, Tength 140 <<<< 5
198.51.100.162.9536: UDP, length 79 <<<< 6
198.51.100.162.9536: UDP, length 1024 << not reached vEdege
198.51.100.162.9536: UDP, length 879 << not reached vEdege
198.51.100.162.9536: UDP, length 804 << not reached vEdege
198.51.100.162.9536: UDP, length 65 <<<< 10
198.51.100.162.9536: UDP, length 25 <<<< 11

V VVV V VYV VYV\VYV

vEdgeiw B R BIG0 R PR

tcpdump vpn 0 interface ge0/1 options "host 203.0.113.147 -n"



13:51:35.250077 IP 198.51.100.162.12426 > 203.0.113.147.12746: UDP, Tength 140 <<<< 1
13:51:36.257490 IP 198.51.100.162.12426 > 203.0.113.147.12746: UDP, Tength 140 <<<< 5
13:51:36.325456 IP 203.0.113.147.12746 > 198.51.100.162.12426: UDP, Tength 79 <<<< 6

13:51:36.325483 IP 203.0.113.147.12746 > 198.51.100.162.12426: UDP, Tength 65 <<<< 10
13:51:36.325538 IP 203.0.113.147.12746 > 198.51.100.162.12426: UDP, Tength 25 <<<< 11

S 2% #£Cisco 10S XE SD-WANE# | | &R LABE A R A SN BUIRE B IR (EPC) M A = tepdump.

BRI UERASEARFREREETRAHBIES K NMED RSB R (DSCP)FRIZH Finping , B4
B, ENEHRSREUBTRLEAERANUDPHEE. 2 BRIUDPHES ( LERUDP/)
2B ) UDSCPHRICHHIE ZrTIBRIFIE, BT REEE K HnpinghT B =B,

MvSmart:

<#froot>

vSmart#

tools nping vpn 0 198.51.100.162 options "--udp -p 12406 -g 12846 --source-ip 172.18.10.130 --df --data-

Nping in VPN O

Starting Nping 0.6.47 ( http://nmap.org/nping ) at 2019-05-17 23:28 UTC

SENT (0.0220s) UDP 172.18.10.130:12846 > 198.51.100.162:12406 tt1=64 id=16578 iplen=583
SENT (1.0240s) UDP 172.18.10.130:12846 > 198.51.100.162:12406 tt1=64 id=16578 iplen=583

VEdgeH RBIEN R AR

<tfroot>

vEdge#
tcpdunp vpn O interface ge0O/1 options "-n host 203.0.113.147 and udp”

tcpdump -i geO_1 -s 128 -n host 203.0.113.147 and udp in VPN 0O

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on ge0_1, link-type EN1OMB (Ethernet), capture size 128 bytes
18:29:43.492632 IP 203.0.113.147.12846 > 198.51.100.162.12406: UDP, length 555
18:29:44.494591 IP 203.0.113.147.12846 > 198.51.100.162.12406: UDP, length 555

THR—NMEvSmart EEA TS ( MtraceroutevShelliz 1T ) EZR KA RO

<{froot>

vSmart$



traceroute 198.51.100.162 1400 -F -p 12406 -U -t 192 -n -m 20

traceroute to 198.51.100.162.162 (198.51.100.162.162), 20 hops max, 1400 byte packets
1 % %

4 * k%

5 *o% %

6 10.65.14.177 0.435 ms 10.65.13.225 0.657 ms 0.302 ms

7 10.10.28.115 0.322 ms 10.93.28.127 0.349 ms 10.93.28.109 1.218 ms
8 E

10 * 10.10.114.192 4.619 ms *

16 10.68.72.61 2.162 ms * *

VEdge M ERMvSmart R IEMN#HIEE (REBERELEEMRES TR )

<#froot>

vEdge#

tcpdunp vpn O interface ge0/1 options "-n host 203.0.113. 147 and udp”

tcpdump -i geO_1 -s 128 -n host 203.0.113.147 and udp in VPN O

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on geO_1, 1link-type EN1OMB (Ethernet), capture size 128 bytes
18:16:30.232959 IP 203.0.113.147.12846 > 198.51.100.162.12386: UDP, length 65
18:16:30.232969 IP 203.0.113.147.12846 > 198.51.100.162.12386: UDP, length 25
18:16:33.399412 IP 203.0.113.147.12846 > 198.51.100.162.12386: UDP, length 16
18:16:34.225796 IP 198.51.100.162.12386 > 203.0.113.147.12846: UDP, length 140
18:16:38.406256 IP 203.0.113.147.12846 > 198.51.100.162.12386: UDP, length 16
18:16:43.413314 IP 203.0.113.147.12846 > 198.51.100.162.12386: UDP, length 16

TLOCZ: i (DISTLOC)



FTLOC Disabled’E B AR R 2R AT BEH A T RE B/

- TRRRIEERLESRE
- ERTLOCHEI&
- REIPHEAL

FRERGHRB S E P HIPRIEE 1 H 32 K Y show control connections-historyfF AT L & o

PEER PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER PUBLIC
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP PORT
vmanage dtls 192.168.30.101 1 0 192.168.20.101 12346 192.168.20.101 12346
vsmart  dtls 192.168.30.103 1 1 192.168.20.103 12346 192.168.20.103 12346
vbond dtls 0.0.0.0 0 0 192.168.20.102 12346 192.168.20.102 12346

Board-ID not Initialized(BIDNTPR)

ENZEETHZINSETRENMES | LA LLFE F TXCHTOBD - faled to send a challenge to Board 1D
faled' M/ ‘RDSIGFBD — MIRIDIERERE R LM, 4\ , BB THHERE , ZEEERIDARIE
KW, HREXTERN , FEEEXRIDHER, XMNBRTFTLELRLE , MASIEREFIEZNE
Ro XEBERAHDEZEEN,

PEER P
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER P!
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP P
vbond dtls - 0 0 203.0.113.109 12346 203.0.113.109 1
vbond dtls - 0 0 203.0.113.56 12346 203.0.113.56 1

BDSGVERFL — F#xIDZ & &K

X R/RVEdgetE4 T vBondMI LA S /M —id/F 55 . REXTERN , FRIAGSHEPER
show control local-propertiesfYVEdgef§ B. , H4F1Z % tH 5 vBondshow orchestrator valid-vedges £ BY FH EE R 6

WMRVEdgeMI & B~ FE , BHREES .

- BffvEdgeRnEIEREK
- BFZXHIER L& FlvManage.



}f—(_'\jlﬁTSend to Controllers 7':7 Configuration > Certificates.

MR7FHE , HREvalid-vEdge RPN EEREB , H5CiscoRRZFHMTAC)EKR |, #t —FTHRIL

R

EREERET  BRE R

MRMEPFEREHAZE , MRS HIERGEEE,

RplaE

« ERIBAIEEVBondkY E B AR B A5 0 F A T 2 M2 HIE EZANH/TLOC,
« TLOC IPE LRSS R 2 RMRE , NS BUEEHFIER,

WAL T R BRATIRIE

show ip route

show ip routes vpn 0 <prefix/mask>

ping <vBond IP>

ERIPEI R EEEM P

VEdgeZ= iR B M ZHEEXRN , NESEFIRNEETHH.

@Fﬁ *u/show control connectionsﬁiﬁ'%iﬁ ﬁ'gﬁshow sdwan control connections-history ik,

<{froot>

vedgel#

show control connections

PEER PEER PEER SITE
TYPE PROT SYSTEM IP ID

DOMAIN PEER

ID

PRIVATE IP

BEARBHEEEHEMINH/TLOCHEREA,

PEER
PRIV PEER
PORT PUBLIC IP

vbond dtls 0.0.0.0 0

192.168.20.102

12346 192.168.20



EEFHIR(LISFD)

ZIEI%IW%EFT?EEEE’\JIP s mlJ?EﬁJJEEZ;%tHfFJO f@%%ﬂ]}ﬁ"LISFD-ListenerSocket FD Error"E\o ﬁ‘lﬂﬁf
REHTHMAERER , FlMBEIEEHRH, RESET, vEdge 5TLSHDTLSH: A LAY #2425 2 18] Y 7 PTEg
( MBFWIROXRITHF ) &5,

EELNREREHMPES., REEBMHBRM UM —,

PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP
vbond dtls - 0 0 203.0.113.21 12346 203.0.113.21

Xt & 44 8 B 18] & (VM_TMO)
svEdge ik 58 MM BRI SE N | AME X SRR,

EARGIFR |, IR T BIEXE A VvBondvManage Timeout msg (peer VM_TMO)., vSmartFl/svEdgeit it
(vEdge timeouts)#E WK H ftlve_Tmo, vP_TMO, vs TMOE .

ERHIEHERRIY — 87 , FRARESERTIEFIZR. EAInternetZHE 2 HIL(CMP)F/E
tracerouteZI T IRV IPHEtE, BFHEAREREZFZNER ( EXXRET ), RiFpingHHREEEFH

o

PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP
vmanage tls 10.0.1.3 3 0 10.0.2.42 23456 203.0.113.124

S | 5 E i show control connections-history detail B 3l HIABE B TX/RXEZBHIZITELR , EFITHSETL RS
FEAMERER, FEHMEPRXFTX helloBIEEHRS ZBNER,

site-1id 1
domain-id 1
protocol dtls

private-ip 192.168.20.103



private-port 12346

public-ip 192.168.20.103

public-port 12346

UUID/chassis-number 4fc4bf2c-f170-46ac-b217-16fb150fefld

state tear_down [Local Err: ERR_DISABLE_TLOC] [Remote Err: NO_ERROR]
downtime 2019-06-01T14:52:49+0200

repeat count 5

previous downtime  2019-06-01T14:43:11+0200

Tx Statistics-
hello
connects
registers
register-replies
challenge
challenge-response
challenge-ack
teardown
teardown-all
vmanage-to-peer
register-to-vmanage
Rx Statistics-
hello
connects
registers
register-replies
challenge
challenge-response
challenge-ack
teardown
vmanage-to-peer
register-to-vmanage

o)
~N

[eNeNol ol ol =Nololv,

vl
w

QOO RrRORrRrROOOoOWwm

FF %5 R 11 (CRTREJSER, BIDNTVRFD)
MBATERENEHBZ EREERIS , MIEHERERK,

'Eﬁ.fl*j\l\léﬁmtﬂgﬁshowcontrollers[valid-vsmartslvalid-vedg%]ij_.E ) #Ek%ﬂﬁﬂql‘ﬁj%lﬂiﬂgo M
vManageconfiguration > Certificates > Send to Controllersor Send to vBondiE Tl R S M E R4, EvBondL , show
orchestrator vaJid-vedges/ show orchestrator valid-vsmartso

EvBond BEF | EMEXLEHE R EREEM ERR BID_NOT VERIFIED:

messages:local?7 info: Dec 21 01:13:31 vBond-1 VBOND[1677]: %Viptela-vBond-1-vbond_0-6-INFO-1400002: Not
y-Tevel:major host-name:"vBond-1" system-ip:10.0.1.11 uuid:"110G301234567" organization-name:"Example_0O

R KRBT | BEREPNPIF (software.cisco.com)flvManage LB B MAE 7 EHH F 55



MxgES,

NTRENERS MIEHFHS |, ATLTEVEdgelkHzR EEALLGS

<#root>

vEdgel#

show control |ocal-properties | include "chassis-nunserial-nunt
chassis-num/unique-id 110G528180107

serial-num 1001247E

E1Z17Cisco |0S XE SD-WANF AR BEHSE L , M AUTHS ;

<tfroot>

cEdgel#
show sdwan control |ocal -properties | include chassis-nuniserial-num

chassis-num/unique-id C1111-4PLTEEA-FGL223911LK
serial-num 016E9999

HAHE

<{froot>

Router#

show crypto pki certificates CISCO IDEVID SUDI | s "“Certificate

Certificate
Status: Available
Certificate Serial Number (hex): 016E9999
Certificate Usage: General Purpose
Issuer:
o=Cisco
cn=High Assurance SUDI CA
Subject:
Name: C1111-4PLTEEA
Serial Number: PID:C1111-4PLTEEA SN:FGL223911LK
cn=C1111-4PLTEEA
ou=ACT-2 Lite SUDI
o=Cisco
serialNumber=PID:C1111-4PLTEEA SN:FGL223911LK
Validity Date:
start date: 15:33:46 UTC Sep 27 2018



end date: 20:58:26 UTC Aug 9 2099
Associated Trustpoints: CISCO_IDEVID_SUDI

A > vEdge/vSmarthy 5] &

LA RIS i P 45 iR £ vEdge/vSmart_E show control connections-history B R I

PEER
PRIVATE PEER
PORT PUBLIC IP

PEER
PUBLIC
PORT

PEER PEER PEER SITE DOMAIN PEER
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP
vbond dtls 0.0.0.0 0 0 192.168.0.231

TEvBondHY A5 53 show orchestrator connections-history %l Hi AR :

12346 192.168.0.231

PEER
PEER
PUBLIC IP

PEER PEER PEER SITE DOMAIN
INSTANCE TYPE PROTOCOL SYSTEM IP ID ID
0 unknown dtls - 0 0

AL, vBond EMViR & R 55 A EBMKIVEdge SR :

<tfroot>

vbond1#

show orchestrator valid-vedges | i 110G528180107

BREH B EE

PEER
PEER PRIVATE
PRIVATE IP PORT

0

192.168.1

MR HIES 2 B BITXH ARG RTE |, vBond £ A #1451R 2 S 1E1E SvSmarts/vManage 9 iE $

ERENFIIS.

f£vBond L :

PEER PEER PEER SITE DOMAIN

PEER
PEER PRIVATE

PEER
PEER



ID PRIVATE IP

PORT

PUBLIC IP

DOMAIN PEER
ID PRIVATE IP

PEER
PRIVATE
PORT

192.168.0

PEER
PUBLIC IP

INSTANCE TYPE PROTOCOL SYSTEM IP
0 unknown dtls -
<#root>
vbond1#
show orchestrator valid-vsnmarts
SERIAL
NUMBER ORG
0A SAMPLE - ORGNAME
0B SAMPLE - ORGNAME
0C SAMPLE - ORGNAME
oD SAMPLE - ORGNAME
£ 2 & #9vSmart/vManage L :

PEER PEER PEER
INSTANCE TYPE PROTOCOL SYSTEM IP
0 vbond dtls 0.0.0.0
<#root>
vsmart#
show control |ocal-properties| i serial-num
serial-num OF

0 192.168.0.231

A, A EZE M vSmart £ & BB <VvEdgeFIORPTMOHE & :

PEER PEER PEER
INSTANCE TYPE PROTOCOL SYSTEM IP

DOMAIN PEER
ID PRIVATE IP

12346

PEER
PRIVATE
PORT

192.168.0.231

PEER
PUBLIC IP

0 unknown tls -
0 unknown tls -
0 unknown tls -
0 unknown tls -
0 unknown tls -

192.168.10.238
192.168.10.238
198.51.100.100
198.51.100.100
192.168.10.240



EZVvEdgeF MAIvSmart Lk | show control connections-history#al i H & '7RSERNTPRES45 1R

PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT
vsmart  tls 10.10.10.229 1 1 192.168.0.229 23456
vsmart  tls 10.10.10.229 1 1 192.168.0.229 23456

£51RHY Chassis-Num/Unique-Id

PEER
PEER PUBLIC
PUBLIC IP PORT

192.168.0.229 23456
192.168.0.229 23456

MBEPNPIIF EERLIRNAERID (RS ) |, M LE SR —MEiECRTREJSER/NOERRH

S—Nrbl, Bl

<#root>

vbond#

show orchestrator valid-vedges | include ASRL002

ASR1002-HX-DNA-JAE21050110 014EE30A valid

BR , XEREFESFRE (EEDNAERTEBHH )

<#root>

ASR1k#

show sdwan control |ocal -properties | include chassis-num
chassis-num/unique-id ASR1002-HX-JAE21050110

48 R P (CTORGNMIS)

Cisco SVC N1

ALALMERERAEHEZENEZAN. XTHENER , ARBMNLTERBEFIZRNVEdge 2 E]

IT_EEE , MERSLEERT LS 3.

MERE , NEFEEGUEPAL, BHRFEESER , TR :



PEER PEER

PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER PUBLIC
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP PORT

vbond dtls - 0 0 203.0.113.197 12346 203.0.113.197 12346
vbond dtls - 0 0 198.51.100.137 12346 198.51.100.137 12346

vEdge/vSmarti ¥ 2 #44/F 8 (VSCRTREV/CRTVERFL)

MRIEPEESEE LEHE , SvEdgeFISHTEN , M5 5 E RvSmartzvEdge A IEHEHE R

o

AT 2vSmartit B EEN RAlfE . X2EvSmart EEEAVIES :

PEER PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
INSTANCE TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP
0 vbond dtls 0.0.0.0 0 0 192.168.0.231 12346 192.168.0.231
1 vbond dtls 0.0.0.0 0 0 192.168.0.231 12346 192.168.0.231

B, EFRA—E8FPMWE —/vSmartt , XRCEF LB VvSmartI F = :

PEER PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
INSTANCE TYPE PROTOCOL SYSTEM IP D D PRIVATE IP PORT PUBLIC IP
0 vsmart  tls 10.10.10.229 1 1 192.168.0.229 23456  192.168.0.229
THEHREvBondAE&FX— & :
PEER PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
INSTANCE TYPE PROTOCOL SYSTEM IP D D PRIVATE IP PORT PUBLIC IP
0 vsmart  dtls 10.10.10.229 1 1 192.168.0.229 12346  192.168.0

IEBIIER KRB TTEREE Z R ARIEFBRBUEIES :

1. AT SR ER show docklBl, BAME D TEVBondIEBEREE W ( £ 855 show orchestrator local-
properti&e*&ﬁ ) o



21X AT gE 2 A FvEdge LW RIEBHRIA S M

#RJ& show control connections-historyVEdge 8 HES FI TP 2 E RELCIMHAH -

PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP
vbond dtls - 0 0 203.0.113.82 12346 203.0.113.82
vbond dtls - 0 0 203.0.113.81 12346 203.0.113.81

EXFERT , vEdge & R B R UF 2R HIZFUE o Eﬁﬂb"&lﬂ:l‘lﬂi , A L E L RRIEPE, R
{# Fi Symantec Certificate Authority , A AN RIEXH R S5 E FIRIE P EE

<tfroot>

vEdgel#

vshel |

vEdgel:~$

cp /rootfs.ro/usr/share/viptelalroot-ca-shal-sha2.crt /home/adm n/
vEdgel:~$

exit

exit
vEdgel#

request root-cert-chain install /hone/adm n/root-ca-shal-sha2.crt

Uploading root-ca-cert-chain via VPN 0

Copying ... /home/admin/root-ca-shal-sha2.crt via VPN 0
Installing the new root certificate chain

Successfully installed the root certificate chain

vManage # < fff flvEdgetE ik

éFZdJ %HT PUESS) %iEvManageJ:M‘UJlH‘E*& N £ & "NoVMCFG - NoConflglnvManagefordewce/T\%El

=R
I /Br0



PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP
vmanage dtls 10.0.1.1 1 0 10.0.2.80 12546 203.0.113.128
B A5 (DISCVBD, SYSIPCHNG)
UTR—ERTER , HPEHEZEY., HERRZEE
- VEdge LM REIPEE X,
« ZlvBond#IiFEH B ( ElvBondRyIREIEZEZIATHY ) o
PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP
vmanage dtls 10.0.0.1 1 0 198.51.100.92 12646 198.51.100.92

DNS# &

UMD HE P EEAEREZ 1 show control connection-history BT , SR A LAIZ BB LA T SR =4 3T vBond Y
DNSH##HTHE :

« JfvBond#IDNSH#E 1t 1T pingiR 4.

ping vbond-dns-name.cisco.com
ping vbond-dns-name.cisco.com: Temporary failure in name resolution

- MIR$ZOPing Google DNS(8.8.8.8) , SR i Internet A ik i,

ping 8.8.8.8
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:

- IwAS3 EWDNSHRENRARBIESHIR , ATREESRIENCEWKIDNSHE.

PEER
PUBLIC
PORT

PEER
PUBLIC
PORT



monitor capture mycap interface <interface that forms control>
monitor capture mycap match ipv4 <source IP> <vBond IP>

SEXH  RAXBETHIRK.

BaEERER , LTCET/lo% , ARELBR, XELERIFETHIR , EFRERIENER
DNSZEif],

HXER

. MEEAS L ECisco Edgel& 85 T2 5 1% &l i 33
o BARZEFFMINHE - Cisco Systems



https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/zh_cn/support/docs/routers/xe-sd-wan-routers/218137-configure-basic-parameters-to-form-contr.html
https://www.cisco.com/c/zh_cn/support/docs/routers/xe-sd-wan-routers/218137-configure-basic-parameters-to-form-contr.html
https://www.cisco.com/c/zh_cn/support/docs/routers/xe-sd-wan-routers/218137-configure-basic-parameters-to-form-contr.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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