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Sw_A

o
Vlan 100 : 192.168.10.2/24

BB

vE & A: EDEE :

20.0.0.1/24  40.0.0.1/24

Site_A_l#show run
Building configuration...
otv site bridge-domain 99
!
otv site-identifier 0000.0000.0001
crypto isakmp policy 10

hash md5

authentication pre-share

crypto isakmp key cisco address 30.0.0.1

crypto isakmp key cisco address 40.0.0.1

Site_A_2#show run
Building configuration...
otv site bridge-domain 99
!
otv site-identifier 0000.0000.0001
crypto isakmp policy 10

hash md5

authentication pre-share

crypto isakmp key cisco address 30.0.0.1

crypto isakmp key cisco address 40.0.0.1



https://www.cisco.com/c/zh_cn/support/docs/routers/asr-1000-series-aggregation-services-routers/117158-configure-otv-00.html
https://www.cisco.com/c/zh_cn/support/docs/routers/asr-1000-series-aggregation-services-routers/117158-configure-otv-00.html
https://www.cisco.com/c/zh_cn/support/docs/routers/asr-1000-series-aggregation-services-routers/117157-configure-otv-00.html
https://www.cisco.com/c/zh_cn/support/docs/routers/asr-1000-series-aggregation-services-routers/117157-configure-otv-00.html

mode tunnel

crypto map cmap 1 ipsec-isakmp
set peer 30.0.0.1

set transform-set tset

match address cryptoacl
crypto map cmap 3 ipsec-isakmp
set peer 40.0.0.1

set transform-set tset

match address cryptoacl3

interface Overlay99

no ip address

otv join-interface GigabitEthernet0/0/1
otv adjacency-server unicast-only
service instance 100 ethernet
encapsulation dotlqg 100

bridge-domain 100

service instance 101 ethernet
encapsulation dotlg 101

bridge-domain 101

interface GigabitEthernet0/0/0
no ip address

service instance 99 ethernet
encapsulation dotlqg 99

bridge-domain 99

crypto ipsec transform-set tset esp-aes esp-md5-hmac

crypto ipsec transform-set tset esp-aes esp-md5-hn

mode tunnel

crypto map cmap 2 ‘ipsec-isakmp
set peer 30.0.0.1

set transform-set tset

match address cryptoacl2
crypto map cmap 3 ipsec-isakmp
set peer 40.0.0.1

set transform-set tset

match address cryptoacl3

interface Overlay99
no ip address

otv join-interface GigabitEthernet0/0/1

service instance 100 ethernet
encapsulation dotlg 100

bridge-domain 100

service instance 101 ethernet
encapsulation dotlg 101

bridge-domain 101

interface GigabitEthernet0/0/0
no ip address

service instance 99 ethernet
encapsulation dotlqg 99

bridge-domain 99

otv use-adjacency-server 10.0.0.1 30.0.0.1 unicas



service instance 100 ethernet
encapsulation dotlg 100

bridge-domain 100

service instance 101 ethernet
encapsulation dotlg 101

bridge-domain 101

interface GigabitEthernet0/0/1
ip address 10.0.0.1 255.255.255.0

crypto map cmap

ip access-1list extended cryptoacl
permit gre host 10.0.0.1 host 30.0.0.1
ip access-1list extended cryptoacl3

permit gre host 10.0.0.1 host 40.0.0.1

service instance 100 ethernet
encapsulation dotlg 100

bridge-domain 100

service instance 101 ethernet
encapsulation dotlg 101

bridge-domain 101

interface GigabitEthernet0/0/1
ip address 20.0.0.1 255.255.255.0

crypto map cmap

ip access-Tist extended cryptoacl?2
permit gre host 20.0.0.1 host 30.0.0.1
ip access-Tist extended cryptoacl3

permit gre host 20.0.0.1 host 40.0.0.1

v5 & B:EDELE :

Site_B_1#sh run
Building configuration...
otv site bridge-domain 99
!
otv site-identifier 0000.0000.0002
crypto isakmp policy 10

hash md5

authentication pre-share

crypto isakmp key cisco address 10.0.0.1

crypto isakmp key cisco address 20.0.0.1

Site_B_2#sh run

Building configuration...
otv site bridge-domain 99
|
otv site-identifier 0000.0000.0002
crypto isakmp policy 10

hash md5

authentication pre-share

crypto isakmp key cisco address 10.0.0.1

crypto isakmp key cisco address 20.0.0.1




crypto ipsec transform-set tset esp-aes esp-md5-hmac

mode tunnel

crypto map cmap 1 ipsec-isakmp
set peer 10.0.0.1

set transform-set tset

match address cryptoacl
crypto map cmap 2 ipsec-isakmp
set peer 20.0.0.1

set transform-set tset

match address cryptoacl2

interface Overlay99
no ip address
otv join-interface GigabitEthernetl/0/2
otv use-adjacency-server 10.0.0.1 unicast-only
otv adjacency-server unicast-only
service instance 100 ethernet
encapsulation dotlg 100

bridge-domain 100

service instance 101 ethernet
encapsulation dotlg 101

bridge-domain 101

interface GigabitEthernetl/0/3
no ip address
service instance 99 ethernet

encapsulation dotlqg 99

crypto ipsec transform-set tset esp-aes esp-md5-hn

mode tunnel

crypto map cmap 1 ipsec-isakmp
set peer 10.0.0.1

set transform-set tset

match address cryptoacl
crypto map cmap 2 ipsec-isakmp
set peer 20.0.0.1

set transform-set tset

match address cryptoacl2

interface Overlay99
no ip address

otv join-interface GigabitEthernet2/2/0

otv use-adjacency-server 10.0.0.1 30.0.0.1 unicas

service instance 100 ethernet
encapsulation dotlg 100

bridge-domain 100

service instance 101 ethernet
encapsulation dotlg 101

bridge-domain 101

interface GigabitEthernet2/2/1
no ip address

service instance 99 ethernet
encapsulation dotlqg 99

bridge-domain 99




bridge-domain 99 !

! service instance 100 ethernet
service instance 100 ethernet encapsulation dotlg 100
encapsulation dotlg 100 bridge-domain 100
bridge-domain 100 !

! service instance 101 ethernet
service instance 101 ethernet encapsulation dotlg 101
encapsulation dotlg 101 bridge-domain 101

bridge-domain 101 !

! interface GigabitEthernet2/2/0
interface GigabitEthernetl/0/2 ip address 40.0.0.1 255.255.255.0
ip address 30.0.0.1 255.255.255.0 crypto map cmap

crypto map cmap !

! ip access-Tist extended cryptoacl

ip access-1list extended cryptoacl permit gre host 40.0.0.1 host 10.0.0.1
permit gre host 30.0.0.1 host 10.0.0.1 ip access-Tist extended cryptoacl?2
ip access-1list extended cryptoacl2 permit gre host 40.0.0.1 host 20.0.0.1

permit gre host 30.0.0.1 host 20.0.0.1
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ERAER S ATEIARBRE EREIET

1. RERBEHEOTVEARPFIREAZBVLANE ( FEARHIH 72960 catalystKX £l L HY
VI ) BIMACHb4t
2. RERANES (OTVRE ) REWITINER T K Mdecap,

EMAEO LEEMNRMREE , —BOTVEs , BREA#VLANKES ¥ X85 ( 2461+ VLAN
100%1101 ) » XZFBASite_ A_1#1Site_B_22EBHVLANKESI 3 485 |, BN EREN M I AR
VLAN 100%35 SBEIVLAN 100K B HpingW RE N :

<tfroot>



Site_A_l#show otv vlan

Key: SI - Service Instance,

Overlay 99 VLAN Configuration Information

Inst VLAN BD

0 100 100

0 101 101

0 200 200

0 201 201

Total VLAN(s):

<{froot>

Auth ED

*Site A1

Site_A_2

*Site A1

Site_A_2

Site_B_2#show otv vlan

Key: SI - Service Instance,

State

active

inactive(NA)

active

inactive(NA)

Overlay 99 VLAN Configuration Information

Inst VLAN BD Auth ED
0 100 100 *Site B 2
0 101 101 Site_B_1
0 200 200 *Site B 2
0 201 201 Site_B_1
Total VLAN(S): 4
RNTREBFEEIRE

State

active

inactive(NA)

active

inactive(NA)

PRITRERE  ABARESEIBMBENEE,

ZTEMREN TS 2TRFIRES ,

NA - Non AED, NFC - Not Forward Capable.

Site If(s)

G 0/0/0: Sl 100

Gi0/0/0:SI101

G 0/ 0/ 0: Sl 200

Gi0/0/0:SI1201

NA - Non AED, NFC - Not Forward Capable.

Site If(s)

G 2/2/1:81100

Gi2/2/1:SI1101

G 2/ 2/1: sl 200

Gi2/2/1:S1201

YR HENRE |, AR ZREIPSecRiERBL TENRES , ARMELE
ERBIPSecRiFE—RELL TEIRE ,
B Bshow crypto isakmp saf i, X2
HERNAE  BRXNIZE RFIEED LAESNRASUFEOTVINERE E T4E,

, AREED



Site_A_l#show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-1id status
10.0.0.1 30.0.0.1 QM_IDLE 1008 ACTIVE
10.0.0.1 40.0.0.1 QM_IDLE 1007 ACTIVE

Site_B_2#sh crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-1id status
20.0.0.1 40.0.0.1 QM_IDLE 1007 ACTIVE
10.0.0.1 40.0.0.1 QM_IDLE 1006 ACTIVE

UE , A THIASESREENENER | 85 5EEHEshow crypto session detail Y 51 H 4T
2B R ARR. Bt , YEMSW AR ESW_BARICMPE NHFEER , MBS HIALUTE
o

HICMPEIRIMSite_A_1 ED ( VLAN 100M95Ezh 3 &85 ) BH R , E4TMEROTVHRE

( ICMPE R+ MPLS + GRE )

« RfE , —BICMPE R Z)%Site_B_2 ED ( VLAN 100895EZ13# K88 ) , ERAABHOTVAE
( ICMP[E R+ MPLS + GRE )

H7E , —BSite_B_2 EDWEI5RESW_BMICMPEI N2 , R SMEFHEHEOTVHRE

( ICMP[E R+ MPLS + GRE )

—BICMP[E R M & FikSite_A_1 ED , BFBRBEHOTVAE (ICMPE R+ MPLS + GRE )

MSw_A ping Sw_BRXIhJg , FitH AN ESN 3 & 25ED L HIshow crypto session detail%ii H B9 “enc”
“dec’EB4 T 28 5N T EER.

#E , \EDREREHNRNEA :

<#root>

Site_A_1(config-if)#do show crypto session detail | section enc
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation

Outbound: #pkts enc'ed 0 drop 0 1ife (KB/Sec) 4608000/3345

Qut bound: #pkts enc'ed 10 drop O life (KB/ Sec) 4607998/ 3291

<<<< 10 counter before ping

<tfroot>



Site_A_1(config-if)#do show crypto session detail | section dec

Inbound: #pkts dec'ed 0 drop 0 1ife (KB/Sec) 4608000/3343

I nbound: #pkts dec'ed 18 drop O life (KB/ Sec) 4607997/ 3289

<<<< 18 counter before ping

<{froot>

Site_B_2(config-if)#do show crypto session detail | section enc

K - Keepalives, N - NAT-traversal, T - cTCP encapsulation

Qut bound: #pkts enc'ed 18 drop O life (KB/ Sec) 4607997/ 3295

<<<< 18 counter before ping

Outbound: #pkts enc'ed 9 drop 0 1ife (KB/Sec) 4607999/3295

<#root>

Site_B_2(config-if)#do show crypto session detail | section dec

I nbound: #pkts dec'ed 10 drop O life (KB/ Sec) 4607998/ 3293

<<<< 10 counter before ping

Inbound: #pkts dec'ed 1 drop 0 life (KB/Sec) 4607999/3293

Sw_A(config)#do ping 192.168.10.1 source vilan 100

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.10.1, timeout is 2 seconds:
Packet sent with a source address of 192.168.10.2

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/10 ms

Sw_A(config)#

<tfroot>



Site_A_1(config-if)#do show crypto session detail | section enc
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation

Outbound: #pkts enc'ed 0 drop 0 1ife (KB/Sec) 4608000/3339

Qut bound: #pkts enc'ed 15 drop O life (KB/ Sec) 4607997/ 3284

<<<< 15 counter after ping (After ICMP Echo)

<{froot>

Site_A_1(config-if)#do show crypto session detail | section dec

Inbound: #pkts dec'ed 0 drop 0 Tife (KB/Sec) 4608000/3338

I nbound: #pkts dec'ed 23 drop O life (KB/ Sec) 4607997/ 3283

<<<< 23 counter after ping (After ICMP Echo Reply)

<#root>

Site_B_2(config-if)#do show crypto session detail | section enc

K - Keepalives, N - NAT-traversal, T - cTCP encapsulation

Qut bound: #pkts enc'ed 23 drop O life (KB/ Sec) 4607997/ 3282

<<<< 23 counter after ping (After ICMP Echo Reply)

Outbound: #pkts enc'ed 9 drop 0 1ife (KB/Sec) 4607999/3282

<tfroot>

Site_B_2(config-if)#do show crypto session detail | section dec

I nbound: #pkts dec'ed 15 drop O life (KB/ Sec) 4607997/ 3281

<<<< 15 counter after ping (After ICMP Echo)

Inbound: #pkts dec'ed 1 drop 0 Tife (KB/Sec) 4607999/3281
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