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HAELSEHQPLREMSD XM (BO)Z B —NL2L VPNEE, & EBAIN T 5 EH AR E AR
ARG, LHAEEXM VU TBOSLENRENTE. FANESREMMEFOMNEICLNE
L2L VPN&EE

EE

A E 3 RAEA R WA ES B AN SASFIR S BERVE B
AE: ERADKTERTE (XRIMAS ) ATRMBEXFIBIFRERARTHEAREE

P &
AXREERUATRERE
[

AN ENTIERABANEE, XEREDEL2LEITELEEF172.16.10.0M L FBO 2 EH
10.10.10.0M & Z BB VPN, E#HWIZFLT\EO%&LT\JA%E’JEEE%EZMnBE'J¥ﬁE’JIﬂfﬁ
192.168.10.0%15510.10.10.009E — NVPNEE K B Fy #th M 4%,

HQRE 28

HQ Rout er #show runni ng-confi g Bui |l di ng configuration..
Current configuration : 1439 bytes ! version 12.4
service tinmestanps debug uptinme service tinmestanps | og
uptime no service password-encryption ! hostname HQ

Router ! !--- Qutput suppressed. ! crypto isaknmp policy
1 hash md5 authentication pre-share crypto isaknmp key
ci scol23 address 209.165.200.225 ! | crypto ipsec

transformset rtpset esp-des esp-nd5-hmac ! crypto map
rtp 1 ipsec-isaknmp set peer 209.165. 200. 225 set
transformset rtpset match address 115 ! interface

Et hernetO i p address 172.16.10.1 255.255.255.0 ip nat
inside ! interface Ethernetl i p address 209.165.201.2
255. 255.255. 224 ip nat outside crypto map rtp !
interface Ethernet2 ip address 192.168.10.1
255.255.255.0 ip nat inside ! interface SerialO no ip

address shutdown no fair-queue ! interface Seriall no ip
address shutdown ! ip nat inside source route-map nonat
interface Ethernetl overload ip classless ip route
0.0.0.0 0.0.0.0 209.165.201.1 ! !--- CQutput suppressed

access-list 110 deny ip 172.16.10.0 0.0.0.255 10.10.10.0
0.0.0. 255 access-list 110 permt ip 172.16.10.0
0.0.0.255 any ! !--- Add this ACL entry to include
192.168.10.0 !--- network with the nat-exenption rule
access-list 110 deny ip 192.168.10.0 0.0.0. 255

10.10. 10.0 0.0.0. 255 access-list 110 pernit ip
192.168.10.0 0.0.0.255 any access-list 115 pernmit ip
172.16.10.0 0.0.0.255 10.10.10.0 0.0.0.255 ! !--- Add
this ACL entry to include 192.168.10.0 !--- network into
the crypto map. access-list 115 pernit ip 192.168.10.0
0.0.0.255 10.10.10.0 0.0.0.255 route-nmap nonat pernmit 10
match ip address 110 ! !--- CQutput suppressed. end

BOMEH 8

BO- Rout er #show runni ng-confi g Bui |l di ng configuration..
Current configuration : 2836 bytes ! version 12.4
service tinmestanps debug datetinme nsec service
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ti mestanps | og datetime nsec no service password-
encryption ! hostnane BO Router ! !--- Qutput
suppressed. ! crypto isaknmp policy 1 hash nd5

aut hentication pre-share crypto isaknmp key ciscol23
address 209.165.201.2 ! ! crypto ipsec transformset
rtpset esp-des esp-nmd5-hnac ! crypto map rtp 1 ipsec-

i sakmp set peer 209.165.201.2 set transformset rtpset
match address 115 ! !--- Qutput suppressed. interface
Fast Et hernet0/0 i p address 209. 165. 200. 225

255. 255. 255. 224 ip nat outside ip virtual -reassenbly
dupl ex auto speed auto crypto map rtp ! interface
FastEthernet0/1 ip address 10.10.10.1 255.255.255.0 ip
nat inside ip virtual -reassenbly dupl ex auto speed auto
! iproute 0.0.0.0 0.0.0.0 FastEthernet0/1 ! !--- Cutput
suppressed. ! ip http server no ip http secure-server ip
nat inside source route-nmap nonat interface

FastEt hernet0/0 overload ! !--- Add this ACL entry to
include 192.168.10.0 !--- network with the nat-exenption
rule. access-list 110 deny ip 10.10.10.0 0.0.0. 255
192.168.10.0 0.0.0.255 access-list 110 deny ip
10.10.10.0 0.0.0.255 172.16.10.0 0.0.0.255 access-1list
110 pernmit ip 10.10.10.0 0.0.0.255 any access-list 115
permit ip 10.10.10.0 0.0.0.255 172.16.10.0 0.0.0. 255
l--- Add this ACL entry to include 192.168.10.0 !---
network into the crypto nap. access-list 115 permt ip
10.10.10.0 0.0.0.255 192.168.10.0 0.0.0.255 ! route-nap
nonat permt 10 match ip address 110 ! !--- CQutput
suppressed. ! end

MIPSechf s il Bk P&

SERTELE D RN LR T MIPSechZE L E M BRI 4L, FEMLK192.168.10.0/24 AHQEE HHES B
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1. BERALG SR T UIHTIPSeciE#E : HQ Router#cl ear crypto sa
2. BT R TEBRISAKMPSecurity<BX (SAS) : HQ Rout er#cl ear crypto i saknp

3. EHERALTTSRTHERIPSechRE MY it & REMACL : HQ Router (config)#no access-list 115

permit ip 192.168.10.0 0.0.0.255 10.10.10.0 0.0.0. 255

4. EFEALGSR THER192.168.10.0M & HInatEA 2 ACLIE A : HO Rout er (confi g) #no access-

list 110 deny ip 192.168.10.0 0.0.0.255 10.10.10.0 0.0.0. 255
5. lﬁﬁﬁﬁﬁtﬁf'ﬁj} I®; F‘%NAT$§;§E HQ Rout er#clear ip nat translation *
6. BEAXLHTA THRMEFTNAZEONNBRFAFRIELSFNEREENR : o

Rout er (confi g)#i nt ethernet 1 HQ Router(config-if)#no crypto map rtp *May 25 10:35:12. 153:

YCRYPTO 6- 1| SAKMP_ON_OFF: | SAKMP is OFF HQ Router(config-if)#crypto map rtp *May 25

10: 36: 09. 305: UCRYPTO 6- | SAKMP_ON_OFF: | SAKMP i s ON JERK : ﬂﬂUF?ﬂﬂ%’@HR%TMEDﬁH“FﬁﬁEﬂ

BVPNEZXBREZMZMRE, FERTIE , FRAEEETEENS T} BN HE
f9 4R 40 B ol il R R BUR

7. 5 Fwrite memory@ £ 1 Tﬁﬁiﬁiﬂﬁﬂ £ PR

. ERTEVPNEE (BOMHERM S —mAX LSRN 7T HIBREE

. X 2IPSech&iE # HRIEERE,

B

ERAERSD AIEIARBREER EFEIZT.

o 0o
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HQ Rout er #cl ear crypto sa HQ Router# HQ Router#ping 10.10.10.1 source 172.16.10.1 Type escape
sequence to abort. Sending 5, 100-byte |ICWP Echos to 10.10.10.1, timeout is 2 seconds: Packet
sent with a source address of 172.16.10.1 .!!!! Success rate is 80 percent (4/5), round-trip

m n/avg/ max = 20/ 20/ 20 ns HQ Rout er #pi ng 10.10. 10. 1 source 192. 168. 10. 1 Type escape sequence to
abort. Sending 5, 100-byte ICMP Echos to 10.10.10.1, tineout is 2 seconds: Packet sent with a
source address of 192.168.10.1 .!!!! Success rate is 80 percent (4/5), round-trip m n/avg/ max
20/ 20/ 20 nms HQ Rout er#pi ng 10.10.10.1 source 192.168.10.1 Type escape sequence to abort. Sending
5, 100-byte |ICWP Echos to 10.10.10.1, tineout is 2 seconds: Packet sent with a source address of
192.168.10.1 !l Success rate is 100 percent (5/5), round-trip mn/avg/ max = 20/20/20 ns

show crypto ipsec sa

HQ Rout er #show crypto i psec sa interface: Ethernetl
Crypto map tag: rtp, local addr. 209.165.201.2 |oca

i dent (addr/mask/prot/port):
(192.168. 10. 0/ 255. 255. 255. 0/ 0/ 0) renote ident
(addr/ mask/ prot/port): (10.10.10.0/255.255. 255.0/0/0)
current _peer: 209.165.200. 225 PERM T,
flags={origin_is_acl,} #pkts encaps: 9, #pkts encrypt:
9, #pkts digest 9 #pkts decaps: 9, #pkts decrypt: 9
#pkts verify 9 #pkts compressed: 0, #pkts deconpressed
0 #pkts not conpressed: 0, #pkts conpr. failed: 0, #pkts
deconpress failed: O #send errors 1, #recv errors O

| ocal crypto endpt.: 209.165.201.2, renote crypto
endpt.: 209. 165.200. 225 path mtu 1500, ip mtu 1500, ip
mu interface Ethernetl current outbound spi: FB52B5AB

i nbound esp sas: spi: 0x612332E(101856046) transform
esp-des esp-nd5-hmac , in use settings ={Tunnel, } slot:
0, conn id: 2002, flow.id: 3, crypto map: rtp sa timng:
remai ning key lifetine (k/sec): (4607998/3209) |V size
8 bytes replay detection support: Y inbound ah sas:

i nbound pcp sas: outbound esp sas: spi
O0xFB52B5AB(4216501675) transform esp-des esp-mnmd5- hnac
in use settings ={Tunnel, } slot: O, conn id: 2003,
flow_id: 4, crypto map: rtp sa timng: remaining key
lifetinme (k/sec): (4607998/3200) |V size: 8 bytes replay
detection support: Y outbound ah sas: outbound pcp sas:
| ocal ident (addr/mask/prot/port):
(172.16.10. 0/ 255. 255. 255. 0/ 0/ 0) renote ident
(addr/ mask/ prot/port): (10.10.10.0/255.255. 255.0/0/0)
current _peer: 209.165.200. 225 PERM T,
flags={origin_is_acl,} #pkts encaps: 4, #pkts encrypt:
4, #pkts digest 4 #pkts decaps: 4, #pkts decrypt: 4,
#pkts verify 4 #pkts compressed: 0, #pkts deconpressed
0 #pkts not conpressed: 0, #pkts conpr. failed: 0, #pkts
deconpress failed: O #send errors 1, #recv errors O

| ocal crypto endpt.: 209.165.201.2, renote crypto
endpt.: 209. 165.200. 225 path mtu 1500, ip nmtu 1500, ip
nmu interface Ethernetl current outbound spi: CI9E9F490

i nbound esp sas: spi: 0x1291F1D3(311554515) transform
esp-des esp-nd5-hmac , in use settings ={Tunnel, } slot:
0, conn id: 2000, flow.id: 1, crypto map: rtp sa timng
remai ning key lifetine (k/sec): (4607999/3182) |V size
8 bytes replay detection support: Y inbound ah sas:

i nbound pcp sas: outbound esp sas: spi

OxC9E9F490( 3387552912) transform esp-des esp-mnmd5- hnac
in use settings ={Tunnel, } slot: O, conn id: 2001,
flow_id: 2, crypto map: rtp sa timng: remaining key
lifetinme (k/sec): (4607999/3182) |V size: 8 bytes replay
detection support: Y outbound ah sas: outbound pcp sas:

B EREBERER ({REMAF, ) (OIT) XFHEL show 5. A OIT AIEEX show R
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B BB PR

E AR AT HERREL B A PR
EXE : £H debug T2l , HSHAEX Debug T EEFE.

- debug crypto ipsec - &R 2 BT ERHY IPsec T,
- debug crypto isakmp - £~ 1 BB HY ISAKMP 17,
- debug crypto engine — & RINFE S,

HXER

. IP 2% (IPsec) n#EEIS

. IPsec I #E/IKE P IR

. BE |Psec SR HERZZRHIFBN B FHE R E4EH VPN F - iR
- BAREZ MY - Cisco Systems
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