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f£49 NBAR ELE N PHLIE P2P B 28I , 273 A Cisco Express Forwarding (CEF),

E2REEEXTER ipcef T A/Z A CEF :

Host nane(confi g) #i p cef
{EHEAEH
AXEFHEEETUTRENEHFRA

. BB Cisco IOSE#RRA12.4(15)THICisco 2801 & 85
. Cisco Z£RZ BT (SDM) lxA 2.5
XEE: ATAWEA SDM BLERHSE , BSHEH SDM ITEAREHESHE,

AXHEPNEEHRETREXRENEFNRZEFEEN, AXEFEANAERZRNERAR
(BN BE, MREEANREINE , BTRRLKEL THAMEG THEBERIE,

A
BXAMEMNKFAEE |, BB Cisco BARETMN,

Network Based Application Recognition (NBAR) £

Network-Based Application Recognition (NBAR) 2 — #4352 | e85 & i F M A RERFH
NHEBITHE, H NBAR RAIMNHAAREHNEH#TOERN , JUUENEEE NN ZNARRF
REAZDUHNRENAESWRSRE (Q0S).

NBAR #{TEA T IhEE :

RBIBAREMNDN (E4ERE7E )NBAREBXNFEAUTHENNAEFHITHE : #
Ao EMNERZEEH (TCP) MAFHIEHRBIL (UDP) IO 5, 3k UDP F3E TCP IP il
HAD BRI EEREHEN TCP M UDP iIR05., ETEXNNARFEMDIA 2R3 TIR
S, RSRNZEBEEZRNIGE, BIEEE RN BIEEZRO LA B REE
1, aRHEmEE#iTsE. FROsE REAHFHINABRFBMX HTTP (URL, mime
HENR ) M Citrix MARFMIITELRN (ICA) REH TS E, BRIEREHRESRNI S
BETNABEFNEMIHIITS ., Real-Time Transport Protocol (RTP) B a0 R E FiX#
—MEE  BIE RTP AP S ANEEFHRIEFESTHEN RTP,

- U ER PRI R —FHEH NBAR 16 , ATESMEOWENARFIMEITER (&
BT, FTHAEEE ), ETGUHNEEBETIREREBELRIA NBARPD BEBEEE
(MIB) K9 SNMP 41t 8 , MBEAREREEE . TE2ATERMIIEE , BRI E~MNE
2B, AT HREAMEN T B, EETHHNTAL , FEZEERNEETES ALLIEE
BEY CPU ERAREN , AR AMSFEHIEER, 2 NBARBEENEREZLO LRI NBAR B
HIWFFETMUMRE  BEEOREBER S VLAN EEE X T A ip nbar protocol-discovery
e, EEARELN , EM A no ip nbar protocol-discovery &5 o

BEEXNE (P2P) HiBpEE
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AEE . R P2P RERH P2P MMM AET AL, XL P2P XSS ERHZE ,
ﬁﬁ—.[tﬁ'ffﬂuftmépﬂltﬁumim DPI 5|12, HIt , Cisco El)(,._.\ﬁﬂﬁu T, MTe éﬁﬂﬂ:
1o ERFBILLREN TR, RBEFEDPNFTR , 1E|EEELJ: EEEN, )

AR ERADTERTE (BREMAFT ) TRMEXAHOAEABTHEFAER.

ARNHEERLTHERE
2% F AR A I
AT Cisco 10S B 8% LFHIE P2P B EE

Rl#show run
Bui | di ng configuration..

Current configuration : 4543 bytes
!
version 12.4

service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
servi ce password-encryption

!
host nane R1
!
| oggi ng buffered 4096

enabl e secret 5 $1$bKgq9$AHOKTgk6d3hcMan6j TCxs/
!
aaa new node

aaa session-id conmon
I--- | P CEF should be enabled at first to bl ock P2P
traffic. !--- P2P traffic cannot be bl ocked when | PC CEF
is disabled. ip cef
!
I--- Configure the user name and password with Privilege
level 15 !--- to get full access when using SDM for
configuring the router. usernane ciscol23 privilege 15
password 7 121A000411045D5679
secure boot-i nage
secure boot-config
ar chi ve

| og config

hi dekeys
!
!
!
l--- Configure the class nmap nanmed p2p to match the P2P
protocols !--- to be blocked with this class map p2p.

cl ass-map match-any p2p

I--- Mention the P2P protocols to be blocked in order to
bl ock the !'--- P2P traffic flow between the required

net wor ks. edonkey, !--- fasttrack, gnutella, kazaa2
skype are sone of the P2P !--- protocols used for P2P
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traffic flow This exanple !--- blocks these protocols.
mat ch protocol edonkey

mat ch protocol fasttrack

mat ch protocol gnutella

mat ch protocol kazaa2

mat ch protocol w nmx

mat ch protocol skype

I--- The access list created is now mapped with the
class map P2P !--- to specify the interesting traffic.
mat ch access-group 102

|
!
l--- Here the policy nmap naned SDM QoS-Policy-2 is
created, and the !--- configured class map p2p is
attached to this policy map. !--- Drop is the comand to
bl ock the P2P traffic.

pol i cy-map SDM QoS- Policy-2
cl ass p2p

dr op
1
|
!
l--- Below is the basic interface configuration on the
router. interface FastEthernet0/0 ip address
10. 77.241. 109 255. 255. 255. 192 dupl ex auto speed auto !
interface FastEthernet0/1 ip address 10.10.10.2

255.255.255.0 !--- The command i p nbar protocol -

di scovery enables NBAR !--- protocol discovery on this
interface where the QoS !--- policy configured is being
used.

i p nbar protocol -di scovery

dupl ex auto

speed auto

I--- Use the service-policy command to attach a policy
map to !--- an input interface so that the interface
uses this policy map.

service-policy input SDM QoS- Policy-2

!

ip route 10.77.241. 0 255.255.255.0 10.10.10.2
ip route 10.77.0.0 255.255.0.0 10.77.241.65

!
I--- Configure the bel ow commands to enable SDM ! ---
access to the Cisco routers. ip http server

ip http authentication |oca

no ip http secure-server

!
I--- Configure the access lists and map themto the
configured class map. !--- Here the access list 102 is
mapped to the class map p2p. The access !--- lists are
created for both Incom ng and outgoing traffic through
I--- the inside network interface.

access-list 102 renark SDM ACL Cat egory=256
access-list 102 renmark Qutgoing Traffic
access-list 102 permt ip 10.10.10.0 0.0.0.255
10.77.241.0 0.0.0. 255

access-list 102 renark Incomng Traffic
access-list 102 permt ip 10.77.241.0 0.0.0. 255

10.10. 10.0 0.0.0. 255
!




end

line con O

exec-tinmeout 0 O

line aux O

password 7 02250C520807082E01165E41
line vty 0 4

exec-tinmeout 0 O

password 7 05080F1C22431F5B4A
transport input al

webvpn cef

£/ SDM B Bt a8

sk SDM K

BERTEE |, £ Cisco 10S BHEE N LIE P2P FE :

X EFNBAREBEBENEHREEO LAY NBAR CHWMEMANRE , TEEORBEERSR
VLAN BZE#& = T ip nbar protocol-discovery i B AFRELAN, EEFHACHE QoS KKK
VEEOLREMUEAINE , BHEHTT SDM BLE.,

Host nane#config t

9.

Host name(confi g) #i nterface fastEthernet 0/1
Host name(config-if)#i p nbar protocol -di scovery
Host name(confi g-if)#end

ATFERERR , ARMACHN SDM ipHE#TE ERVKARRR IP ik, Bl

, https://<SDM_Router_IP_Address>1& R & A% 25 IR MMV B SSL i PEXMHFME
H. MANAFPENOSYNZTEH, BREARERLED , LEAFEB TEH SDM KARR.
RGN ARER MR R ibiTEA , EFRE Java NMEFHIZEIT. SDM TEHIEF 1R,

. FE SDM B BEFZ2E , TRETERNIR , LEZRRZEHMHHEZE1T Cisco SDM B3l
EF.

CEARFPENOS (MREBERE) , REET OK, LtRFIGER cisco123 ERRF R , HER
cisco123 fEN O T,

. 1%&#% Configure > Quality of Service , /57 SDM E 1 L # &7 Edit QoS Policy &I,
. M View Policy on interface THFIF&RAiEFEORF , ABEM In Direction THLF| TP IEFEK

BRBAE ( AMBHL ) . EARRGID , #EOR FastEthernet 0/1 , I3 inbounds

B Add , REORINFA Qos 3K, MAFER Add a QoS Class X iEHE,
.INREQEFHE | FHETE Class Name £iEFHH M AL ZR. BN , FHE T Class Default

BkiRE (MREEARINE ) . WRHIGIET —NEBH p2p HFHK,

. ¥t Classification X1 , B §“Plg”(Match) IR M EY Any EiEZH R All £iki2H, Bt

REIMER Any ITEEIR | ZETAE B B 25 LiE1T class-map match-any p2p %
£ Classifcation %l 3k 1% Protocol , ARG % 5 Edit ARBEBIHMUSE, LEPRHER Edit
Match Protocol Values 31 i&1E,

10. M Available Protocol Values 53k & | iR B EREIENEAN P2P MY , ABRRE T HETL (>>)

RS NMIMUIBE Selected Protocol Values 5K, 3 : EH NBAR 23K P2P i &
, BRERETER , H TR P2P HiERESER (PDLM) RGN BR 4, ATt
T P2P PDLM ‘21& WinMX, Bittorrent, Kazaa2. Gnutella, eDonkey, Fasttrack #
Napster, RIEEM 10S , BAIEFRFEZFH PDLM FRZA , B —LE PDLM ( 20 Fasttrack
A Napster ) ATREEEKEEHN 1I0S B, THERSE , 51 PDLM # N ZERHF[AE , HBE
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S ELE ip nbar pdim <flash_device>:<filename>.pdim FE & | 10S., % 1 show ip nbar
pdim S AEARE MK, METRE , ER AT UERMREEE T 0 TR D IGE 2 EH
©1ilo

11. 23 Ok,

12. 7£ Add a QoS Class XiE#EH , M Classification 5 & F1i%£$F Access Rules , A5 % &1 Edit
LABIZEFFE R RIAN, St ] BUFIMA TG RN RS 2 p2p KRS, SLAFE R Edit Match

ACL FJ1EHE.
13. REHRANRH(... ) MIFEFEHMIET. ARFIFOIZAY ACL. IF H IV AR I0A N3 1%
o

14. £ Add a Rule XiE4ER , £ ACL B9 Name/Number ZERF i AECGIEMN ACL BHHES

15. M Type TR FIFRAIERECEMN ACL BIKE ( Extended Rule = Standard Rule ) o

16. 2 Add FHiFHE SR ME ACL 102, FHINAJD an Extended Rulesk B 31 i 4E

17. £ Add an Extended Rule Entry 31547 , M Select an action T 515 & ik FE —MEE
( Permit 2%, Deny ) , 87~ ACL M2 R ft ik 2 RiE4 R M 45 F B B i 4 2 B B R &,
LHNSE R FMAZBRE B AZBR LR £ B FRE

18. 0 BI4E Source Host/Network #1 Destination Host/Network X 12 5 % AR M 45 K1 B 1Y 3 X 4%
WEE

19. 7 Protocol and Service XiF 8 HHMI R IERM, ARBIEA IP,

20. MR ERFE L ACL AN IEFKTENWEIES , Hi%&+F Log Matches against this entry Ei1%4E,

21. B Oko

22. £ Add a Rule XHiEHEH , & OK,

23. 7£ Edit Match ACL XiE#EA |, #F OK,

24. 1£ Add a QoS Class XiEHER , £ Drop Ei%AE LA HIEE HESPE L P2P &,

25. B Oko MINBERTHERUTESHEE , AR&E QoS FHME2ZED, SDM FE3
4K QoS FKEEH LB AYRIRFT M INE %KL, Stk SDM BLEL B NS 1TRE

(CLI) ZBUITFT/R : Ri(config)#policy-map SDM QS- Pol i cy- 2
R1(confi g- pmap) #cl ass p2p

R1(confi g- pmap- c) #dr op

R1(confi g- pmap- c) #end

R1#

26. 1£ Edit QoS Policy &I+ A # &5 Apply Changes , &l B 15X FIEE 25,

Cisco 10S M3 12.4(4)T I & /& kiR 2 49 51 FA 2 B By A3 - B a5
B I 3K HE Th BE

BD e 55 257 I SC e

BENARRAE - IR ERRESSEIhEE , AP AT E X HEEIHITERRR | NiEE ML
BB RER R A LA AR, 7£ application im T &9 appfw policy 3t {TELE AT , &7 LA H
ZANENRHE R4 ( B AOL, YAHOO #1 MSN ) , Htt |, #&5& 7] LAs& #IH 1T LA T H A ThAE -

- BUiE By KA AL Y
- BYOBRRERESRN ( FHRIXAFAPR LRSS )
XX : Cisco I0S WA 12.4(4)T RESHRAZFHNARFH ALE - e E S REXEIIE.

B it 386 TR B P 72 P SR e
RARFHAEEANAREEY (EBSSEES ) RENRLEM. BSSER— 1 SHE




&, TATEEERDITE B ATUR B GRMSE . LSRN E R H LR AFEY CLI #1T
EX , N RL R E R

Cisco 10S MARFAIBEE LB EEE , I XFANABRRMRAREFRE, Hit , Cisco
|OS By K IETFEREB KM FNZE IE AOL Instant Messenger (AIM), Yahoo! Messenger 1 MSN
Messenger BN H B RS SENRT BRSSP IER, WINEETT R X IENRS ( B3,
BT, UMM HEEIheE ) WATEERE. TURMELHEATX=ANARERF. SHRFHAU
B TS, @it , BUUREATXEAWRBRSHEN , RHEES., XHEH. MM ERS
o WIHEEERB TUIEMNAREFRRNINEE , ATEFIAREK HTTP (Web) SREMEIRHENR (IM) R AR
B, AXFHAEE , BSHANAERBAE - B EERESH,

EE: R IMNARFEEL  NeEBEEHBEERER syslog EE.

B

ERAE S AIEIAR BT EFEIZT.

EEMEHBRRER (XREMAF, ) (OIT) ZHFEL show 5. FA OIT AIEEX show i HH
5 4T

. show ip nbar pdim - &~ NBAR FrfEH K PDLM , E1E4$X EXEC # X T H show ip nbar

pdlm ﬁi‘% . Rout er#show i p nbar pdlm
The foll owi ng PDLMs have been | oaded:
flash://edonkey. pdl m
flash://fasttrack. pdlm
flash://gnutella.pdl m
flash://kazaa2. pdl m

- show ip nbar version - Z& 'R Cisco 10S IRZASH ) NBAR #4445 Cisco 10S BEHET LAY
NBAR PDLM [RAKHXEL , BEHN EXEC X T A show ip nbar version &%

. Rl#show i p nbar version

NBAR software version: 6

base

ftp

http
static
tftp
exchange
vdol i ve
sql net

9 rcnd

10 netshow
11 sunrpc

12 streamwork
13 citrix

14 fasttrack
15 gnutella
16 kazaa2

17 customprotocols
18 rtsp

19 rtp

20 ngecp

21  skinny

22 h323

23 sip

24 rtcp

oO~NO UL WNPF
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25 edonkey

26 W nnx

27 bittorrent

28 directconnect
29 skype

$E5E%
PN~ WO

{<No. >} <PDLM nane> Ms: <PDLM Versi on>, {Nv: <NBAR Software Version> <File name>
}{lv: <PDLM I nterdependency Nanme> - <PDLM I nt er dependency Ver si on>}

. show policy-map interface - EE R AFMERSRBEEENFMEXNBREIZITHE , TBERE
BEENEORFEOLEREN  CREEONBEXKAEBRE (PVC) LEERN , HEEFHN

EXEC # 3\ ~f#H show policy-map interface @5+ : Ri#show pol i cy-map interface fastEt her net
0/1
Fast Et hernet 0/ 1

Service-policy input: SDM QoS-Policy-2

Cl ass-nmap: p2p (nmatch-any)

0 packets, 0 bytes
5 minute offered rate O bps, drop rate 0 bps
Mat ch: protocol edonkey

0 packets, 0 bytes

5 minute rate 0 bps
Mat ch: protocol fasttrack

0 packets, 0 bytes

5 minute rate 0 bps
Mat ch: protocol gnutella

0 packets, 0 bytes

5 minute rate 0 bps
Mat ch: protocol kazaa2

0 packets, 0 bytes

5 minute rate 0 bps
Mat ch: protocol w nmx

0 packets, 0 bytes

5 minute rate 0 bps
Mat ch: access-group 102

0 packets, 0 bytes

5 minute rate 0 bps
Mat ch: protocol skype

0 packets, 0 bytes

5 minute rate 0 bps
drop

Cl ass-map: cl ass-default (rmatch-any)
0 packets, 0 bytes
5 mnute offered rate O bps, drop rate 0 bps
Mat ch: any

- show running-config policy-map - £E R"ATE RERF A E AR R IARERFEE , BEA

show running-conﬁg policy-map P Ri#show runni ng-config policy-map
Bui | di ng configuration...

Current configuration : 57 bytes
|

pol i cy-map SDM QoS- Policy-2
cl ass p2p

drop
!

end
show running-config class-map - EE R EXEKMHNEENFEE. , M show running-config

class-map ﬁ'% . Rl#show runni ng-config cl ass-nmap
Bui | di ng configuration...
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Current configuration : 178 bytes
!

cl ass-map match-any p2p
mat ch protocol edonkey
mat ch protocol fasttrack
mat ch protocol gnutella
mat ch protocol kazaa2
mat ch protocol w nmx

mat ch access-group 102

!

end

B B B B
A RENE LT TR R B THREHR,

woREBRERRER (XREMAS ) (OIT) XHFEL show 5. FA OIT AIEEX show fFH 4
H Y 24T,

AR : £/ debug B HZHT , HZ AKX Debug TMEEEER.

. show access-list - & /R7E Cisco |0S I HEs EZ{TMIFEIGIRE E |, i&5#H show access-

list i85 : Ri#show access-lists

Ext ended | P access |ist 102
10 permit ip 10.10.10.0 0.0.0.255 10.77.241.0 0.0.0. 255
20 permt ip 10.77.241.0 0.0.0.255 10.10.10.0 0.0.0. 255

HXER

. Cisco |I0S Z< BB 12.4 i - &
- BETRENNAEFIRE (NBAR)

. Cisco [RiE# & (CEF)

- HEARFZ MY - Cisco Systems
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