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FlexConfig Object Name Description

Netflow Add Destination Creates and configures a NetFlow export destination
Netflow_Set Parameters Sets globla parameters for NetFlow export

Netflow Delete Destinations Deletes a NetFlow export destination

Netwflow Clear Parameters Restores Netflow export global default settings

RIEPIET =ZATELLATR :

Text Object Name Description

o Define the single NetFlow export destination’s interface, destination IP
netflow_Destination
- address and UDP port number for NetFlow.

netwflow_Event_Types Define NetFlow events based on event type

Define values for active refresh-interval, delay flow-create and template
netflow_Parameters :
timeout-rate.
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F 1 IR ENetflowty AN RIS,

1. BERETESH , FEMEINR> FlexConfig > XA R



2. #RiEnetflow_Destination¥ R,

EMZEERBATHRENS.

4.1 EEOBH, BFRPHutAiwmO, ERHEERHIF , #EONDMZ |, NetFlow EEESIPH#bHE R
10.20.20.1,UDPi% 0 72055,
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Edit Text Object [ 7]

Mame:

Description:

Variable Type Count

3 ¥

1 DMz
2 10.20.20.1
3 2055

o {# Fnetflow_Event_TypesHInetflow_ParametersfI ZRIAE,
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2. B #HAdd Extended Access Lists

3. tEENameF &, EAXRTHIH , BF¥Hflow_export_aclo

4. B& Addo

5 BEEHREFHTUACEBFERE. EAXRREFR , AEH10.10.10.1E1ET B FRHIREAR EH
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Edit Extended Access List Object

Name

[ how, export_aci |

Entries (3)

Sequence Action Source

1 @Elock 10.10.10.1
2 @Block 172.16.0.20
3 ©Allow Any

Allow Overrides

S 83 B B FlexConfigdi K.

Source Port

Any
Any

Any

Destination

Any
192.168.1.20

Any

Destination Port

Any
Any

Any

1. Ef{BFlexConfight & , 5SS M EIF &> FlexConfig > FlexConfigXi & , SR 58 H7 0

FlexConfig®t Ko

2. EXHARRAMAH S HiNetFlowSEH R ERI KRS,

3. EARRBIFR , XIREE #Hflow_export_class.

4. RS2 ORI TR,

5. # Finsert > Insert Policy Object > Extended ACL Object¥ 4Bt & #ro

6. RAERTERM. EARHG , TEK B HHflow_export_acl,

7. Click Save.



Insert Extended Access List Object Variable @

Variable Name:

flow_export_acl

Description:
Available Objects C' Selected Object
Q_ Search P4 flow_export_acl v

flow_export_acl

EANMZEAZERPRINGEREIT , HEmatch access-listliBETH A S UBIENNTE
($flow_export_acl.)o

BEAE , TEnameFL2S. XEMTENEHERNEE,

<ttroot>

class-map flow_export_class
match access-1ist

$f | ow_export _acl

SR $ ESave,



Edit FlexConfig Object @
Name:
flow_export_class

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.
Insert ~ Deployment: Everytime + | Type: | Append

class-map flow export class

match access-list $flow export acl

v Variables
Name Dimension Default Value Property ) Override Description
(Type:Name)
low_export_class SINGLE flow_export_acl EXD_ACL...

S84 il & Netflow B ¥R

1. EBt ENetflow B4R , S BT K > FlexConfig > FlexConfigXt & 3 #&NetflowH# 17335

2. E#IX K Netflow_Add_Destination, ZL7EA% 7 Netflow_Add_Destination_Copy.

3. PEESRIFLUENE, BRI RERFUNRSHBRENATEENNE, EEXR
fBlrp | KBAZHAERE (2RBXRE ) F,

<ffroot>

## destination: interface_nameif destination_ip udp_port
## event-types: any subset of {all, flow-create, flow-denied, flow-teardown, flow-update}
flow-export destination $netflow_Destination.get(0) $netflow_Destination.get(1l) $netflow_Destination.ge
policy-map global_policy
class

fl ow _export_cl ass

#foreach ( $event_type in $netflow_Event_Types )



flow-export event-type $event_type destination $netflow_Destination.get(1l)
#end

4. 5T Ja B T Saveo

Edit FlexConfig Object (7]
Name:
| Netflow_Add, Destination. Copy
Description:
Create and configure a NetFlow
export destination.
A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CL| before deployment.
Insert w Deployment: Once v Type: Append v
## destination: interface nameif destlnam.o*‘ _ip udp port
## event-types: any ‘subset of {a1 l, flow-create, flow-denlied, flow-teardown, flow-update]}
flow-
export destination Snetflow Destination.get(0) Snetflow Destination.get(l) Snetflow Destination.get(2)
policy-map global policy
class flow_export class
#foreach ( $event_type in $netflow Event_ Types )
flow-export event-type $event type destination Snetflow Destination.get(l)
#end
ariables
Name Dimension Default Value Property Override Description
(Type:Name)
netflow_Event_Types MULTIPLE [all] FREEFORM: false This variable provides the glo...
MULTIPLE [OMZ, 10.20.20.... FREEFORM:... false This variable defines a single ...

netflow_Destination

HIR5 FFFlexConfigiR B £ BLRIFTD

1. S M Fi% % (Devices)> FlexConfig 8| 2 — N REE ( BRIEELE —MNRENHMARCIEH

DELLER—FTD ) o EARTAIF , 2RIEFlexConfig.
2. YriEFlexConfigiRBE HIEIRE L — S P RIEMFlexConfighf R FEARTRHIF , FHEIAN

NetflowS HS ¥ , EitbiEENetflow_Set Parameters.
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FlexConfigPolicy

Enter Description

Available FlexConfig C FlexCanfig Object

netilow b4

" User Defined

3 Natf

7 Metfiow_Delete_Destination_Copy

o Matflow_sxport_Copy

"8 Netflow_Set_Parameters_Copy
* Systam Dafined

"B Metfow_Add_Destination

o8 Netfiow_Clear_Parameters

o2 Metfiow_Delete_Destination

" Selected Prepend FlexConfigs

L] Mame

o7 Selected Append FlexConfigs
L] Mame
1 Now_sxpan_class
2 Netflow_Add_Destination_Copy

3 Netfow_Setl_Parameters

N rE  EREFARETREERREE

NetFlowX} KR,

FlexConfigPolicy

Enter Description

Available FlexConfig C FlexCenfig Object

netilow X

" User Defined
" MNetflow_Add_Destination_Gopy
o7 Metfiow_Delete_Destination_Copy
o Metflow_gxport_Copy
"8 Metfiow_Set_Parameters_Copy
' System Defined
| tertow s oosren |
=7 Netflow_Clear_Paramaters
=7 Netflow_Delete_Destination

-
B MNe

"% Selected Prepend FlexConfigs

L MName

=8 Selected Append FlexConfigs
L Name
1 Metflow_Set_Paramaters

2 Hetflow_Add_Destination

You have unsaved changes. Preview Config | m

Description

Dascription

Create and configure a MetFlow export destination.

Set global parameters for NetFlow export,

Palicy Assignments (1)

M2 Bk RISE45 | FHERTIE LAY

You have unsaved changes

How To
IBE
AEINME
Deseription
Deseription

Sat global paramatars for NetFlow expart.

Create and configure a NetFlow export destination,

TZ . RINEENetFlowHIEZHE ZINSELIESRS. EE15H
%:ANetflowﬂiiéﬁlPtﬂzﬂto

Policy Assignments (1)
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Edit Text Object 7 ]

Name
Description:
Variable Type Count
Multiple ¥ 4 5
1 DMZ
2 10,20,20.1
3 2055
a 10.20.20.2

EFEALFRMBEETT : flow-export destination
$netflow_Destination.get(0)$netflow_Destination.get(1)$netflow_Destination.get(2)

HREX N E M ESnetflow_Destination.get, EARGIH | TEBE N3, Hli0 :

flow-export destination $netflow_Destination.get(0) $netflow_Destination.get(1l) $netflow_Destination.ge
flow-export destination $netflow_Destination.get(0) $netflow_Destination.get(3) $netflow_Destination.ge

A, EBE TR NE =/ &S$netflow_Destination.get: flow-export event-type $event_type
destination $netflow_Destination.get(1), 40 :

flow-export event-type $event_type destination $netflow_Destination.get(l) $netflow_Destination.get(3)

WTERRBIELEE



Edit FlexConfig Object L]

Name:
Netflow_Add_Destination_Copy |

Description:

Create and configure a NetFlow
export destination.

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

‘ Insert » ‘ Deployment: | Once v | Type: | Append v

## destination: interface nameif destination_ip udp_port
## event-types: any subset of {all, flow-create, flow-denied, flow-teardown, flow-update}

flow-

policy-map global policy
class flow export class
#foreach { Sevent_type in $netflow_Event_ Types )
flow-export event-
type $event type destination $netflow Destination.get(1)$netflow Destination.get(3)

#end
¥ Variables
Name Dimension Default Value ?;S::;:‘;me: Override Description
netflow_Event_Types MULTIPLE [all] FREEFORM:... false This variable provides the glo...
netflow_Destination MULTIPLE [DMZ, 10.20.20.... FREEFORM:... false This variable defines a single ...

Cancel Save
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Preview FlexConfig i

Select Device:
FTD-b

exit
INTERFACE_END

HitHFlex-config Appended CLI #H#
class-map flow_export_class
match access-list flow_export_acl

flow-export destination DMZ 10.20.20.1 2055
policy-map global_policy
class flow_export_class
flow-export event-type all destination 10.20.20.1

flow-export active refresh-interval 1
no flow-export delay flow-create 1
flow-export template timeout-rate 30

Close

B Z£5F(SSH)HREFTD |, i21T# T 'system support diagnostic-cliFZE T T & T :

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

firepower# show access-1ist flow_export_acl

access-1ist flow_export_acl; 3 elements; name hash: Oxe30fladf

access-1list flow_export_acl Tine 1 extended deny object-group ProxySG_ExtendedACL_34359742097 object 10
access-1list flow_export_acl Tine extended deny ip host 10.10.10.1 any (hitcnt=0) 0x3d4f23a4
access-1list flow_export_acl Tine extended deny object-group ProxySG_ExtendedACL_34359742101 object 17
access-1list flow_export_acl Tine extended deny ip host 172.16.0.20 host 192.168.1.20 C(hitcnt=0) 0x134
access-1list flow_export_acl Tine extended permit object-group ProxySG_ExtendedACL_30064776111 any any
access-1list flow_export_acl Tine 3 extended permit ip any any (hitcnt=0) 0x759f5ecf

w W NN

firepower# sh running-config class-map flow_export_class
class-map flow_export_class
match access-1list flow_export_acl



firepower# show running-config policy-map

|

policy-map type inspect dns preset_dns_map
parameters

message-length maximum client auto
message-length maximum 512

no tcp-inspection

policy-map type inspect ip-options UM_STATIC_IP_OPTIONS_MAP
parameters

eool action allow

nop action allow

router-alert action allow

policy-map global_policy

class 1inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
inspect snmp

class flow_export_class

flow-export event-type all destination 10.20.20.1
class class-default

set connection advanced-options UM_STATIC_TCP_MAP

firepower# show running-config | include flow

access-1ist flow_export_acl extended deny object-group ProxySG_ExtendedACL_34359742097 object 10.10.10.
access-1ist flow_export_acl extended deny object-group ProxySG_ExtendedACL_34359742101 object 172.16.0.
access-1list flow_export_acl extended permit object-group ProxySG_ExtendedACL_30064776111 any any
flow-export destination DMZ 10.20.20.1 2055

class-map flow_export_class

match access-list flow_export_acl

class flow_export_class

flow-export event-type all destination 10.20.20.1
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