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R R E(TLS) MinternetZ A R MR A2(IKEV2), EREFIR , AAFERZEEF K
(AnyConnect) , XA EZNEA LZXH,
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E &3 Secure Firewall Management Centerd fJRemote Access ( IZf2i51E ) [ES , BHITUTER
£ -

- BIEATRS SRS HRIERIES,

- BLERADIUSZLDAPIRS B A 1TH P B4 KT,
- AVPNAFtIZihut i,

o FEFREFEEBAnyConnectBR &,
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N oxE . oA ENAATERENSIEAREEE.
FEHEHEMEERS -

« ESFTDL , HEKCSRZAIFEECAILF,
« WRCSREENIERM , WFEHFELRW , Rtk SHfERE AT EPKCS12).

HESFTDIR&E LAREUEBESHSE , BR2AMENAERGIBIEBLERFER(CSR) , EAIUEH M
EHH(CANERITER , RAEFACSRPEHI LNHB RIS,

« S EObjects > Object Management > PKI > Cert Enroliment , A5 # $5Add Cert
Enrollment,

« #%&#Enroliment TypeF #: Ui Certificate Authority(CA)IE#H ( A FEECSRIES )

Add Cert Enroliment

Mame®
Ypntesibad CIS00.coOm

Description

CA Information Certilicabe Pararmbers Wery Renvocaticn
Enroliment Typa: Manual
CA Only

Check this i you do nol requine an identity certificate o be

CA Cartificate:

Ay ZTTdPxb6s
wmxXZ2f3dNe

« R, BIEZ/NEWF , EFCustom FODNHIEEMELENFER |, flm .



Add Cert Enroliment

Mara®
vplEsthad. o

Description

CA Information Certificate Parameters Ky Rewvocation

Include FODN Usa Device Hostname as FODN -
Inciude Device's IP Address:
Common Name [CN] vphiestbed ciseo. com
Ovganization Unit (OU) TAC
Chrganization (O) Cisco
Locality (L PL
Stabe (STk Lesser
Country Cade (C) PL
Errail (Ef rolszowyEcisco.com

Include Devica's Sartal Number

o EE=/NEWF L, %&EKey Type , %EFEnameHlsize. X FRSA , &4204811,
- B#SaveH SfinFIDevices > Certificates > Add,
« RE1ERDevice , 7ECert Enroliment ™ , iR ENIN QI BN EFER , AR ETHA:

Add New Certificate
Add a new certificate to the device using cert enroliment object which is used to
generate CA and identify certificate

Dewice™

FTD-H

Cert Enrollment*

vpntestbed cisco.com

Cert Enroliment Details

MName vpntestbed cisco.com
Enroliment Type Manual (CA & ID)
Enraliment LRL NJA

« 2B, REBEREHBELN [ o Bif , RER , ZEFHCSREFIZEICAHE R, IEPHEM
SHMEEBHTTPSIRS 254 E,

« MCAW R|baseb4ENMIIEP /T , i%1FBrowse Identity Certificate , M h#1TIRER | RF
¥ FHimport, HULIRERINET , BLEFEF -



Enroliment Type

e FTD-H

vpntestbed cisco.com Manual (CA & ID) W

b)fi BRADIUSR S 28

« £fn%lObjects > Object Management > RADIUS Server Group > Add RADIUS Server Group
>+,

- EEEHRATMPHUARKZER , AGEERE:

New RADIUS Server

P AddressiHostname.*

23]

Authentication Port*

Accounting Port
1813
Timeout
10
Connect using:
= Routing Spacific Interface D

e b

« 2, BULESRFERRSS

C) VPN = 0 22 it 41kt

« £ %E|Objects > Object Management > Address Pools > IPv4 Pools > Add IPv4 Pools,
- MAEMACE , THERD :



Add IPv4 Pool

Specily a netmask in XK X formsal

Description

o Allow Overnides

'l::-'_rfu.rn device overmides in the address pool object to
avoid IP ackd icts in case of object s shased across

d) B EXMLER & ST

- NBRIERTHEEXHRERHITHE.
- SMBIRSI|/IKRSRM. ...
- #i ADisplay NamefFQDN, ZAIAERF|/IIXRFPERUTERA -

4 -
VPN | Server List
&% Prefe t1 (P
"w{ eherences |t 1) Profile: C:\Users\Administrator\Documents\vpntesbed.xml
3+ Preferences (Part 2)
Backup Servers
Certificate Pinning - ; : . .
H Host A P Mahbil fi P
7 Certficate Matching ostname ost ddres? User Group BEICkIUp-SErVEI' List SCE lobile Settings Certificate Pins
L certificate Enrollment VPh (TLS) upntesﬂ)ed.qsco.... = Inhen_ted =
@ Mobile Policy VPN (IPSec) vpntestbed.dsco.... = Inherited --
~{ail Server List
Mote: it is highly recommended that at least one server be defined in a profile. Add... Delete
Edit... Details

. B FHOKHFile > Save as...

e)_Ef£AnyConnectBR

« NERERITEERETRE,
+ S FObjects > Object Management > VPN > AnyConnect File > Add AnyConnect Fileo
« BABHHAMNEEPERPKGXH , RfF ¥ EHESave:



Add AnyConnect File

Name:*

cisco-secure-client-win-5.1.6.103-web

File Name:*

cisco-secure-client-win-5,1.6.103-web

File Type:*
AnyConnect Client Image

Description:

REEACHERFMESRAZ,

2.1 FE V5[] [6)

« BZEH&E > VPN > =2 iHE > RIFEE.
o REENXHHEHEERFTDIR

Remote Access VPN Policy Wizard
Polcy Aamsgriment Cornection Profle ApyConnect Access & Certifcate

This warard wall guide you Bwough the reqguered minemal sheps fo configure the Resmole
Acoess VPN polcy wath a new wser-defined connection =

Mama: "

Secure_Clent

Dadsripiacs

VPN Prot

B EEL

& Pisc-EEvZ

Targeted Devices:

« fEConnection Profiles5 %/ |, 4 A Connection Profile Name , %1% 2 Bi €2 8 Authentication
ServerfAddress Pools:



Connaction Profiba:

Connacton Pro specily the tunnel group pol
el I, o Ak sk @] ooy
are defned in group polic

Secura_Cloni

I i This name & configured as a connection alias, it can be used fo connect 1o the VPN gatewasy

Authantication, Authorization & Accourting (Asut):

5 of sisthantication [AAA, ool both), ard thin AAA senmrs that waill b used for

Al Only

Use same suthentication semar

Cliant Addrass Assignmant

Chent IP addiess can be assigrsd fnom AAA server, DHCP served address poals. When multiphs options ans
of Al > sprver and P addness pool

- DiGrpPakcy

Dascription

Gonoral AnyConnect Adhvanood

| T pct o Timins settings for the VPN clent

Management Pro funclionality and cpticnal features. Firewall Threat Delense
daploys the profiles during ArmyConnect chent connection
Chent Modules

SEL Seftings Client Profile

Connection Sattings vpriteshed.wmil =

Custom Attribues Standadone profile edior can be used o creabe @ new or

onnect profile. You can downlo

« EF—TL , %#BAnyConnect Images , ARG # tiNext,



AnyConnect Client Image

The VPN gateway can automatically download the latest AnyConnect package to the client device when the VPN
connection is initiated. Minimize connection setup time by choosing the appropriate OS for the selected package.

Download AnyConnect Client packages from Cisco Software Download Center.

Show Re-order butto
¥ AnyConnect File Object Name AnyConnect Client Package Name Operating System

¥ cisco-secure-client-win-5.1.6.1... cisco-secure-client-win-5.1.6.103-webdepl... Windows

« ET—1MREL , &#¥ENetwork Interface and Device Certificates:

Network Interface for Incoming VPN Access

Select or create an Interface Group or & Security Zone that contains the network interfaces users
will access for VPN connections

Interface grou it - Outtside * +
B# Enable DTLS on member interfaces

A Al the devices must have interfaces as pant of the Interface Group/Security Zone selected

Device Cerificates

Dewic riificate (also called |dentity certificate) identifies the VPN gateway to the remote access
[= 0 »ct a certificate which is usad to authenticate the VPN gateway.

Certficate Enfolment:® vprilestbed cElco.com v +

Access Control for VPN Traffic

All decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select
this option to bypass decrypted traffic from the Access Control Policy.

# Bypass Access Controd policy for decrypted traff sopt permit=vpn)

- HrEREMERN , AT B EHFinish , A5 #E EHDeploy:



Remote Access VPN Policy Wizard

Policy Assignment Connection Profile Access & Certificate

E‘E@QQ- .

Remote AnyConnect Outside VPN Inside

User Client Device

ABR

Remote Access VPN Policy Configuration Additional Configuration Requirements

Firepower Management Center will configure an RA VPN Policy with the following settings . ]

i ° = B 8 g After the wizard completes, the following
Name: Secure_Client configuration needs to be completed for VPN to
Device Targets: FTD-H work on all device targets.

Connection Profile: Secure_Client

© Access Control Policy Update

Connection Alias Secure_Client

AA: Access | rule must be defined to allow

argeted devices.
Authentication Method:  AAA Only

ISE (RADIUS) © NAT Exemption

ISE (RADIUS) If NAT is enabled on the targeted devices, you
must define a NAT Policy to exempt VPN traffic.

© DNS Configuration

To resolve hostname specified in AAA
or CA Servers, configure DNS using
Policy on the targeted devices.

Address Pools (IPv4) vpn_pool

s XAFEANEE, IEBMAnyConnectBi -2 E HIEIFTDIR %
E

EEEIFTD , XIITFR KR , BAE@IASEONDNSEMRIPHE, AR5 , EARADIUSHR
FERPEFENEREEZS , AERFLRMITXEDS R, LEAnyConnect/a , ZTEAnyConnect& N
i AMEEN L , AR5 5 EHConnect,

BR 75l

Bel , EFTDEFRZXHE , BHEASALAH :

« FTDposture VPNF X F BN s S BN R RADIUSIRINE tH(CoA)# TR E X

« AnyConnectB T X (858 Ih8E : Cisco bug ID CSCvq87631)

« AnyConnecti) 2 (3858 Ih 8 : Cisco Bug ID CSCvt58044)

+ AnyConnectZith{t,

- WSAKERK

- RAFIL2L VPN IKEV23h 25 bl 25 M5 (1838 IHAE © Cisco Bug ID CSCvr52047)

« TACACS. Kerberos - KCDE 3K IEFRSA SDI(3#858Ih#E : Cisco Bug ID CSCvx55859)
- FE|/AE



https://tools.cisco.com/bugsearch/bug/CSCvq87631
https://tools.cisco.com/bugsearch/bug/CSCvt58044
https://tools.cisco.com/bugsearch/bug/CSCvr52047
https://tools.cisco.com/bugsearch/bug/CSCvx55859

ZEER

ERINEIR T , sysopt connection permit-vpnoptionft FEFRA. XEBKE MM AR B/ EBEO
F R AR BB TG AR FI SRR . B AR INTUS IR 2 2 i a4 UL MR A FVPNIRE |, B
RANXRESANZHLTE , NaEREATFIZRE,

BERfMAETUBRLEE, B, TACHEENEME N AT ZEOSARKIE ( EASALR N £E
R EEZEE % — uRPF) ; H)X , B Fsysopt connection permit-vpn AT £ £ Snortl &, F—1
ISR # HVPNA P REHRITEERE,

a)/a FluRPF

- ACHAHEXMATFEZRHRNAFPNMEZLIEZEE, SMHZElDevices > Device
Management > Edit > Routing > Static Route , fA/5i%£#FAdd route,

Add Static Route Configuration

Type . P4 IPvis
Interface®
Nulig -
(Interface starting with this icon ggsignifies it is available for route leak)
Aoailable Network + Selected Network
Q. Search obivpnusers
IPvd4 -Private-192.168.0.0-16
IPvd -Private-All-RFCT918
IPvEi-10-1Pvd - Relay-Amycast
NET-198.18.18.0
NET-198.18.6.0-24
obivprusers

1

Tunnedbed: {Used only for default Route)

« ETR, EVPNEZELIENED LFEHAURPF, EERBEER | i5SME|Devices > Device
Management > Edit > Interfaces > Edit > Advanced > Security Configuration > Enable Anti
Spoofing,



Edit Physical Interface

General IPvd IPvE Path Monitoring Hardware Conhguration Achvanced
Irharmataon ARP Sacurty Conhgurabion
Enable Anti Spoofing: &
Allow Full Fragment Reassemblhy
Override Default Fragment Setting

SAFEEN BERSENUAPRRDAKE, K ARPEABUEARRIP 07
XhE, EEERREWIRE B EER ISR

b)/3 Fisysopt connection permit-vpni%&Ii

- E[SHi% % (Devices)> VPN >iZi2 1 [@ (Remote Access)> VPNEL & X4 (VPN Profile)>d]
O (Access Interfaces) T , H—MNET A LATE Ko

Access Control for VPN Traffic

& Bypass Access Control policy for decrypted traffic (sysopt pemmit-vpn)

EESEYS

- BRBEARZEFENTH



https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-ifcs-firewall.html?bookSearch=true
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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