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<#root>

9300-2#
configure termnal

Enter configuration commands, one per line. End with CNTL/Z.
9300-2(config)#

vtp node transparent

Setting device to VTP Transparent mode for VLANS.
9300-2(config)#



end

SER2 B EEEMBEVLAN

<#root>

9300-2#
configure term na
Enter configuration commands, one per Tline. End with CNTL/Z. 9300-2(config)#
vl an 100
9300-2(config-vlan)#
name PVLAN PRI MARY 100
9300-2(config-vlan)#
private-vlan primry
9300-2(config-vlan)#
private-vlan association 101
9300-2(config-vlan)#
exit
9300-2(config)# 9300-2(config)#
vl an 101
9300-2(config-vlan)#
nanme PVLAN | SOLATED 101
9300-2(config-vlan)#
private-vlan isol ated
9300-2(config-vlan)#
exit

9300-2(config)#



end

S¥E : S private-vlan association <vlan-id>f FFREVLANL E 2 EVLAN,

SIR3. B ERE EHliw M

<tfroot>

9300-2#
configure term nal
Enter configuration commands, one per line. End with CNTL/Z. 9300-2(config)#
interface TenG gabitEthernet1/1/7
9300-2(config-if)#
description |Isolated Host 1
9300-2(config-if)#
swi t chport
9300-2(config-if)#
swi tchport node private-vlan host
9300-2(config-if)#
swi tchport private-vlan host-association 100 101
9300-2(config-if)#
spanni ng-tree portfast
9300-2(config-if)#
exit
9300-2(config)# 9300-2(config)#

interface TenG gabitEthernet1/1/8



9300-2(config-if)#

description |Isolated Host 2

9300-2(config-if)#

swi t chport

9300-2(config-if)#

swi tchport node private-vlan host

9300-2(config-if)#

swi tchport private-vlan host-association 100 101

9300-2(config-if)#

spanni ng-tree portfast

9300-2(config-if)#

exit

9300-2(config)#

end

<#root>

9300-2#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
9300-2(config)#

interface TenG gabitEthernet1/1/5

9300-2(config-if)#

description Firewall Router or Shared Service

9300-2(config-if)#



swi t chport

9300-2(config-if)#

swi tchport node private-vlan proni scuous
9300-2(config-if)#

swi tchport private-vlan napping 100 101
9300-2(config-if)#

exit

9300-2(config)#

end
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VLAN 1002 EEVLAN,

VLAN 101 2fRE A HBIVLAN,

EOVIan1002 2R AN K,

FREVLAN 101 EHNEA10.1.1.1/24 astE R ERIAM K,

<tfroot>

9300-2#
configure term na

Enter configuration commands, one per line. End with CNTL/Z.
9300-2(config)#

interface VI anl00
9300-2(config-if)#

description Primary PVLAN Gat eway
9300-2(config-if)#

ip address 10.1.1.1 255.255.255.0
9300-2(config-if)#

private-vl an nappi ng 101
9300-2(config-if)#

no shut down

9300-2(config-if)#

exit

9300-2(config)#

end
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+ VLAN 1002 EZEVLAN,

« VLAN 101 2R E M HHBIVLAN,

« S\EBM K iEEEITenGigabitEthernet1/1/5,
o HEBM<IPHEHE 7N 10.1.1.1/24,

- BEEINEA10.1.1.1EREBRIARX,

<#root>

9300-2#
configure term na

Enter configuration commands, one per line. End with CNTL/Z.
9300-2(config)#

interface TenG gabitEthernet1l/1/5
9300-2(config-if)#
description Firewal|l Router or Shared Service

9300-2(config-if)#



swi t chport

9300-2(config-if)#

swi tchport node private-vlan proni scuous
9300-2(config-if)#

swi tchport private-vlan napping 100 101
9300-2(config-if)#

exit

9300-2(config)#

end
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{# Fshow vlan private-vian#s I iEPVLANS<Ex :

<{froot>

9300-2#

show vl an private-vl an

Primary Secondary Type Ports

100 101 isolated

Tel/1/5, Tel/1/7, Tell1/8



JEE : fEshow vlan private-vianfii i & |, TypeFlIFriRHEBIVLANE R | fliNfEEREX. ©
REEPortsHI R HN B MEONZTAR, HOMNYHSEEMEHBIVLANY XBEHED
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f Fshow interface <interface-id> switchportan S RIE EHlik AZE TR , EHZREF
, TenGigabitEthernet1/1/7 #1 TenGigabitEthernet1/1/8:

<ffroot>

9300-2#
show i nterface TenG gabitEthernetl/1/7 switchport

Name: Tel/1/7

Swi t chport: Enabl ed

Administrative Mode: private-vlan host

Qper ational Mde: private-vlan host

Administrative Trunking Encapsulation: dotlq

Operational Trunking Encapsulation: native

Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: 100 (PVLAN_PRIMARY_100) 101 (PVLAN_ISOLATED_101)
Administrative private-vlan mapping: none

Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlq
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk associations: none
Administrative private-vlan trunk mappings: none

Qperational private-vlan: 100 (PVLAN_PRI MARY_100) 101 (PVLAN_|I SOLATED 101)

Trunking VLANs Enabled: ALL
Pruning VLANs Enabled: 2-1001
Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

Unknown unicast blocked: disabled
Unknown multicast blocked: disabled
Vepa Enabled: false

App Interface: false

Appliance trust: none



9300-2#

show i nterface TenG gabitEthernet1/1/8 switchport

Name: Tel/1/8

Swi t chport: Enabl ed

Administrative Mode: private-vlan host

Oper ati onal Mode:

private-vlan host

Administrative Trunking Encapsulation: dotlq
Operational Trunking Encapsulation: native

Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)
Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled
Voice VLAN: none

Administrative
Administrative
Administrative
Administrative
Administrative
Administrative
Administrative
Administrative

Operational private-vlan:

Trunking VLANs Enabled: ALL

private-vlan
private-vlan
private-vlan
private-vlan
private-vlan
private-vlan
private-vlan
private-vlan

host-association: 100 (PVLAN_PRIMARY_100) 101 (PVLAN_ISOLATED_101)
mapping: nhone

trunk
trunk
trunk
trunk
trunk
trunk

Pruning VLANs Enabled: 2-1001
Capture Mode Disabled
Capture VLANs Allowed: ALL

Protected: false
Unknown unicast blocked: disabled
Unknown multicast blocked: disabled
Vepa Enabled: false

App Interface:

false

Appliance trust: none

BIDRZ R OEITIRA

<tfroot>

9300-2#

native VLAN: none

Native VLAN tagging: enabled
encapsulation: dotlq

normal VLANs: none
associations: none

mappings: hone

100 (PVLAN_PRI MARY_100) 101 (PVLAN | SOLATED 101)

£ &5 7 TenGigabitEthernet1/1/5:

show i nterface TenG gabitEthernetl/1/5 switchport

Name: Tel/1/5



Swi t chport: Enabl ed
Administrative Mode: private-vlan promiscuous
Qper ational Mde: private-vlan pron scuous

Administrative Trunking Encapsulation: dotlq

Operational Trunking Encapsulation: native

Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: 100 (PVLAN_PRIMARY_100) 101 (PVLAN_ISOLATED_101)
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlq
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk associations: none
Administrative private-vlan trunk mappings: none

Operational private-vlan: 100 (PVLAN_PRI MARY_100) 101 ( PVLAN_| SCLATED 101)

Trunking VLANs Enabled: ALL
Pruning VLANs Enabled: 2-1001
Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

Unknown unicast blocked: disabled
Unknown multicast blocked: disabled
Vepa Enabled: false

App Interface: false

Appliance trust: none

NE , REBEEVNRETUEEMRK10.1.1.1/24 , BTEH tpingi®10.1.1.99/24
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<#root>
Host1#
ping 10.1.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

Hostl#

ping 10.1.1.99

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.99, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Hostl#

pi ng 10.1.1.100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.100, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Host2#

ping 10.1.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

Host2#

ping 10.1.1.99

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.99, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Host2#

pi ng 10.1.1.100




Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

EREMACH U RET | BALAMERNBLOCKEDSR H, XEXKBEEATREPVLANEN., EfIXR
TEBIVLANRHE2ZBEAN | 3T AP I X EMACHII A T EEREEIIREE X,

fRE EHVIMACHE I HEIFIR , B APVLAN#: & E A E A EEVLANMEHEIVLANG = -

- TEHEBIVLAN 1017 | MAC#(RELE , AT EEBEVLANE X,
« F£EVLAN 1004 , MACH A FBI BB R #H TPVLANS: &,

<ffroot>

9300-2#

show nmac address-tabl e dynam c

Mac Address Table

1 000c.000c.000c DYNAMIC Tel/1/3

1 f87a.41a8.clb5 DYNAMIC Tel/1/1
1 f87a.41a8.clba DYNAMIC Tel/1/6
1 f87a.41a8.cldl DYNAMIC Tel/1/6

101 00Oa. 000a. 000a BLOCKED Tel/1/7 101 000b. 000b. 000b BLOCKED Tel/1/8 100 000a. 000a. 000a DYNAM C pv Tel

Total Mac Addresses for this criterion: 9

Tl 2 - BZ AN Cisco |0S XEaT#HLEIPVLAN

SW1FISW22Catalyst 9000 Cisco 10S XEx#t4l.
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SNEBMI X IPHb 3t 59 10.1.1.1/24,

SAERRI R EEEBISW2 LAYE RO,
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SW2 - 9300-2 —;

<#root>
9300-1#
show runni ng-config

Building configuration...

Current configuration :
!

I Last configuration change at 17:39:58 UTC Tue Aug 11 2026
!

17988 bytes

version 26.1
service timestamps debug datetime msec

service timestamps log datetime msec
!

hostname 9300-1
|
!

vtp node transparent

vl an 100 nane PVLAN_ PRI MARY_100 private-vlan primary private-vlan association 101, 102
|
vl an 101 nane PVLAN_| SOLATED 101 private-vlan isol ated
|
vl an 102 nanme PVLAN_COVMUNI TY_102 private-vlan community

interface TenG gabitEthernet1/1/3
description Community Host VLAN 102
Swi t chport

private-vlan host-association 100 102 swi tchport node private-vl an host

spanning-tree portfast
!

<tfroot>
9300-2#

show runni ng- confi

Building configura

Current configurat
!

I Last configurati
!
version 17.12

service timestamps

service timestamps
!

hostname 9300-2
!
|

vtp node transpare

vl an 100 nane PVLA
!
vlan 101 nane PVLA
!
vlan 102 nane PVLA

nterface TenG gab
description Commu
swi tchport privat

spanning-tree por



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-12/configuration_guide/vlan/b_1712_vlan_9300_cg/configuring_private_vlans.html#id_138022
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interface TenG gabitEthernetl1/1/6
description Trunk to SW2

switchport trunk allowed vlan 100-102
switchport mode trunk

i
end

i nterface TenG gab
description Exter
swi tchport privat
!

i nterface TenG gab

description Trunk

swi tchport trunk a

switchport mode t
|

i nterface TenG gab
description Isola
swi tchport privat
swi t chport node p

spanning-tree por
|

i nterface TenG gab
description Isola
swi tchport privat
swi tchport node p
spanning-tree por

I

!
end

AR EASFR , BTHAEBRNBEERAEX TERAVIP , B SKAES AR LF3)
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RN

SW1 - 9300-1 — RE SW2 -
<#root> <ttroot
9300-1# 9300-2#




show vl an private-vlan

Primary Secondary Type Ports
100 101 isolated

100

102

community Tel/1/3

9300-1#

show i nterfaces trunk

Port Mode Encapsulation Status Native vlan
Tel/1/6 on 802.1q trunking 1
Port Vlans allowed on trunk

Tel/ 1/ 6 100-102

Port Vlans allowed and active in management domain

Tel/ 1/ 6 100-102

Port Vlans in spanning tree forwarding state and not pruned

Tel/ 1/ 6 100-102

9300-1#

show i nterface TenG gabitEthernetl/1/3 switchport
Name: Tel/1/3

Swi t chport: Enabl ed

Administrative Mode: private-vlan host
Operational Mde: private-vlan host

Administrative Trunking Encapsulation: dotlq
Operational Trunking Encapsulation: native
Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)
Administrative Native VLAN tagging: enabled
Voice VLAN: none

Administrative private-vlan host-association: 100 (PVLAN_PRIMARY_100) 102 (PVLAN_COMMUNITY_102)

Administrative private-vlan mapping: none

Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlq
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk associations: none
Administrative private-vlan trunk mappings: none

Operational private-vlan: 100 (PVLAN_PRI MARY_100) 102 ( PVLAN_COVMUNI TY_102)

show vl

Primar

Tell 1/ ¢

100

Tell 1/ :

9300-2;

show ir

Port
Tel/1/¢

Port

Tell 1/ ¢

Port

Tell 1/ ¢

Port

Tell 1/ ¢

9300-21
show ir
Name: T
Swi t chy
Adminic
Qper at i

Adminic
Operat-
Negotiz:
Access
Trunkir
Adminic
Voice \
Adminic
Adminic
Adminic
Adminic
Adminic
Adminic
Adminic
Adminic

Qper at i




Trunking VLANs Enabled: ALL
Pruning VLANs Enabled: 2-1001
Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

Unknown unicast blocked: disabled
Unknown multicast blocked: disabled
Vepa Enabled: false

App Interface: false

Appliance trust: none

Trunkir
Pruning
Capture
Capture

Protec:
Unknowt
Unknowt
Vepa Er
App Inf
Appliar

9300-2;

show i r
Name: T
Swi t chy
Adminic
Oper at i

Adminic
Operat-
Negoti:
Access
Trunkir
Adminic
Voice \
Adminic
Adminic
Adminic
Adminic
Adminic
Adminic
Adminic
Adminic

Qper at i

Trunkir
Pruning
Capture
Capture

Protec
Unknowt
Unknowt
Vepa Er
App Inf
Appliar

9300-27
show i r
Name: T
Swi t chy

Adminis




Qper ati

Adminic
Operat-
Negotiz:
Access
Trunkir
Adminic
Voice \
Adminic
Adminic
Adminic
Adminic
Adminic
Adminic
Adminic
Adminic

Qper at i

Trunkir
Pruning
Capture
Capture

Protec
Unknowr
Unknowr
Vepa Er
App Inf
Appliar

9300-21
show ir
Name: T
Swi t chy
Adminic
Qper at i

Adminic
Operat-
Negotiz:
Access
Trunkir
Adminic
Voice \
Adminic
Adminic
Adminic
Adminic
Adminic
Adminic
Adminic
Adminic

Qper at i

Trunkir




Pruning
Capture
Capture

Protec:
Unknowt
Unknowt
Vepa Er
App Inf
Appliar

RIR
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Te1/1/8 LRISW2FRE 4L

R

Te1/1/7 EHISW2FRE £
l

Te1/1/3 LRISWAE X EH]

R

Tel/1/7 LHISW2fRE =
l

SAEBM < 10.1.1.1

B

Te1/1/3EHSWIHXE
.

Te1/1/3 ERISW2tE X FE 4
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Te1/1/3EHSWIHXE
.
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B

Te1/1/3 LHISW2# X E
Ml

Te1/1/7 ERISW2FRE 4

R

<#troot>
Hostd#

ping 10.1.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:




Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
Host4#

ping 10.1.1.98

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.98, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
Host4#

ping 8.8.8.8

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
Host4#

ping 10.1.1.99

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.99, timeout is 2 seconds:
Success rate is 0 percent (0/5)

Host4#

pi ng 10.1.1.100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.100, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Host3#

ping 10.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
Host3#

ping 10.1.1.97

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.97, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
Host3#

ping 8.8.8.8

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
Host3#

ping 10.1.1.99




Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.99, timeout is 2 seconds:

Success rate is 0 percent (0/5)
Host3#

pi ng 10.1.1.100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.100, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Hostl#

ping 10.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
Hostl#

ping 8.8.8.8

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
Hostl#

pi ng 10.1.1.100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.100, timeout is 2 seconds:

Success rate is 0 percent (0/5)
Hostl#

ping 10.1.1.97

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.97, timeout is 2 seconds:
Success rate is 0 percent (0/5)

Hostl#

ping 10.1.1.98

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.98, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Host2#

ping 10.1.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms




Host2#

ping 8.8.8.8

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
Host2#

ping 10.1.1.99

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.99, timeout is 2 seconds:
Success rate is 0 percent (0/5)

Host2#

ping 10.1.1.97

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.97, timeout is 2 seconds:
Success rate is 0 percent (0/5)

Host2#

ping 10.1.1.98

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.98, timeout is 2 seconds:

Success rate is 0 percent (0/5)
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