
在 Catalyst 交换机上配置隔离的专用 VLAN
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简介

本文档介绍如何在运行Cisco IOS XE软件的Cisco Catalyst 9000系列交换机上配置隔离专用
VLAN(PVLAN)。

先决条件

要求

Cisco 建议您了解以下主题：



VLAN 配置•
802.1Q中继•
基本Cisco IOS XE命令行界面(CLI)•

使用的组件

本文档基于这些软件和硬件版本；但是，PVLAN不限于这些版本。在部署之前验证特定平台和
Cisco IOS XE版本的PVLAN支持、命令语法和限制：

运行Cisco IOS XE软件版本17.X和26.X的Cisco Catalyst 9300系列交换机•

本文档中的信息都是基于特定实验室环境中的设备编写的。本文档中使用的所有设备最初均采用原
始（默认）配置。如果您的网络处于活动状态，请确保您了解所有命令的潜在影响。

规则

有关文档规则的详细信息，请参阅 Cisco 技术提示规则。

背景信息

在某些情况下，您需要在不将设备置于不同IP子网的情况下阻止交换机上的终端设备之间的第2层连
接。PVLAN在属于同一IP子网的端口之间提供第2层隔离。当主机必须到达默认网关、防火墙、负
载均衡器或共享服务，但不得与同一VLAN中的其他隔离主机直接通信时，此设计非常有用，而且
有助于保留IP子网。

PVLAN将第2层广播域分为主要VLAN和一个或多个辅助VLAN。您可以在PVLAN内分配一组特定的
端口，从而控制第2层端口之间的访问。您可以在同一交换机上配置PVLAN和普通VLAN。

有三种类型的 PVLAN 端口：混合型、隔离型和社区型。

PVLAN端口类型

端口
类型 描述 广播、未知单播和组播行为

与关联PVLAN域中的所有端口通
信。此端口通常连接到默认网关、

混杂端口可以接收来自隔离和社区端口的流量。源自混
杂端口的广播、未知单播和组播流量可转发到关联的辅混杂

https://www.cisco.com/c/zh_cn/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
https://www.cisco.com/c/zh_cn/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html


端口
类型 描述 广播、未知单播和组播行为

防火墙、路由器、负载均衡器或共
享服务。

助VLAN端口。来自辅助VLAN端口的广播流量可以转发
到混杂端口。

隔离 仅与混杂端口通信。它不会与同一
PVLAN中的其他隔离端口通信。

源自隔离端口的广播、未知单播和组播流量仅转发到关
联的混杂端口。它不会转发到其他隔离端口或社区端口
。隔离端口不会接收来自其他隔离端口的广播流量。

社区 与同一团体中的端口和混杂端口通
信。

源自团体端口的广播、未知单播和组播流量会转发到同
一团体VLAN中的其他端口和关联的混杂端口。它不会转
发到隔离端口或其他社区VLAN中的端口。

PVLAN VLAN类型

VLAN 类
型 描述

主VLAN 传输来自混杂端口的流量并将其映射到辅助VLAN。

隔离 
VLAN 用于主机隔离的辅助VLAN。此VLAN中的隔离端口在第2层无法相互通信。

注意：PVLAN在同一主要VLAN域内控制第2层转发。隔离端口与主VLAN保留在同一IP子
网中，但会阻塞隔离主机之间的第2层流量。这包括隔离主机之间的广播流量，例如地址解
析协议(ARP)。隔离主机仍然可以解析并到达默认网关或通过关联的混杂端口连接的其他服
务。

规则和限制

本部分提供了一些在实施 PVLAN 时必须留意的规则和限制。

PVLAN不能包括VLAN 1或1002-1005。•

VTP 1、2和3的透明模式支持PVLAN。VTP 3的服务器模式也支持专用VLAN。•

仅为主要VLAN配置第3层VLAN接口(SVI)。•



只能将没有当前接入端口分配的 VLAN 指定为 PVLAN。将 VLAN 指定为 PVLAN 之前，请先
删除该 VLAN 中的所有端口。

•

注意：有关详细的PVLAN限制（包括平台特定限制和PVLAN中继模式的EtherChannel支持
），请参阅目标Catalyst平台的Cisco IOS XE VLAN配置指南中的专用VLAN限制：Catalyst 
9500系列、专用VLAN限制和Catalyst 9300系列、专用VLAN限制

配置

示例 1：一台Cisco IOS XE交换机上的隔离PVLAN

主机1连接到TenGigabitEthernet1/1/7。•
主机2连接到TenGigabitEthernet1/1/8。•
防火墙、路由器或共享服务连接到TenGigabitEthernet1/1/5。•
VLAN 100是主要VLAN。•
VLAN 101是隔离VLAN。•
隔离主机使用10.1.1.1作为默认网关。•

主机 交换机 接口 VLAN角色 IP Address

主机1 9300-2 Te1/1/7 隔离，VLAN 101 10.1.1.99/24

主机2 9300-2 Te1/1/8 隔离，VLAN 101 10.1.1.100/24

网关 9300-2 Te1/1/5 混杂 10.1.1.1/24

网络图

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-16/configuration_guide/vlan/b_1716_vlan_9500_cg/configuring_private_vlans.html#reference_59804382820B4D43B3A120CB25108C6A
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-16/configuration_guide/vlan/b_1716_vlan_9500_cg/configuring_private_vlans.html#reference_59804382820B4D43B3A120CB25108C6A
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-16/configuration_guide/vlan/b_1716_vlan_9500_cg/configuring_private_vlans.html#reference_59804382820B4D43B3A120CB25108C6A
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-16/configuration_guide/vlan/b_1716_vlan_9500_cg/configuring_private_vlans.html#reference_59804382820B4D43B3A120CB25108C6A
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-16/configuration_guide/vlan/b_1716_vlan_9500_cg/configuring_private_vlans.html#reference_59804382820B4D43B3A120CB25108C6A
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-12/configuration_guide/vlan/b_1712_vlan_9300_cg/configuring_private_vlans.html#reference_59804382820B4D43B3A120CB25108C6A
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-12/configuration_guide/vlan/b_1712_vlan_9300_cg/configuring_private_vlans.html#reference_59804382820B4D43B3A120CB25108C6A
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-12/configuration_guide/vlan/b_1712_vlan_9300_cg/configuring_private_vlans.html#reference_59804382820B4D43B3A120CB25108C6A
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-12/configuration_guide/vlan/b_1712_vlan_9300_cg/configuring_private_vlans.html#reference_59804382820B4D43B3A120CB25108C6A


PVLAN拓扑

步骤1.配置VTP透明模式

 
<#root>

9300-2#

configure terminal

Enter configuration commands, one per line.  End with CNTL/Z. 
9300-2(config)#

vtp mode transparent

Setting device to VTP Transparent mode for VLANS. 
9300-2(config)#



end

 

步骤2.配置主要和隔离VLAN

 
<#root>

9300-2#

configure terminal

 Enter configuration commands, one per line. End with CNTL/Z. 9300-2(config)#

vlan 100

 9300-2(config-vlan)#

name PVLAN_PRIMARY_100

 9300-2(config-vlan)#

private-vlan primary

 9300-2(config-vlan)#

private-vlan association 101

 9300-2(config-vlan)#

exit

 9300-2(config)# 9300-2(config)#

vlan 101

 9300-2(config-vlan)#

name PVLAN_ISOLATED_101

 9300-2(config-vlan)#

private-vlan isolated

 9300-2(config-vlan)#

exit

 9300-2(config)#



end

 

注意：命令private-vlan association <vlan-id>用于将隔离VLAN绑定到主VLAN。

步骤3.配置隔离主机端口

 
<#root>

9300-2#

configure terminal

 Enter configuration commands, one per line. End with CNTL/Z. 9300-2(config)#

interface TenGigabitEthernet1/1/7

 9300-2(config-if)#

description Isolated Host 1

 9300-2(config-if)#

switchport

 9300-2(config-if)#

switchport mode private-vlan host

 9300-2(config-if)#

switchport private-vlan host-association 100 101

 9300-2(config-if)#

spanning-tree portfast

 9300-2(config-if)#

exit

 9300-2(config)# 9300-2(config)#

interface TenGigabitEthernet1/1/8



 9300-2(config-if)#

description Isolated Host 2

 9300-2(config-if)#

switchport

 9300-2(config-if)#

switchport mode private-vlan host

 9300-2(config-if)#

switchport private-vlan host-association 100 101

 9300-2(config-if)#

spanning-tree portfast

 9300-2(config-if)#

exit

 9300-2(config)#

end

 

步骤4.配置混杂端口

 
<#root>

9300-2#

configure terminal

Enter configuration commands, one per line.  End with CNTL/Z. 
9300-2(config)#

interface TenGigabitEthernet1/1/5

9300-2(config-if)#

description Firewall Router or Shared Service

9300-2(config-if)#



switchport

9300-2(config-if)#

switchport mode private-vlan promiscuous

9300-2(config-if)#

switchport private-vlan mapping 100 101

9300-2(config-if)#

exit

9300-2(config)#

end

 

第 3 层配置

PVLAN在同一IP子网内提供第2层隔离。当隔离主机需要到达本地子网外的网络（例如Internet、数
据中心服务或上游路由网络）时，仍需要第3层连接。

为隔离PVLAN主机提供第3层连接有两种常用方法：

在交换机上配置主要VLAN交换虚拟接口(SVI)。1. 
将默认网关直接连接到混杂端口。2. 

注意：为PVLAN子网选择一个第3层网关方法。使用交换机上的主VLAN SVI或连接到混杂
端口的外部网关。

方法 1：配置主VLAN SVI

当Cisco IOS XE交换机为隔离主机提供默认网关时，请使用此方法。

在PVLAN设计中，第3层SVI必须仅针对主VLAN进行配置。隔离VLAN是辅助VLAN，不提供第3层
网关服务。



在本例中：

VLAN 100是主要VLAN。•

VLAN 101是隔离的辅助VLAN。•

接口Vlan100提供默认网关。•

隔离VLAN 101中的主机使用10.1.1.1/24 as作为默认网关。•

 
<#root>

9300-2#

configure terminal

Enter configuration commands, one per line.  End with CNTL/Z. 
9300-2(config)#

interface Vlan100

9300-2(config-if)#

description Primary PVLAN Gateway

9300-2(config-if)#

ip address 10.1.1.1 255.255.255.0

9300-2(config-if)#

private-vlan mapping 101

9300-2(config-if)#

no shutdown

9300-2(config-if)#

exit

9300-2(config)#

end

 

要点



仅为主要VLAN配置SVI。•
使用private-vlan mapping命令将隔离辅助VLAN映射到主VLAN SVI。•
请勿将隔离VLAN配置为网关服务的SVI:•
隔离主机与主要VLAN SVI保留在同一IP子网中。•
隔离主机可以到达主VLAN SVI。•
隔离主机无法直接与第2层的其他隔离主机通信。•

注意：仅为主要VLAN配置第3层SVI。在隔离或社区 VLAN 配置下，隔离及社区 VLAN 的 
VLAN 接口将处于非活动状态。

方法 2：将网关连接到混杂端口

当外部设备为隔离主机提供默认网关时，请使用此方法。外部设备可以是路由器、防火墙或其他第
3层网关设备。

在此设计中，Cisco IOS XE交换机不需要PVLAN子网的SVI。相反，外部网关连接到混杂端口。混
杂端口将主要VLAN映射到隔离辅助VLAN，使隔离主机可以到达外部网关。

在本例中：

VLAN 100是主要VLAN。•
VLAN 101是隔离的辅助VLAN。•
外部网关连接到TenGigabitEthernet1/1/5。•
外部网关IP地址为10.1.1.1/24。•
隔离主机使用10.1.1.1作为其默认网关。•

 
<#root>

9300-2#

configure terminal

Enter configuration commands, one per line.  End with CNTL/Z. 
9300-2(config)#

interface TenGigabitEthernet1/1/5

9300-2(config-if)#

description Firewall Router or Shared Service

9300-2(config-if)#



switchport

9300-2(config-if)#

switchport mode private-vlan promiscuous

9300-2(config-if)#

switchport private-vlan mapping 100 101

9300-2(config-if)#

exit

9300-2(config)#

end

 

要点

当网关直接连接到混杂端口时，PVLAN子网的交换机上不需要SVI。•
外部网关接口必须使用与隔离主机位于同一子网中的IP地址。•
混杂端口必须将主要VLAN映射到隔离VLAN。•
隔离主机可以通过混杂端口到达外部网关。•
隔离主机仍无法直接相互通信。•

确认

使用show vlan private-vlan命令验证PVLAN关联：

 
<#root>

9300-2#

show vlan private-vlan

 
Primary Secondary Type              Ports 
------- --------- ----------------- ------------------------------------------ 
100     101       isolated 

Te1/1/5, Te1/1/7, Te1/1/8

 



注意：在show vlan private-vlan输出中，Type列标识辅助VLAN类型，例如隔离或社区。它
不确定Ports列中列出的每个接口的运行角色。端口列列出与主要和辅助VLAN对关联的接口
，包括映射到该辅助VLAN的隔离主机端口和混杂端口。

使用show interface <interface-id> switchport命令验证主机端口运行状态，在此场景中
，TenGigabitEthernet1/1/7和TenGigabitEthernet1/1/8:

 
<#root>

9300-2#

show interface TenGigabitEthernet1/1/7 switchport

Name: Te1/1/7 

Switchport: Enabled

Administrative Mode: private-vlan host 

Operational Mode: private-vlan host

Administrative Trunking Encapsulation: dot1q 
Operational Trunking Encapsulation: native 
Negotiation of Trunking: Off 
Access Mode VLAN: 1 (default) 
Trunking Native Mode VLAN: 1 (default) 
Administrative Native VLAN tagging: enabled 
Voice VLAN: none 
Administrative private-vlan host-association: 100 (PVLAN_PRIMARY_100) 101 (PVLAN_ISOLATED_101) 
Administrative private-vlan mapping: none 
Administrative private-vlan trunk native VLAN: none 
Administrative private-vlan trunk Native VLAN tagging: enabled 
Administrative private-vlan trunk encapsulation: dot1q 
Administrative private-vlan trunk normal VLANs: none 
Administrative private-vlan trunk associations: none 
Administrative private-vlan trunk mappings: none 

Operational private-vlan: 100 (PVLAN_PRIMARY_100) 101 (PVLAN_ISOLATED_101)

 
Trunking VLANs Enabled: ALL 
Pruning VLANs Enabled: 2-1001 
Capture Mode Disabled 
Capture VLANs Allowed: ALL 
 
Protected: false 
Unknown unicast blocked: disabled 
Unknown multicast blocked: disabled 
Vepa Enabled: false 
App Interface: false 
Appliance trust: none 
 



9300-2#

show interface TenGigabitEthernet1/1/8 switchport

Name: Te1/1/8 

Switchport: Enabled

Administrative Mode: private-vlan host 

Operational Mode: private-vlan host

Administrative Trunking Encapsulation: dot1q 
Operational Trunking Encapsulation: native 
Negotiation of Trunking: Off 
Access Mode VLAN: 1 (default) 
Trunking Native Mode VLAN: 1 (default) 
Administrative Native VLAN tagging: enabled 
Voice VLAN: none 
Administrative private-vlan host-association: 100 (PVLAN_PRIMARY_100) 101 (PVLAN_ISOLATED_101) 
Administrative private-vlan mapping: none 
Administrative private-vlan trunk native VLAN: none 
Administrative private-vlan trunk Native VLAN tagging: enabled 
Administrative private-vlan trunk encapsulation: dot1q 
Administrative private-vlan trunk normal VLANs: none 
Administrative private-vlan trunk associations: none 
Administrative private-vlan trunk mappings: none 

Operational private-vlan: 100 (PVLAN_PRIMARY_100) 101 (PVLAN_ISOLATED_101)

 
Trunking VLANs Enabled: ALL 
Pruning VLANs Enabled: 2-1001 
Capture Mode Disabled 
Capture VLANs Allowed: ALL 
 
Protected: false 
Unknown unicast blocked: disabled 
Unknown multicast blocked: disabled 
Vepa Enabled: false 
App Interface: false 
Appliance trust: none

 

验证混杂端口运行状态，在本例中为TenGigabitEthernet1/1/5:

 
<#root>

9300-2#

show interface TenGigabitEthernet1/1/5 switchport

Name: Te1/1/5 



Switchport: Enabled

Administrative Mode: private-vlan promiscuous 

Operational Mode: private-vlan promiscuous

Administrative Trunking Encapsulation: dot1q 
Operational Trunking Encapsulation: native 
Negotiation of Trunking: Off 
Access Mode VLAN: 1 (default) 
Trunking Native Mode VLAN: 1 (default) 
Administrative Native VLAN tagging: enabled 
Voice VLAN: none 
Administrative private-vlan host-association: none 
Administrative private-vlan mapping: 100 (PVLAN_PRIMARY_100) 101 (PVLAN_ISOLATED_101) 
Administrative private-vlan trunk native VLAN: none 
Administrative private-vlan trunk Native VLAN tagging: enabled 
Administrative private-vlan trunk encapsulation: dot1q 
Administrative private-vlan trunk normal VLANs: none 
Administrative private-vlan trunk associations: none 
Administrative private-vlan trunk mappings: none 

Operational private-vlan: 100 (PVLAN_PRIMARY_100) 101 (PVLAN_ISOLATED_101)

 
Trunking VLANs Enabled: ALL 
Pruning VLANs Enabled: 2-1001 
Capture Mode Disabled 
Capture VLANs Allowed: ALL 
 
Protected: false 
Unknown unicast blocked: disabled 
Unknown multicast blocked: disabled 
Vepa Enabled: false 
App Interface: false 
Appliance trust: none

 

现在，检验隔离主机是否可以到达网关10.1.1.1/24，但无法彼此ping通10.1.1.99/24和 
10.1.1.100/24 

流量行为

来源 目的地 预期结果

主机1 主机2 失败

主机2 主机1 失败

主机1 默认网关 成功



来源 目的地 预期结果

主机2 默认网关 成功

混杂端口 隔离的主机 成功

流量结果
 
<#root>

Host1#

ping 10.1.1.1

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds: 
.!!!! 
Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms 
 
Host1#

ping 10.1.1.99

 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.99, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 
 
Host1#

ping 10.1.1.100

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.100, timeout is 2 seconds: 
..... 
Success rate is 0 percent (0/5) 
 
Host2#

ping 10.1.1.1

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds: 
.!!!! 
Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms 
 
Host2#

ping 10.1.1.99

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.99, timeout is 2 seconds: 
..... 
Success rate is 0 percent (0/5) 
 
Host2#

ping 10.1.1.100



Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.100, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

 

在检查MAC地址表时，您可以观察两个BLOCKED条目。这些条目适用于隔离PVLAN主机。它们表
示辅助VLAN中的第2层隔离规则，交换机可防止将这些MAC地址用于直接隔离到隔离转发。

隔离主机MAC地址出现两次，因为PVLAN转发同时使用主要VLAN和辅助VLAN情景：

在辅助VLAN 101中，MAC被阻止，用于直接隔离VLAN转发。•
在主VLAN 100中，MAC可用于通过混杂路径进行PVLAN转发。•

 
<#root>

9300-2#

show mac address-table dynamic

 
          Mac Address Table 
------------------------------------------- 
 
Vlan    Mac Address       Type        Ports 
----    -----------       --------    ----- 
   1    000c.000c.000c    DYNAMIC     Te1/1/3 
   1    f87a.41a8.c1b5    DYNAMIC     Te1/1/1 
   1    f87a.41a8.c1ba    DYNAMIC     Te1/1/6 
   1    f87a.41a8.c1d1    DYNAMIC     Te1/1/6 

 101 000a.000a.000a BLOCKED Te1/1/7 101 000b.000b.000b BLOCKED Te1/1/8 100 000a.000a.000a DYNAMIC pv Te1/1/7 100 000b.000b.000b DYNAMIC pv Te1/1/8 100 9077.ee3c.7b02 DYNAMIC Te1/1/5

Total Mac Addresses for this criterion: 9

 

示例 2：跨多个Cisco IOS XE交换机的PVLAN

SW1和SW2是Catalyst 9000 Cisco IOS XE交换机。•

没有为PVLAN子网配置SVI。•

外部网关提供第3层连接。•

外部网关IP地址为10.1.1.1/24。•

外部网关连接到SW2上的混杂端口。•



VLAN 100是主要VLAN。•

VLAN 101是隔离的辅助VLAN。•

VLAN 102是团体辅助VLAN。•

SW1和SW2通过标准802.1Q中继连接。•

隔离主机只能到达混杂网关。•

VLAN 102中的社区主机可以相互通信并与混杂网关通信。•

隔离主机无法与社区主机通信。•

主机 交换机 接口 PVLAN角色 VLAN关联 IP Address 默认网关

主机3 SW1 / 
9300-1

万兆以太
网1/1/3 社区主机 主VLAN 100、社

区VLAN 102 10.1.1.97/24 10.1.1.1

主机4 SW2/9300-
2

万兆以太
网1/1/3 社区主机 主VLAN 100、社

区VLAN 102 10.1.1.98/24 10.1.1.1

主机1 SW2/9300-
2

万兆以太
网1/1/7 隔离主机 主VLAN 100、隔

离VLAN 101 10.1.1.99/24 10.1.1.1

主机2 SW2/9300-
2

万兆以太
网1/1/8 隔离主机 主VLAN 100、隔

离VLAN 101 10.1.1.100/24 10.1.1.1

外部
网关

SW2/9300-
2

万兆以太
网1/1/5

混杂（面向网关
的设备）

主VLAN 100映射
到VLAN 101和102 10.1.1.1/24 不适用

网络图



跨交换机的PVLAN

VLAN和接口规划

设备 接口 角色

SW1 万兆以太网1/1/3 社区主机，VLAN 102

SW1 万兆以太网1/1/6 TRUNK到SW2

SW2 万兆以太网1/1/3 社区主机，VLAN 102

SW2 万兆以太网1/1/7 隔离主机，VLAN 101

SW2 万兆以太网1/1/8 隔离主机，VLAN 101

SW2 万兆以太网1/1/6 TRUNK到SW1



设备 接口 角色

SW2 万兆以太网1/1/5 到外部网关10.1.1.1/24的混杂端口

注意：可以使用以下方法跨多台交换机使用专用VLAN：标准中继端口、隔离专用VLAN中
继端口或混合专用VLAN中继端口。有关详细信息，请参阅跨多台交换机专用VLAN文档指
南。

SW1 - 9300-1 — 运行配置 SW2 - 9300-2 — 运行配置
 
<#root>

9300-1#

show running-config

Building configuration... 
 
Current configuration : 17988 bytes 
! 
! Last configuration change at 17:39:58 UTC Tue Aug 11 2026 
! 
version 26.1 
service timestamps debug datetime msec 
service timestamps log datetime msec 
! 
hostname 9300-1 
! 
! 

vtp mode transparent

! 
! 
! 

vlan 100 name PVLAN_PRIMARY_100 private-vlan primary private-vlan association 101,102

! 

vlan 101 name PVLAN_ISOLATED_101 private-vlan isolated

! 

vlan 102 name PVLAN_COMMUNITY_102 private-vlan community

! 
! 

interface TenGigabitEthernet1/1/3

 description Community Host VLAN 102 

 switchport private-vlan host-association 100 102 switchport mode private-vlan host

 spanning-tree portfast 
! 

 
<#root>

9300-2#

show running-config

 
Building configuration... 
 
Current configuration : 10980 bytes 
! 
! Last configuration change at 17:36:32 UTC Tue Aug 11 2026 
! 
version 17.12 
service timestamps debug datetime msec 
service timestamps log datetime msec 
! 
hostname 9300-2 
! 
! 

vtp mode transparent

! 
! 
! 

vlan 100 name PVLAN_PRIMARY_100 private-vlan primary private-vlan association 101,102

! 

vlan 101 name PVLAN_ISOLATED_101 private-vlan isolated

! 

vlan 102 name PVLAN_COMMUNITY_102 private-vlan community

! 
! 

interface TenGigabitEthernet1/1/3

 description Community Host VLAN 102 

 switchport private-vlan host-association 100 102 switchport mode private-vlan host

 spanning-tree portfast 
! 

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-12/configuration_guide/vlan/b_1712_vlan_9300_cg/configuring_private_vlans.html#id_138022
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-12/configuration_guide/vlan/b_1712_vlan_9300_cg/configuring_private_vlans.html#id_138022


interface TenGigabitEthernet1/1/6

 description Trunk to SW2 

 switchport trunk allowed vlan 100-102

 switchport mode trunk 
! 
! 
end

 

interface TenGigabitEthernet1/1/5

 description External Gateway 10.1.1.1/24 

 switchport private-vlan mapping 100 101-102 switchport mode private-vlan promiscuous

! 

interface TenGigabitEthernet1/1/6

 description Trunk to SW1 
 

switchport trunk allowed vlan 100-102

 switchport mode trunk 
! 

interface TenGigabitEthernet1/1/7

 description Isolated Host 1 

 switchport private-vlan host-association 100 101

 switchport mode private-vlan host

 spanning-tree portfast 
! 

interface TenGigabitEthernet1/1/8

 description Isolated Host 2 

 switchport private-vlan host-association 100 101

 switchport mode private-vlan host

 spanning-tree portfast 
! 
! 
end

 

注意：在本例中，由于两台交换机均在透明模式下使用VTP，因此必须在每台交换机上手动
配置PVLAN。

注意：VTP 1、2和3的透明模式支持专用VLAN。VTP 3的服务器模式也支持专用VLAN。

确认

SW1 - 9300-1 — 状态 SW2 - 9300-2 — 状态
 
<#root>

9300-1#

 
<#root>

9300-2#



show vlan private-vlan

 
Primary Secondary Type              Ports 
------- --------- ----------------- ------------------------------------------ 
100     101       isolated 
100 

102

 

community Te1/1/3

 
9300-1#

show interfaces trunk

 
Port           Mode             Encapsulation  Status        Native vlan 
Te1/1/6        on               802.1q         trunking      1 
 
Port           Vlans allowed on trunk 

Te1/1/6 100-102

 
Port           Vlans allowed and active in management domain 

Te1/1/6 100-102

 
Port           Vlans in spanning tree forwarding state and not pruned 

Te1/1/6 100-102

 
9300-1#

show interface TenGigabitEthernet1/1/3 switchport

Name: Te1/1/3 

Switchport: Enabled

Administrative Mode: private-vlan host 

Operational Mode: private-vlan host

Administrative Trunking Encapsulation: dot1q 
Operational Trunking Encapsulation: native 
Negotiation of Trunking: Off 
Access Mode VLAN: 1 (default) 
Trunking Native Mode VLAN: 1 (default) 
Administrative Native VLAN tagging: enabled 
Voice VLAN: none 
Administrative private-vlan host-association: 100 (PVLAN_PRIMARY_100) 102 (PVLAN_COMMUNITY_102) 
Administrative private-vlan mapping: none 
Administrative private-vlan trunk native VLAN: none 
Administrative private-vlan trunk Native VLAN tagging: enabled 
Administrative private-vlan trunk encapsulation: dot1q 
Administrative private-vlan trunk normal VLANs: none 
Administrative private-vlan trunk associations: none 
Administrative private-vlan trunk mappings: none 

Operational private-vlan: 100 (PVLAN_PRIMARY_100) 102 (PVLAN_COMMUNITY_102)

show vlan private-vlan

 
Primary Secondary Type              Ports 
------- --------- ----------------- ------------------------------------------ 
100     101       isolated 

Te1/1/5, Te1/1/7, Te1/1/8

100     102       community 

Te1/1/3, Te1/1/5

 
9300-2#

show interfaces trunk

 
Port           Mode             Encapsulation  Status        Native vlan 
Te1/1/6        on               802.1q         trunking      1 
 
Port           Vlans allowed on trunk 

Te1/1/6 100-102

 
Port           Vlans allowed and active in management domain 

Te1/1/6 100-102

 
Port           Vlans in spanning tree forwarding state and not pruned 

Te1/1/6 100-102

 
9300-2#

show interface TenGigabitEthernet1/1/5 switchport

Name: Te1/1/5 

Switchport: Enabled

Administrative Mode: private-vlan promiscuous 

Operational Mode: private-vlan promiscuous

Administrative Trunking Encapsulation: dot1q 
Operational Trunking Encapsulation: native 
Negotiation of Trunking: Off 
Access Mode VLAN: 1 (default) 
Trunking Native Mode VLAN: 1 (default) 
Administrative Native VLAN tagging: enabled 
Voice VLAN: none 
Administrative private-vlan host-association: none 
Administrative private-vlan mapping: 100 (PVLAN_PRIMARY_100) 101 (PVLAN_ISOLATED_101) 102 (PVLAN_COMMUNITY_102) 
Administrative private-vlan trunk native VLAN: none 
Administrative private-vlan trunk Native VLAN tagging: enabled 
Administrative private-vlan trunk encapsulation: dot1q 
Administrative private-vlan trunk normal VLANs: none 
Administrative private-vlan trunk associations: none 
Administrative private-vlan trunk mappings: none 

Operational private-vlan: 100 (PVLAN_PRIMARY_100) 101 (PVLAN_ISOLATED_101) 102 (PVLAN_COMMUNITY_102)



 
Trunking VLANs Enabled: ALL 
Pruning VLANs Enabled: 2-1001 
Capture Mode Disabled 
Capture VLANs Allowed: ALL 
 
Protected: false 
Unknown unicast blocked: disabled 
Unknown multicast blocked: disabled 
Vepa Enabled: false 
App Interface: false 
Appliance trust: none 
 
9300-2#

show interface TenGigabitEthernet1/1/3 switchport

Name: Te1/1/3 

Switchport: Enabled

Administrative Mode: private-vlan host 

Operational Mode: private-vlan host

Administrative Trunking Encapsulation: dot1q 
Operational Trunking Encapsulation: native 
Negotiation of Trunking: Off 
Access Mode VLAN: 1 (default) 
Trunking Native Mode VLAN: 1 (default) 
Administrative Native VLAN tagging: enabled 
Voice VLAN: none 
Administrative private-vlan host-association: 100 (PVLAN_PRIMARY_100) 102 (PVLAN_COMMUNITY_102) 
Administrative private-vlan mapping: none 
Administrative private-vlan trunk native VLAN: none 
Administrative private-vlan trunk Native VLAN tagging: enabled 
Administrative private-vlan trunk encapsulation: dot1q 
Administrative private-vlan trunk normal VLANs: none 
Administrative private-vlan trunk associations: none 
Administrative private-vlan trunk mappings: none 

Operational private-vlan: 100 (PVLAN_PRIMARY_100) 102 (PVLAN_COMMUNITY_102)

 
Trunking VLANs Enabled: ALL 
Pruning VLANs Enabled: 2-1001 
Capture Mode Disabled 
Capture VLANs Allowed: ALL 
 
Protected: false 
Unknown unicast blocked: disabled 
Unknown multicast blocked: disabled 
Vepa Enabled: false 
App Interface: false 
Appliance trust: none 
 
9300-2#

show interface TenGigabitEthernet1/1/7 switchport

Name: Te1/1/7 

Switchport: Enabled

Administrative Mode: private-vlan host 

 
Trunking VLANs Enabled: ALL 
Pruning VLANs Enabled: 2-1001 
Capture Mode Disabled 
Capture VLANs Allowed: ALL 
 
Protected: false 
Unknown unicast blocked: disabled 
Unknown multicast blocked: disabled 
Vepa Enabled: false 
App Interface: false 
Appliance trust: none

 



Operational Mode: private-vlan host

Administrative Trunking Encapsulation: dot1q 
Operational Trunking Encapsulation: native 
Negotiation of Trunking: Off 
Access Mode VLAN: 1 (default) 
Trunking Native Mode VLAN: 1 (default) 
Administrative Native VLAN tagging: enabled 
Voice VLAN: none 
Administrative private-vlan host-association: 100 (PVLAN_PRIMARY_100) 101 (PVLAN_ISOLATED_101) 
Administrative private-vlan mapping: none 
Administrative private-vlan trunk native VLAN: none 
Administrative private-vlan trunk Native VLAN tagging: enabled 
Administrative private-vlan trunk encapsulation: dot1q 
Administrative private-vlan trunk normal VLANs: none 
Administrative private-vlan trunk associations: none 
Administrative private-vlan trunk mappings: none 

Operational private-vlan: 100 (PVLAN_PRIMARY_100) 101 (PVLAN_ISOLATED_101)

 
Trunking VLANs Enabled: ALL 
Pruning VLANs Enabled: 2-1001 
Capture Mode Disabled 
Capture VLANs Allowed: ALL 
 
Protected: false 
Unknown unicast blocked: disabled 
Unknown multicast blocked: disabled 
Vepa Enabled: false 
App Interface: false 
Appliance trust: none 
 
9300-2#

show interface TenGigabitEthernet1/1/8 switchport

Name: Te1/1/8 

Switchport: Enabled

Administrative Mode: private-vlan host 

Operational Mode: private-vlan host

Administrative Trunking Encapsulation: dot1q 
Operational Trunking Encapsulation: native 
Negotiation of Trunking: Off 
Access Mode VLAN: 1 (default) 
Trunking Native Mode VLAN: 1 (default) 
Administrative Native VLAN tagging: enabled 
Voice VLAN: none 
Administrative private-vlan host-association: 100 (PVLAN_PRIMARY_100) 101 (PVLAN_ISOLATED_101) 
Administrative private-vlan mapping: none 
Administrative private-vlan trunk native VLAN: none 
Administrative private-vlan trunk Native VLAN tagging: enabled 
Administrative private-vlan trunk encapsulation: dot1q 
Administrative private-vlan trunk normal VLANs: none 
Administrative private-vlan trunk associations: none 
Administrative private-vlan trunk mappings: none 

Operational private-vlan: 100 (PVLAN_PRIMARY_100) 101 (PVLAN_ISOLATED_101)

 
Trunking VLANs Enabled: ALL 



Pruning VLANs Enabled: 2-1001 
Capture Mode Disabled 
Capture VLANs Allowed: ALL 
 
Protected: false 
Unknown unicast blocked: disabled 
Unknown multicast blocked: disabled 
Vepa Enabled: false 
App Interface: false 
Appliance trust: none

 

流量行为

来源 目的地 预期结果

Te1/1/7上的SW2隔离主
机 Te1/1/8上的SW2隔离主机 失败

Te1/1/7上的SW2隔离主
机 Te1/1/3上的SW1社区主机 失败

Te1/1/7上的SW2隔离主
机 外部网关10.1.1.1 成功

Te1/1/3上的SW1社区主
机 Te1/1/3上的SW2社区主机 成功

Te1/1/3上的SW1社区主
机 外部网关10.1.1.1 成功

Te1/1/3上的SW2社区主
机 Te1/1/7上的SW2隔离主机 失败

 
<#root>

Host4#

ping 10.1.1.1

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds: 



!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 
Host4#

ping 10.1.1.98

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.98, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 
Host4#

ping 8.8.8.8 

 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 
Host4#

ping 10.1.1.99

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.99, timeout is 2 seconds: 
..... 
Success rate is 0 percent (0/5) 
Host4#

ping 10.1.1.100

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.100, timeout is 2 seconds: 
..... 
Success rate is 0 percent (0/5) 
 
Host3#

ping 10.1.1.1

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 
Host3#

ping 10.1.1.97

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.97, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 
Host3#

ping 8.8.8.8

 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 
Host3#

ping 10.1.1.99

 



Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.99, timeout is 2 seconds: 
..... 
Success rate is 0 percent (0/5) 
Host3#

ping 10.1.1.100

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.100, timeout is 2 seconds: 
..... 
Success rate is 0 percent (0/5) 
 
Host1#

ping 10.1.1.1 

 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 
Host1#

ping 8.8.8.8

 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 
Host1#

ping 10.1.1.100

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.100, timeout is 2 seconds: 
..... 
Success rate is 0 percent (0/5) 
Host1#

ping 10.1.1.97

 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.97, timeout is 2 seconds: 
..... 
Success rate is 0 percent (0/5) 
Host1#

ping 10.1.1.98

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.98, timeout is 2 seconds: 
..... 
Success rate is 0 percent (0/5) 
 
Host2#

ping 10.1.1.1

 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 



Host2#

ping 8.8.8.8

 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 
Host2#

ping 10.1.1.99

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.99, timeout is 2 seconds: 
..... 
Success rate is 0 percent (0/5) 
Host2#

ping 10.1.1.97

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.97, timeout is 2 seconds: 
..... 
Success rate is 0 percent (0/5) 
Host2#

ping 10.1.1.98

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.98, timeout is 2 seconds: 
..... 
Success rate is 0 percent (0/5)

 

注意：Internet可达性取决于上游路由和NAT设计实施。它仅用于显示外部网关提供路由连
接。

相关信息

配置专用 VLAN•
Cisco Catalyst 9300 系列交换机配置指南•
思科技术支持和下载•

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-12/configuration_guide/vlan/b_1712_vlan_9300_cg/configuring_private_vlans.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-12/configuration_guide/vlan/b_1712_vlan_9300_cg/configuring_private_vlans.html
https://www.cisco.com/c/zh_cn/support/switches/catalyst-9300-series-switches/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_cn/support/switches/catalyst-9300-series-switches/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_cn/support/index.html
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