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MSS = IPMTU - sizeof(minimum TCPHDR) - sizeof(minimum IPHDR)
Where,

sizeof(minimum TCPHDR) = 20 bytes.

sizeof(minimum IPHDR) = 20 bytes.
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MIN[LIPMTU - sizeof(minimum TCPHDR) - sizeof(minimum IPHDR) , Received MSS value]
Where,

sizeof(minimum TCPHDR) = 20 bytes.

sizeof(minimum IPHDR) = 20 bytes.

Received MSS value = MSS value received with Active Peer TCP SYN.
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. ACTIVE | PASSIVE
PMTUD | Scenarios pwMTu | 1P MTU M55
Using default MTU values 1500 1500 1460
Using non-default MTU value — Active TCP peer 4460 1500 1460
Using non-default MTU value — Passive TCP peer 1500 4460 1460
Disabled | Using TCP Options (MD5) — XR Active 1500 1500 1436
Using TCP Options (MD5) — XR Passive 1500 1500 1460
TCP peers not directly connected 1500 | 1500 1240
TCP peers not directly connected — Using TCP Options (MD5) 1500 1500 1216
Enabling TCP PMTUD 1500 1500 1460
Enabled | PMTUD in action — Path segment has lower MTU 1500 1500 1460
PMTUD in action — TCP Options (MD5) 1500 1500 1436
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TCPLEFMIER , WIR6 - ACTIVEFRTR :

<tfroot>

I — As seen on R6 - ACTIVE

RP/0/0/CPUO:R6#show interfaces gigabitEthernet 0/0/0/0

Fri Jan 8 09:35:48.553 UTC

GigabitEthernet0/0/0/0 is up, line protocol is up

Interface state transitions: 1

Hardware is GigabitEthernet, address is fal6.3e85.3dc2 (bia fal6.3e85.3dc2)
Internet address is 10.5.6.6/30

MIU 1514 byt es

, BW 1000000 Kbit (Max:
<snip>

1000000 Kbit)

RP/0/0/CPUO:R6#show tcp brief

Fri Jan 8 09:36:22.491 UTC

PCB VRF-ID Recv-Q Send-Q Local Address
<snip>

Foreign Address State



0x121649fc 0x60000000 0 0 10.5.6.6:24454 10.5.6.5:179
<snip>

RP/0/0/CPUO:R6#show tcp detail pcb 0x121649fc
Fri Jan 8 09:37:00.888 UTC

Connection state is ESTAB, I/0 status: 0, socket status: O
Established at Fri Jan 8 09:28:28 2021

PCB 0x121649fc, SO 0x121561b8, TCPCB 0x12156f64, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 1, Hash index: 78

Local host: 10.5.6.6, Local port: 24454 (Local App PID: 1011918)
Foreign host: 10.5.6.5, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 13 1 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 10 2 0
KeepAlive 1 0 0
PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0

iss: 3757770712 snduna: 3757770960 sndnxt: 3757770960
sndmax: 3757770960 sndwnd: 32574 sndcwnd: 4380
irs: 1072103647 rcvnxt: 1072103895 rcvwnd: 32593 rcvadv: 1072136488

SRTT: 155 ms, RTTO: 540 ms, RTV: 385 ms, KRTT: O ms
minRTT: 9 ms, maxRTT: 229 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 50 secs

State flags: none
Feature flags: Win Scale, Nagle
Request flags: Win Scale

Datagrans (in bytes): MSS 1460, peer MSS 1460, nmin MSS 1460, nax MSS 1460

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO

Socket states: SS_ISCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low/High watermark 1/32768

Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0

PDU information:
#PDU's in buffer: 0
FIB Lookup Cache: 1IFH: O0x40 PD ctx: size: 0 data:

ESTAB



Num Labels: 0 Label Stack:

RP/0/0/CPUO:R6

TCPAFEFMER ( WIR5LFTR ) — PASSIVE:

<{froot>

I — As seen on R5 - PASSIVE

RP/0/0/CPUO:R5#show interfaces gigabitEthernet 0/0/0/0

Fri Jan 8 09:33:04.564 UTC

GigabitEthernet0/0/0/0 is up, line protocol is up

Interface state transitions: 1

Hardware is GigabitEthernet, address is fal6.3ead.518f (bia fal6.3ead.518f)
Internet address 1is 10.5.6.5/30

MIU 1514 bytes

, BW 1000000 Kbit (Max: 1000000 Kbit)
<snip>

RP/0/0/CPUO:R5#show tcp brief
Fri Jan 8 09:33:53.221 UTC

PCB VRF-ID Recv-Q Send-Q Local Address Foreign Address
<snip>

0x12155884 0x60000000 0 0 10.5.6.5:179 10.5.6.6:24454
<snip>

RP/0/0/CPUO:R5#show tcp detail pcb 0x12155884
Fri Jan 8 09:34:47.317 UTC

Connection state is ESTAB, I/O status: 0, socket status: O
Established at Fri Jan 8 09:28:29 2021

PCB 0x12155884, SO 0x1215568c, TCPCB 0x12155a54, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 1, Hash index: 78

Local host: 10.5.6.5, Local port: 179 (Local App PID: 1044686)
Foreign host: 10.5.6.6, Foreign port: 24454

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 9 0 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 9 7 0
KeepAlive 1 0 0
PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0

iss: 1072103647 snduna: 1072103857 sndnxt: 1072103857
sndmax: 1072103857 sndwnd: 32631 sndcwnd: 4380
irs: 3757770712 rcvnxt: 3757770922 rcvwnd: 32612 rcvadv: 3757803534

SRTT: 47 ms, RTTO: 300 ms, RTV: 170 ms, KRTT: O ms

State

ESTAB



minRTT: 19 ms, maxRTT: 219 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Win Scale, Nagle
Request flags: Win Scale

Datagrans (in bytes): MSS 1460, peer MSS 1460, nmin MSS 1460, nax MSS 1460

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none
Sack holes {start, end, dups, rxmit}: none
Socket
Socket

options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO
states: SS_ISCONNECTED, SS_PRIV

Socket
Socket
Socket
Socket

receive buffer states:

SB_DEL_WAKEUP

send buffer states:

SB_DEL_WAKEUP

receive buffer: Low/High watermark 1/32768

send buffer

PDU information:

#PDU's 1in buffer: 0

FIB Lookup Cache: IFH: 0x40
Num Labels: 0 Label Stack:

RP/0/0/CPUO:R5#

PD ctx:

size:

0 data:
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JRER6MITCP SYN:

<{froot>

! — TCP SYN sourced from R6

140 1598.150521 10.5.6.6 10.5.6.5 TCP 62 35502 » 179 [SYN] Seq=0 Win=16384 Len=0
M5S=4420
wsS=1

Frame 140: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0
Ethernet II, Src: fa:16:3e:85:3d:c2 (fa:16:3e:85:3d:c2), Dst: fa:16:3e:ad:51:8f (fa:16:3e:ad:51:8f)
Internet Protocol Version 4, Src: 10.5.6.6, Dst: 10.5.6.5
Transmission Control Protocol, Src Port: 35502, Dst Port: 179, Seq: 0, Len: O

Source Port: 35502

Destination Port: 179

[Stream index: 6]

[TCP Segment Len: 0]

Sequence number: 0 (relative sequence number)

Acknowledgment number: 0

Header Length: 28 bytes

FTlags: 0x002 (SYN)

Window size value: 16384

[Calculated window size: 16384]

Checksum: 0x219d [unverified]

[Checksum Status: Unverified]

Urgent pointer: 0

Options: (8 bytes), Maximum segment size, Window scale, End of Option List (EOL)

Maximum segment size: 4420 bytes
Kind: Maximum Segment Size (2)
Length: 4

MSS Val ue: 4420

Window scale: 0 (multiply by 1)
End of Option List (EOL)

SRBR5MTCP SYN, ACK:



<tfroot>

I — TCP SYN, ACK sourced from R5

141 1598.154866 10.5.6.5 10.5.6.6 TCP 62 179 - 35502 [SYN, ACK] Seq=0 Ack=1 Win=1
MSS=1460
WS=1

Frame 141: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0
Ethernet II, Src: fa:16:3e:ad:51:8f (fa:16:3e:ad:51:8f), Dst: fa:16:3e:85:3d:c2 (fa:16:3e:85:3d:c2)
Internet Protocol Version 4, Src: 10.5.6.5, Dst: 10.5.6.6
Transmission Control Protocol, Src Port: 179, Dst Port: 35502, Seq: 0, Ack: 1, Len: O

Source Port: 179

Destination Port: 35502

[Stream index: 6]

[TCP Segment Len: 0]

Sequence number: 0 (relative sequence number)

Acknowledgment number: 1 (relative ack number)

Header Length: 28 bytes

Flags: 0x012 (SYN, ACK)

Window size value: 16384

[CaTlculated window size: 16384]

Checksum: 0xe2b4 [unverified]

[Checksum Status: Unverified]

Urgent pointer: 0

Options: (8 bytes), Maximum segment size, Window scale, End of Option List (EOL)

Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4

MSS Val ue: 1460

Window scale: 0 (multiply by 1)
End of Option List (EOL)

TCPLFEFMER , WR6 - ACTIVERR :

<#froot>

I - as seen on R6 - Active

RP/0/0/CPUO:R6#show interfaces gigabitEthernet 0/0/0/0

Fri Jan 8 09:46:54.138 UTC

GigabitEthernet0/0/0/0 is up, line protocol is up
Interface state transitions: 1
Hardware is GigabitEthernet, address is fal6.3e85.3dc2 (bia fal6.3e85.3dc2)
Internet address 1is 10.5.6.6/30

MIU 4474 bytes

, BW 1000000 Kbit (Max: 1000000 Kbit)
<snip>

RP/0/0/CPUO:R6#show tcp detail pcb 0x1215761c
Fri Jan 8 09:56:25.819 UTC




Connection state is ESTAB, I/0 status: 0, socket status: O
Established at Fri Jan 8 09:51:46 2021

PCB 0x1215761c, SO 0x12156f64, TCPCB 0x1216419c, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 1, Hash index: 886

Local host: 10.5.6.6, Local port: 35502 (Local App PID: 1011918)
Foreign host: 10.5.6.5, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 9 1 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 6 5 0
KeepAlive 1 0 0
PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0

iss: 764231407 snduna: 764231579 sndnxt: 764231579
sndmax: 764231579 sndwnd: 32650 sndcwnd: 4380
irs: 2712512697 rcvnxt: 2712512869 rcvwnd: 32669 rcvadv: 2712545538

SRTT: 31 ms, RTTO: 300 ms, RTV: 130 ms, KRTT: O ms
minRTT: 9 ms, maxRTT: 239 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 50 secs

State flags: none
Feature flags: Win Scale, Nagle
Request flags: Win Scale

Dat agrans (in bytes): MSS 1460, peer MSS 1460, nmin MSS 4420, nmax MSS 4420

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO

Socket states: SS_ISCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low/High watermark 1/32768

Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: O0x40 PD ctx: size: 0 data:
Num Labels: 0 Label Stack:

RP/0/0/CPUO: R6#



TCPAFEFMER ( WIR5LFTR ) — PASSIVE:

<{froot>

I - as seen on R5 - Passive

RP/0/0/CPUO:R5#show tcp detail pcb 0x12155a98
Fri Jan 8 09:55:18.193 UTC

Connection state is ESTAB, I/0 status: 0, socket status: O
Established at Fri Jan 8 09:51:47 2021

PCB 0x12155a98, SO 0x12153ea0, TCPCB 0x12154el8, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 1, Hash index: 886

Local host: 10.5.6.5, Local port: 179 (Local App PID: 1044686)
Foreign host: 10.5.6.6, Foreign port: 35502

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 0
SendwWnd
TimeWait
AckHold
KeepAlive
PmtuAger
GiveUp
Throttle

O oOoOpRrRrROHOOOO
OO OO R OOOo
O OO O OOoOOo

iss: 2712512697 snduna: 2712512850 sndnxt: 2712512850
sndmax: 2712512850 sndwnd: 32688 sndcwnd: 4380
irs: 764231407 rcvnxt: 764231560 rcvwnd: 32669 rcvadv: 764264229

SRTT: 107 ms, RTTO: 538 ms, RTV: 431 ms, KRTT: O ms
minRTT: 29 ms, maxRTT: 219 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Win Scale, Nagle
Request flags: Win Scale

Dat agrans (in bytes): MSS 1460, peer MSS 4420, nmin MSS 1460, nax MSS 1460

Window scales: rcv 0, snd 0, request rcv 0, request snd 0

Timestamp option: recent 0, recent age 0, last ACK sent O

Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO

Socket states: SS_ISCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low/High watermark 1/32768

Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0



PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: 0x40 PD ctx: size: 0 data:
Num Labels: 0 Label Stack:

RP/0/0/CPUO:R5#
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R ERBMITCP SYN:

<#root>
! — TCP SYN sourced from R6

237 2696.666481 10.5.6.6 10.5.6.5 TCP 62 47007 - 179 [SYN] Seq=0 Win=16384 Len=0

MSS=1460



wS=1

Frame 237: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0
Ethernet II, Src: fa:16:3e:85:3d:c2 (fa:16:3e:85:3d:c2), Dst: fa:16:3e:ad:51:8f (fa:16:3e:ad:51:8f)
Internet Protocol Version 4, Src: 10.5.6.6, Dst: 10.5.6.5
Transmission Control Protocol, Src Port: 47007, Dst Port: 179, Seq: 0, Len: O

Source Port: 47007

Destination Port: 179

[Stream index: 10]

[TCP Segment Len: 0]

Sequence number: 0 (relative sequence number)

Acknowledgment number: 0

Header Length: 28 bytes

Flags: 0x002 (SYN)

Window size value: 16384

[CaTlculated window size: 16384]

Checksum: 0x2025 [unverified]

[Checksum Status: Unverified]

Urgent pointer: 0

Options: (8 bytes), Maximum segment size, Window scale, End of Option List (EOL)

Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4

MSS Val ue: 1460

Window scale: 0 (multiply by 1)
End of Option List (EOL)

SRBER5MTCP SYN, ACK:

<#froot>

I — TCP SYN, ACK sourced from R5

238 2696.702792 10.5.6.5 10.5.6.6 TCP 62 179 - 47007 [SYN, ACK] Seq=0 Ack=1 Win=1¢
MSS=1460
ws=1

Frame 238: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0
Ethernet II, Src: fa:16:3e:ad:51:8f (fa:16:3e:ad:51:8f), Dst: fa:16:3e:85:3d:c2 (fa:16:3e:85:3d:c2)
Internet Protocol Version 4, Src: 10.5.6.5, Dst: 10.5.6.6
Transmission Control Protocol, Src Port: 179, Dst Port: 47007, Seq: 0, Ack: 1, Len: O

Source Port: 179

Destination Port: 47007

[Stream index: 10]

[TCP Segment Len: 0]

Sequence number: 0 (relative sequence number)

Acknowledgment number: 1 (relative ack number)

Header Length: 28 bytes

Flags: 0x012 (SYN, ACK)

Window size value: 16384

[Calculated window size: 16384]

Checksum: 0x7078 [unverified]

[Checksum Status: Unverified]



Urgent pointer: 0
Options: (8 bytes), Maximum segment size, Window scale, End of Option List (EOL)
Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4

MSS Val ue: 1460

Window scale: 0 (multiply by 1)
End of Option List (EOL)

TCP&FEIFMEER , MMR6 - ACTIVEFRR :

<{froot>

I - as seen on R6 - Active

RP/0/0/CPUO:R6#show tcp detail pcb 0x1215761c
Fri Jan 8 10:15:20.351 UTC

Connection state is ESTAB, I/O status: 0, socket status: O
Established at Fri Jan 8 10:10:04 2021

PCB 0x1215761c, SO 0x12162aac, TCPCB 0x12156f64, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 1, Hash index: 103

Local host: 10.5.6.6, Local port: 47007 (Local App PID: 1011918)
Foreign host: 10.5.6.5, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 10 1 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 7 5 0
KeepAlive 1 0 0
PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0

iss: 3949093168 snduna: 3949093359 sndnxt: 3949093359
sndmax: 3949093359 sndwnd: 32631 sndcwnd: 4380
irs: 54439005 rcvnxt: 54439196 rcvwnd: 32650 rcvadv: 54471846

SRTT: 75 ms, RTTO: 459 ms, RTV: 384 ms, KRTT: O ms
minRTT: 9 ms, maxRTT: 239 ms

ACK hold time: 200 ms, Keepalive time: O sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 50 secs

State flags: none
Feature flags: Win Scale, Nagle
Request flags: Win Scale



Dat agrans (in bytes): MSS 1460, peer MSS 1460, nmin MSS 1460, nax MSS 1460

Window scales: rcv 0, snd 0, request rcv 0, request snd 0

Timestamp option: recent 0, recent age 0, last ACK sent O

Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO

Socket states: SS_ISCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low/High watermark 1/32768

Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: 0x40 PD ctx: size: 0 data:
Num Labels: 0 Label Stack:

RP/0/0/CPUO: R6#

TCP&FE#MEER ( WIR5LFATR ) — PASSIVE:

<tfroot>

! - as seen on R5 - Passive

RP/0/0/CPUO:R5#show interfaces gigabitEthernet 0/0/0/0

Fri Jan 8 10:10:39.110 UTC

GigabitEthernet0/0/0/0 is up, line protocol is up
Interface state transitions: 1
Hardware is GigabitEthernet, address is fal6.3ead.518f (bia fal6.3ead.518f)
Internet address is 10.5.6.5/30

MIU 4474 bytes

, BW 1000000 Kbit (Max: 1000000 Kbit)
<snip>

RP/0/0/CPUO:R5#show tcp detail pcb 0x121550fc
Fri Jan 8 10:14:20.105 UTC

Connection state is ESTAB, I/0 status: 0, socket status: O
Established at Fri Jan 8 10:10:05 2021

PCB 0x121550fc, SO 0x12154e18, TCPCB 0x12154304, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 1, Hash index: 103

Local host: 10.5.6.5, Local port: 179 (Local App PID: 1044686)
Foreign host: 10.5.6.6, Foreign port: 47007

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 7 0 0
Sendwnd 0 0 0



TimeWait 0 0 0
AckHold 7 2 0
KeepAlive 1 0 0
PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0

iss: 54439005 snduna: 54439177 sndnxt: 54439177
sndmax: 54439177 sndwnd: 32669 sndcwnd: 4380
irs: 3949093168 rcvnxt: 3949093340 rcvwnd: 32650 rcvadv: 3949125990

SRTT: 117 ms, RTTO: 570 ms, RTV: 453 ms, KRTT: O ms
minRTT: 19 ms, maxRTT: 229 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Win Scale, Nagle
Request flags: Win Scale

Datagrans (in bytes): MSS 1460, peer MSS 1460, nmin MSS 4420, nax MSS 4420

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO

Socket states: SS_ISCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low/High watermark 1/32768

Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: O0x40 PD ctx: size: 0 data:
Num Labels: 0 Label Stack:

RP/0/0/CPUO:R5#
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R ERBMITCP SYN:

<tfroot>

! — TCP SYN sourced from R6

430 5775.839420 10.5.6.6 10.5.6.5 TCP 82

24785 » 179 [SYN] Seq=0 Win=16384 Len=0


https://datatracker.ietf.org/doc/html/rfc879
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M5S=1436
wsS=1

Frame 430: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 0
Ethernet II, Src: fa:16:3e:85:3d:c2 (fa:16:3e:85:3d:c2), Dst: fa:16:3e:ad:51:8f (fa:16:3e:ad:51:8f)
Internet Protocol Version 4, Src: 10.5.6.6, Dst: 10.5.6.5
Transmission Control Protocol, Src Port: 24785, Dst Port: 179, Seq: 0, Len: O

Source Port: 24785

Destination Port: 179

[Stream index: 14]

[TCP Segment Len: 0]

Sequence number: 0 (relative sequence number)

Acknowledgment number: 0

Header Length: 48 bytes

Flags: 0x002 (SYN)

Window size value: 16384

[Calculated window size: 16384]

Checksum: 0xd62b [unverified]

[Checksum Status: Unverified]

Urgent pointer: 0

Options: (28 bytes), Maximum segment size, Window scale, No-Operation (NOP),

TCP MD5 signature

, End of Option List (EOL)
Maximum segment size: 1436 bytes
Kind: Maximum Segment Size (2)
Length: 4

MSS Val ue: 1436

Window scale: 0 (multiply by 1)
No-Operation (NOP)

TCP MD5 signature

End of Option List (EOL)

X BER5TCP SYN. ACK:

<tfroot>

I — TCP SYN, ACK sourced from R5

431  5775.845744  10.5.6.5 10.5.6.6 TCP 82 179 > 24785 [SYN, ACK] Seq=0 Ack=1 Win=1
M5S=1436
wS=1

Frame 431: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 0
Ethernet II, Src: fa:16:3e:ad:51:8f (fa:16:3e:ad:51:8f), Dst: fa:16:3e:85:3d:c2 (fa:16:3e:85:3d:c2)
Internet Protocol Version 4, Src: 10.5.6.5, Dst: 10.5.6.6
Transmission Control Protocol, Src Port: 179, Dst Port: 24785, Seq: 0, Ack: 1, Len: O
Source Port: 179
Destination Port: 24785
[Stream index: 14]
[TCP Segment Len: 0]
Sequence number: 0 (relative sequence number)



Acknowledgment number: 1 (relative ack number)

Header Length: 48 bytes

Flags: 0x012 (SYN, ACK)

Window size value: 16384

[CalcuTated window size: 16384]

Checksum: 0xe83d [unverified]

[Checksum Status: Unverified]

Urgent pointer: 0

Options: (28 bytes), Maximum segment size, Window scale, No-Operation (NOP),

TCP MD5 signature

, End of Option List (EOL)
Maximum segment size: 1436 bytes
Kind: Maximum Segment Size (2)
Length: 4

MSS Val ue: 1436

Window scale: 0 (multiply by 1)
No-Operation (NOP)

TCP MD5 signature

End of Option List (EOL)

TCP&FEIFMEER , MR6 - ACTIVEFRR :

<#froot>

I - as seen on R6 - Active

RP/0/0/CPUO:R6#show tcp detail pcb 0x1215761c
Fri Jan 8 11:14:13.599 UTC

Connection state is ESTAB, I/O status: 0, socket status: O
Established at Fri Jan 8 11:01:21 2021

PCB 0x1215761c, SO 0x1216419c, TCPCB 0x121649fc, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 1, Hash index: 409

Local host: 10.5.6.6, Local port: 24785 (Local App PID: 1011918)
Foreign host: 10.5.6.5, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 17 1 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 14 13 0
KeepAlive 1 0 0
PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0

iss: 1379482495 snduna: 1379482819 sndnxt: 1379482819
sndmax: 1379482819 sndwnd: 32498 sndcwnd: 4308



irs: 3750694052 rcvnxt: 3750694376 rcvwnd: 32517 rcvadv: 3750726893

SRTT: 55 ms, RTTO: 300 ms, RTV: 176 ms, KRTT: O ms
minRTT: 9 ms, maxRTT: 259 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 50 secs

State flags: none
Feature flags:

VD5

, Win Scale, Nagle
Request flags: Win Scale

Datagrans (in bytes): MSS 1436, peer MSS 1436, nmin MSS 1436, nax MSS 1436

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO

Socket states: SS_ISCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low/High watermark 1/32768

Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: 0x40 PD ctx: size: 0 data:
Num Labels: 0 Label Stack:

RP/0/0/CPUO: R6#

TCPAFEFMER ( WIR5LFTR ) — PASSIVE:

<{froot>

I - as seen on R5 - Passive

RP/0/0/CPUO:R5#show tcp detail pcb 0x12155d04
Fri Jan 8 11:12:51.984 UTC

Connection state is ESTAB, I/O status: 0, socket status: O
Established at Fri Jan 8 11:01:22 2021

PCB 0x12155d04, SO 0x12154e18, TCPCB 0x12154304, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 1, Hash index: 409

Local host: 10.5.6.5, Local port: 179 (Local App PID: 1044686)
Foreign host: 10.5.6.6, Foreign port: 24785

Current send queue size in bytes: 0 (max 24576)



Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 14 0 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 14 3 0
KeepAlive 1 0 0
PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0

iss: 3750694052 snduna: 3750694357 sndnxt: 3750694357

sndmax: 3750694357 sndwnd: 32536 sndcwnd: 4308

irs: 1379482495 rcvnxt: 1379482800 rcvwnd: 32517 rcvadv: 1379515317
SRTT: 181 ms, RTTO: 443 ms, RTV: 262 ms, KRTT: O ms

minRTT: 29 ms, maxRTT: 219 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags:

VD5

, Win Scale, Nagle
Request flags: Win Scale

Datagrans (in bytes): MSS 1436, peer MSS 1436, nmin MSS 1460, nax MSS 1460

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO

Socket states: SS_ISCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low/High watermark 1/32768

Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: 0x40 PD ctx: size: 0 data:
Num Labels: 0 Label Stack:

RP/0/0/CPUO:R5#

HMTCPAEMBEARLTH , XEEMEER BN 2SEF I FFHE HE MM Cisco I0OS XREHY
MSSit&E, FZEEETCPREEHMTCPERMBEINEIAIEZMSSITEN R 5 RFIX L RHA,

TCPRFEHFMER , MIR6 LFTR — ACTIVE — EEETCPE LAY (A1 8 A F M B8 IAE I



<#root>
I - as seen on R6 - Active

I -- tcp timestanmp configured

! -—- 12 bytes of additional overhead
RP/0/0/CPUO:R6#show tcp detail pcb 0x1539c844
<snip>

Feature flags: Timestamp, Win Scale, Nagle
Request flags: Timestamp, Win Scale

Dat agrans (in bytes): MSS 1448, peer MSS 1448, nmin MSS 1448, nax MSS 1448

<snip>

I - as seen on R6 - Active

I -- tcp selective-ack configured

! -- 36 bytes of additional overhead
RP/0/0/CPUO:R6#show tcp detail pcb 0x1539df38
<snip>

Feature flags: Sack, Win Scale, Nagle
Request flags: Sack, Win Scale

Datagrans (in bytes): MSS 1424, peer MSS 1424, nmin MSS 1424, nax MSS 1424

<snip>

I - as seen on R6 - Active

I -- tcp selective-ack and tcp timestanmp confi gured

! —- 40 bytes of additional overhead
RP/0/0/CPUO:R6#show tcp detail pcb 0x1539e130
<snip>

State flags: none

Feature flags: Sack, Timestamp, Win Scale, Nagle
Request flags: Sack, Timestamp, Win Scale

Dat agrans (in bytes): MSS 1420, peer MSS 1420, nmin MSS 1420, nax MSS 1420

<snip>

I - as seen on R6 - Active

I -- MD5 and tcp sel ective-ack configured

! -- 36 bytes of additional overhead

RP/0/0/CPUO:R6#show tcp detail pcb 0x1539b3cc



<snip>
Feature flags: Sack, MD5, Win Scale, Nagle
Request flags: Sack, Win Scale

Datagrans (in bytes): MSS 1424, peer MSS 1424, nmin MSS 1424, nmax MSS 1424

<snip>

! - as seen on R6 - Active

1 -- MD5 and tcp tinmestanmp configured

! -- 36 bytes of additional overhead

RP/0/0/CPUO:R6#show tcp detail pcb 0x15397b4c
<snip>

Feature flags: MD5, Timestamp, Win Scale, Nagle
Request flags: Timestamp, Win Scale

Datagrans (in bytes): MSS 1424, peer MSS 1424, nmin MSS 1424, nmax MSS 1424

<snip>

! - as seen on R6 - Active

1 -- MD5, tcp tinmestanp, and tcp sel ective-ack configured

! -- 40 bytes of additional overhead

RP/0/0/CPUO:R6#show tcp detail pcb 0x1539a4cc
<snip>

State flags: none

Feature flags: MD5, Timestamp, Win Scale, Nagle
Request flags: Timestamp, Win Scale

Datagrans (in bytes): MSS 1420, peer MSS 1420, min MSS 1420, nax MSS 1420

<snip>
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JEER8KITCP SYN - Cisco I0S:

<ffroot>

! — TCP SYN sourced from R8

96 5.907127 10.7.8.2

M5S=1460

10.7.8.1

TCP

78

52975 > 179 [SYN] Seq=0 Win=16384 Len=0



Frame 96: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 0
Ethernet II, Src: fa:16:3e:58:21:ba (fa:16:3e:58:21:ba), Dst: fa:16:3e:68:d9:e5 (fa:16:3e:68:d9:e5)

Internet Protocol Version 4, Src: 10.7.8.2, Dst: 10.7.8.1

Transmission Control Protocol, Src Port: 52975, Dst Port: 179, Seq: 0, Len: O

Source Port: 52975

Destination Port: 179

[Stream index: 3]

[TCP Segment Len: 0]

Sequence number: 0 (relative sequence number)
Acknowledgment number: 0

Header Length: 44 bytes

Flags: 0x002 (SYN)

Window size value: 16384

[CalcuTated window size: 16384]

Checksum: 0xb612 [unverified]

[Checksum Status: Unverified]

Urgent pointer: 0

Options: (24 bytes), Maximum segment size,

TCP MD5 signature

, End of Option List (EOL)
Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4

MSS Val ue: 1460

TCP MD5 signature
End of Option List (EOL)

¥ BR7MTCP SYN, ACK - Cisco 10S XR:

<#froot>

I — TCP SYN,ACK sourced from R7

97 0.003446 10.7.8.1 10.7.8.2 TCP 78

M5S=1460

179 - 52975 [SYN, ACK] Seq=0 Ack=1 Win=1¢

Frame 97: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 0
Ethernet II, Src: fa:16:3e:68:d9:e5 (fa:16:3e:68:d9:e5), Dst: fa:16:3e:58:21:ba (fa:16:3e:58:21:ba)

Internet Protocol Version 4, Src: 10.7.8.1, Dst: 10.7.8.2

Transmission Control Protocol, Src Port: 179, Dst Port: 52975, Seq: 0, Ack: 1, Len: O

Source Port: 179

Destination Port: 52975

[Stream index: 3]

[TCP Segment Len: 0]

Sequence number: 0 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 44 bytes

Flags: 0x012 (SYN, ACK)

Window size value: 16384

[Calculated window size: 16384]



Checksum: 0xfb47 [unverified]

[Checksum Status: Unverified]

Urgent pointer: 0

Options: (24 bytes), Maximum segment size,

TCP MD5 signature

, End of Option List (EOL)
Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4

MSS Val ue: 1460

TCP MD5 signature
End of Option List (EOL)

TCPAFEIFHAEE , RS LEFTR — Cisco I0S - ACTIVE:

<#froot>

! — as seen from R8 - Cisco IOS

R8#show ip bgp neighbors
BGP neighbor is 10.7.8.1, remote AS 65007, external link
BGP version 4, remote router ID 192.168.0.7
BGP state = Established, up for 00:06:12
Last read 00:00:16, Tast write 00:00:16, hold time is 180, keepalive interval is 60 seconds
Neighbor sessions:
1 active, is not multisession capable (disabled)
Neighbor capabilities:
Route refresh: advertised and received(new)
Four-octets ASN Capability: advertised and received
Address family IPv4 Unicast: advertised and received
Enhanced Refresh Capability: advertised
MuTtisession Capability:
Stateful switchover support enabled: NO for session 1
Message statistics:
InQ depth is 0O
OutQ depth is 0

Sent Rcvd
Opens: 1 1
Notifications: 0 0
Updates: 1 1
Keepalives: 7 7
Route Refresh: 0 0

Total: 9 9
Do log neighbor state changes (via global configuration)
Default minimum time between advertisement runs is 30 seconds

For address family: IPv4 Unicast

Session: 10.7.8.1

BGP table version 1, neighbor version 1/0
Output queue size : 0

Index 6, Advertise bit O

6 update-group member



Slow-peer detection is disabled
Slow-peer split-update-group dynamic is disabled

Sent Revd

Prefix activity: —-——- -——
Prefixes Current: 0 0
Prefixes Total: 0 0
Implicit Withdraw: 0 0
Explicit Withdraw: 0 0
Used as bestpath: n/a 0
Used as multipath: n/a 0
Used as secondary: n/a 0

Outbound Inbound

Local Policy Denied Prefixes: - ------—-—- = ————-—-

Total: 0 0
Number of NLRIs in the update sent: max 0, min O
Last detected as dynamic slow peer: never
Dynamic slow peer recovered: never
Refresh Epoch: 1
Last Sent Refresh Start-of-rib: never
Last Sent Refresh End-of-rib: never
Last Received Refresh Start-of-rib: never
Last Received Refresh End-of-rib: never

Sent Rcvd

Refresh activity: ——— -—=-
Refresh Start-of-RIB 0 0
Refresh End-of-RIB 0 0

Address tracking is enabled, the RIB does have a route to 10.7.8.1

Connections established 6; dropped 5

Last reset 00:06:18, due to BGP Notification received of session 1, Administrative Reset
External BGP neighbor configured for connected checks (single-hop no-disable-connected-check)
Interface associated: GigabitEthernet0/1 (peering address in same 1ink)

Transport (tcp) path-ntu-di scovery is enabl ed

Graceful-Restart is disabled

SSO is disabled
Connection state is ESTAB, I/0 status: 1, unread input bytes: 0
Connection is ECN Disabled, Mininum incoming TTL 0, Outgoing TTL 1
Local host: 10.7.8.2, Local port: 52975
Foreign host: 10.7.8.1, Foreign port: 179
Connection tableid (VRF): 0
Maximum output segment queue size: 50

Enqueued packets for retransmit: 0, input: O mis-ordered: 0 (0 bytes)

Event Timers (current time 1is 0x15DD97):

Timer Starts Wakeups Next
Retrans 10 0 0x0
TimeWait 0 0 0x0
AckHold 9 5 0x0
Sendwnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 1 0 0x195465
DeadWait 0 0 0x0
Linger 0 0 0x0
ProcessQ 0 0 0x0

iss: 1154289541 snduna: 1154289755 sndnxt: 1154289755
irs: 2149897425 rcvnxt: 2149897635



sndwnd: 32612 scale: 0 maxrcvwnd: 16384
rcvwnd: 16175 scale: 0 delrcvwnd: 209

SRTT: 737 ms, RTTO: 2506 ms, RTV: 1769 ms, KRTT: O ms

minRTT: 7 ms, maxRTT: 1000 ms, ACK hold: 200 ms

uptime: 372981 ms, Sent idletime: 16648 ms, Receive idletime: 16431 ms
Status Flags: active open

Option Flags: nagle, path mtu capable,

nmd5

IP Precedence value : 6

Dat agrans (nmax data segnent is 1460 bytes)

Rcvd: 18 (out of order: 0), with data: 8, total data bytes: 209
Sent: 16 (retransmit: 0, fastretransmit: 0, partialack: 0, Second Congestion: 0), with data: 9, total d

Packets received in fast path: 0, fast processed: 0, slow path: 0
fast lock acquisition failures: 0, sTow path: 0
TCP Semaphore OxOFBFA8A4 FREE

R8#

TCP&FEFMER , MR7FATR — Cisco I0S XR - PASSIVE:

<#froot>

! — as seen from R7 - Cisco I0OS XR

RP/0/0/CPUO:R7#show tcp detail pcb 0x12152e48
Wed Jan 13 13:03:43.363 UTC

Connection state is ESTAB, I/O status: 0, socket status: O
Established at Wed Jan 13 12:58:16 2021

PCB 0x12152e48, SO 0x1213c130, TCPCB 0x12156060, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 1, Hash index: 947

Local host: 10.7.8.1, Local port: 179 (Local App PID: 983244)
Foreign host: 10.7.8.2, Foreign port: 52975

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 8 0 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 8 7 0
KeepAlive 1 0 0
PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0



iss: 2149897425 snduna: 2149897616 sndnxt: 2149897616
sndmax: 2149897616 sndwnd: 16194 sndcwnd: 4380

irs: 1154289541 rcvnxt: 1154289736 rcvwnd: 32631 rcvadv: 1154322367
SRTT: 125 ms, RTTO: 552 ms, RTV: 427 ms, KRTT: O ms

minRTT: 19 ms, maxRTT: 229 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags:

VD5

, Nagle
Request flags: none

Datagrans (in bytes): MSS 1460, peer MSS 1460, nmin MSS 1460, nax MSS 1460

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket
Socket
Socket
Socket
Socket

options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO
states: SS_ISCONNECTED, SS_PRIV

receive buffer states: SB_DEL_WAKEUP

send buffer states: SB_DEL_WAKEUP

receive buffer: Low/High watermark 1/32768

Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: 0x40 PD ctx:
Num Labels: 0 Label Stack:

size: 0 data:

RP/0/0/CPUO:R7#

REEEZENTCPX F4K
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BRE2.6 — REEEZENTCPIFH& —iBGP,

FEIENEESHR  SEATCPREMTURII AXEFHRERERER , RIEFRIT , Cisco I0S
XREAEBEEIP MTUE1280F T,

EE—%KERF , RAPEEDACHEERTCPER , RAEENKO179 LITFER1INTCPRE. B
M REHRHEQD EERARRIAP MTUE. EZRPHIMSSIHEAIERNT

- AT S#FERZRIAP MTU 1500F %
s RINBRTEZEATCPEAEMTULI
« TCPH & RBEIZIERE
. RABHEBGPER
- RAXIEMSSH1240FFHISYN
- BNEAKREZEZEZATCPEAMTULIN , FEEEOMTU
- #R#ECisco I10S XRigit , 1280 F T4 M A TCP_DEFAULT_MTU
- 1280(TCP_DEFAULT_MTU)- 20(minTCP_H)- 20(minIP_H)
- R1&ZIESYN, MSSH1240FFHACK
- Ki#[Received MSS; &K b #] #MSS]
- EWHIMSS 12407777 ; A #I#AMSS 1240F 15
- BN &R LIS ERAREMSSE

B BERABTCP SYN:

<tfroot>

I — TCP SYN sourced from R4

194 434.274181 192.168.0.4 192.168.0.1 TCP 62 37740 » 179 [SYN] Seq=0 Win=16384 Len=0
MSS=1240
wS=1

Frame 194: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0
Ethernet II, Src: fa:16:3e:d7:7e:f6 (fa:16:3e:d7:7e:f6), Dst: fa:16:3e:8f:8f:54 (fa:16:3e:8f:8f:54)
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 192.168.0.1
Transmission Control Protocol, Src Port: 37740, Dst Port: 179, Seq: 0, Len: O

Source Port: 37740

Destination Port: 179

[Stream index: 7]

[TCP Segment Len: 0]

Sequence number: 0 (relative sequence number)

Acknowledgment number: 0

Header Length: 28 bytes

Flags: 0x002 (SYN)

Window size value: 16384

[CaTlculated window size: 16384]

Checksum: 0x8643 [unverified]

[Checksum Status: Unverified]

Urgent pointer: 0

Options: (8 bytes), Maximum segment size, Window scale, End of Option List (EOL)

Maximum segment size: 1240 bytes
Kind: Maximum Segment Size (2)
Length: 4



MSS Val ue: 1240

Window scale: 0 (multiply by 1)
End of Option List (EOL)

R BER1BTCP SYN. ACK:

<tfroot>

I — TCP SYN,ACK sourced from R1

195 434.277985 192.168.0.1 192.168.0.4 TCP 62 179 » 37740 [SYN, ACK] Seq=0 Ack=1 Win=16384 Le
MSS=1240
wS=1

Frame 195: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0
Ethernet II, Src: fa:16:3e:8f:8f:54 (fa:16:3e:8f:8f:54), Dst: fa:16:3e:d7:7e:f6 (fa:16:3e:d7:7e:f6)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
Transmission Control Protocol, Src Port: 179, Dst Port: 37740, Seq: 0, Ack: 1, Len: O

Source Port: 179

Destination Port: 37740

[Stream index: 7]

[TCP Segment Len: 0]

Sequence number: 0 (relative sequence number)

Acknowledgment number: 1 (relative ack number)

Header Length: 28 bytes

Flags: 0x012 (SYN, ACK)

Window size value: 16384

[CaTlculated window size: 16384]

Checksum: 0xd8f7 [unverified]

[Checksum Status: Unverified]

Urgent pointer: 0

Options: (8 bytes), Maximum segment size, Window scale, End of Option List (EOL)

Maximum segment size: 1240 bytes
Kind: Maximum Segment Size (2)
Length: 4

MSS Val ue: 1240

Window scale: 0 (multiply by 1)
End of Option List (EOL)

TCPAFEFMER ( WIR4LFTR ) — ACTIVE:

<{froot>

I — as seen on R4 - Active

RP/0/0/CPUO:R4#show tcp detail pcb 0x12154d3c
Fri Jan 8 12:32:41.096 UTC




Connection state is ESTAB, I/0 status: 0, socket status: O
Established at Fri Jan 8 12:17:46 2021

PCB 0x12154d3c, SO 0x12154460, TCPCB 0x1215486c¢c, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 1577

Local host: 192.168.0.4, Local port: 37740 (Local App PID: 1052958)
Foreign host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 19 1 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 16 15 0
KeepAlive 1 0 0
PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0

iss: 2075436506 snduna: 2075436868 sndnxt: 2075436868
sndmax: 2075436868 sndwnd: 32460 sndcwnd: 3720
irs: 4238127261 rcvnxt: 4238127623 rcvwnd: 32479 rcvadv: 4238160102

SRTT: 65 ms, RTTO: 300 ms, RTV: 40 ms, KRTT: O ms
minRTT: 9 ms, maxRTT: 229 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 30 secs

State flags: none
Feature flags: Win Scale, Nagle
Request flags: Win Scale

Datagrans (in bytes): MSS 1240, peer MSS 1240, nmin MSS 1240, nmax MSS 1240

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO

Socket states: SS_ISCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low/High watermark 1/32768

Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: O0x40 PD ctx: size: 0 data:
Num Labels: 0 Label Stack:

RP/0/0/CPUO: R4#



R1EEZNTCPAFIFHMEE — PASSIVE:

<{froot>

I - as seen on R1 - Passive

RP/0/0/CPUO:R1#show tcp detail pcb 0x12155390
Fri Jan 8 12:23:52.041 UTC

Connection state is ESTAB, I/0 status: 0, socket status: O
Established at Fri Jan 8 12:17:43 2021

PCB 0x12155390, SO 0x121573e4, TCPCB 0x12156948, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 1577

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Foreign host: 192.168.0.4, Foreign port: 37740

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 0
SendwWnd
TimeWait
AckHold
KeepAlive
PmtuAger
GiveUp
Throttle

OO ORr VWO oV
OO OO R OOOo
O OO O OOoOOo

iss: 4238127261 snduna: 4238127471 sndnxt: 4238127471
sndmax: 4238127471 sndwnd: 32631 sndcwnd: 3720
irs: 2075436506 rcvnxt: 2075436716 rcvwnd: 32612 rcvadv: 2075469328

SRTT: 144 ms, RTTO: 578 ms, RTV: 434 ms, KRTT: O ms
minRTT: 19 ms, maxRTT: 239 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Win Scale, Nagle
Request flags: Win Scale

Dat agrans (in bytes): MSS 1240, peer MSS 1240, nmin MSS 1240, nax MSS 1240

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent O
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO
Socket states: SS_ISCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low/High watermark 1/32768



Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: 0x40 PD ctx: size: 0 data:
Num Labels: 0 Label Stack:

RP/0/0/CPUO:R1#

REREZENTCPX F4 — ERATCPEI(MDS)

FFIFEENZAKIZSMERATCP MDSERRIINER , SRR ELXERNZERE
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- RAKIEMSSH1216FFHISYN
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- 1280(TCP_DEFAULT_MTU)- 20(minTCP_H)- 20(minIP_H)- 24Z ¥ ( 10S XR
TCPIETFT 4 )
- R1&R#*SYN, ACK , MSSH1216F %
- Ki%[Received MSS; At #] #EMSS]
- EWHIMSS 1216F 77 ; Aith##HMSS 1240F 5
- A& LI ERAREMSSE

B ERA4KITCP SYN:

<#froot>



I — TCP SYN sourced from R4

3425 3.691042 192.168.0.4 192.168.0.1 TCP 82 42135 » 179 [SYN] Seq=0 Win=16384 Len=0
MSS=1216
wS=1

Frame 3425: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 0
Ethernet II, Src: fa:16:3e:d7:7e:f6 (fa:16:3e:d7:7e:f6), Dst: fa:16:3e:8f:8f:54 (fa:16:3e:8f:8f:54)
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 192.168.0.1
Transmission Control Protocol, Src Port: 42135, Dst Port: 179, Seq: 0, Len: O

Source Port: 42135

Destination Port: 179

[Stream index: 10]

[TCP Segment Len: 0]

Sequence number: 0 (relative sequence number)

Acknowledgment number: 0

Header Length: 48 bytes

Flags: 0x002 (SYN)

Window size value: 16384

[CaTlculated window size: 16384]

Checksum: 0xc503 [unverified]

[Checksum Status: Unverified]

Urgent pointer: 0

Options: (28 bytes), Maximum segment size, Window scale, No-Operation (NOP),

TCP MD5 signature

, End of Option List (EOL)
Maximum segment size: 1216 bytes
Kind: Maximum Segment Size (2)
Length: 4

MSS Val ue: 1216

Window scale: 0 (multiply by 1)
No-Operation (NOP)

TCP MD5 signature

End of Option List (EOL)

RBER1MITCP SYN, ACK:

<#root>

I — TCP SYN,ACK sourced from R1

3426 0.004186 192.168.0.1 192.168.0.4 TCP 82 179 - 42135 [SYN, ACK] Seq=0 Ack=1 Win=16384 Le
M5S=1216

wS=1

Frame 3426: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 0
Ethernet II, Src: fa:16:3e:8f:8f:54 (fa:16:3e:8f:8f:54), Dst: fa:16:3e:d7:7e:f6 (fa:16:3e:d7:7e:f6)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
Transmission Control Protocol, Src Port: 179, Dst Port: 42135, Seq: 0, Ack: 1, Len: O
Source Port: 179



Destination Port: 42135

[Stream index: 10]

[TCP Segment Len: 0]

Sequence number: 0 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 48 bytes

Flags: 0x012 (SYN, ACK)

Window size value: 16384

[CalcuTated window size: 16384]

Checksum: 0xbb05 [unverified]

[Checksum Status: Unverified]

Urgent pointer: 0

Options: (28 bytes), Maximum segment size, Window scale, No-Operation (NOP),

TCP MD5 signature

, End of Option List (EOL)
Maximum segment size: 1216 bytes
Kind: Maximum Segment Size (2)
Length: 4

MSS Val ue: 1216

Window scale: 0 (multiply by 1)
No-Operation (NOP)

TCP MD5 signature

End of Option List (EOL)

TCPAFEFMER ( WIR4ALFTR ) — ACTIVE:

<#froot>

! — as seen from R4 - Active

RP/0/0/CPUO:R4#show tcp detail pcb 0x12154490
Tue Jan 12 14:37:32.097 UTC

Connection state is ESTAB, I/O status: 0, socket status: O
Established at Tue Jan 12 14:27:42 2021

PCB 0x12154490, SO 0x12155014, TCPCB 0x12155a84, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 1876

Local host: 192.168.0.4, Local port: 42135 (Local App PID: 1052958)
Foreign host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 14 0
Sendwnd

TimeWait

AckHold 1
KeepAlive

PmtuAger

GiveUp

OO RrRrREr OO
O OO WO oK
O OO O OO



Throttle 0 0 0

iss: 3124761989 snduna: 3124763317 sndnxt: 3124763317
sndmax: 3124763317 sndwnd: 32711 sndcwnd: 3648
irs: 1090344992 rcvnxt: 1090346320 rcvwnd: 32730 rcvadv: 1090379050

SRTT: 28 ms, RTTO: 300 ms, RTV: 57 ms, KRTT: O ms
minRTT: 9 ms, maxRTT: 229 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 30 secs

State flags: none
Feature flags: MD5, Win Scale, Nagle
Request flags: Win Scale

Datagrans (in bytes): MSS 1216, peer MSS 1216, nmin MSS 1216, nax MSS 1216

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO

Socket states: SS_ISCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low/High watermark 1/32768

Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: 0x40 PD ctx: size: 0 data:
Num Labels: 0 Label Stack:

RP/0/0/CPUO: R4#

R1EEFNTCPLIHEIFMESE — PASSIVE:

<{froot>

! — as seen from R1 - Passive

RP/0/0/CPUO:R1#show tcp detail pcb 0x12168df4
Tue Jan 12 14:36:38.860 UTC

Connection state is ESTAB, I/O status: 0, socket status: O
Established at Tue Jan 12 14:27:32 2021

PCB 0x12168df4, SO 0x12156bf8, TCPCB 0x12157a44, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 1876

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Foreign host: 192.168.0.4, Foreign port: 42135



Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 12 0 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 12 1 0
KeepAlive 1 0 0
PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0

iss: 1090344992 snduna: 1090346320 sndnxt: 1090346320
sndmax: 1090346320 sndwnd: 32730 sndcwnd: 3648
irs: 3124761989 rcvnxt: 3124763317 rcvwnd: 32711 rcvadv: 3124796028

SRTT: 150 ms, RTTO: 558 ms, RTV: 408 ms, KRTT: O ms
minRTT: 19 ms, maxRTT: 239 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: MD5, Win Scale, Nagle
Request flags: Win Scale

Datagrans (in bytes): MSS 1216, peer MSS 1216, nmin MSS 1240, nax MSS 1240

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO

Socket states: SS_ISCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low/High watermark 1/32768

Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: O0x40 PD ctx: size: 0 data:
Num Labels: 0 Label Stack:

RP/0/0/CPUO:R1#

REREZNTCPYFH — BERNIP MTURIE

ET—NzsF , BENEURALZLEERABERTHEBENREFERNIP MTURN SR ERNER
, XEREZATCP PMTUD, #Z2&E LA,



e AS65001
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TCP2FEFHER ( WR4LFR ) — ACTIVE:

<tfroot>

! — as seen from R4 - Active

RP/0/0/CPUO:R4#show tcp detail pcb 0x15390fe8

Connection state is ESTAB, I/0 status: 0, socket status: O
Established at Wed May 12 12:09:48 2021

PCB 0x15390fe8, SO 0x15391a7c, TCPCB 0x15391368, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 835

Local host: 192.168.0.4, Local port: 39046 (Local App PID: 1196319)
Foreign host: 192.168.0.1, Foreign port: 179

(Local App PID/instance/SPL_APP_ID: 1196319/1/0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768)
Current receive queue size in packets: 0 (max 0)

mis-ordered: 0 bytes

Timer Starts Wakeups Next(msec)
Retrans 1267 1 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 1280 1235 0
KeepAlive 1 0 0
PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0
iss: 1991226354 snduna: 1991250450 sndnxt: 1991250450
sndmax: 1991250450 sndwnd: 32578 sndcwnd: 2480
irs: 4276699304 rcvnxt: 4276746737 rcvwnd: 31568 rcvadv: 4276778305
SRTT: 213 ms, RTTO: 300 ms, RTV: 54 ms, KRTT: O ms
minRTT: 9 ms, maxRTT: 269 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 10, connect retry interval: 30 secs



State flags: none
Feature flags: Win Scale, Nagle
Request flags: Win Scale

Datagrans (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, nax MSS 1240

<snip>

R1EEFNTCPLIHEIFMESE — PASSIVE:

<{froot>

! — as seen from R1 - Passive

RP/0/0/CPUO:R1#show tcp detail pcb 0x15393770

Connection state is ESTAB, I/O status: 0, socket status: O
Established at Wed May 12 12:09:46 2021

PCB 0x15393770, SO 0x15392224, TCPCB 0x153928cc, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 835

Local host: 192.168.0.1, Local port: 179 (Local App PID: 1192224)
Foreign host: 192.168.0.4, Foreign port: 39046

(Local App PID/instance/SPL_APP_ID: 1192224/1/0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 1280 0 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 1264 1213 0
KeepAlive 1 0 0
PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0

iss: 4276699304 snduna: 4276746718 sndnxt: 4276746718
sndmax: 4276746718 sndwnd: 31587 sndcwnd: 3720
irs: 1991226354 rcvnxt: 1991250431 rcvwnd: 32597 rcvadv: 1991283028

SRTT: 202 ms, RTTO: 355 ms, RTV: 153 ms, KRTT: O ms
minRTT: 9 ms, maxRTT: 309 ms

ACK hold time: 200 ms, Keepalive time: O sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none

Feature flags: Win Scale, Nagle
Request flags: Win Scale

Dat agrans (in bytes): MSS 1240, peer MSS 1240, nmin MSS 1240, nax MSS 1240



<snip>

NMERIBGPALER , BAtR KNARFHNEREMTU S12FTHBGPEFHE ., M HFai L
&2, Cisco IOSXR;QﬁﬁFHBGPE%ﬁ HEIRBdf-bit , XEKEBGP{S B M LR E Y
RENBEIDENRNI,

HR1KENBGPER — #3h :

<tfroot>

! — as seen from R1 - Passive - BGP UPDATE
! — Note Total Length of 1097 bytes higher than the IP MTU value of 512 bytes at R2-R3 path segment

23 3.450878 192.168.0.1 192.168.0.4 BGP 1111  UPDATE Message

Frame 23: 1111 bytes on wire (8888 bits), 1111 bytes captured (8888 bits) on interface 0
Ethernet II, Src: fa:16:3e:42:18:05 (fa:16:3e:42:18:05), Dst: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 1097

Identification: 0x5841 (22593)
Flags: 0x00
0... Reserved bit: Not set
.0.. .. Don't fragment: Not set
.0. = More fragments: Not set

Fragment offset 0

Time to 1ive: 255

Protocol: TCP (6)

Header checksum: 0x54a4 [validation disabled]

[Header checksum status: Unverified]

Source: 192.168.0.1

Destination: 192.168.0.4

[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]
Transmission Control Protocol, Src Port: 179, Dst Port: 39046, Seq: 20, Ack: 20, Len: 1057
Border Gateway Protocol - UPDATE Message

Marker: ffffffffffffffrfrrrrrrfrerefefft

Length: 1057

Type: UPDATE Message (2)

Withdrawn Routes Length: 0

Total Path Attribute Length: 1034

Path attributes

Path Attribute MP_REACH_NLRI

Path Attribute ORIGIN: INCOMPLETE
Path Attribute - AS_PATH: empty
Path Attribute MULTI_EXIT_DISC: O
Path Attribute LOCAL_PREF: 100



M RR1IKHRIBCGPEFERN D BRREET RR2 , XA LUBE R2# 0 GEO/0/0/1HATHY R E 1
RUEEE],

Sht

PHRR2EWNIPHER :

<ffroot>

! - as seen from R2 - GE0/0/0/1
! - Node R2 fragments original packet in three distinct packets

4 1.334852 192.168.0.1 192.168.0.4 BGP 522 UPDATE Message
5 0.000289 192.168.0.1 192.168.0.4 IPv4 522 Fragmented IP protocol (proto=TCP 6, off=48
6 0.000122 192.168.0.1 192.168.0.4 IPv4 135 Fragmented IP protocol (proto=TCP 6, off=97

! - Captured frame details

Frame 4: 522 bytes on wire (4176 bits), 522 bytes captured (4176 bits) on interface 0
Ethernet II, Src: fa:16:3e:61:25:f0 (fa:16:3e:61:25:f0), Dst: fa:16:3e:23:ab:27 (fa:16:3e:23:ab:27)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 508

Identification: 0x7b41 (31553)

Flags: 0x01 (More Fragments)

0... .... = Reserved bit: Not set
.0.. .... = Don't fragment: Not set
1. ... = Mre fragnments: Set

Fragnment offset: O

Time to Tive: 254
Protocol: TCP (6)
Header checksum: 0x14f1l [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.0.1
Destination: 192.168.0.4
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Transmission Control Protocol, Src Port: 179, Dst Port: 39046, Seq: 4276759681, Ack: 1991250830
Border Gateway Protocol - UPDATE Message
<snip>

Frame 5: 522 bytes on wire (4176 bits), 522 bytes captured (4176 bits) on interface 0
Ethernet II, Src: fa:16:3e:61:25:f0 (fa:16:3e:61:25:f0), Dst: fa:16:3e:23:ab:27 (fa:16:3e:23:ab:27)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)



Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 508

Identification: 0x7b41l (31553)

Flags: O0x01 (More Fragments)

0... .... = Reserved bit: Not set
.0.. .... = Don't fragment: Not set
.1. .... = Mre fragnents: Set

Fragnent of fset: 488

Time to Tive: 254
Protocol: TCP (6)
Header checksum: 0x14b4 [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.0.1
Destination: 192.168.0.4
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Data (488 bytes)
<snip>

Frame 6: 135 bytes on wire (1080 bits), 135 bytes captured (1080 bits) on interface 0
Ethernet II, Src: fa:16:3e:61:25:f0 (fa:16:3e:61:25:f0), Dst: fa:16:3e:23:ab:27 (fa:16:3e:23:ab:27)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 121

Identification: 0x7b41l (31553)

Flags: 0x00
0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
.0. .... = Mre fragnents: Not set

Fragnent of fset: 976

Time to live: 254
Protocol: TCP (6)



Header checksum: 0x35fa [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.0.1
Destination: 192.168.0.4
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Data (101 bytes)
<snip>

FE — BHTCP PMTUD

B RAPMTUD
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3. TCPEWBEHBsN , MSSITE X4 |, HZTCP PMTUDHI S,

fER4 L EFIH — ACTIVE - TCP PMTUDE 2/ ( BRIk ) -

<{froot>

I — as seen on R4 - Active
! — TCP path mtu discovery disabled (default)
I — TCP session initial state

RP/0/0/CPUO:R4#show tcp detail pcb 0x121536¢c8
Fri Jan 8 16:06:30.237 UTC

Connection state is ESTAB, I/O status: 0, socket status: O
Established at Fri Jan 8 16:05:15 2021

PCB 0x121536c¢8, SO 0x12155370, TCPCB 0x12154f64, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 376

Local host: 192.168.0.4, Local port: 20155 (Local App PID: 1052958)
Foreign host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 6 1 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 3 2 0
KeepAlive 1 0 0
PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0

iss: 357400981 snduna: 357401257 sndnxt: 357401257
sndmax: 357401257 sndwnd: 32546 sndcwnd: 3720
irs: 524019443 rcvnxt: 524019719 rcvwnd: 32565 rcvadv: 524052284

SRTT: 72 ms, RTTO: 416 ms, RTV: 344 ms, KRTT: O ms
minRTT: 19 ms, maxRTT: 229 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 30 secs

State flags: none
Feature flags: Win Scale, Nagle
Request flags: Win Scale

Dat agrans (in bytes): MSS 1240, peer MSS 1240, nmin MSS 1240, nax MSS 1240

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent O
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none



Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO

Socket states: SS_ISCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low/High watermark 1/32768

Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: 0x40 PD ctx: size: 0 data:
Num Labels: 0 Label Stack:

RP/0/0/CPUO: R4#

m#ER1 EFEEIHW — PASSIVE - TCP PMTUDE A ( #IA)

<{froot>

I - as seen on R1 - Passive
! — TCP path mtu discovery disabled (default)
I — TCP session initial state

RP/0/0/CPUO:R1#show tcp detail pcb 0x12157020
Fri Jan 8 16:05:52.868 UTC

Connection state is ESTAB, I/O status: 0, socket status: O
Established at Fri Jan 8 16:05:12 2021

PCB 0x12157020, SO 0x121565ac, TCPCB 0x121560ec, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 376

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Foreign host: 192.168.0.4, Foreign port: 20155

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 0
Sendwnd
TimeWait
AckHold
KeepAlive
PmtuAger
GiveUp
Throttle

O OO R WOOoOWw
QO OO Rr OOoOOo
O OO O OO Oo

iss: 524019443 snduna: 524019700 sndnxt: 524019700
sndmax: 524019700 sndwnd: 32584 sndcwnd: 3720
irs: 357400981 rcvnxt: 357401238 rcvwnd: 32565 rcvadv: 357433803

SRTT: 46 ms, RTTO: 300 ms, RTV: 249 ms, KRTT: O ms
minRTT: 19 ms, maxRTT: 239 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs



State flags: none
Feature flags: Win Scale, Nagle
Request flags: Win Scale

Datagrans (in bytes): MSS 1240, peer MSS 1240, nmin MSS 1240, nmax MSS 1240

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO

Socket states: SS_ISCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low/High watermark 1/32768

Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: O0x40 PD ctx: size: 0 data:
Num Labels: 0 Label Stack:

RP/0/0/CPUO:R1#

MER4 EFEEFW — ACTIVE - TCP PMTUDEE A :

<#froot>

I — 'debug tcp pmtud' output on R4
! - tcp path mtu discovery enabled and uses default Path MTU aging timer (10 min / 600000 msec)

RP/0/0/CPUO:Jan 8 16:09:28.285 : tcp[399]: [t21] Try to enable path MTU discovery(neww age timer: 10 m
RP/0/0/CPUO:Jan 8 16:09:28.285 : tcp[399]: [t21] Path mtu is ON (age-timer: 10)

I — as seen on R4 - Active
I — TCP PMTUD is enabled

RP/0/0/CPUO:R4#show tcp detail pcb 0x121536¢c8
Fri Jan 8 16:11:00.138 UTC

Connection state is ESTAB, I/O status: 0, socket status: O
Established at Fri Jan 8 16:05:15 2021

PCB 0x121536c¢c8, SO 0x12155370, TCPCB 0x12154f64, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 376

Local host: 192.168.0.4, Local port: 20155 (Local App PID: 1052958)
Foreign host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 10 1 0
SendWnd 0 0 0



TimeWait 0 0 0
AckHold 7 4 0
KeepAlive 1 0 0
Pt uAger 1 0 508096
GiveUp 0 0 0
Throttle 0 0 0

iss: 357400981 snduna: 357401333 sndnxt: 357401333
sndmax: 357401333 sndwnd: 32470 sndcwnd: 3720
irs: 524019443 rcvnxt: 524019795 rcvwnd: 32489 rcvadv: 524052284

SRTT: 116 ms, RTTO: 578 ms, RTV: 462 ms, KRTT: O ms
minRTT: 9 ms, maxRTT: 229 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 30 secs

State flags: PMTU ager
Feature flags: Win Scale, Nagle,

Path Mru
Request flags: Win Scale

Datagrans (in bytes): MSS 1240, peer MSS 1240, nmin MSS 1240, nmax MSS 1240

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO

Socket states: SS_ISCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low/High watermark 1/32768

Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: O0x40 PD ctx: size: 0 data:
Num Labels: 0 Label Stack:

RP/0/0/CPUO: R4#

WMERI EEFH — #3h — FEATCP PMTUD:

<{froot>

! — 'debug tcp pmtud' output on R1l
! - tcp path mtu discovery 1is enabled and uses default Path MTU aging timer (10 min / 600000 msec)



RP/0/0/CPUO:Jan 8 16:09:25.214 : tcp[399]: [t21] Try to enable path MTU discovery(neww age timer: 10 m
RP/0/0/CPUO:Jan 8 16:09:25.214 : tcp[399]: [t21] Path mtu is ON (age-timer: 10)

! - as seen on R1 - Passive
I — TCP PMTUD is enabled

RP/0/0/CPUO:R1#show tcp detail pcb 0x12157020
Fri Jan 8 16:10:03.101 UTC

Connection state is ESTAB, I/0 status: 0, socket status: O
Established at Fri Jan 8 16:05:12 2021

PCB 0x12157020, SO 0x121565ac, TCPCB 0x121560ec, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 376

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Foreign host: 192.168.0.4, Foreign port: 20155

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 7 0 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 7 4 0
KeepAlive 1 0 0
Pt uAger 1 0 562042
GiveUp 0 0 0
Throttle 0 0 0

iss: 524019443 snduna: 524019776 sndnxt: 524019776
sndmax: 524019776 sndwnd: 32508 sndcwnd: 3720
irs: 357400981 rcvnxt: 357401314 rcvwnd: 32489 rcvadv: 357433803

SRTT: 95 ms, RTTO: 528 ms, RTV: 433 ms, KRTT: O ms
minRTT: 19 ms, maxRTT: 239 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: PMTU ager
Feature flags: Win Scale, Nagle,

Pat h MTuU

Request flags: Win Scale

Datagrans (in bytes): MSS 1240, peer MSS 1240, nmin MSS 1240, nmax MSS 1240

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO



Socket states: SS_ISCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low/High watermark 1/32768

Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: 0x40 PD ctx: size: 0 data:
Num Labels: 0 Label Stack:

RP/0/0/CPUO:R1#

EEBPMTUZ{LERITETERITA ¢

Note PmtuAger timer initial value is 10min

but after initial interval expires then it expires every 2min
As seen from 'debug tcp pmtud' output

TCP PMTUD 1is enabled

RP/0/0/CPUO:Jan 8 16:09:25.214 : tcp[399]: [t21] Try to enable path MTU discovery(neww age timer: 10 m
RP/0/0/CPUO:Jan 8 16:09:25.214 : tcp[399]: [t21] Path mtu is ON (age-timer: 10)

RP/0/0/CPUO:Jan 8 16:19:25.233 : tcp[399]: [t21] PCB 0x12157020: Trying next higher MTU: 1240
RP/0/0/CPUO:Jan 8 16:21:25.245 : tcp[399]: [t21] PCB 0x12157020: Trying next higher MTU: 1240
RP/0/0/CPUO:Jan 8 16:23:25.256 : tcp[399]: [t21] PCB 0x12157020: Trying next higher MTU: 1240

R4 L AR — ACTIVE - BGPAFEE#H B3 — TCP SYN:

<ttroot>

! — Once BGP session is cleared
! — TCP SYN sourced from R4 - Active
! — MSS calculation takes place and is influenced by TCP PMTUD

2734 4.810311 192.168.0.4 192.168.0.1 TCP 62 32077 » 179 [SYN] Seq=0 Win=16384 Len=0

M5S=1460
WS=1

Frame 2734: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0
Ethernet II, Src: fa:16:3e:d7:7e:f6 (fa:16:3e:d7:7e:f6), Dst: fa:16:3e:8f:8f:54 (fa:16:3e:8f:8f:54)
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 192.168.0.1
Transmission Control Protocol, Src Port: 32077, Dst Port: 179, Seq: 0, Len: O

Source Port: 32077

Destination Port: 179

[Stream index: 25]

[TCP Segment Len: 0]

Sequence number: 0 (relative sequence number)

Acknowledgment number: 0

Header Length: 28 bytes

Flags: 0x002 (SYN)

Window size value: 16384

[CaTlculated window size: 16384]



Checksum: 0x6398 [unverified]
[Checksum Status: Unverified]
Urgent pointer: 0
Options: (8 bytes), Maximum segment size, Window scale, End of Option List (EOL)
Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4

MSS Val ue: 1460

Window scale: 0 (multiply by 1)
End of Option List (EOL)

#R1 L Ff/R — PASSIVE - BGP Session restart - TCP SYN , ACK,

<{froot>

I — Once BGP session 1is cleared
I — TCP SYN,ACK sourced from R1 - Passive
! — MSS calculation takes place and is influenced by TCP PMTUD

2735 0.003879 192.168.0.1 192.168.0.4 TCP 62 179 - 32077 [SYN, ACK] Seq=0 Ack=1 Win=16384 Le
MSS=1460
wsS=1

Frame 2735: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0
Ethernet II, Src: fa:16:3e:8f:8f:54 (fa:16:3e:8f:8f:54), Dst: fa:16:3e:d7:7e:f6 (fa:16:3e:d7:7e:f6)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
Transmission Control Protocol, Src Port: 179, Dst Port: 32077, Seq: 0, Ack: 1, Len: O

Source Port: 179

Destination Port: 32077

[Stream index: 25]

[TCP Segment Len: 0]

Sequence number: 0 (relative sequence number)

Acknowledgment number: 1 (relative ack number)

Header Length: 28 bytes

Flags: 0x012 (SYN, ACK)

Window size value: 16384

[Calculated window size: 16384]

Checksum: 0xbf77 [unverified]

[Checksum Status: Unverified]

Urgent pointer: 0

Options: (8 bytes), Maximum segment size, Window scale, End of Option List (EOL)

Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4

MSS Val ue: 1460

Window scale: 0 (multiply by 1)
End of Option List (EOL)



TCP&FEFMAFEER , R4 — &3 — E/S ATCP PMTUDH/ERBGPLEZE :

<{froot>

! - BGP session re-established
I — as seen on R4 - Active

RP/0/0/CPUO:R4#show tcp detail pcb 0x121567f4
Fri Jan 8 16:45:13.928 UTC

Connection state is ESTAB, I/0 status: 0, socket status: O
Established at Fri Jan 8 16:41:49 2021

PCB 0x121567f4, SO 0x12154460, TCPCB 0x12156190, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 10

Local host: 192.168.0.4, Local port: 32077 (Local App PID: 1052958)
Foreign host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 8 1 0
SendwWnd 0 0 0
TimeWait 0 0 0
AckHold 5 3 0
KeepAlive 1 0 0
PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0

iss: 1254100669 snduna: 1254100983 sndnxt: 1254100983
sndmax: 1254100983 sndwnd: 32508 sndcwnd: 4380
irs: 839938559 rcvnxt: 839938873 rcvwnd: 32527 rcvadv: 839971400

SRTT: 79 ms, RTTO: 485 ms, RTV: 406 ms, KRTT: O ms
minRTT: 9 ms, maxRTT: 229 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 30 secs

State flags: none
Feature flags: Win Scale, Nagle,

Pat h MU

Request flags: Win Scale

Dat agrans (in bytes): MSS 1460, peer MSS 1460, nmin MSS 1460, nax MSS 1460

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent O
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none



Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO

Socket states: SS_ISCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low/High watermark 1/32768

Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: 0x40 PD ctx: size: 0 data:
Num Labels: 0 Label Stack:

RP/0/0/CPUO: R4#

ER1ELFINTCPAR/IFMER — ¥z — ETCP PMTUDE A H BBRBGPLIEZF.

<{froot>

! - BGP session re-established
I - as seen on R1 - Passive

RP/0/0/CPUO:R1#show tcp detail pcb 0x121558cc
Fri Jan 8 16:44:59.448 UTC

Connection state is ESTAB, I/O status: 0, socket status: O
Established at Fri Jan 8 16:41:46 2021

PCB 0x121558cc, SO 0x121556d4, TCPCB 0x121575bc, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 10

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Foreign host: 192.168.0.4, Foreign port: 32077

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 6 0 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 6 3 0
KeepAlive 1 0 0
PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0

iss: 839938559 snduna: 839938873 sndnxt: 839938873
sndmax: 839938873 sndwnd: 32527 sndcwnd: 4380
irs: 1254100669 rcvnxt: 1254100983 rcvwnd: 32508 rcvadv: 1254133491

SRTT: 76 ms, RTTO: 454 ms, RTV: 378 ms, KRTT: O ms
minRTT: 19 ms, maxRTT: 219 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE

Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none



Feature flags: Win Scale, Nagle,

Pat h MIuU

Request flags: Win Scale

Datagrans (in bytes): MSS 1460, peer MSS 1460, nmin MSS 1460, nax MSS 1460

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket
Socket
Socket
Socket
Socket
Socket

options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO

states: SS_ISCONNECTED, SS_PRIV

receive buffer states: SB_DEL_WAKEUP

send buffer states: SB_DEL_WAKEUP

receive buffer: Low/High watermark 1/32768

send buffer : Low/High watermark 2048/24576, Notify threshold 0

PDU information:

#PDU's 1in buffer: 0

FIB Lookup Cache: 1IFH: 0x40 PD ctx:
Num Labels: 0 Label Stack:

size: 0 data:

RP/0/0/CPUO:R1#

PMTUD — BERERHIP MTURIK

B — =BT 7THERAPMTUDNATCPRERMERREMARBR. WHRWEREINE , B
FTH#TCP PMTUDH TS X RENERIMNTCPLEN N,

//F ASE5001 N
LoD iBGP + tcp path-mtu-discovery Lo0
192.168.0.1/32 e » | 192.168.0.4/32
e GEO/0//0  GEO//0/0 eaeomm GEMWO@GEMM GEmomme

L o - IP MTU 512 - IP MTU 1500 R4

B{%3.2 — EAPMTUD , EBZBENIP MTURE.,

FE— I RGNS E  BRIRBGPALFEEEY , H AR1RIEAKNMKF512F T WIPEIEZEEH
BGPEFTEE. BAPMTUD/E , BIEIREBDFY ( RO ) . At , T RER2EEFIPEIEEH X E

ICMP ( InternetiZ G E L ) SHR(B R A AR — KE3;FE

ﬁJ\EQ - 1%554)5\’3.@R1 o Tj_:-.-l-‘?l@\

R1IKZICMPEERE , 2 XAPMTUDHE X E T REZENIP MTU, EFEA—ABHBENHNEAS
FRARH T —NEIKE , M HIFHTCPALIEMSSHE., AR5, TCPERAFMSSE = #1% Wi R 1A

BGPE# , kIRABBEFTEEESZX,

EXICMPEE(EME R A — REZ,FTBERFES K

— R184), XZKEESFEANMSSEESRENS N BRESHBU TREBERIP MTUZT,



BE & B 18] B9 TR EEIPmtuAgerEHT%ﬁ?’“%‘JE’JPMTUDTT:*EEJ':TF'JJ:EL$“2}17"JJ HFMSSIEFHE
HEKE, EEMAEENE , MRICMPEE(BENATE — KA ZFESHR — BAKRIIRE
4) , REPMTUD# Z BiF& ?s.d’ﬁo

BETORAVR H R AN T BRIPMTUDIT Y , AMERBIMMTCPLERIZRIT MR, 1AL , Cisco
IOS XRTTRRABEEFAE , KL A EETCPER , A EBHRRO179 LT FERINTCPL1E,
AT REEED LERARIANP MTUE, A RPHFNEMSSITERAISRMNT

« R2FR3F1 Kz [BI#Y A 8] P B 5 FH JEBRTAIP MTU 512F 5,
« R1IFMR4EEED LERABRIAMTUE,
- TCPEBREMTURIIEE A,
. TCPRT%&HEE?%&#%O
EEBGPIER,
: R4Zv: £MSSH 1460F T HISYN,
- 1500 ( #HIP MTU ) — 20(minTCP_H)- 20(minIP_H),
- R1&X%SYN, ACK , MSSH1460F %,
- KRi%[Received MSS; A& #th #] #5MSS].
- EUMIMSS 1460F T ; At #EMSS 1460F 15,
- BN E AR L9 EAREMSSES

B BERABTCP SYN:

<tfroot>

I — Initial TCP session establishment
I — TCP SYN sourced from R4

392 6.752774 192.168.0.4 192.168.0.1 TCP 62 32449 » 179 [SYN] Seq=0 Win=16384 Len=0
MSS=1460
wS=1

Frame 392: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0
Ethernet II, Src: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80), Dst: fa:16:3e:42:18:05 (fa:16:3e:42:18:05)
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 192.168.0.1
Transmission Control Protocol, Src Port: 32449, Dst Port: 179, Seq: 0, Len: O

Source Port: 32449

Destination Port: 179

[Stream index: 10]

[TCP Segment Len: 0]

Sequence number: 0 (relative sequence number)

Acknowledgment number: 0

Header Length: 28 bytes

Flags: 0x002 (SYN)

Window size value: 16384

[CaTlculated window size: 16384]

Checksum: 0x6858 [unverified]

[Checksum Status: Unverified]

Urgent pointer: 0

Options: (8 bytes), Maximum segment size, Window scale, End of Option List (EOL)

Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4



MSS Val ue: 1460

Window scale: 0 (multiply by 1)
End of Option List (EOL)

R BER1BTCP SYN. ACK:

<tfroot>

I — Initial TCP session establishment
I — TCP SYN,ACK sourced from R1

393 0.003628 192.168.0.1 192.168.0.4 TCP 62 179 -» 32449 [SYN, ACK] Seq=0 Ack=1 Win=16384 Len

MSS=1460
wS=1

Frame 393: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0
Ethernet II, Src: fa:16:3e:42:18:05 (fa:16:3e:42:18:05), Dst: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
Transmission Control Protocol, Src Port: 179, Dst Port: 32449, Seq: 0, Ack: 1, Len: O

Source Port: 179

Destination Port: 32449

[Stream index: 10]

[TCP Segment Len: 0]

Sequence number: 0 (relative sequence number)

Acknowledgment number: 1 (relative ack number)

Header Length: 28 bytes

Flags: 0x012 (SYN, ACK)

Window size value: 16384

[CaTlculated window size: 16384]

Checksum: 0x509e [unverified]

[Checksum Status: Unverified]

Urgent pointer: 0

Options: (8 bytes), Maximum segment size, Window scale, End of Option List (EOL)

Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4

MSS Val ue: 1460

Window scale: 0 (multiply by 1)
End of Option List (EOL)

BIUBGP2ER , TRARIKIEBGPEFEEHEWICMPER(BMRLTERR — XBEZFESTER —
K 1B4)IR ER BR2 Ko

REXMERRRNEMBCPERHEEMNIPEIEZIRE 7TDFL , F AR2/R3IME LEAMNS12FT
P MTUNTF11M16FTTRIPEIEE K/, WMAIFTR , EWICMPHEE 281 KPMTUD,

FR1ICMPL | IRFIKBI/BLEE -



<ffroot>

! - as seen from R1 - Passive
! - After session is established R1 sends BGP Update message with IP length of 1116 Bytes
! — note IP Header Flags shows DF bit set

528 5.893055 192.168.0.1 192.168.0.4 BGP

1130

UPDATE Message, KEEPALIVE Message

Frame 528: 1130 bytes on wire (9040 bits), 1130 bytes captured (9040 bits) on interface 0
Ethernet II, Src: fa:16:3e:42:18:05 (fa:16:3e:42:18:05), Dst: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 1116
Identification: 0x8c37 (35895)
Fl ags: 0x02 (Don't Fragment)

Fragment offset: 0

Time to Tive: 255

Protocol: TCP (6)

Header checksum: Oxe09a [validation disabled]

[Header checksum status: Unverified]

Source: 192.168.0.1

Destination: 192.168.0.4

[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]
Transmission Control Protocol, Src Port: 179, Dst Port: 32449, Seq: 318, Ack: 251, Len: 1076
Border Gateway Protocol - UPDATE Message
Border Gateway Protocol - KEEPALIVE Message
<snip>

! - as seen from R1 - Passive

! — IP MTU on R2/R3 1is Tower than IP packet length and DF bit is set

! - R1 receives ICMP error message from R2

! - note R2 ICMP error message carries Next-Hop MTU

! - “The size 1in octets of the Tlargest datagram that could be forwarded, along the path of
! the original datagram, without being fragmented at this router. The size includes the
! IP header and IP data, and does not include any Tower-Tevel headers.”

529 0.002423 10.2.3.1 192.168.0.1 ICMP 110

Desti nati on unreachabl e (Fragnment ati on needed)

Frame 529: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface 0
Ethernet II, Src: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80), Dst: fa:16:3e:42:18:05 (fa:16:3e:42:18:05)
Internet Protocol Version 4, Src: 10.2.3.1, Dst: 192.168.0.1
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
Total Length: 96



Identification: 0x0001 (1)
Flags: 0x00

Fragment offset: 0

Time to Tive: 255

Protocol: ICW (1)

Header checksum: Oxac97 [validation disabled]
[Header checksum status: Unverified]
Source: 10.2.3.1
Destination: 192.168.0.1
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Internet Control Message Protocol

Type: 3 (Destination unreachabl e)

Code: 4 (Fragnentation needed)

Checksum: 0x2d52 [correct]
[Checksum Status: Good]

Length: 17

[Length of original datagram: 68]
Unused: 0011

MIU of next hop: 512

Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
Total Length: 1116
Identification: 0x8c37 (35895)
Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to live: 254
Protocol: TCP (6)
Header checksum: Oxel9a [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.0.1
Destination: 192.168.0.4
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Transmission Control Protocol, Src Port: 179, Dst Port: 32449, Seq: 2847698730, Ack: 2130367817
Border Gateway Protocol - UPDATE Message
[Packet size Timited during capture: IPv4 truncated]

ETRR1 (HICMPEEfEA ) , TCP PMTUDZRFEA—HBEBEXWFEE(IP MTU)EBIFHT
— MNREERBELRKEBRKIP MTU, XEFELFEFRERFC1191 — BEMTURILH,

MTU plateaus from RFC 1191
- values include both TCP and IP headers
65535


https://tools.ietf.org/html/rfc1191
https://tools.ietf.org/html/rfc1191
https://tools.ietf.org/html/rfc1191
https://tools.ietf.org/html/rfc1191

32000
17914
8166
4352
2002
1492
1006
508
296
68

B TICMP(BE MR A — 533K ; FED B — KB4) T RRIKEIAEBEE T —BEEY
MTU , REMEMTR , TRARIEMLE ( EAPIFHE12FT ) , A RBTCPRKIEMSSE, FHEE
, RIATCPRIERMNKEN10761NFT |, Rt EMEHFBTCPRERFTE=ITHEZ.

#N7ER1 - PASSIVE - PMTUD®R{ELFTIL :

<tfroot>

- As seen from R1 - Passive

Hint is provided by ICMP unreachable message MTU of next-hop field: 512 bytes
R1 then considers this value and retransmits BGP Update split in three distinct packets
- Sum of TCP length = 472 + 472 + 132 = 1076 bytes

530 0.007497 192.168.0.1 192.168.0.4 TCP 526 [TCP Out-0f-Order] 179 - 32449 [ACK] Seq=318
Len=472
532 0.015374 192.168.0.1 192.168.0.4 TCP 526 [TCP Retransmission] 179 - 32449 [ACK] Seq=79
Len=472
533 0.004129 192.168.0.1 192.168.0.4 TCP 186 [TCP Retransmission] 179 - 32449 [PSH, ACK] S
Len=132

WEIFTR , MEREISLE —REEHE , PMTUDSZBPmtuAgerit B8R FTE 1 M ED F &R
B, AZEBREIATNZRHEMSSEAEZEKEKE,

WMR1EFTN — PMTUDBEENHES :

! — As seen from R1 - Passive - 'debug tcp pmtud' and 'debug icmp' active
! — TCP PMTUD is triggered once ICMP unreachable received

RP/0/0/CPUO:May 12 09:09:22.763 UTC:
RP/0/0/CPUO:May 12 09:09:22.763 UTC:
RP/0/0/CPUO:May 12 09:09:22.763 UTC:
RP/0/0/CPUO:May 12 09:09:22.763 UTC:

ipv4_io[266]: IPv4 ICMP: Received ICMP too big from 192.168.0.1 ab
ipv4_io[266]: ipv4_icmp_unreachable_rcvd ICMP unreach recvd: sendi
ipv4_io[266]: ip_icmp_lib_ipv4_receive: sending pak(0xb0c07d8f) to
tcp[399]: [t4] PCB 0x15393770: Process ICMP Dest-unreach (next hop

! - attempt new MSS 472 = MTU of next-hop(512) - TCP_H(20) - IP_H(20)



RP/0/0/CPUO:May 12 09:09:22.763 UTC: tcp[399]: [t4] PCB 0x15393770: Process ICMP Dest-unreach (next hop

RP/0/0/CPUO:May 12 09:09:22.763 UTC: tcp[399]: [t4] PCB 0x15393770: Try to use new MSS: 472
RP/0/0/CPUO:May 12 09:09:22.763 UTC: tcp[399]: [t4] PCB 0x15393770, New path MTU decided to use:

! — over time PMTUD attempts to raise MSS as per egress interface configured MTU
RP/0/0/CPUO:May 12 09:19:22.782 UTC: tcp[399]: [t23] PCB 0x15393770: Trying next higher MTU: 966

RP/0/0/CPUO:May 12 09:21:22.793 UTC: tcp[399]: [t23] PCB 0x15393770: Trying next higher MTU: 1452
RP/0/0/CPUO:May 12 09:23:22.805 UTC: tcp[399]: [t23] PCB 0x15393770: Trying next higher MTU: 1460

EXEH Y ETUNRBBLRS. BATIETARILROR/INBAVSSHE , TREE T
£PMTUDHIE S,

TCPAF#MIES ( WIR4ALFTR ) — ACTIVE:

<#root>

! - Final stage as seen from R4 - Active

RP/0/0/CPUO:R4#show tcp detail pcb 0x153913b8
Wed May 12 10:09:43.246 UTC

Connection state is ESTAB, I/0 status: 0, socket status: O
Established at Wed May 12 09:02:07 2021

PCB 0x153913b8, SO 0x153917f0, TCPCB 0x1538fb58, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 382

Local host: 192.168.0.4, Local port: 32449 (Local App PID: 1196319)
Foreign host: 192.168.0.1, Foreign port: 179

(Local App PID/instance/SPL_APP_ID: 1196319/1/0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 72 1 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 71 69 0
KeepAlive 1 0 0
PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0

iss: 2130367566 snduna: 2130368957 sndnxt: 2130368957
sndmax: 2130368957 sndwnd: 31453 sndcwnd: 2920
irs: 2847698412 rcvnxt: 2847700946 rcvwnd: 31799 rcvadv: 2847732745

SRTT: 220 ms, RTTO: 300 ms, RTV: 12 ms, KRTT: O ms
minRTT: 9 ms, maxRTT: 239 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 10, connect retry interval: 30 secs

State flags: none
Feature flags: Win Scale, Nagle,

472

C



Pat h Mru

Request flags: Win Scale

Dat agrans (in bytes): MSS 1460, peer MSS 1460, nmin MSS 1460, nax MSS 1460

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent O
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO
Socket states: SS_ISCONNECTED, SS_PRIV
Socket receive buffer states: SB_DEL_WAKEUP
Socket send buffer states: SB_DEL_WAKEUP
Socket receive buffer: Low/High watermark 1/32768
Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0
Socket misc info : Rcv data size (sb_cc) 0, so_glen O,
so_g0len 0, so_glimit 0, so_error O
so_auto_rearm 1

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: 0x40 PD ctx: size: 0 data:
Num Labels: 0 Label Stack:

Num of peers with authentication info: 0

RP/0/0/CPUO: R4#

R1EEFFNTCPLIEHFHES — PASSIVE:

<tfroot>

! - Final stage as seen from R1 - Passive

RP/0/0/CPUO:R1#show tcp detail pcb 0x15393770
Wed May 12 10:12:41.432 UTC

Connection state is ESTAB, I/0 status: 240, socket status: O
Established at Wed May 12 09:02:05 2021

PCB 0x15393770, SO 0x15394ea0, TCPCB 0x15391cOc, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 382

Local host: 192.168.0.1, Local port: 179 (Local App PID: 1192224)
Foreign host: 192.168.0.4, Foreign port: 32449

(Local App PID/instance/SPL_APP_ID: 1192224/1/0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 75 0 0
Sendwnd 0 0 0

TimeWait 0 0 0



AckHold 73 71 0
KeepAlive 1 0 0
Pt uAger 28 27 41595
GiveUp 0 0 0
Throttle 0 0 0

iss: 2847698412 snduna: 2847701003 sndnxt: 2847701003
sndmax: 2847701003 sndwnd: 31742 sndcwnd: 4380
irs: 2130367566 rcvnxt: 2130369014 rcvwnd: 31396 rcvadv: 2130400410

SRTT: 224 ms, RTTO: 300 ms, RTV: 23 ms, KRTT: O ms
minRTT: 9 ms, maxRTT: 259 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: PMTU ager
Feature flags: Win Scale, Nagle,

Pat h MTuU

Request flags: Win Scale

Dat agrans (in bytes): MSS 1460, peer MSS 1460, min MSS 472, max MSS 1460

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO
Socket states: SS_ISCONNECTED, SS_PRIV
Socket receive buffer states: SB_DEL_WAKEUP
Socket send buffer states: SB_DEL_WAKEUP
Socket receive buffer: Low/High watermark 1/32768
Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0
Socket misc info : Rcv data size (sb_cc) 0, so_glen O,
so_g0len 0, so_glimit 0, so_error O
so_auto_rearm 1

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: 0x20 PD ctx: size: 0 data:
Num Labels: 0 Label Stack:

Num of peers with authentication info: 0

RP/0/0/CPUO:R1#

RfE , MREFMHEENBEFEICMP(BE T RE — RE3FED B — KB4 HEBRKE
, RIEPMTUDB IR 2 BIFTR R 1F



MR1 - PASSIVE - PMTUDE B X fit X :

<{froot>

! - As seen from R1 - Passive
I — TCP PMTUD is again triggered upon new ICMP unreachable received
I — Behavior can be triggered via clearing redistributed, network and aggregate routes originated

RP/0/0/CPUO:R1#clear bgp ipv4 all self-originated
Wed May 12 10:19:06.836 UTC
RP/0/0/CPUQ:R1#

! — New BGP update message is sourced from R1 after clear bgp command
1707 1.712657 192.168.0.1 192.168.0.4 BGP 1121  UPDATE Message

Frame 1707: 1121 bytes on wire (8968 bits), 1121 bytes captured (8968 bits) on interface 0
Ethernet II, Src: fa:16:3e:42:18:05 (fa:16:3e:42:18:05), Dst: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 1107

Identification: 0x1la38 (6712)

Flags: 0x02 (Don't Fragment)

Fragment offset: 0

Time to Tive: 255

Protocol: TCP (6)

Header checksum: 0x52a3 [validation disabled]

[Header checksum status: Unverified]

Source: 192.168.0.1

Destination: 192.168.0.4

[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]
Transmission Control Protocol, Src Port: 179, Dst Port: 32449, Seq: 2705, Ack: 1562, Len: 1067
Border Gateway Protocol - UPDATE Message

! — ICMP Destination Unreachable / Fragmentation needed is received and triggers PMTUD

1708 0.001614 10.2.3.1 192.168.0.1 ICMP 110

Desti nati on unreachabl e (Fragnmentati on needed)

Frame 1708: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface 0
Ethernet II, Src: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80), Dst: fa:16:3e:42:18:05 (fa:16:3e:42:18:05)
Internet Protocol Version 4, Src: 10.2.3.1, Dst: 192.168.0.1

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)

Total Length: 96

Identification: 0x0002 (2)

Flags: 0x00

Fragment offset: 0

Time to Tive: 255

Protocol: ICW (1)



Header checksum: Oxac96 [validation disabled]
[Header checksum status: Unverified]
Source: 10.2.3.1
Destination: 192.168.0.1
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Internet Control Message Protocol

Type: 3 (Destination unreachabl e)

Code: 4 (Fragnentati on needed)

Checksum: 0x3b73 [correct]
[Checksum Status: Good]

Length: 17

[Length of original datagram: 68]
Unused: 0011

MIU of next hop: 512

Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
Total Length: 1107
Identification: 0x1la38 (6712)
Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to live: 254
Protocol: TCP (6)
Header checksum: 0x53a3 [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.0.1
Destination: 192.168.0.4
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Transmission Control Protocol, Src Port: 179, Dst Port: 32449, Seq: 2847701117, Ack: 2130369128
Border Gateway Protocol - UPDATE Message

! — Note new/updated MSS value and PmtuAger
! - MSS 472 ; Aligned with “MTU of next hop” value contained in ICMP message

RP/0/0/CPUO:R1#show tcp detail pcb 0x15393770
Wed May 12 10:19:31.494 UTC

Connection state is ESTAB, I/0 status: 240, socket status: O
Established at Wed May 12 09:02:05 2021

PCB 0x15393770, SO 0x15394ea0, TCPCB 0x15391cOc, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 382

Local host: 192.168.0.1, Local port: 179 (Local App PID: 1192224)
Foreign host: 192.168.0.4, Foreign port: 32449

(Local App PID/instance/SPL_APP_ID: 1192224/1/0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes

Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)



Retrans 83 0 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 80 77 0
KeepAlive 1 0 0
Pt uAger 32 30 575401
GiveUp 0 0 0
Throttle 0 0 0

iss: 2847698412 snduna: 2847702184 sndnxt: 2847702184
sndmax: 2847702184 sndwnd: 32173 sndcwnd: 944
irs: 2130367566 rcvnxt: 2130369147 rcvwnd: 32730 rcvadv: 2130401877

SRTT: 221 ms, RTTO: 300 ms, RTV: 16 ms, KRTT: O ms
minRTT: 9 ms, maxRTT: 259 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: PMTU ager
Feature flags: Win Scale, Nagle,

Pat h Mru

Request flags: Win Scale

Datagrans (in bytes): MSS 472, peer MSS 1460, min MSS 472, max MSS 1460

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO
Socket states: SS_ISCONNECTED, SS_PRIV
Socket receive buffer states: SB_DEL_WAKEUP
Socket send buffer states: SB_DEL_WAKEUP
Socket receive buffer: Low/High watermark 1/32768
Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0
Socket misc info : Rcv data size (sb_cc) 0, so_glen O,
so_g0len 0, so_glimit 0, so_error O
so_auto_rearm 1

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: 0x20 PD ctx: size: 0 data:
Num Labels: 0 Label Stack:

Num of peers with authentication info: 0

RP/0/0/CPUO:R1#

f£Cisco Bug ID CSCvf10395& i Cisco 10S XRMA £ | FZEEICMPEIREEHRIT SN T — B
A Ed A 2B ER HBRFC1191 - Path MTU discoveryid M —4HEN EFHEE(IP



https://tools.cisco.com/bugsearch/bug/CSCvf10395
https://tools.cisco.com/bugsearch/bug/CSCvf10395
https://tools.ietf.org/html/rfc1191
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https://tools.ietf.org/html/rfc1191
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: tcp[399]:
tcp[399]:
tcp[399]:

tcp[399]:
tcp[399]:
: tcp[399]:

tcp[399]:
: tcp[399]:
tcp[399]:

and tries next lower plateau

[t4] PCB Ox12152adc:
[t4] PCB Ox12152adc:

[t27] PCB 0x12152adc:

[t4] PCB Ox12152adc:
[t4] PCB Ox12152adc:

[t27] PCB 0x12152adc:

[t4] PCB Ox12152adc:
[t4] PCB Ox12152adc:

[t27] PCB 0x12152adc:

HATEIK I, XBWRE

SRER 3 i j“‘E EIP MTU, X££%id—
— 3% 1%155_';4),&%\3:@?%”&0
KALEY :

Process ICMP
Invalid next
Trying next

Process ICMP
Invalid next
Trying next

Process ICMP
Invalid next
Trying next

As seen from IOX XR node with a release impacted by Cisco bug ID CSCvf10395
Node ignores “MTU of next hop”
This is observed till ICMP error messages are no longer received
Practical consequence is extra retransmissions occurrence

Dest-unreach (next hop mt
hop mtu (33554432), 1ignor
Tower MTU: 1452 <<<<<<<<

Dest-unreach (next hop mt
hop mtu (33554432), 1ignor
Tower MTU: 966 <<<<<<<< H

Dest-unreach (next hop mt
hop mtu (33554432), 1ignor
Tower MTU: 468 <<<<<<<< H

ERNT—F , FERAMARED LERAFRZED ZRIMU(LDP)WMEEZ R, LAHNBERETBEXE
MPLSE’JHUR':F' MU BT R P AT B P LEER,

-

.

AS65001 N\
LO0® g mmm e e e m IBGP + top path-miu discovery, _ _ _ ___ __________._ - gLoo
152.168.0.1/32 182.168.0.4/32
T LDP LDP LDP T
------- > e, +------ - -------
e GE0/0/0/0 GEQ/0/0/0 eemofon GE0/0/0/0 @ GEO/0/0/1 GEofomm
A1 R2 R3 )

MR{53.3 — B APMTUD , BEREBREEERKMNIP MTU - MPLSAH R
B, ZEEPMTUDA LR 2 R HBGPATFEN MBI R , M TR
ERAEEZWTCP(BGP)MBIRA — &3 — B AMPLSHIZ & -

<#root>

as seen on R4 - Active
TCP path MTU discovery enabled
MPLS LDP enabled
TCP session initial state

RP/0/0/CPUO:R4#show tcp detail pcb 0x153bdaf0

Mon May 17 08:32:16.673 UTC

Connection state is ESTAB, I/O status: O,

socket status:

0


https://tools.ietf.org/html/rfc1191
https://tools.ietf.org/html/rfc1191
https://tools.ietf.org/html/rfc1191
https://tools.cisco.com/bugsearch/bug/CSCvf10395
https://tools.cisco.com/bugsearch/bug/CSCvf10395

Established at Mon May 17 08:31:57 2021

PCB 0x153bdaf0, SO 0x153acc80, TCPCB 0xl1l53acea8, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 757

Local host: 192.168.0.4, Local port: 57400 (Local App PID: 1196319)
Foreign host: 192.168.0.1, Foreign port: 179

(Local App PID/instance/SPL_APP_ID: 1196319/1/0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 1 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 2 1 0
KeepAlive 1 0 0
PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0

iss: 1386459919 snduna: 1386460037 sndnxt: 1386460037
sndmax: 1386460037 sndwnd: 32726 sndcwnd: 4380
irs: 3874414679 rcvnxt: 3874414864 rcvwnd: 32678 rcvadv: 3874447542

SRTT: 48 ms, RTTO: 300 ms, RTV: 228 ms, KRTT: O ms
minRTT: 9 ms, maxRTT: 229 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 10, connect retry interval: 30 secs

State flags: none
Feature flags: Win Scale, Nagle,

Pat h Mru

Request flags: Win Scale

Datagrans (in bytes): MSS 1460, peer MSS 1460, nmin MSS 1460, nax MSS 1460

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO
Socket states: SS_ISCONNECTED, SS_PRIV
Socket receive buffer states: SB_DEL_WAKEUP
Socket send buffer states: SB_DEL_WAKEUP
Socket receive buffer: Low/High watermark 1/32768
Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0
Socket misc info : Rcv data size (sb_cc) 0, so_glen O,
so_g0len 0, so_glimit 0, so_error O
so_auto_rearm 1

PDU information:
#PDU's in buffer: 0



FIB Lookup Cache: 1IFH: O0x40 PD ctx: size: 0 data:
Num Labels: 1 Label Stack: 0x5dc2
Num of peers with authentication info: 0

RP/0/0/CPUO: R4#

#R1EEFMTCP(BGP)MBIRE — #W3h — EAMPLSHZ R !

<{froot>

as seen on R1 - Passive

TCP path MTU discovery enabled
MPLS LDP enabled

TCP session initial state

RP/0/0/CPUO:R1#show tcp detail pcb 0Ox153acc8c
Mon May 17 08:32:56.618 UTC

Connection state is ESTAB, I/O status: 0, socket status: O
Established at Mon May 17 08:31:55 2021

PCB 0x153acc8c, SO 0x153adad4, TCPCB 0x153adcfc, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 757

Local host: 192.168.0.1, Local port: 179 (Local App PID: 1192224)
Foreign host: 192.168.0.4, Foreign port: 57400

(Local App PID/instance/SPL_APP_ID: 1192224/1/0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 0
Sendwnd
TimeWait
AckHold
KeepAlive
PmtuAger
GiveUp
Throttle

O OO R WOOoO W
OO OO Rr OOoOOo
O OO O OO Oo

iss: 3874414679 snduna: 3874414864 sndnxt: 3874414864
sndmax: 3874414864 sndwnd: 32678 sndcwnd: 4380
irs: 1386459919 rcvnxt: 1386460037 rcvwnd: 32726 rcvadv: 1386492763

SRTT: 45 ms, RTTO: 300 ms, RTV: 239 ms, KRTT: O ms
minRTT: 19 ms, maxRTT: 229 ms

ACK hold time: 200 ms, Keepalive time: O sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Win Scale, Nagle,

Pat h MU

Request flags: Win Scale



Datagrans (in bytes): MSS 1460, peer MSS 1460, nmin MSS 1460, nax MSS 1460

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO
Socket states: SS_ISCONNECTED, SS_PRIV
Socket receive buffer states: SB_DEL_WAKEUP
Socket send buffer states: SB_DEL_WAKEUP
Socket receive buffer: Low/High watermark 1/32768
Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0
Socket misc info : Rcv data size (sb_cc) 0, so_glen O,
so_g0len 0, so_glimit 0, so_error O
so_auto_rearm 1

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: O0x20 PD ctx: size: 0 data:
Num Labels: 1 Label Stack: 0x5dc3

Num of peers with authentication info: 0

RP/0/0/CPUO:R1#

FiEAMPLSHZ RS , WEIEEIYTCP(LDP)AENFMES., BIE , ENENAX
TCP(BGP)&EMIMSSItEMNFEN BRI EA FTCP(LDP)&1E, flin , ,\“R3$IJR2
TCP(LDP)&EMSSITE A LR LT

« R2FRIFFEAS512FTTHIFEERIAIP MTU,
- BEBEHAEE MTU £,
« TCPHEMHEREEERE (TCPAFEERLEAOZEET ),
- R3BEELDPiE#E,
- R3ZIEMSSH47T2ZTIHISYN,
- 512 (#0OIP MTU ) — 20(minTCP_H)- 20(minIP_H).
- R2KI#ESYN, ACK , EMSSH472F %,
- Ki%A[Received MSS; A it ¥ #5MSS]o
- BERAT2FITMSS; A #BMSS 472F 7,
- BN E S LIS FERARIEMSSE,

TCP(LDP)A&E#ME S , N1ER3 - ACTIVE - MPLSE A A RHFR

<tfroot>

! — as seen on R3 - Active

- TCP path MTU discovery enabled
MPLS LDP enabled

! — TCP session initial state

RP/0/0/CPUO:R3#show tcp detail pcb 0x15393fbc
Mon May 17 08:33:30.627 UTC



Connection state is ESTAB, I/0 status: 0, socket status: O
Established at Mon May 17 08:30:04 2021

PCB 0x15393fbc, SO 0x15393d94, TCPCB 0x153941b4, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 970

Local host: 192.168.0.3, Local port: 57146 (Local App PID: 1151216)
Foreign host: 192.168.0.2, Foreign port: 646

(Local App PID/instance/SPL_APP_ID: 1151216/0/0)

Current send queue size in bytes: 0 (max 16384)
Current receive queue size in bytes: 0 (max 16384) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 60)

Timer Starts Wakeups Next(msec)
Retrans 8 1 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 6 4 0
KeepAlive 1 0 0
PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0

iss: 2917752466 snduna: 2917752838 sndnxt: 2917752838
sndmax: 2917752838 sndwnd: 16013 sndcwnd: 944
irs: 228184383 rcvnxt: 228184763 rcvwnd: 16005 rcvadv: 228200768

SRTT: 103 ms, RTTO: 580 ms, RTV: 477 ms, KRTT: O ms
minRTT: 9 ms, maxRTT: 279 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 1, connect retry interval: 3 secs

State flags: none
Feature flags: Win Scale, Nagle,

Pat h Mru

Request flags: Win Scale

Datagrans (in bytes): MSS 472, peer MSS 472, min MSS 472, max MSS 472

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO
Socket states: SS_ISCONNECTED, SS_PRIV
Socket receive buffer states: SB_SEL, SB_DEL_WAKEUP
Socket send buffer states: SB_DEL_WAKEUP
Socket receive buffer: Low/High watermark 1/16384
Socket send buffer : Low/High watermark 2048/16384, Notify threshold 0
Socket misc info : Rcv data size (sb_cc) 0, so_glen O,
so_g0len 0, so_glimit 0, so_error O
so_auto_rearm 1



PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: O0x40 PD ctx: size: 0 data:
Num Labels: 1 Label Stack: 0x5dc2

Num of peers with authentication info: 0

RP/0/0/CPUO:R3#

TCP(LDP)&FFMER , WIR2LPIR — #3h — BAMPLSHZ R

<{froot>

as seen on R2 - Passive

TCP path MTU discovery enabled
MPLS LDP enabled

TCP session initial state

RP/0/0/CPUO:R2#show tcp detail pcb 0x153alf44
Mon May 17 08:34:28.843 UTC

Connection state is ESTAB, I/O status: 0, socket status: O
Established at Mon May 17 08:30:31 2021

PCB 0x153al1f44, SO 0x153aldlc, TCPCB 0x153a213c, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 970

Local host: 192.168.0.2, Local port: 646 (Local App PID: 1151216)
Foreign host: 192.168.0.3, Foreign port: 57146

(Local App PID/instance/SPL_APP_ID: 1151216/0/0)

Current send queue size in bytes: 0 (max 16384)
Current receive queue size in bytes: 0 (max 16384) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 60)

Timer Starts Wakeups Next(msec)
Retrans 7 0 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 7 5 0
KeepAlive 1 0 0
PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0

iss: 228184383 snduna: 228184763 sndnxt: 228184763
sndmax: 228184763 sndwnd: 16005 sndcwnd: 944
irs: 2917752466 rcvnxt: 2917752856 rcvwnd: 15995 rcvadv: 2917768851

SRTT: 95 ms, RTTO: 561 ms, RTV: 466 ms, KRTT: O ms
minRTT: 0 ms, maxRTT: 219 ms

ACK hold time: 200 ms, Keepalive time: O sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Win Scale, Nagle,

Pat h MU



Request flags: Win Scale

Datagrans (in bytes): MSS 472, peer MSS 472, min MSS 472, max MSS 472

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO
Socket states: SS_ISCONNECTED, SS_PRIV
Socket receive buffer states: SB_SEL, SB_DEL_WAKEUP
Socket send buffer states: SB_DEL_WAKEUP
Socket receive buffer: Low/High watermark 1/16384
Socket send buffer : Low/High watermark 2048/16384, Notify threshold 0
Socket misc info : Rcv data size (sb_cc) 0, so_glen O,
so_g0len 0, so_glimit 0, so_error O
so_auto_rearm 1

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: 0x60 PD ctx: size: 0 data:
Num Labels: 1 Label Stack: 0x5dcl

Num of peers with authentication info: 0

RP/0/0/CPUO:R2#

EBIBGP&ERE , RIXEBGPEFHEHERICMPEE(BEMNERAE — KRIFESTEHR — KRB
4RERBER2T A, ZTHARAET RR1LEAKXTCP PMTUD, HIXFERE RN EXBGPEHHE
HIPEIEEIRE TDF{ , HF BER2/RIMERFEANS12FZTHIP MTUNFIPEIEEAMI16FET ., 5
2RI —#E | BRIICMPE B4t A PMTUD, EZEIJQEMPLSHEE*Ett , BAMPLSE RN ERET
TRR2ICMPHEEHREBEN T —HEBEW Tk — KRB, FEHER — R184), EHEH
MPLSHZEH |, T—BEMTUE S T4ZTTHHAMPLSTF 4 | ‘*iﬂik#b.EEthE’JtHDMPLsh\
SHERR | ZzuLxTiﬁu‘wﬁ/T\o

ER1EEFIWTCPEEMTULRI — #3) — EAMPLSHIZ R :

<tfroot>

as seen from R1 - Passive

- R1 sends BGP Update message with IP Tength of 1116 Bytes

Note MPLS Header as packet is to be Tabel-switched (single label ; IGP Tabel)
note IP Header Flags shows DF bit set

455 0.044859 192.168.0.1 192.168.0.4 BGP 1134  UPDATE Message, KEEPALIVE Message

Frame 455: 1134 bytes on wire (9072 bits), 1134 bytes captured (9072 bits) on interface 0
Ethernet II, Src: fa:16:3e:42:18:05 (fa:16:3e:42:18:05), Dst: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80)

Mul ti Protocol Label Switching Header

, Label: 24002, Exp: 6, S: 1, TTL: 255
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4



0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 1116

Identification: Oxcédd (50909)
Flags: 0x02 (Don't Fragment)

0... .... = Reserved bit: Not set
.1.. .... = Don't fragnment: Set
0. .... = More fragments: Not set

Fragment offset: 0

Time to Tive: 255

Protocol: TCP (6)

Header checksum: Oxa5f4 [validation disabled]

[Header checksum status: Unverified]

Source: 192.168.0.1

Destination: 192.168.0.4

[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]
Transmission Control Protocol, Src Port: 179, Dst Port: 57400, Seq: 242, Ack: 175, Len: 1076
Border Gateway Protocol - UPDATE Message
Border Gateway Protocol - KEEPALIVE Message
<snip>

! — as seen from R1 - Passive

! — IP MTU on R2/R3 of 512 bytes is lower than IP packet length and DF bit 1is set

! — R1 receives ICMP error message from R2

! - note R2 ICMP error message carries Next-Hop MTU

! — “The size in octets of the largest datagram that could be forwarded, along the path of
! the original datagram, without being fragmented at this router. The size includes the
! IP header and IP data, and does not include any Tower-Tevel headers.”
! — In present MPLS-enabled scenario Next-Hop MTU value is 508 bytes
! — In previous non-MPLS scenario Next-Hop MTU value was 512 bytes

456 0.014117 10.2.3.1 192.168.0.1 ICMP 182

Desti nati on unreachabl e (Fragnmentati on needed)

Frame 456: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) on interface 0
Ethernet II, Src: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80), Dst: fa:16:3e:42:18:05 (fa:16:3e:42:18:05)
Internet Protocol Version 4, Src: 10.2.3.1, Dst: 192.168.0.1
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
Total Length: 168
Identification: 0x001f (31)
Flags: 0x00
0... Reserved bit: Not set
.0.. Don't fragment: Not set
..0. .... = More fragments: Not se
Fragment offset: 0
Time to Tive: 251

Protocol : ICWP (1)



Header checksum: 0xb031 [validation disabled]
[Header checksum status: Unverified]
Source: 10.2.3.1

Destination:

192.168.0.1

[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]

Internet Control Message Protocol

MIU

457

Len=

460

Len=

461

Len=

463

Type: 3 (Destination unreachabl e)

Code: 4 (Fragnentati on needed)

Checksum: 0x5199 [correct]
[Checksum Status: Good]

Length: 17

[Length of original datagram: 68]

Unused: 0011

of next hop: 508

Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
Transmission Control Protocol, Src Port: 179, Dst Port: 57400, Seq: 3874414921, Ack: 1386460094
Border Gateway Protocol - UPDATE Message

As seen from R1 - Passive
Hint is provided by ICMP unreachable message MTU of next-hop field: 508 bytes

R1 then considers this value and retransmits BGP Update split in three distinct packets
Sum of TCP length = 468 + 468 + 140 = 1076 bytes

0.006689

468

0.004001

468

0.001788

140

0.056695

192.168.0.1 192.168.0.4 TCP

192.168.0.

192.168.0.

192.168.0.

! — As seen from Rl - Passive -
! — TCP PMTUD 1is triggered once

RP/0/0/CPUO:May
RP/0/0/CPUO:May
RP/0/0/CPUO:May
RP/0/0/CPUO:May
RP/0/0/CPUO:May
RP/0/0/CPUO:May
RP/0/0/CPUO:May
RP/0/0/CPUO:May

attempt new

17
17
17
17
17
17
17
17

08:
08:
08:
08:
08:
08:
08:
08:

29:
29:
35:
35:
35:
35:
35:
35:

56.
56.
51.
51.
51.
51.
51.
51.

131
131
726
726
726
726
726
726

1 192.168.0.4 TCP

1 192.168.0.4 TCP

4 192.168.0.1 TCP

526 [TCP Retransmission] 179 - 57400 [ACK] Seq=24
526 [TCP Retransmission] 179 - 57400 [ACK] Seq=71
198 [TCP Retransmission] 179 -» 57400 [PSH, ACK] S
54 57400 » 179 [ACK] Seq=175 Ack=1318 Win=31545 Le

"debug tcp pmtud' and 'debug icmp' active
ICMP unreachable received

UTC: tcp[399]: [tl] Try to enable path MTU discovery(neww age timer: 10
UTC: tcp[399]: [t1l] Path mtu is ON (age-timer: 10)

UTC: 1ipv4_io[266]:
UTC: 1ipv4_io[266]:
UTC: 1ipv4_io[266]:
UTC: 1ipv4_io[266]:
UTC: 1ipv4_io[266]:

ip_icmp_lib_ipv4_receive: Receiving pak(0xb0c07d8f)
Entering ipv4_mtu_update_cb

IPv4 ICMP: Received ICMP too big from 192.168.0.1 ab
ipv4_icmp_unreachable_rcvd ICMP unreach recvd: sendi
ip_icmp_lib_ipvé4_receive: sending pak(0xb0c07d8f) to

UTC: tcp[399]: [t4] PCB Ox1l53acc8c: Process ICMP Dest-unreach (next hop

MSS 468 = MTU of next-hop(508) - TCP_H(20) - IP_H(20)



RP/0/0/CPUO:May 17 08:35:51.726 UTC: tcp[399]: [t4] PCB 0Ox153acc8c: Try to use new MSS: 468
RP/0/0/CPUO:May 17 08:35:51.726 UTC: tcp[399]: [t4] PCB 0x153acc8c, New path MTU decided to

! — over time PMTUD attempts to raise MSS as per egress interface configured MTU
RP/0/0/CPUO:May 17 08:45:51.745 UTC: tcp[399]: [t29] PCB 0x153acc8c: Trying next higher MTU:

RP/0/0/CPUO:May 17 08:47:51.757 UTC: tcp[399]: [t29] PCB 0x153acc8c: Trying next higher MTU:
RP/0/0/CPUO:May 17 08:49:51.769 UTC: tcp[399]: [t29] PCB 0x153acc8c: Trying next higher MTU:

MR1 — #3) — TCP PMTUD## X — /Z AAMPLSHYZ A BLE W :

<{froot>

! — as seen on Rl - Passive
! — Rl session details after TCP PMTUD trigger

RP/0/0/CPUO:R1#show tcp detail pcb 0Ox153acc8c
Mon May 17 08:43:07.077 UTC

Connection state is ESTAB, I/O status: 240, socket status: O
Established at Mon May 17 08:31:55 2021

PCB 0x153acc8c, SO 0x153adad4, TCPCB 0x153adcfc, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 757

Local host: 192.168.0.1, Local port: 179 (Local App PID: 1192224)
Foreign host: 192.168.0.4, Foreign port: 57400

(Local App PID/instance/SPL_APP_ID: 1192224/1/0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 15 0 0
SendWnd 0 0 0
TimeWait 0 0 0
AckHold 14 9 0
KeepAlive 1 0 0
Pt uAger 1 0 164599
GiveUp 0 0 0
Throttle 0 0 0

iss: 3874414679 snduna: 3874416130 sndnxt: 3874416130
sndmax: 3874416130 sndwnd: 31412 sndcwnd: 936
irs: 1386459919 rcvnxt: 1386460246 rcvwnd: 32517 rcvadv: 1386492763

SRTT: 180 ms, RTTO: 509 ms, RTV: 329 ms, KRTT: O ms
minRTT: 19 ms, maxRTT: 239 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: PMTU ager
Feature flags: Win Scale, Nagle,

use:

966
1452
1460

468



Pat h Mru

Request flags: Win Scale

Dat agrans (in bytes): MSS 468, peer MSS 1460, min MSS 468, max MSS 1460

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent O
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO
Socket states: SS_ISCONNECTED, SS_PRIV
Socket receive buffer states: SB_DEL_WAKEUP
Socket send buffer states: SB_DEL_WAKEUP
Socket receive buffer: Low/High watermark 1/32768
Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0
Socket misc info : Rcv data size (sb_cc) 0, so_glen O,
so_g0len 0, so_glimit 0, so_error O
so_auto_rearm 1

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: 0x20 PD ctx: size: 0 data:
Num Labels: 1 Label Stack: 0x5dc3

Num of peers with authentication info: 0

RP/0/0/CPUO:R1#

BEE , EBAMPLSHZED |, TRAR2 ICMPEEHREEN T —BMTUNER T B OMPLSHRZ
ik, Eft—LRX—FmE , BERT—NRHl. MREERITEMNIPEIESSLIVPNARS B
, MERELUAARMMEEZETAMIE (IGPHRERMVPNIFRE ) . RE, T—HOMTUS RRFTE
RS HER KD, BSHXEH .

R1 - PASSIVE - L3 VPNIREZHIB DRI :

<{froot>

! - as seen from R1 - Passive

I — L3 VPN service packet is sourced by node Rl and destined to node R4

! — Note presence of MPLS Tabel stack - both IGP and VPN Tabel are present

! — Note IP Total Length of 610 bytes higher than the IP MTU on R2/R3 segment
I — note IP Header Flags shows DF bit set

2024 0.302370 10.1.14.1 10.1.14.14 TELNET 632 Telnet Data ...

Frame 2024: 632 bytes on wire (5056 bits), 632 bytes captured (5056 bits) on interface 0
Ethernet II, Src: fa:16:3e:42:18:05 (fa:16:3e:42:18:05), Dst: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80)

Mul ti Protocol Label Switching Header, Label: 24002, Exp: 0, S: 0, TTL: 255

0000 0101 1101 1100 0010 .... .... .... = MPLS Label: 24002
. 000. .... .... = MPLS Experimental Bits: 0



B O MPLS Bottom Of Label Stack: O
. 1111 1111 = MPLS TTL: 255

Mul ti Protocol Label Swi tching Header, Label: 24005, Exp: 0, S: 1, TTL: 255

MPLS Label: 24005
. 000. MPLS Experimental Bits: O
S MPLS Bottom Of Label Stack: 1
e e e e e . 1111 1111 = MPLS TTL: 255
Internet Protocol Version 4, Src: 10.1.14.1, Dst: 10.1.14.14
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
Total Length: 610
Identification: 0x7c9f (31903)
Flags: 0x02 (Don't Fragment)

0000 0101 1101 1100 0101 ....

0... .... = Reserved bit: Not set
.1.. .... = Don't fragnment: Set
0. .... = More fragments: Not set

Fragment offset: 0
Time to Tive: 255
Protocol: TCP (6)
Header checksum: Oxcce5 [validation disabled]
[Header checksum status: Unverified]
Source: 10.1.14.1
Destination: 10.1.14.14
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Transmission Control Protocol, Src Port: 22008, Dst Port: 23, Seq: 34755, Ack: 93250, Len: 570

MER1 EFE|H — PASSIVE - L3 VPNARS — ICMP3EEL3/X5584:

<#froot>

! - as seen from R1 - Passive

! — IP MTU on R2/R3 of 512 bytes is lower than IP packet length and DF bit 1is set

! — Rl receives ICMP error message from R2

I — note R2 ICMP error message carries Next-Hop MTU

! - “The size in octets of the largest datagram that could be forwarded, along the path of
! the original datagram, without being fragmented at this router. The size includes the
! IP header and IP data, and does not include any Tower-Tevel headers.”
I — In present L3VPN MPLS-enabled scenario (dual-label) Next-Hop MTU value is 504 bytes
! — In previous MPLS scenario (single-label) Next-Hop MTU value was 508 bytes

2030 0.020299 10.2.3.1 10.1.14.1 ICMP 190

Desti nati on unreachabl e (Fragnmentati on needed)

Frame 2030: 190 bytes on wire (1520 bits), 190 bytes captured (1520 bits) on interface 0
Ethernet II, Src: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80), Dst: fa:16:3e:42:18:05 (fa:16:3e:42:18:05)
MuTltiProtocol Label Switching Header, Label: 24005, Exp: 0, S: 1, TTL: 251
0000 0101 1101 1100 0101 .... MPLS Label: 24005
. 000. MPLS Experimental Bits: 0



S MPLS Bottom Of Label Stack: 1
e e e e . . 1111 1011 MPLS TTL: 251
Internet Protocol Version 4, Src: 10.2.3.1, Dst: 10.1.14.1

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
Total Length: 172
Identification: 0x002b (43)
Flags: 0x00

0... Reserved bit: Not set

.0.. Don't fragment: Not set

..0. .... = More fragments: Not set
Fragment offset: 0
Time to Tive: 253

Protocol: ICW (1)

Header checksum: 0x9821 [validation disabled]
[Header checksum status: Unverified]
Source: 10.2.3.1
Destination: 10.1.14.1
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Internet Control Message Protocol

Type: 3 (Destination unreachabl e)

Code: 4 (Fragnentati on needed)

Checksum: Oxbbac [correct]
[Checksum Status: Good]

Length: 17

[Length of original datagram: 68]
Unused: 0011

MIU of next hop: 504

Internet Protocol Version 4, Src: 10.1.14.1, Dst: 10.1.14.14
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
Total Length: 610
Identification: 0x7c9f (31903)
Flags: 0x02 (Don't Fragment)

0... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
0 . = More fragments: Not set

Fragment offset: 0
Time to Tive: 255
Protocol: TCP (6)
Header checksum: Oxcce5 [validation disabled]
[Header checksum status: Unverified]
Source: 10.1.14.1
Destination: 10.1.14.14
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Transmission Control Protocol, Src Port: 22008, Dst Port: 23, Seq: 586828435, Ack: 754580617



PMTUD - TCP3&Zi(MD5)

" AS65001 N\

Lo0
192.168.0.1/32

eser}mm GEO/0/0/0 eaEmmn GEr}mmmeGEomn GE0/0/0/0 e

== e

iBGP + tcp path-miu-discovery + TCP MD5 Loo
------------------------------------------------ 192,168.0.4/32

M{53.4 — ;5 APMTUDRTCP MD5 & %1t .

S ATCP MD5 & A IRIER LRI E S , WPMTUDITR&BSIAEAXS, S25iERANTCP
MD5 & 3 IIE £ Z —# | Cisco IOS XREEFAFE , HAEHTCPNEAMBMSSHE B,
BXRERATCPEMMNE MW HMIFMER , BSHRAEMNEATCPIEIN — XREZNFE A TCPEIN
— XR#EF 2. WHEHHTCP MSSITHE MR T :

- FRET REABRIAIP MTU 1500F %7,
TCPEBREMTURIREE A,
TCPRE M REFEIERE,
R1FIR4 L1595 A T TCP MD5 & 311,
- RAEEBGPIERE,
- RAKRIEMSSH 1436 F T HISYN,
- 1500 ( #HIP MTU ) — 20(minTCP_H)- 20(minIP_H)- 24F ¥ ( I0S XR TCPi%
4 ) o
- R1ZI%SYN , MSSH 1436 T HIACK,
- &i%[Received MSS; ZS i F] #8MSS],
- EUAIMSS 1436F T ; At #EMSS 1460F 17,
- BN EE LS RIEMSSE,

R ERABTCP SYN:

<tfroot>

I — TCP SYN sourced from R4

2408 5.695076 192.168.0.4 192.168.0.1 TCP 82 59050 » 179 [SYN] Seq=0 Win=16384 Len=0
MSS=1436
wS=1

Frame 2408: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 0
Ethernet II, Src: fa:16:3e:d7:7e:f6 (fa:16:3e:d7:7e:f6), Dst: fa:16:3e:8f:8f:54 (fa:16:3e:8f:8f:54)
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 192.168.0.1
Transmission Control Protocol, Src Port: 59050, Dst Port: 179, Seq: 0, Len: O
Source Port: 59050
Destination Port: 179
[Stream index: 8]



[TCP Segment Len: 0]
Sequence number: 0
Acknowledgment number: 0
Header Length: 48 bytes

Flags: 0x002 (SYN)

Window size value: 16384
[CalcuTated window size: 16384]
Checksum: 0x20d7 [unverified]
[Checksum Status: Unverified]
Urgent pointer: 0

(relative sequence number)

Options: (28 bytes), Maximum segment size, Window scale, No-Operation (NOP),

TCP MD5 signature

, End of Option List (EOL)
Maximum segment size: 1436 bytes
Kind: Maximum Segment Size (2)
Length: 4

MSS Val ue: 1436

Window scale: 0 (multiply by 1)
No-Operation (NOP)

TCP MD5 signature

End of Option List (EOL)

RBER1MITCP SYN, ACK:

<#froot>

I — TCP SYN,ACK sourced from R1

2409 0.004352 192.168.0.1 192.168.0.4 TCP
M5S=1436

wsS=1

82

179 - 59050 [SYN, ACK] Seq=0 Ack=1 Win=16384 Le

Frame 2409: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 0
Ethernet II, Src: fa:16:3e:8f:8f:54 (fa:16:3e:8f:8f:54), Dst: fa:16:3e:d7:7e:f6 (fa:16:3e:d7:7e:f6)

Internet Protocol Version 4, Src: 192.168.0.1, Dst:

192.168.0.4

Transmission Control Protocol, Src Port: 179, Dst Port: 59050, Seq: 0, Ack: 1, Len: O

Source Port: 179
Destination Port: 59050
[Stream index: 8]
[TCP Segment Len: 0]
Sequence number: 0
Acknowledgment number: 1
Header Length: 48 bytes
Flags: 0x012 (SYN, ACK)
Window size value: 16384
[Calculated window size: 16384]
Checksum: Oxcbf8 [unverified]
[Checksum Status: Unverified]
Urgent pointer: 0

(relative sequence number)
(relative ack number)

Options: (28 bytes), Maximum segment size, Window scale, No-Operation (NOP),

TCP MD5 signature



, End of Option List (EOL)
Maximum segment size: 1436 bytes
Kind: Maximum Segment Size (2)
Length: 4

MSS Val ue: 1436

Window scale: 0 (multiply by 1)
No-Operation (NOP)

TCP MD5 signature

End of Option List (EOL)

TCPAFEFMER ( WIR4LFTR ) — ACTIVE:

<{froot>

! — as seen from R4 - Active

RP/0/0/CPUO:R4#show tcp detail pcb 0x121542c0
Tue Jan 12 13:27:23.526 UTC

Connection state is ESTAB, I/O status: 0, socket status: O
Established at Tue Jan 12 13:25:41 2021

PCB 0x121542c0, SO 0x1213c0Oe4, TCPCB 0x12156010, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 359

Local host: 192.168.0.4, Local port: 59050 (Local App PID: 1052958)
Foreign host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 6 1 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 3 2 0
KeepAlive 1 0 0
PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0

iss: 3299472269 snduna: 3299473445 sndnxt: 3299473445
sndmax: 3299473445 sndwnd: 31646 sndcwnd: 4308
irs: 3225544359 rcvnxt: 3225545535 rcvwnd: 31665 rcvadv: 3225577200

SRTT: 89 ms, RTTO: 530 ms, RTV: 441 ms, KRTT: O ms
minRTT: 19 ms, maxRTT: 239 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 30 secs

State flags: none
Feature flags:



VD5
, Win Scale, Nagle,
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Request flags: Win Scale

Dat agrans (in bytes): MSS 1436, peer MSS 1436, nmin MSS 1436, nax MSS 1436

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent O
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO

Socket states: SS_ISCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low/High watermark 1/32768

Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: 0x40 PD ctx: size: 0 data:
Num Labels: 0 Label Stack:

RP/0/0/CPUO: R4#

R1EEFFNTCPLIEHFHES — PASSIVE:

<tfroot>

! - as seen from Rl - Passive

RP/0/0/CPUO:R1#show tcp detail pcb 0x121560ec
Tue Jan 12 13:25:59.310 UTC

Connection state is ESTAB, I/0 status: 0, socket status: O
Established at Tue Jan 12 13:25:31 2021

PCB 0x121560ec, SO 0x121556d4, TCPCB 0x121575bc, vrfid 0x60000000,
Pak Prio: Medium, TOS: 192, TTL: 255, Hash index: 359

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Foreign host: 192.168.0.4, Foreign port: 59050

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)

Timer Starts Wakeups Next(msec)
Retrans 3 0 0
Sendwnd 0 0 0
TimeWait 0 0 0
AckHold 3 2 0
KeepAlive 1 0 0



PmtuAger 0 0 0
GiveUp 0 0 0
Throttle 0 0 0

iss: 3225544359 snduna: 3225545516 sndnxt: 3225545516
sndmax: 3225545516 sndwnd: 31684 sndcwnd: 4308
irs: 3299472269 rcvnxt: 3299473426 rcvwnd: 31665 rcvadv: 3299505091

SRTT: 37 ms, RTTO: 300 ms, RTV: 244 ms, KRTT: O ms
minRTT: 9 ms, maxRTT: 239 ms

ACK hold time: 200 ms, Keepalive time: 0 sec, SYN waittime: 30 sec
Giveup time: 0 ms, Retransmission retries: 0, Retransmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags:

VD5
, Win Scale, Nagle,

Path Mru
Request flags: Win Scale

Datagrans (in bytes): MSS 1436, peer MSS 1436, nmin MSS 1460, nax MSS 1460

Window scales: rcv 0, snd 0, request rcv 0, request snd 0
Timestamp option: recent 0, recent age 0, last ACK sent 0
Sack blocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO_REUSEADDR, SO_REUSEPORT, SO_NBIO

Socket states: SS_ISCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low/High watermark 1/32768

Socket send buffer : Low/High watermark 2048/24576, Notify threshold 0

PDU information:

#PDU's in buffer: 0

FIB Lookup Cache: 1IFH: O0x40 PD ctx: size: 0 data:
Num Labels: 0 Label Stack:

RP/0/0/CPUO:R1#

PMTUD — &R

WPMTUD — &5 BEFERNIP MTUR 2 TR , BARMTCP PMTUDE#EKICMP(E Mt
AL — REZFETR — RKB4)HE, EREERBRT , ATEERRERKRX
LA RPMTUD, ERXFBERT , FRIRITCPX FF 2 H R EMNREIP MTU, MRIPHIESRE
TDFfy , #BEXNESTHREIP MTUREER , NIRZRFEIABENEBR. XEHETFUR

MRAEAEF

LHEE , BT



AT EHEERITACisco 10S XRIMEAL I KB £ BiFZ R AN ERITIRE. Nk, ER2#ED
GEO0/0/0/0 L RIPVAREATIRE , T —iRE G FCLI% L A Ro

/ AS65001 \

LoD iBGP + tcp path-mtu-discovery LoD
192.168.0.1/32 M = s EmEEEEEEEEEE EEEEEEEEEEEEEEEEE®RSEESEEE®EE®ESE®EE®EE&S== - 192.168.0.4/32

e GE0/0/0/0 _ GED/0/0/0 e GEO/D/0/1 GE0/0/0/0 e GE0/0/0/1 GE0/0/0/0 e

Rt R2 Ra R4
\ ipv4 unreachables disable /

MR 3.5 — ZEAR1/R4MR2 IPVAFR AIIARWPMTUD,

ER2EERIPVATF AL :

<ffroot>

- R2 - IP unreachables is disabled

RP/0/0/CPUO:R2#show run interface gigabitEthernet 0/0/0/0
Thu May 13 12:09:45.483 UTC

interface GigabitEthernet0/0/0/0

ipv4 address 10.1.2.2 255.255.255.252

i pv4 unreachabl es di sabl e

RP/0/0/CPUO:R2#show ipv4 interface gigabitEthernet 0/0/0/0
Thu May 13 12:10:04.112 UTC
GigabitEthernet0/0/0/0 is Up, ipv4 protocol is Up
Vrf is default (vrfid 0x60000000)
Internet address is 10.1.2.2/30
MTU is 1514 (1500 1is available to IP)
Helper address is not set
Multicast reserved groups joined: 224.0.0.2 224.0.0.1 224.0.0.5
224.0.0.6
Directed broadcast forwarding is disabled
Outgoing access Tist is not set
Inbound common access 1list is not set, access list is not set
Proxy ARP is disabled
ICMP redirects are never sent

| CMP unr eachabl es are never sent

ICMP mask replies are never sent
Table Id is 0xe0000000

Cisco 10S XRAME It BFZ RN AR EAMRHEZMX , MRMAKY , BIRKETFHTCP



ACK , AEER , BFEMARFC1191 — BEMTULHIFRREFN T —IMREELHNERE(ESH
PMTUD — BRERBREFREMWIP MTUS S , TEEEIIR), B2, Cisco IOS XREBEHIE S A 8E
HTRIMEFINHBEWHPNERPNEME , HERESIBESTEFARRBRINEE, £
T RR1ZOABROEIE S LK debug tcp pmtudBy i |, ATLAMEEIT R,

R1EMIOS-XRETARMN :

<tfroot>

I —at R1

! - Original BGP Update message is sent

! — Note IP Total Length of 1116 bytes and TCP Segment Length of 1076 bytes

! — R2 filters such packet and send and ICMP error message towards R1 which triggers PMTUD
! - But because IPv4 unreachables are disabled at R2 GE0O/0/0/0 ICMP message is not sent

! - Hence BGP message is silently filtered at R2

562 7.638774 192.168.0.1 192.168.0.4 BGP 1130 UPDATE Message, KEEPALIVE Message

Frame 562: 1130 bytes on wire (9040 bits), 1130 bytes captured (9040 bits) on interface 0
Ethernet II, Src: fa:16:3e:42:18:05 (fa:16:3e:42:18:05), Dst: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 1116

Identification: 0x4a37 (18999)
Flags: 0x02 (Don't Fragment)

0... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set

Fragment offset: 0

Time to 1ive: 255

Protocol: TCP (6)

Header checksum: 0x229b [validation disabled]

[Header checksum status: Unverified]

Source: 192.168.0.1

Destination: 192.168.0.4

[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]
Transmission Control Protocol, Src Port: 179, Dst Port: 57082, Seq: 318, Ack: 251, Len: 1076
Border Gateway Protocol - UPDATE Message
Border Gateway Protocol - KEEPALIVE Message
<snip>

I —at R1

! — No TCP ACK 1is received
!

|

Packet retransmission is attempted (2 attempts)
Note initial MSS value is of 1460 bytes

563 0.560058 192.168.0.1 192.168.0.4 TCP 1130 [TCP Retransmission] 179 - 57082 [PSH, ACK] S
564 1.101367 192.168.0.1 192.168.0.4 TCP 1130 [TCP Retransmission] 179 - 57082 [PSH, ACK] S


https://tools.ietf.org/html/rfc1191
https://tools.ietf.org/html/rfc1191
https://tools.ietf.org/html/rfc1191
https://tools.ietf.org/html/rfc1191

at R1

- Sti1l no TCP ACK received; previous retransmissions failed
Next Tower plateau value 1is attempted - 1492 bytes
Packet retransmission is attempted (2 attempts)

RP/0/0/CPUO:May 13 10:20:44.251 UTC: tcp[399]: [tl] PCB 0x15392224: Trying next Tower MTU: 1452

567 1.850294
568 1.111361

192.168.0.1 192.168.0.4 TCP
192.168.0.1 192.168.0.4 TCP

at R1

1130 [TCP Retransmission] 179 - 57082 [PSH, ACK] S
1130 [TCP Retransmission] 179 - 57082 [PSH, ACK] S

Still no TCP ACK received; previous retransmissions failed
- Next lower plateau value is attempted - 1006 bytes
Packet retransmission is attempted (2 attempts)

RP/0/0/CPUO:May 13 10:20:47.560 UTC: tcp[399]: [tl] PCB 0x15392224: Trying next lower MTU: 966

192.168.0.1 192.168.0.4 TCP
192.168.0.1 192.168.0.4 TCP

569 2.198327
570 1.109602

- at R1

- TCP Segment Lengths 468 + 468 + 140 = 1076
- TCP ACK is received from peer R4

1020 [TCP Retransmission] 179 - 57082 [ACK] Seq=31
1020 [TCP Retransmission] 179 - 57082 [ACK] Seq=31

- Stil1l no TCP ACK received; previous retransmissions failed
- Next lower plateau value is attempted - 508 bytes
- Original information (TCP Length of 1076 bytes) 1is split in three distinct packets

RP/0/0/CPUO:May 13 10:20:50.870 UTC: tcp[399]: [tl] PCB 0x15392224: Trying next lower MTU: 468

571 2.205552 192.168.0.1 192.168.0.4 TCP

Len=468

573 0.004254 192.168.0.1 192.168.0.4 TCP

Len=468

574 0.002724 192.168.0.1 192.168.0.4 TCP

Len=140

! — Peer R4 TCP ACK is received

575 0.223172 192.168.0.4 192.168.0.1 TCP

522 [TCP Retransmission] 179 - 57082 [ACK] Seq=31
522 [TCP Retransmission] 179 - 57082 [ACK] Seq=78
194 [TCP Retransmission] 179 - 57082 [PSH, ACK] S

54 57082 » 179 [ACK] Seq=251 Ack=1394 Win=31469 Le
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