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In this figure, ethernet 0 and ethernet 1 will

bhe defined as NAT inside infterfaces and
serial 0 will be defined as a NAT outside
interface.

Examples

1. RV B P U5 7 BBk

REBEAWRIMAF I REInternet , BRXEEBHNABURBAGNAFT ? MIRESERMPHIREZ
MAREEFERERBIRE , WEEIRLNE MU S 6E A A Rkt

BEERERT —MIEHNNERIER , EPFEX T RERMS SR HERED,



Inside Cloud Outside Cloud

10.10.10.1/24

Inside 172.16.10.64/24

devices

External network

10.10.20.1/24

he available valid addresses which we can
use are in the range of 172.16.10.1 through
172.16.10.63

ARGl BRENATAYRHBNEERE (RESA TR ) RREADRE0EE , ¥
BET A RN AR R, TR B A EE R M 172.16.10.1 3
172.16.10.63,

DR AEE NAT, EXR EEFRENKNES , FEAZNS NAT. EXRAZZS NAT &Y, BEHRH
HNERREVRZEN , " EFEMUFRNREBIRAR , INMIRBLXEXZANT. ZEE2THE
TS NAT, B85 NAT 2FBSEENKRREERRRY L MEFTEMRE.

FARAEIR | EFEUF NAT REN HENARIRFHRAE -V BRI , SRR EIRZ R
NHEENER A, =5 AN overloading, ML IR T AU EL & 8 70 75 3% H R A,

BLE NAT LA VA &R A 7 17 8] BBk

NAT B% 2%

interface ethernet 0
ip address 10.10.10.1 255.255.255.0
ip nat inside

!--- Defines Ethernet 0 with an IP address and as a NAT inside interface.
interface ethernet 1

ip address 10.10.20.1 255.255.255.0
ip nat inside




I--- Defines Ethernet 1 with an IP address and as a NAT inside interface.

interface serial 0
ip address 172.16.10.64 255.255.255.0
ip nat outside

!--- Defines serial 0 with an IP address and as a NAT outside interface.
ip nat pool no-overload 172.16.10.1 172.16.10.63 prefix 24

!--- Defines a NAT pool named no-overload with a range of addresses
/---172.16.10.1 - 172.16.10.63.

ip nat inside source list 7 pool no-overload

!--- Indicates that any packets received on the inside interface that
!I--- are permitted by access-1ist 7 has

!--- the source address translated to an address out of the

!--- NAT pool "no-overload".

access-1list 7 permit 10.10.10.0 0.0.0.31

access-1list 7 permit 10.10.20.0 0.0.0.31

I--- Access-1ist 7 permits packets with source addresses ranging from
/---10.10.10.0 through 10.10.10.31 and 10.10.20.0 through 10.10.20.31.

N oxs CiscosB ZUIZB N B E(F Apermit anyBL ENATEH S 5| AR RIFIR, MBEENATHE
Apermitany , &5 ASZHEAHBFER , NI T ESBEMEMEE,

BAE , EZAEES |, access-list 7 (X AFFREB M 10.10.10.0 B8] 32 N itbit FK B FM
10.10.20.0 BRI 32 Pitist, Hit , RABKRIXLE R, ABNE L ATRREEMIEEEEINH
i, {Bix e & B R,

BLE NAT AR VFAERA I 175 R BB

NAT %25

interface ethernet 0
ip address 10.10.10.1 255.255.255.0
ip nat inside

I--- Defines Ethernet 0 with an IP address and as a NAT inside interface.

interface ethernet 1
ip address 10.10.20.1 255.255.255.0




ip nat inside

!--- Defines Ethernet 1 with an IP address and as a NAT inside interface.
interface serial 0

ip address 172.16.10.64 255.255.255.0

ip nat outside

!--- Defines serial 0 with an IP address and as a NAT outside interface.
ip nat pool ovrld 172.16.10.1 172.16.10.1 prefix 24

!--- Defines a NAT pool named ovrid with a range of a single IP
!--- address, 172.16.10.1.

ip nat inside source 1list 7 pool ovrld overload

!--- Indicates that any packets received on the inside interface that
I--- are permitted by access-1list 7 has the source address

!I--- translated to an address out of the NAT pool named ovrid.

!I--- Translations are overloaded, which allows multiple inside

!--- devices to be translated to the same valid IP address.

access-1list 7 permit 10.10.10.0 0.0.0.31
access-1list 7 permit 10.10.20.0 0.0.0.31

I--- Access-1ist 7 permits packets with source addresses ranging from
/---10.10.10.0 through 10.10.10.31 and 10.10.20.0 through 10.10.20.31.

T2 EZENEZNEE D ownd NATHHE M RE — M ibukSEE . ip nat inside source list 7 pool
ovrId overload X — 1T = HF X B 17A“overload” L 1F NAT 2NN ZFRZEFRBZHPE—
Mok A

a3 — 22 ip nat inside source list 7 interface serial 0 overload , T NAT B.& H 7
B4 serial 0 ORI EFH
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In the above topology, devices on the
outside need the ability to originate
communication with the mailserver on
the inside.
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RiEBE
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Inside NAT i
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LLl

In the above topology, devices on the
outside are sending web traffic to TCP
port 80 bt the webserver on the inside

is only listening on TCP port 8080

EEM ERMERERFARNEAOZE , BALUREREEE NAT FRE 172.16.10.8:80 HI/LED
BIESEE@ME 172.16.10.8:8080, it , BA LI static nat i HREKR TCP xS, THE
T EERS

B E NAT LU TCP REEEM T H M TCP im0 st ik

NAT B% 2%

interface ethernet 0
ip address 172.16.10.1 255.255.255.0
ip nat inside

!--- Defines Ethernet 0 with an IP address and as a NAT inside interface.
interface serial 0
ip address 10.200.200.5 255.255.255.252

ip nat outside

!I--- Defines serial 0 with an IP address and as a NAT outside interface.

ip nat inside source static tcp 172.16.10.8 8080 172.16.10.8 80

!I--- Static NAT command that states any packet received in the inside
!--- interface with a source IP address of 172.16.10.8:8080 1is
!I--- translated to 172.16.10.8:80.

~ AE  BANATHSHEEWHERSE | Rttt 7172.16.10.8:808087 N4 O A U B BV AT 3K
A& N172.16.10.8:80, Xt EKE B Fritiit 7172.16.10.8:8089 A 2Bz O L W BRI 1E



N AEaHETERESEY172.16.10.8:8080.

show ip nat translations
Pro Inside global Inside local Outside local Outside global
tcp 172.16.10.8:80 172.16.10.8:8080 --- -—-
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NAT B% 2%

interface ethernet 0

ip address 172.16.10.1 255.255.255.0

ip nat outside

!--- Defines Ethernet 0 with an IP address and as a NAT outside interface.
interface ethernet 1

ip address 172.16.50.1 255.255.255.0

ip nat inside

!--- Defines Ethernet 1 with an IP address and as a NAT inside interface.
interface serial 0

ip address 10.200.200.5 255.255.255.252

!--- Defines serial 0 with an IP address. This interface is not

!I--- participating in NAT.

ip nat inside source static 172.16.50.8 172.16.10.8

!I--- States that any packet received on the inside interface with a
!I--- source IP address of 172.16.50.8 is translated to 172.16.10.8.

N B AFBITRMinside source NATEI S B K& 7E H 9 #3477 172.16.10.849 /865 O L 1k
T BRIE 0 B AT b D EE IR 172.16.50.8,
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— X —BRGT M Z XS ZBREF 2 A1 A (X 3

—NES NAT BB G — 1 —X —RVRS | FERENEEIHRRN S — Mk, ABERREER
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AR ( WeRH, Web, FTP % ) MEHBERER. Hlm

<{froot>

Router(config)#

ip nat inside source static 10.3.2.11 10.41.10.12

Router(config)#


https://www.ietf.org/rfc/rfc1918.txt

ip nat inside source static 10.3.2.12 10.41.10.13

S AN KD T EERAKERENIET , 29785 NAT REM. HENEIMGEREA QIZhut 2 R
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EUEREENBENRRNTERS , WaNERKRFPBIERZS NAT %8B, RAESRHIRE S , #5
—AaEHEMA,

Bign  FEKFEAEENUT SR
1. B — Mk,

<#root>
Router(config)#

ip nat pool MYPOOLEXAMPLE 10.41.10.1 10.41.10.41 netnmask 255. 255.255.0

2. IR AR BY P ER R 45 B 177 18 51 3%

<#root>
Router(config)#

access-list 100 pernit ip 10.3.2.0 0.0.0.255 any

3. I access-list 100 ( EFRHIBMLE 10.3.2.0 0.0.0.255 #1T NAT 24E ) <BE/ith
SYPOOLEXAMPLE , ARG &bk,

<#root>
Router(config)#

ip nat inside source list 100 pool MYPOOLEXAMPLE overl oad

ISIE NAT 121E

BE NAT 5, BRIIHERRMHEZET. ZUUBESZHARXKRIAXMNEN - FHANE D HTES.
showi@s S debugi o BXNATRIFHFEMTRA , FSRBIENATEEFERNAT,
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