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AR RS LB GN{A] B B 5 ip nat outside sourcelist , MM BENATEREAIPHIBEZ S X EMTAE R
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AR B EAEENER,
EEL: PR

A RFHHEBEETIZ1TCisco IOS®E R A HY Ciscolg B .

AXHEPNEEHRETREXRENEFNRZEFEEN, AXEFEANAAERZHRNERAR
(BN ) BE. MREHMNELTEIRES , BHRRETHEAARTRBELE,

BRER

BULER SRS, BRMNFESNERE M EREE R P BIESHNIFRBIE, RETTUERRUAER
BHE( NFHERIBEMEINET ) EHe P BIESHE R, K TEEBRNEEFERTIEEA
, RA LR MEN it SMEA BB EEE, LERMNZRUMEZE R B,
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BRXERAVBFRESR , FSH Cisco RARE RN,

BoE
A5 REE X NARBAEFE DN E S,
~

AR EERANEFAGTSHEMER  BEAGSERIE (NXREMAF ).

P £% B
AR AT MERE -

Qutside Inside

R1 |
172.16.88.1/24 e 254 253 gy 202
\_  Loopback0 Gio/o Gio/o Gio/1

) NAT-Router 201 G 172.31.1.1/24

172.16.191.252/30 5i0/0 | Loopback0 /

172.31.192.0/24

MBS B BER 1A IR EI 32 M 042 0 (172.16.88.1) 6 B B S5 R2MV IR EI 2 O 038 A (172.31.1.1) & Hiping &
S, HeREUTT—RINEH :

1. B OHE X BRHSBRIGHECSRZZIINATEAS , AN E 7TRIAKH. ENATEAHSEHN
AZBEO L |, BIEETHIRBUE(SA)N172.16.88.1 , B Byttt (DA)R172.31.1.1,

2. NAT#i# : B Fip nat outside source listan 5 fYaccess-list 1 2 1FSA , R H R R
NATHNET R Eyibit, FEXFERT , ik 7172.31.16.10 , XENAT A E—
Al A bt

. BHAER . HRE  NATHRHESB[EEHRAXRDPERERHARBELIES, BRASREHEAA
BEO#ERZBES , ESARN172.31.16.10,DAR172.31.1.1, BRHER2E T M
172.31.16.10% 3% InternetiZ #5H 2 M (ICMP) B R B & # TN, MRBHAERZEEEHR
172.31.16. 10098 H , M&EZFZHED,

4. EELE  BEXMERT , BREAFRR2EBRIARKS , Rt EfEASA 172.31.1.1HDA
172.31.16. 10 M B BB B LA BINATER B8R, NATEHBREEAED LERKES , Hi
E@M172.31.16. 101 BB, WREEEHEH , WRERICMPR ANERZ# 1T,

5. ##MEE : FEXFER T , B TFip nat outside sourcefi 5 #add-routeit I , NAT-Router&
BEE172.31.16. 10098 B |, ZETURIEINED 2 /3 b 1k TSN SR 2 tth 3 11k 27 18] 9 3% 2 78 00 E WL B&


https://www.cisco.com/c/zh_cn/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
https://www.cisco.com/c/zh_cn/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

M. NATEHNHEQERERKIREN(172.16.88.1) , H KRB I MNHE/N IO K HE R
HER1,

BLE

B EHER R1

hostname R1
!

I--- Output suppressed.

!
interface L oopbackO

ip address 172.16.88.1 255.255.255.0
!

I--- Output suppressed.

!

interface GigabitEthernet0/0

ip address 172.16.191.254 255.255.255.252
duplex auto

speed auto
!

I--- Output suppressed.
ip route 0.0.0.0 0.0.0.0 172.16.191.253

I--- Default route to forward packetsto NAT-Router.
I--- Output suppressed.

B EENAT — BXHI2%

hostname NAT-Router
|

I--- Output suppressed.

interface GigabitEthernet0/0

ip address 172.16.191.253 255.255.255.252
ip nat outside

ip virtual-reassembly in

duplex auto

speed auto

I
interface GigabitEthernet0/1

ip address 172.31.192.202 255.255.255.0
ip nat inside

ip virtual-reassembly in

duplex auto




speed auto
|

ip nat pool NET 172.31.16.10 172.31.16.254 netmask 255.255.255.0

I--- NAT pool defining Outside Local addresses to be used for trandation.

ip nat outside source list 1 pool NET add-route
!

I--- Configures trandation for Outside Global addresses !--- with the NAT pool.

ip route 172.16.88.0 255.255.255.0 172.16.191.254

ip route 172.31.1.0 255.255.255.0 172.31.192.201
!

I--- Static routes for reaching the loopback interfaces on R1 and R2.

access-list 1 permit 172.16.88.0 0.0.0.255
!

I--- Access-list defining Outside Global addresses to be trandated.
I--- Output suppressed.

B 28 R2

hostname R2
!

I--- Output suppressed.

interface L oopbackO

ip address 172.31.1.1 255.255.255.0
|
!
interface GigabitEthernet0/0

ip address 172.31.192.201 255.255.255.0
duplex auto

speed auto
!

I--- Output suppressed.
ip route 0.0.0.0 0.0.0.0 172.31.192.202

I--- Default route to forward packetsto NAT-Router.
I--- Output suppressed.

5 E



ZAIERAABS RENEERBINENEEZTER.

Output Interpreter Tool ( XPRFEMAF ) XiIFFELshowin s , EHLLTETUEEGSH HN
ﬁmwﬁf*ﬁo

show ip nat translations@n S A A TR EHKIRZE , MU THREFR :

<#root>
NAT-Router#

show i p nat translations

Pro Inside global Inside local Outside Tocal Outside global
—————— --- 172.31.16.10 172.16.88.1
icmp 172.31.1.1:0 172.31.1.1:0 172.31.16.10:0 172.16.88.1:0

NAT-Router#

MHETR , ANEB2RH1E172.16.88.1 ( BEHAFR1#Loopback0# A LAY b ) #FLHR I SAERA it 3t
31£172.31.16.10o

WTAR , A BAERA show ip route SF S B FRIA

<#root>
NAT-Router#
show i p route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides from PfR

Gateway of Tast resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 3 masks

S 172.16.88.0/24 [1/0] via 172.16.191.254

C 172.16.191.252/30 is directly connected, GigabitEthernet0/0

L 172.16.191.253/32 is directly connected, GigabitEthernet0/0
172.31.0.0/16 is variably subnetted, 4 subnets, 2 masks

S 172.31.1.0/24 [1/0] via 172.31.192.201

S 172.31.16.10/32 [1/0] via 172.16.88.1

C 172.31.192.0/24 is directly connected, GigabitEthernet0/1

L 172.31.192.202/32 is directly connected, GigabitEthernet0/1

NAT-Router#


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://www.cisco.com/c/zh_cn/support/ios-nx-os-software/index.html#wp1082204
https://www.cisco.com/c/zh_cn/support/ios-nx-os-software/index.html#wp1039689
https://www.cisco.com/c/zh_cn/support/ios-nx-os-software/index.html#wp1039689

WMEERT SR b 172.31.16.10 89—/ /32 B§H , ZEEH2\EH ip nat outside source T
# add-route JEITNBIER A, LbEE EA A T 2% H RN 535 M R 48 PR S0 4% 4 B R 45 A EB Y B 2.

HUEHEER

B RENEET AT EE#THELERR.

LA % HH 2 72 38 B 8SNAT-Router £i21Tdebug ip packet#ldebug ip nat@if SIS R |, BT MRS
R1#9loopback03Z O #b3ik(172.16.88.1) 3 ¥ FH 8§ R2#Y loopback 0% O #b31k (172.31.1.1) 1T ping R 4E

<tfroot>

1--- The source address in the first packet arriving on the outside interface is first trandated.

*Cct 4 20:26:48.839: NAT: s=172.16.88.1->172.31.16.10, d=172.31.1.1 [0]

!--- The ICMP echo request packet with the translated source address is routed and forwarded on the ins

*0ct 4 20:26:48.839: IP: s=172.31.16.10 (GigabitEthernet0/0), d=172.31.1.1 (GigabitEthernet0/1),
*0ct 4 20:26:48.839: IP: s=172.31.16.10 (GigabitEthernet0/0), d=172.31.1.1 (GigabitEthernet0/1),
*0ct 4 20:26:48.839: IP: s=172.31.16.10 (GigabitEthernet0/0), d=172.31.1.1 (GigabitEthernet0/1),
*0ct 4 20:26:48.839: IP: s=172.31.16.10 (GigabitEthernet0/0), d=172.31.1.1 (GigabitEthernet0/1),

*QOct 4 20:26:48.839: IP: s=172.31.16.10 (G gabitEthernet0/0), d=172.31.1.1 (G gabitEthernet0/1),

*0ct 4 20:26:48.839: IP: s=172.31.16.10 (GigabitEthernet0/0), d=172.31.1.1 (GigabitEthernet0/1),

len
len
len
len

Tlen

g=172.

1

l--- The ICMP echo reply packet arriving on the inside interface, is first routed based on the destinat

Oct 4 20:26:48.841: IP: s=172.31.1.1 (GigabitEthernet0/1), d=172.31.16.10, Ten 100, input feature,

*0ct 4 20:26:48.841: IP: s=172.31.1.1 (GigabitEthernet0/1), d=172.31.16.10, len 100, input feature,
*0ct 4 20:26:48.841: IP: s=172.31.1.1 (GigabitEthernet0/1), d=172.31.16.10, len 100, input feature,
*0ct 4 20:26:48.841: IP: s=172.31.1.1 (GigabitEthernet0/1), d=172.31.16.10, len 100, input feature,
*0ct 4 20:26:48.841: IP: s=172.31.1.1 (GigabitEthernet0/1), d=172.31.16.10, len 100, input feature,

!--- The destination address in the packet is then translated.

*Cct 4 20:26:48.841: NAT: s=172.31.1.1, d=172.31.16.10->172.16.88.1 [O0]

Com

St
Vi
Vi
MC

!--- The ICMP echo reply packet with the translated destination address is forwarded on the outside int

*0ct 4 20:26:48.841: IP: s=172.31.1.1 (GigabitEthernet0/1), d=172.16.88.1 (GigabitEthernet0/0), Ten 10
*0ct 4 20:26:48.841: IP: s=172.31.1.1 (GigabitEthernet0/1), d=172.16.88.1 (GigabitEthernet0/0), Ten 10
*0ct 4 20:26:48.841: IP: s=172.31.1.1 (GigabitEthernet0/1), d=172.16.88.1 (GigabitEthernet0/0), Ten 10
*0ct 4 20:26:48.841: IP: s=172.31.1.1 (GigabitEthernet0/1), d=172.16.88.1 (GigabitEthernet0/0), Ten 10
*QOct 4 20:26:48.841: IP: s=172.31.1.1 (G gabitEthernet0/1), d=172.16.88.1 (G gabitEthernet0/0), g=172.

*0ct 4 20:26:48.843: IP: s=172.31.1.1 (GigabitEthernet0/1), d=172.16.88.1 (GigabitEthernet0/0), Ten 10

*0ct 20:26:48.845: NAT*: s=172.16.88.1->172.31.16.10, d=172.31.1.1 [1]
*0ct 20:26:48.846: NAT*: s=172.31.1.1, d=172.31.16.10->172.16.88.1 [1]
*Oct 4 20:26:48.848: NAT*: s=172.16.88.1->172.31.16.10, d=172.31.1.1 [2]

&~ b



*Oct 4 20:26:48.849: NAT*: s=172.31.1.1, d=172.31.16.10->172.16.88.1 [2]
*Oct 4 20:26:48.851: NAT*: s=172.16.88.1->172.31.16.10, d=172.31.1.1 [3]
*Oct 4 20:26:48.852: NAT*: s=172.31.1.1, d=172.31.16.10->172.16.88.1 [3]
*Oct 4 20:26:48.854: NAT*: s=172.16.88.1->172.31.16.10, d=172.31.1.1 [4]
*Oct 4 20:26:48.855: NAT*: s=172.31.1.1, d=172.31.16.10->172.16.88.1 [4]

XHERED LN BN BIEEES LRERE.

i

£ ip nat outside source list &5 ( 317 NAT ) A2 ip nat outside source static 5 ( B
NAT ) WEERXZET , £ (7 NATRER ) BEASRUBBEBINRIRIAEZE , ERBERPIEE
%B. EL—A1TRBIF , SAN172.16.88. 1V EIE S ( # ANAT-RouterfI /A 8B #20 ) J#% Eaccess-
list 1 , Elip nat outside source listtn S FIER ISR, Rt , BIEETHIKEABRE | AP L
HEIE S s 53 TR 18 1oopback0#E O &S,

REPEFEETIERNEESW :

1. H5BESMABEAIIAEE , BERTERR , RAERERARNEKR BN, SBIEIMNRE
RREINEE , BERERARUERBNG , AEHITHER,

2AFEENR , FRANEMRNE NS |, IPRESHNE -0 2@ KRk, TREM/TER !

ke BR1E

- BRIPEMIR , XEIPEEEMINEBLE f 2 R E
- BPEn B , XEIPZIEEMNRIRE R EISAER

ip nat outside source list

- BRIPEHIR | XLEIPZIEE MK ERME @ BISNET
- BRPE BN , XEIPZEEMNIER IR ER

ip nat inside source list

XEESRMKRE , RRBFESHAXFT -, BEENBEER , B LBENME UNATHE
O ( AEHIAED ) , ARBHREXRGESWERA, FicE  WIRSNERIET S BURT HE
BRI REBENATH A .

HXxEE
o B33 O 5t hE iR

o NAT HARTIEFR
« HRX#F - Cisco Systems



https://www.cisco.com/en/US/tech/tk648/tk361/technologies_tech_note09186a0080094430.shtml?referring_site=bodynav
https://www.cisco.com/en/US/tech/tk648/tk361/tk438/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
https://www.cisco.com/en/US/tech/tk648/tk361/tk438/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
https://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
https://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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